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Kurzzusammenfassung

In dieser Arbeit berichten wir mber praktische Erfahrungen mit der l®sung von
Kongruenzen der Form

X

a© bmodp; a;b;p;x2 Z;, pPrimzahl:

Dies ist das Problem derDiskreten Logarithmenin (Z=pZ) . Zahlreiche kryp-
tographische Protokolle wie digitale Unterschriften, Veschkisselung von Nachrich-
ten, Schhisselaustausch und Identi kation basieren auf der Schwigkeit dieses Pro-
blems. In dieser Arbeit befassen wir uns mit der Praktikalitlat verschiedener Index{
Calculus Verfahren, die zur Zeit die asymptotisch schnelen Algorithmen liefern,
um dieses Problem zuesen. Wir prasentieren Berechnungen mit bis zu 85{stelligem
p und legen eine partielle bsung zu McCurley's Challenge vor, die ein 129{stelliges
p von spezieller Form benutzt.

Abstract

In this thesis we write about practical experience when sahg congruences of the
form
a* bmodp; ajb;p;x2 Z; p prime:

This is referred to as thediscrete logarithm problem in (Z=pZ) . Many crypto-
graphic protocols such as signature schemes, message eationy, key exchange and
identi cation depend on the di culty of this problem. We are concerned with the
practicability of di erent index calculus variants, which are the asymtotically fastest
known algorithms at present to solve this problem. We presecomputations for p
having up to 85 decimal digits. We include a partial solutiono McCurley's challenge
with a 129{digit p, which has a special form.






Zusammenfassung

Insofern sich die $itze der Mathe-
matik auf die Wirklichkeit beziehen,
sind sie nicht sicher, und insofern sie
sicher sind, beziehen sie sich nicht
auf die Wirklichkeit.

Albert Einstein

Diese Dissertation besdhitigt sich mit praktischen Erfahrungen bei der Benutzung
verschiedener Index{Calculus Verfahren zur ésung des Problems Diskreter Loga-
rithmen (DLP) in der multiplikativen Gruppe endlicher Prim kerper (Z=pZ) , wobei
p Primzahl ist. Diese Gruppe besteht aup 1 Elementen. Das Problem Diskreter
Logarithmen kann folgenderma en formuliert werden. Gegedn seien ganze Zahlen
a, bund eine Primzahlp. Zu nden ist eine ganze Zahix mit der Eigenschaft

X

a* bmodp;

oder ein Beweis dafr, da ein solchesx nicht existiert. Seit der Vere entlichung
des Di e{Hellman'schen Schlksselaustausch{Protokolls im Jahre 1978 ist das Inter-
esse am DLP sindig gestiegen; dies ist aus der Er ndung vieler kryptogphischer
Protokolle, deren Sicherheit von der Schwierigkeit des DLIA bestimmten Gruppen
abhangt, ersichtlich. Die Gruppe Z=pZ) gebhort zu denjenigen Gruppen, in de-
nen das DLP allgemein als schwierig angenommen wird, vorgesetzt, da p gro
ist und in der Primfaktorzerlegung vonp 1 ein gro er Primfaktor q enthalten
ist. Es ist daher nicht verwunderlich, da zahlreiche krypbgraphische Verfahren
die Gruppe Z=pZ) benutzen; sogar das amerikanische National Institute of &t-
dards and Technology hat ein digitales Signaturverfahrenum Standard erhoben,
welches diese Gruppe benutzt [49]. Dieses Verfahren baseuf Vorschlagen von
ElGamal [21] und Schnorr [67]. Selbstverahdlich kann das DLP in Z=pZ) auch
mit Algorithmen gelest werden, die in beliebigen Gruppen funktionieren. Beisgls-
weise kann das Verfahren von Silver, Pohlig und Hellman [5Bgnutzt werden, das
entweder mit Hilfe der Methode von Shanks oder der von Polldrimplementiert
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werden kann. Der gro e Nachteil dieser Methode besteht jedb in seiner Laufzeit,
die exponentiell vom ge ten Primfaktor der Gruppenordnung p 1 abhangt. Den-
noch kann #ir kleine Teilergvon p 1 mit diesem Algorithmus immer die partielle
Lesungx modulo g erhalten werden.

Wegen der steigenden kryptographischen Bedeutung [51], nda sehr intensiv
nach DL-Algorithmen mit subexponentieller Laufzeit gefacht. Daher kennen
wir nun einige deterministische und heuristische Verfahrefur (Z=pZ) ; allen
liegt die Index{Calculus Idee zugrunde, die man in nahezuder Ubersicht zum
DLP ndet [51, 38, 44, 52, 65]. Da die Grundidee dieser Algdhmen bereits
bei Faktorisierungsalgorithmen in Erscheinung trat, erbe die DL{Algorithmen in

naterrlicher Weise die dortige Laufzeitnotation. Wir de nieren

Lpls; d := exp((c+ o(1)) (log p)*(log logp)* °):

Im Jahre 1987 bewies Pomerance, da Diskrete Log%rijhmen @inem Kerper vonp"
Elementen mit einer erwarteten Laufzeit vorL ,» [1=2; 2] berechnet werden énnen
[60]. Der Artikel von Coppersmith, Odlyzko und SchroeppellB] enthalt drei heuri-
stische Verfahren, die sich die Index{Calculus Idee zunwgzanachen; sie erreichen eine
vermutete Laufzeit vonLp[1=2;1]. Im Jahre 1993 wurde ein grerer Durchbruch
durch Gordon erzielt, der das beim Faktorisieren erfolgrehe Number Field Sieve
(NFS) auf das DLP ubertrug und damit eine heuristische erwartete Laufzeit vo
L ,[1=3; 3%] erzielte [27].

Die neueste E zienzsteigerung des NFS geht auf Schirokaueureck, der die ver-
mutete erwartete Laufzeit auf

L ,[1=3; (64=9)3]

verbesserte [64]. Diese Laufzeit ist identisch mit der sobifsten asymptotischen
Laufzeit, die zum Faktorisieren von zusammengestzten Zan gleicher Go e bene-
tigt wird.

Dennoch blieb bis zum Jahre 1995 der einzige ernsthafte Ma&ch einer expliziten
Berechnung der von LaMacchia und Odlyzko im Jahre 1991. Zuediem Zeitpunkt
zeigten sie die Unzudnglichkeit des von der Firma Sun verwendeten Kryptosystesn
zur Sicherung ihres verteilten UNIX Dateisystems auf. Hi&ei wurde ein DLP mit

einem 58{stelligenp gelst.

Die vorliegende Dissertation stellt umfangreiches exparentelles Datenmaterial zur
Verfugung, welches die Praktikabiliat der verschiedenen Index{Calculus Versionen
durch die Erweiterung der Methode von [64] aufzeigt. Au erém wird eine weitere
Version des NFS vom Faktorisieren auf das DLRbertragen. Ein Vergleich zwischen
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den Verfahren gibt Aufschlu wuber tatsachliche Laufzeiten, die in den Konstanten
des AusdrucksL y[s; ¢] verborgen sind. Das folgende Beispiel vermittelt einen i
druck davon, wie schwer es ist, die Exponentiation modulorer Primzahl zu in-
vertieren. Die Berechnung einer Potenz modulo einer 85{#ligen Primzahl dauert
32 Millisekunden auf einem 40{mips Rechner. Der gleiche Reer berotigt jedoch
unge®hr ein Jahr, um den benutzten Exponent aufzu nden { und diesnit Hilfe des
besten bekannten DL{Algorithmus #ir endliche Primkerper dieser Go e.

Kapitel 1 fuhrt in die Notation und die mathematischen Grundlagen eingie berstigt
werden, um die verwendeten Algorithmen zu beschreiben; deewerden in Kapitel
2 kurz skizziert.

Kapitel 3 bildet den Hauptteil dieser Arbeit. Es beginnt mit einer detaillierten
Beschreibung der ersten NFS Implementierungif das DLP, greift deren zahlreiche
Verfeinerungen mit ihren vier Variationen auf und erlért, wie die Parameter gewhlt
werden. Zustzlich wird eine neue Methode eingahrt, um die beim Faktorisieren
erfolgreiche Large Prime Variante auch beim DLP anwenden Zw®nnen. Bei der
Beschreibung des Gleichungssystems am Schlu des Verfatgavird hervorgehoben,
wie die Losung des DLP aus dessenekung gewonnen wird. Schliesslich werden
vier Weltrekorde, die mit unserer Implementierung erzieltvurden, prasentiert, die
ihren Hehepunkt in der Berechnung diskreter Logarithmen in einemritnkerper mit
uber 13° Elementen nden. Weiterhin wird die Vorberechnungsphaseux McCurley
Challenge beschrieben; hier besitzt der Pringkper 132° Elemente.

Kapitel 4 stellt die erste allgemeine Siebimplementierungor, die die aktuellen

schnellsten DL{ und Faktorisierungsalgorithmen, einen Ajorithmus zum Umformen
von DL{Problemen und einen neuen Algorithmus zur Berechngnvon Klassengrup-
pen algebraischer Zahlrper als Spezialille enthalt. Es werden einige Daten zur
Verfugung gestellt, die zeigen, da diese Verallgemeinerungcht allzuviel an Ef-

zienz kostet.
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Introduction

As far as the laws of mathematics
refer to reality, they are not certain,
and as far as they are certain, they
do not refer to reality.

Albert Einstein

The subject of this thesis is to provide practical experiemgcconcerning the discrete
logarithm problem (DLP) in the multiplicative group (Z=pZ) of the nite prime
eld Z=pZ, p prime, by employing di erent index calculus algorithms. Evdently,
the group in question containgp 1 elements. The discrete logarithm problem in
this group may be stated as follows. Given integeis b and a prime numberp nd

an integerx such that

X

a* bmodp;

or prove that such a solution does not exist. Since the pubdton of the key exchange
protocol by Di e and Hellman in 1978 [19], the interest in the DLP has constantly
been growing as can be seen in the invention of many cryptogtac protocols whose
security depends on the di culty of the discrete logarithm n certain groups. The
group (Z=pZ) is such a group in which the DLP is widely assumed to be di cult
provided that p is large and the group ordemp 1 contains a large prime factor.
Consequently, numerous cryptographic protocols are des&d for (Z=pZ) ; even
the National Institute of Standards and Technology adopteda digital signature
algorithm [49], which makes use of this group, based on praggats of EIGamal [21]
and Schnorr [67]. The DLP in Z=pZ) can, of course, be solved with algorithms
which work in arbitrary groups, for example the one of SilverPohlig, and Hellman
[55], which may be implemented by using either Shanks's meitti [63] or Pollard's
method [57] as a subroutine. But the main disadvantage of thialgorithm is that
its running time is O(" Q) if g largest prime divisor ofp 1; this is exponential in
the length of the input. Nevertheless, for small divisorgf of p 1 it is possible to
obtain the partial information x modq with this algorithm.
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Because of the rising cryptographic signi cance [51], a laif e ort has been put into

inventing discrete logarithm algorithms with a sub{exponatial running time. As

a result, we now know a couple of rigorous and heuristic mettie for (Z=pZ) , all

based on the index calculus idea, which the reader will nd i@lmost every survey
article on the DLP [51, 38, 44, 52, 65]. As the basic idea of e algorithms has
already appeared in integer factorization algorithms we rarally have the notion of

running times introduced there. We de ne

Lpls; ¢ := exp((c+ o(1)) (log p)*(log logp)* °):

In 1987, Pomerance proved in [60] that discrete logarithm® ia nite Blg of p"

elements can be computed with an expected running time &f,[1=2; 2]. The
article of Coppersmith, Odlyzko, and Schroeppel [13] contes three heuristic ver-
sions exploiting the index calculus idea, with a conjectudeexpected running time
of Lp[1=2; 1]. In 1993, a major breakthrough was achieved by Gordon wharoe up
with an adaption of the Number Field Sieve (NFS) for factorig [27] by improving
the (conjectured) expected running time tolL ,[1=3; 3%]. The latest acceleration of
the NFS is due to Schirokauer [64] obtaining a conjecturedxgected running time
of

L o[1=3; (64=9):]:

This is the same asymptotic running time as for factoring coposite integers of the
same size ag.

Until 1995, however, the only serious attempt of a practicatomputation by imple-
menting the method of [13] was made in 1991, when LaMacchiaca®@dlyzko showed
the weakness of the Sun network{ le{system cryptosystem bgolving a DLP with

a prime p with 58 decimal digits involved.

Our thesis is designed to provide substantial experimentalata in order to show
the practicability of the di erent heuristic index calculus versions by extending the
method of [64] and by adapting another NFS version from faatmg, and to give
a comparison of the practical running times, which are hidaein the constants
occuring in the expression_4[s; ¢]. The following example gives an idea of how hard
it is to invert the exponentiation function modulo a prime atpresent. Computing a
power modulo a 85{digit prime can be done within 32 millisecws on a 40{mips{
machine. But it takes about one year computing time on the saenmachine to
recover the exponent in question with the aid of the most prdical discrete log
algorithm for nite prime elds of that size.

Chapter one is intended to introduce the notation and the madtematical background
needed to give a description of the considered algorithmshieh are then roughly
presented in chapter two.
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Chapter three constitutes the main part of the work. It begiis with a detailed

description of the rst NFS implementation for the DLP, including its numerous
re nements and its four variations, and explains how to chose the parameters.
Additionally, a new method is introduced to adapt the large pme variation from

the factoring algorithms. In the linear algebra step at the rd of the algorithm it is

emphasized how the discrete logarithm solutions can be obtad with the help of the

solution vectors belonging to the linear system. Finally,dur world records, achieved
with our implementation, are presented { culminating in conputing logarithms in a

prime eld of over 10°° elements; furthermore, the precomputation step of attackp

McCurley's 129{digit problem, which is stated as a challergyin [44], is described.
Occasionally, we will refer to the analogous steps when thé=N is used for factoring
integers.

In chapter four we show the rst general sieving implementéan which covers the
fastest discrete logarithm and factoring algorithms knowmt present. Furthermore,
it covers a special algorithm to transform discrete logatitm problems, and a new
algorithm to compute class groups of number elds. We give se evidence that we
pay for this generalization with only a slight lack of e ciency.
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Chapter 1

Preliminaries

1.1 List of Frequently Used Symbols

At this point, we introduce some symbols which are not de nedn the sequel. The
reader is assumed to be familiar with most of them.

DL is an abbreviation for 'discrete logarithm'.
DLP is an abbreviation for 'discrete logarithm problem'.
NFS is an abbreviation for ‘Number Field Sieve'.
JM | means the cardinality of the setM.

Z is the set of the rational integers.

N is the set of natural numbers.

Ny is the set of natural numbers including 0.

@ is the set of rational numbers.

R is the set of real numbers.

C is the set of complex numbers.

P is the set of rational primes.

if R is a ring, thenR means the ring of units ofR.
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ja (a2 R) means the absolute value oé&.
bac (a2 R) means the greatest integer less thaa.
ajb (a;b2 Z) meansa divides b.
ajb meansa does not divideh.
a bmodp meanspj(a b).
aMod b means the least non{negative residue wheais divided by b.
(n) means the number of primes up tan.
gcd(@; b means the greatest common divisor ;b2 Z.
ord,a (p2 P;a2 Z) is the exponent ofp in the prime factorization of a.
ords a G a group,a 2 G means the order ofain G.

h; i means the standard scalar product.

When referring to computing times, we use the following abbwiations:

hsecmeans ¥100 second,
mips means 10 instructions per second,

1 mips yearis the computing time of one year, carried out by a computer tad
at 1 mips.

1.2 Presentation of Algorithms

We present algorithms in a pseudo{code, which is related tin¢ programming lan-
guage C [30]. TheATeX{style algo.sty is used, developed by Papanikolaou and
Zayer [53]. They have replaced the bracketed control seques of the language C
by keywords, as follows.

The structure



1.2 Presentation of Algorithms

if (condition)

{

instruction block 1

}

else

{

instruction block 1

}

reads as

(1) if (condition) then
(2)  instruction block 1
(3) else

(4) instruction block 2

)
The while{loop

while (condition)

{

instruction block

}

is written as

(1) while (condition) do
(2) instruction block
(3) od

The for{loop

for (initialization; condition; increment)

{

instruction block

}

is written as
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(1) for (initialization; condition; increment) do
(2)  instruction block
(3) od

As usual, the output of a function is indicated by the keywordeturn .

1.3 The Discrete Logarithm Problem

We start by introducing the term discrete logarithmfor a nite group G.

1.1 Denition  Let (G; ) be a nite group anda;b2 G. If there existsx 2 Z,
X 0, such that
a* = b; (1.1)

we call the minimalx satisfying (1.1) thediscrete logarithm of b to the basea. We
write log, b.

We will use this notation throughout the thesis. Unless stad otherwise,a will be
the basis of the logarithm andowill be an element, the logarithm of which has to be
computed. The de nition tells us that by asking for the exisence ofx, the problem
has to be solved, whethebis member of the subgroup generated ®. This problem
is not easy in general but is trivial for a cyclic groupG, provided the factorization
of jGj is known.

Evidently, if y 2 Z is a solution to (1.1), then the set of all solutions to (1.1)d given
by
fy+ k ordgaj k2 Zg:

As we shall see soon, the subgroups G&f are of great importance for both the
decision problem and the computational problem. The basi@adéts are given in the
following Lemma.

1.2 Lemma Let G be a nite cyclic group of ordern with neutral elemente and
t 2 Z be a divisor ofn. Then

i) G':=fb jb2 Ggis a subgroup ofG
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i)

=e() aisat{th powerin G
Proof:

i) trivial.

i) Let g be a generator ofy. Choosex 2 Z, x < n, such thatg* = a. It follows
g™ = e. Thereforen divides xn=t whencex is divisible by t. Conversely,
assumea is at{th power in G, then g = a for somek 2 Z. We have

n=t

a™t = gt = gfn = e

1.3 Lemma Let (G; ) be a cyclic group with neutral elemenrt,

- . Y] e
1G] = P

be the prime factorization of its cardinality anda;b2 G. Then (1.1) is solvable if
and only if foreachj, 1 j n

A% 6 e;
whenever
HeI=F & e;

with1 k g.

Proof: Let g be a generator ofc. We show that (1.1) is insoluble if there exisj,
k with

He= 6 e;
and

G = g

Let U be the subgroup ofp}‘{th powers of G. According to Lemma 1.2a2 U and
b 62U. But U is closed under group operation. Hence the equation (1.1) hao
solution.
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Conversely, assumé is a solution to (1.1). Assume

HeI=F 6 e:
Sinceb= &, we havea’®=" & e, Therefore

A% = e
is impossible. [
The criterion of the Lemma is su cient for our purposes sincehe multiplicative
group of prime elds is cyclic as we shall see in the next semti (Theorem 1.7).
For the use of the Number Field Sieve for computing discret@darithms in these

groups, the factorization of the group order is necessaryhdrefore we can assume
that the prime factorization of jGj is given.

The following two Lemmata show that it su ces to compute the ®lution of a discrete

log problem modulo divisors ofG;.

1.4 Lemma Let (G; ) be a cyclic group of orden with generatorg. Let a;b2 G
andt> 1 be a divisor ofn. Let k;1 2 Z, with gcd(t;1) = 1, such that

adg = d (1.2)
for somed 2 G.
Then

k
X T modt

is a solution to ~

a=b
in G=G..
Proof:

We havet® + 19 = 1 for somet%1°2 Z. In particular, 1° | ! modt. Then
d"’ = ()" = & = & (1.3)

Let
G G=G
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be the quotient map. It follows .
ki

1=a"b;
giving

0
a X" =b;

which is the desired result. [ |

1.5 Lemma In the situation of Lemma 1.3, we have the following.

If
2 =b nG=G": 1 | n

then for the unigue non{negativex < jGj which simultaneously solves

X X1 mod pit
oo : P (1.4)
X Xn mod pg
we have
a=bDb
in G.

Proof: We have the (homomorphic and surjective) quotient maps
oG ! G=G"; 1 | n
with kernel GP .

De ne the map ' as follows

LG 1l G=G G=G"1"
h 7! IO ()F

We are going to show that is an isomorphism of groups. The kernel of is
H=GP\ :::\ GP:
Let g be a generator ofG and h 2 H. Then "' ;(g) = gXG"’fj , which is equal to

GP', if and only if pjejjx. Sog* 2 H, if and only if pf"jx forl | n, whencejGj
dividesx andh = ¢g° = e,

Having thus found a solution (1.4), applying ! revealsx. [
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1.6 Remark The ability of computing discrete logarithms with respect ¢ a partic-
ular basea is equivalent to the ability of computing discrete logaritims with respect
to other basesa’. Assume, we want to solve

a* = b:

We computey; z, such thata’ = a’and a*> = b and obtain

X

aY¥ = a’;

whence
Xy z modjGj:

1.4 Finite Prime Fields

In this section we intend to list the basic properties of nie elds, which are well{
known and frequently used in the sequel. More details and pts of the statements
can be found in [29] or other books about algebra and numberebry.

1.7 Theorem Let K be a nite eld of order g. Then qis a prime power and the
multiplicative group ofK is cyclic of orderq 1. If K is a prime eld (i.e. contains
no proper sub elds), thenq is a prime number.

The following lemma gives the method of representing elensrof nite prime elds.

1.8 Lemma For everyq= p* for somep2 P, k 2 N, there is a nite eld K of
order g. The integer multiples of the identity inK form a sub eld K ®isomorphic to

ZHL.

Given the situation of the preceding Lemma, we caK ® nite prime eld of order
p. The algorithmic representation of an element oK °

L1, +$2K° (1.5)

isa+ pZ2 ZH4Z.
We always choose to be the least non{negative integer satisfying (1.5).

The index calculus algorithms prot from the fact that on the assumption of the
extended Riemann hypothesis (ERH), the representation ohé least generator is
relatively small. In this context, we know the following The@rem 1.9, which is proved
in [71].
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1.9 Theorem (ERH) There exists a constantc 2 R such that, for allp 2 P, there
existsa2 Z, 0<a c(logp)® such thata is generator of(Z=pZ) .

1.10 Remark In practice we usually observe a generator foiZ=pZ) among the
rst twenty primes.

1.5 Number Fields

In this section we recall some basic properties about algelr number elds. Our
considerations will be specialized on developing only theecessary facts needed
for the subsequent chapters. For a few special cases, whiate meeded for the
justi cation of some steps of the NFS algorithm and which arenot to be found in
the standard literature, proofs are given. For a more systeatic approach we refer
the reader to standard textbooks about algebra and algebranumber theory, for
example [36, 12, 28]. We now de ne the structure, in which theain computation
in the NFS algorithm takes place.

1.11 De nition A number eld is a eld K containing @ which, considered as
Q{vector space, is nite dimensional. The numbem = dim o K is called the degree
of the number eldK.

For the rest of this chapter letK be a number eld of degreen. The possibility of
representing elements of an algebraic number eld, the s@lted algebraic numbers,
is given by the following Theorem.

1.12 Theorem There exists 2 K, such that

Xt
K=Q()=1f X 'j[(Xo;:::;%n 1) 2 Q"g:

i=0

1.13 Remark In the situation of Theorem 1.12, we call the set

standard basis ofQ( ).
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1.14 Lemma Let 2 K. There existsf 2 Z[X], k:=degf n

f(X)= aX"+ + aX + ag;
minimal polynomial of

We introduce algebraic integers as a generalization of ratial integers.

1.15 De nition Let! 2 K. If the minimal polynomial of ! is of the form
XK+ g XK1+ + X + ap;

we call! an algebraic integer

1.16 Theorem The set
Ok :=f1 2K j! is an algebraic integey
forms a ring.

1.17 De nition  We call Ok the ring of integersof K. If the context is clear, we
simply write O instead of O .

1.18 Remark For ! being an algebraic integer, we also writ®, for the ring of
integers of Q(! ).

The norm map, which will be de ned next, is a useful tool to trasform problems
in K into problems in Q.

1.19 De nition Let 2 K. Let be the following map:

K ! K
7! :

We callN( ):=det( ) the norm of

1.20 Lemma The norm N( ) is a rational number. It is a rational integer, pro-
vided that is an algebraic integer.N( ) =1 if and only if is a unitin O.
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1.21 Denition Let! be an algebraic integer with minimal polynomial

f(X)= XX+ a XK1+ +aX + ag

The value
e NEU) =k (k Da o/ %+ oy

is calledthe discriminant of f .

We now derive the formula which will be used to compute norm ithe NFS algo-
rithm.

1.22 Lemma Let K = Q( ) be a number eld of degrem 2. Let
f(X)i= g, X"+ + a1 X + q
be the minimal polynomial of . Then the norm ofc+ d , c;d2 @ can be computed
from
)

N(e+d)=( dr——2

Proof: We compute the norm ofc d by constructing the representation matrix
Ac. g 2Q" " ofthe map . 4 . Note that

n 1 g1 ﬂ a

an an an

After having constructed the matrix of the images of the stadard basis ofQ( )
under . 4 , we compute its determinant

c O ::: i 00 dg—:

d ¢ 0 ::: ::: O d;‘—;

0 d ¢ 0 ::: O dgz : (1.6)
0 ::: ::i 00 d c+da’;—nl

In order to compute a triangular form of the matrix above, we prform the following
operation in stepi (1 i n 1): we multiply row i by % and add the result to
row i +1. This is clearly a transformation which keeps the value ahe determinant
invariant. The e ect of the operationi = 1 is as follows. The rst column will only
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consist of the entryc in the upper left corner. The second entry in the last column
will be replaced by
2
42 + g
Ca, an

By iterating, after n 2 transformations, the entryn 1 will show up as
dan 1ao dan Zal N dan 2

+ +
c" 2a, " 3a, an

Since the last entry in the last column isc+ d®-, this entry is replaced by

an

n n 1 2
d'ag d" " +danz+danlJrC

c la, " ?a, Cén an

h(c;d) :=
instepn 1.

After step n 1, the matrix has the following form:

c 0 ::: i o0 d;‘—:
0 C 0 .- P 0

0O 0 c¢c O 0

O ::: ::: ::: 0 0 h(c;d

It is clear that the determinant is the product of the diagon&entries. So we have

N(c d) = ¢ *h(c;d
n n 1 2 2
= dao+d Cal+ +M+dcﬂlﬂ+cn
an an an
= d —f (3):
an
The result follows by replacingd by d. [

1.23 Remark We consider two special cases. FirstiyN( )j = jf (0)=a,j. Sec-
ondly, the norm of an elementc2 Q isN(c) = c" (setd =0 in (1.6)).

1.24 De nition  Let R be a ring. A non{empty subset R is an ideal of R if
and only if the following two conditions are satis ed:

1l.a;b21 =) a b2l;and



1.5 Number Fields 13

2.r2R,a2l =) ra2l.
In order to de ne the norm of an ideal we rst note the following Lemma.

1.25 Lemma Let K be an algebraic number eld with ring of integer® and let|
be an ideal ofO. Then O=lI is a nite ring.

1.26 De nition  In the situation of the lemma above, we call
N(l) = jOo=lj

the norm of the ideall. In case of O=I being a nite eld, we will say thatl is a
prime ideal of O. Then jO=Ij = p™ for some natural numberm. We call m the
degree of the prime ideal .

Ideals can be decomposed (multiplicatively) into prime idds. Thus we give the
multiplication operation.

1.27 De nition  Let K be an algebraic number eld with ring of integer® and let
I;J be ideals ofO. Then theideal productof I andJ is de ned as

X«
1J =f XiVilk2 N;xi 2 1yi 23,1 i ko

i=1

1.28 De nition  Let K be an algebraic number eld with ring of integer©. A
fractional ideal I in O is a non{zero submodule oK such that there exists a non{
zero integerd with dl ideal of O. An ideal | of O is said to be aprincipal ideal
if there existsx 2 O such thatxO = |. Finally, O is said to be a principal ideal
domain if every ideal ofO is a principal ideal.

The following Theorem is fundamental to the functioning ofthe NFS algorithm.

1.29 Theorem Given the situation of de nition 1.28. Every fractional idal | in
O can be written in a unique way as
Y
| =  p%;
P
the product being over a nite set of prime ideals and the expents being inZ. In
particular I O if and only if all the e, are non{negative.
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1.30 Remark As to Theorem 1.29, we write
ordpl = e
If 20,1 = 0O, we write
ord, = &

1.31 Remark Let K := Q(! ) be de ned by xing a root ! of a monic polynomial
f 2 Z[X]. Then (Z[! ];+) has nite group index in O. We will call the subset
of p 2 P, which divides this index, index divisors If the index is not divisible by
p2 P, we say that Z[! ] is p{maximal.

In order to compute a superset of the index divisors, we note

1.32 Lemma Let K = @Q(!) be a number eld,f (X) 2 Z[X] the monic minimal
polynomial of! , p2 P. If pis divisor of the index[O, : Z[! ]] thenp?j ;.

1.33 Remark In particular, the set of index divisors is nite.

In order to actually recognize the index divisors, we applyhe following theorem
due to Dedekind (Dedekind's criterion).

1.34 Theorem LetK = Q(!) be a number eld,f (X) 2 Z[X] the monic minimal
polynomial of! , p2 P. Let

f(X) kLG (X)) modp

be the factorization off modulo p, where g is the product of monic irreducible
polynomials dividingf exactly with exponenti. De ne

1 ¥ .
h(X) = B(f (X) g (X)"):

i=1

Then Z][! ] is p{maximal if and only if

YK
ged(X):  g(X)=1:

i=2

IRichard Dedekind 1831{1916
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The following Theorem gives the prime ideal decompositiorf @ rational prime p
from the factorization of the eld polynomial modulo p, for all but nitely many p.

1.35 Theorem Let K := Q(! ) be a number eld, wherd is an algebraic integer,
whose (monic) minimal polynomial is denoted (X). Let f be the index of , i.e.
f =[O0, :Z[!]]. Then for any prime not dividingf one can obtain the prime
decomposition ofpO, as follows. Let

A%
T(X) Ti(X)% modp

i=1

be the decomposition off into irreducible factors in Z=pZ[X], where theT; are

taken to be monic. Then v

pO, =  pf;
i=1

where

p=(p;Ti(t)) = pO, + Ti(!)O:

1.36 Remark As to Theorem 1.35, we say thap; lies abovep.

Referring to the NFS, we start with choosing a polynomial, ke a root of this
polynomial and then perform computations inZ[ ]. If is an algebraic integer, it is
clearthatZ[ ] O . Incase of notbeing an algebraic integer, some adjustments
have to be made. In particular, an algebraic integer relatet is constructed. The
following Lemma collects some facts about this case.

1.37 Lemma Let f (X) 2 Z[X] irreducible,
f(X)=aX"+a, X" '+ +a; a 60
and de ne

g(X) = a 'f (X=ay)
= X"+ a, X" T+aga, X" 2+ A, X" P+ +a) tag (1.7)

Let 2 C, suchthatf( )=0,! :=a, . Then

) g(')=0

i) ! is an algebraic integer
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i) Q( )= Q)

Iv) if pga, and p is not index divisor of[O, : Z[! ]], there is a bijection between

the prime ideals ofO, lying abovep and the irreducible factors of (X) modp.

v) if n 3, every primep dividing a, is an index divisor of[O, : Z[! ]].

Proof:

) g(t)=aq *f(l=an)=af f()=0

i) ! is root of the monic polynomialg

iii) clear, becausea, 2 Q

iv) There is a bijection between the prime ideals 00, lying above p and the

irreducible factors ofg(X) modp, by Theorem 1.35. Let the polynomial fac-
torization of g(X) modulo p be given as

Y
g(X) g (X)® modp:

Then Y
—_ 1 1 € .

f (X=an) @g(x) 1 g (X)* modp:

The result now follows by substitutingY := X=a, and applying Theorem 1.35.

v) We apply Dedekind's criterion. Assumepq a, 1. From (1.7) we see that

g(X) X" YX +a, 1) modp:
Consequently, in terms of Theorem 1.3%;(X) = X +a, 1,0, 1(X)= X and

1
h(X) = B(an 28, X" 2+ + ad) M)

But p divides a, and therefore dividesaa) '=p if n 3, whence
ged@n 1;h) X modp:

Therefore Z[! ] is not p{maximal, so p is index divisor. Now assumeja, ;.
Then g factors as
g(X) X" modp;

and g,(X) = X. We obtain
h(X) = g(an X" T ay X" 2+ + el Y):

As above,p divides the constant term ofh, and Z[! ] is not p{maximal, so p
is again an index divisor.
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We note that the norm map is extended to ideals in a natural way

1.38 Lemma Given the situation of de nition 1.28. For 2 O, the following
equality holds:
JIN(C )i = N( O):

The following lemma is needed for determining which prime @hls occur in the
decomposition ofc+ d .

1.39 Lemma Let! be an algebraic integer and let+ d! 2 O,, ¢;d2 Z be coprime
andp=(p;! ¢,) be aprime ideal of nornmp 2 P not dividing the index[O, : Z[! ]].
Then p divides the principal ideal(c+ d! ) if and only if

N(c+ d!) is divisible byp, and
c=d ¢, modp.

The exponent ofp in the prime ideal factorization of(c+ d! ) is equal to the exponent
of p in the prime factorization of N(c+ d! ).

The correctness of the NFS algorithm for DL depends on a cotidn which the class
number of the employed number eld has to satisfy. We rst no¢ the following
result.

1.40 Theorem Given the situation in de nition 1.28 and letl be the set of frac-
tional ideals of O. Let P | be the set of principal fractional ideals 0©. Then |
is an abelian group with respect to multiplication an€lx := | =P is a nite group.

Now we are ready to introduce the class number of a number eld

1.41 De nition  The groupCly of Theorem 1.40 is called thelass groupof K and
its cardinality hx is called theclass numberof K .



18 1. Preliminaries

1.6 Miscellaneous

In order to measure the quality of a decomposition of integerinto a product of
smaller integers, we need a notion a&moothness

1.42 De nition  Letn;t 2 Z. The integern is said to bet{smooth or smooth with
respect tot, if all prime divisors of n are at mostt.

To estimate the likelihood of smoothness, which is essertia the index calculus
algorithms, we use the {functions, which are examined in an article of Knuth and
Trabb Pardo [31].

For n;k 2 N let Pc(x; n) be the number of positive integers less than, whosek{th
largest prime divisor is at mostn*. Knuth and Trabb Pardo proved that

Fe(x) = lim Pk(’: ")

exists.

1.43 De nition  With the notation of the preceding paragraph, we de ne
k(X) = F(1=x):

As a special case, we obtain an approximation of the probabjl of n being n*™{

smooth by evaluating 1(x).

Knuth and Trabb Pardo give the following formulae for ((x), which are convenient
for numerical integration:

8

< 0 0 x 0_k=0
K(X) =, R 1 0 O<x Lk 1

1 (k1) a(t 1)E x> Lk 1L



Chapter 2

Discrete Logarithm Algorithms

This chapter is a survey on the ideas of the current signi candiscrete logarithm

algorithms for nite prime elds, which we are going to discis in this thesis: the
Pohlig{Hellman{Algorithm [55], the Coppersmith{Odlyzko{Schroeppel{Algorithm

[13], and the Number Field Sieve Algorithm [27, 64]. As statkein section 1.3, we
consider

X

a* bmodp; a,b2 Z,p2 P:

2.1 The Pohlig{Hellman{Algorithm

The Pohlig{Hellman{Algorithm (PH) actually works in any cy clic group. Unfortu-
nately, it has an exponential running time in terms_of the grap order. Let gnax be
the greatest prime divisor ofiGj, then PH needsO(" Gnax) group operations. In its
original version, PH also needs space for storif@(" Gnax) group elements, which
for increasinggnax rapidly exhausts main memory.

2.1 Example Assumep 2 10 with (p 1)=2 prime. Then the representation
of a number inZ=pZ consumes 7 digits to the base®2, plus 32 bit length and sign
information, that is 32 bytes in total. The original PH stores™ g numbers inZ=pZ,;
the amount of main memory needed is therefore

32 10’ bytes = 320 MB:

Fortunately, PH can be combined with an idea of Pollard [57]ush that its space
requirements are bounded by a small constant. Now we will gk how the combi-
nation of PH and Pollard's method works.
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Let g be any prime dividingp 1 andh an integer withh 1. Let g" be a power
of q dividing p 1; we are going to computex modulo g" provided that we know
the value ofx modulo " . Assume

X Xo+ Xiq+ X2+  + Xp oq" 2 modq” L

Set
al a® V=9 modp;
b (p ="
bO aXo+ X10+ X202+ +xp o 2 mOdp:
Because of
a" 1 modp and
b 1 modp

both &’ and i are members of the unique subgroup, of order q in (Z=pZ) .

Solving
a®* 1 Pmodp forxy, 1
we obtain
o b (p 1=q"
am* axo+ X10+ x2q2+  +xp g 2 modp:
With

b1 g ik, 42t
a% 1 (@n e al "t modp;

it follows that
2 h 1 % p_1
gXotX1gtX2q°+  *+Xn 10 q badh modp;

which is equivalent to
X Xo+ X1+ Xof+  + Xp o0 2+ xn 1q" * modd™:
The main idea for computingx,, ; is to produce iteratively a sequence of elements
(di)i 1, where all thed;'s are of the form
a*d’ modp:

As U, contains exactly g elements, () will become periodic after at mostq itera-
tions. This, however, can be expected to happen in an expedtaumber of O(" Q)
steps (birthday paradoxon). The computation stops whemo d; modp for i°> i
is recognized. In this case,

a* P ° 1 modp
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and therefore
(k Ko+ xi, 1(l I‘)) 0 modgq;

which revealsx;, 1, provided that gcd( 1%0) = 1.

Pollard's method nds the pair (i;i % by computing the sequence twice agi() and
(dy ), waiting for (dj) = (dy). This will be the case whenj is a positive multi-
ple of the period length. Pollard's%method for factoring works analogously. In
our implementation, we were able to improve the running timéy adapting Brent's
improvement [7] concerning Pollard'$4method to the discrete logarithm case. In-
stead of computing the sequence twice, Brent's algorithm meembers the sequence
elementsdy and compares them tody,j; 1 j 2. It can be shown that compa-
rison is not needed for1 j 3 2 1

By combining PH and the two improvements, we got the runningimes shown in
table 2.1 on a Sparc ELC workstation. The 22{digit example (*has been computed
on a Sparc Ultra workstation. The number of digits refers tolie decimal digits of
p, wherep is a prime such that ¢ 1)=2 is a prime of the same size.

Table 2.1: Running times Pohlig{Hellman{Pollard{Brent

# digits |CPU min:sec# examples|factor
10 0:08 250
11 0:27 250 3.38
12 1:31 250 3.37
13 4:38 250 3.05
14 13:36 250 2.93
15 42:32 250 3.13
16 142:43 150 3.36
17 345:16 65 2.42
18 1006:56 5 2.92
19 4131:50 1 4.10
20 8886:09 1 2.15
21 10718:36 1 1.21
22 10195:36 1

As one would expect, the running time increases by afactorlmfagnitudep 10 316

when p is enlarged by one decimal digit. Extrapolating this from tle surprisingly
good running time for the 21{digit number, the running time br an 85{digit prime

would be 2 10?° years in practice.

Fortunately, we can do better due to the practicability of irdex calculus methods,
the idea of which is sketched within the next section.
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2.2 The Number Field Sieve

The Number Field Sieve (NFS) was eminently successful in attking the problem of
factoring integers. Many people have contributed to this glorithm, see for example
[58, 14, 23, 24, 48, 78, 37]. The NFS factoring algorithm iogkly related to the NFS
DL algorithm. On the one hand, some steps are similar, one tlegher hand, some
steps are completely new in the latter. With regard to the hadling of the similar
steps, we will comment on the di erence to the factoring caseln the following,
we will briey explain the idea of the Number Field Sieve to compute discrete
logarithms, as we will give a detailed description in the néxhapter. The Gaussian{
Integer{Method?, published by Coppersmith, Odlyzko and Schroeppel (COS) ma
be viewed as a special case of the NFS; we will outline this ihet next chapter.

The NFS consists of the following steps:

1. reduce original problem (1.1) to congruences
a* s modp;
s 2 S whereS is a set of \su ciently” small natural numbers

2. choose two polynomialgy (X); g(X) 2 Z[X] of degreeny; n, respectively
with common root m mod p;
forj =1;2:
let h; 2 Z be the coe cient of X" in polynomial g,
let ; 2 C be a root ofg
let O; Z[h; ;] be the ring of integers oK; := Q( ;)
3. choose factor bases
F; = fprime ideals ofQ; with norm below some boundB;g[f h;g
4. ndsetofpairsC:=f(c;dg Z Z with
h, (c+ d ;) smooth overF,
h, (c+ d ;) smooth overF, by sieving, with jC] > jF.] + jF5j

5. for eachs 2 S nd special relations:
h, (c+ d ;)=ps smooth overF,
h, (c+ d ;) smooth overF,
for each prime idealps of O; lying aboves

1Carl Friedrich Gau 1777{1855
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6. for every big prime divisorg dividing p  1:

compute additive characters oh; (c+ d ;)

matrix A over Z=oZ

dmA j Fij+ jFj

A consists of exponent vectors in the decomposition of thg (c+ d ;)
and the additive characters

compute elements ; 2 04, , 2 O,, which are ¢{th powers
by solving Ax 0 modq

obtain k;| with ad modp being aq{th power in (Z=pZ)

compute x modulo g by applying Lemma 1.4

From Theorem 1.9 and Remark 1.6 we may assume thatis smooth with respect
to either B, or Bs.

The basic idea of using auxiliary number ring®1, O, containing Z[h; 1], Z[h, ;]
respectively is that the number rings are constructed in stica way that

ooz 1Y zZEpz
] I — 1.
hj i 7! hjm 1_1’2

are ring homomorphisms.

In particular, if we construct a ofth power ; 2 Z[h; ;], then ' ;( ;) is a ¢fth

power in (Z42Z) . During the execution of the algorithm, we obtain the primedeal
factorization of many principal ideals. Merely given theséactorizations, the linear
algebra step would compute an element

2V :=f 20]j qdivides ord,( ); for all prime idealsp Og :

Although the group V contains the subgroup ofy-th powers ofK , it is not equal to
(K )%in general. The quotientVK )% may be viewed as an obstruction group. It
is nite in the Gaussian integer method but not in the generaNumber Field Sieve.
This is the reason for employing the additive characters cqmted in step 6. we will
have a close look at that in section 3.6.

For the sake of convenience we introduce some terms to be uséten talking about
relations which are produced by the NFS algorithm. For eacl; (j = 1;2), choose
L; 2 Z, a bound called thelarge prime boundfor f;. A relation is a pair (c;d),

wherec+ d ; andc+ d , satisfy the following property:
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The prime ideal decomposition of the two idealshg (c+ d 1)), (h, (c+ d ,)) may
be expressed as Q
hy (c+d 1) = qop Q r2F pe
ho (c+d2) = A} ", P®

whereN (q;) N(g) Li, N(f) N(@®) Lo

(2.1)

The exponent vectoof the relation is de ned as the vector consisting of all expents
in the decomposition of ¢+ d ;), (c+ d »,), including the exponent 1 of all occuring
large primes.

2.2 Remark Allowing non{monic polynomials, i.e. h; 6 1 and h, 6 1, causes
h, (c+d ;)andh, (c+ d ;) to be mapped to di erent elements:

"1(hy (c+d 1)) = hy(c+ dm)
"o(hy (c+d ) = hy(c+ dm):

In order to get rid of the factorsh,, h,, we enforce them to show up ag{th powers,
too. This is achieved by storing their common exponent { whitis always 1 { in an
extra column of A.

We call a relationfull, single, double, triple, quadrupleor quintuple relation accord-
ing to whether it contains no, one, two, three, four, or ve lage primes. A relation
containing at least one large prime will also be calledartial relation. A relation
with the condition c2 P, d =0 is called free relation since it can be obtained from
the construction of the factor bases.



Chapter 3

The Number Field Sieve

This chapter contains a close examination of the NFS stepsetkhed at the end of
the previous chapter. So we stick to the notation introducedhere. To illuminate

the steps of the NFS and its di erent variations, we now intr@luce an example,
which we will use throughout the chapter. The continuation bthis example will be
marked with DL{Example

3.1 DL{Example We start by picking the rst prime p > 10% with (p 1)=2
prime. Having thus foundp = 10007 =2 5003+ 1, we start looking for a generator
of the group (Z53Z) . The rst element a2 N with a°°% 1 modpisa=>5. For
b, we choose the primédo=5039.

Our example DL problem then looks as follows:

5 5039 mod 10007

3.1 The Reduction Step

This section is devoted to step 1 of the survey at the end of tharevious chapter.
We are interested in reducing the original task of solving

a* bmodp

to several tasks
a“ s modp; s 2 Z

where thes;'s are relatively small integers.
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Let s be one of thes;'s. Such a reduction is necessary because in the NFS step 4,
the simultaneous smoothness of the terms

(c+d 1)=ps and (c+ d 2); (3.1)
is required. Hereps is a prime ideal lying overs in O;.

Let the prime ideal ps be generated by §; 1 r) over Oy, r 2 Z. Then ps divides
(c+d p)ifand only if c=d r mods, by Lemma 1.39. So we expect eitharor d
to be of sizes. Therefore the di culty in nding a relation of type 3.1 rais es with
the size ofs. The subject of this section is a new sieving method, which cde used
to minimize the maximal value ofs for a given DL problem.

In their implementation [35], LaMacchia and Odlyzko transfrmed the DL problem
as follows:

computec : a bmodp for many dierent I,

express
¢ t=u modp; t;u pﬁ; (3.2)

by applying the extended Euclidean algorithm toc, and p,

compute the factorization oft;, u;, hoping for smoothness of both terms.

This way, they broke the challenge of the Sun cryptosystem. KE transformation
above worked well because the prime in the Sun challenge dstexi of only 58 dec-
imal digits. As a consequence, they had to nd I8{smooth numbers among num-
bers of size 1¥. Such numbers show up quite frequently (6.0%). So simultames
smoothness can be expected to happen after 400 trials.

For a prime of 75 or 85 digits, however, this method is not ads@ble because the
probability that a 43{digit number is 10%{smooth is only 0:065 %. As we need simul-
taneous smoothness of two numbers, we expect to make at ledstL(® trialdivision
steps before we encounter an appropriate pait;{u;).

For this reason, we propose a sieving method like the residligt sieve to perform
this task. The residue list sieve is outlined in [13]. We prest a variation of it,
which is appropriate to our situation. For a numbert of size™ p as in (3.2), we
nd a B{smooth representation oft as follows. Without loss of generality, we may
assume” p=2 t p. The lower bound is not really a restriction since we can
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multiply t by an appropriate power of 2. Set?:= bbc+ 1 and de ne homogeneous
polynomials of degree 1 as

X + t%
tX +(tt° p)Y:

f1(X;Y)
f2(X;Y)

Search for &;y) 2 Z2, such thatf ;; f, are simultaneouslyB {smooth for some bound
B. This can be achieved by sieving. Having found such a pair, \have

Y
x+ty = p¥
p B
tx + ttY %x + t%)
p% modp

p B

and therefore Q peg
t QLpep modp (3.3)
p B

which is aB{smooth representation oft modp. The size of the numbers tested for
smoothness is given by the following Lemma.

3.2 Lemma Let C > 0 be a constantx;y C, andf;f, as above. Then
f1(y) C(}O+2pﬁ);
fa(X;y) 2C" p:
Proof: With x;y C, we have
fay) ca+t9 ca+2Pp;

and
fa(x;y) = tx+(tt° p)y
tx + (t(p=t+1) py
= X+ ty
ocP p:

The numbers tested for simultaneous smoothness are of magde O(p P) as before,
but the factoring subroutine is replaced by an e cient sievhg method.
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3.3 DL{Example  For p=10007 andb=5039, we nd
b 71=2 modp; (3.4)

by using Euclid's algorithm. Later, we will choose a factor &se with maximal
element 11, and large prime bound 19, so the numerator is nangoth over this
factor base. Therefore we are going to sieve the two polynatsf,, f,, where

X + 141y
71x + 4y,

f1(xy)
f2(xy)

for 100 x 100andy=1. We ndthat ( 311)is a good pair, because

fi( 3;1) = 2 5 11
fo( 3L1) = 13
Equation (3.3) now tells us that
71 mod 10007 (3.5)

2511

So our task is reduced to nding the logarithms of 25; 11; 13, which are in our factor
base.

In the sequel we may therefore restrict to computing logatiims of elements of
moderate size. We consider the problem of computing a soloi to

a* s modp;

where s is \su ciently" small. Our experiments show that for p having at most
85 decimal digits, one can expect to nd at least one relatiomhich reduces the
original DLP modulo p to problems where the right hand side consists of maximal
ten decimal digits within acceptable time (table 3.1).

Table 3.1: Reduction Step

‘ log, P ‘ max jXj ‘ max y ‘ B ‘ # rels ‘ time (s) ‘ time/rel (s) ‘
65 10° 200 10° 127 2606 21
75|25 1P| 5040 1:5 1¢° 203| 246597 1215

85|50 10° 735/ 2.0 1 6| 111059 18510
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Let us take a look at the row corresponding to the 85{digit nudner. The numbers
t;t% consist of 40 and 45 digits respectively, the maximal value & is below 10,
while the maximal value ofy is about 1&. So we split 47{digit and 48{digit numbers
into numbers belowB = 2:0 1(°. Sieving the two polynomialsf ;; f, was done by
using a factor base of primes below:3 10’ and allowing one large prime up to
2:0 1C°. So it is required that the second largest prime factor is at ost 35 10'.
The {function tells us that we can expect this to happen with prolability

1:90 104 320 10! 1:39 104 311 10*' 262 10 “:

Therefore it can be estimated that there is ond{smooth value among 38 1C°
coprime pairs §;y). There are approximately 342 10° coprime pairs within the
rectangle

f(x;y)2zZ =z 510 x 511 y 73%:

We conclude that the function gives quite a good approximation, since
342 10°=38 10 =9;

we have found six relations. Similar considerations predi876 for the 75{digit prime
and 354 for the 65{digit prime, which is not too far from what ve have obtained by
sieving.

The method of [35], applied for nding smooth representatias of b modulo a 85{
digit number takes approximately one second on the same maaoh for trial division
up to 1 and the Elliptic Curve Method for the range 16 up to 10°. The search
for one successful exponent would take88 1¢° seconds= 105555 hours on average
instead of 5 hours when using our new reduction method.

3.2 Constructing Polynomials

The construction of polynomials is a crucial point since allalues, which are tested
for smoothness during the NFS algorithm, depend on the two pmomials chosen
at the beginning of the algorithm. First, the two polynomiak must satisfy at least
the following two conditions

they must be irreducible over@, and

they must have a common root modulg.



30 3.  The Number Field Sieve

Additionally, there are several obstructions to overcomeyhich have already led to
di cult problems in the factoring case (j =1;2):

1. the ring Z[h; ;] is not the ring of integers of the number eldQ( ;)
2. the ring of integersO; of Q( ;) is not a principal ideal ring
3. the group of units ofO; is an in nite group

4. ; is not an algebraic integer

From these obstructions, only the rst one appears in the Gasian integer variant of
the Coppersmith{Odlyzko{Schroeppel algorithm (COS) [13]which is the reason for
beginning our description with COS as a special case of the BRlgorithm. Actually,
the invention of the NFS algorithm was inspired by the Gausan integer variant of
the COS algorithm, which in turn was inspired by an algorithmof ElGamal [22].

3.2.1 The COS Algorithm

There are three sub{exponential discrete logarithm algahms described in the ar-
ticle of Coppersmith, Odlyzko, and Schroeppel. One of themmamely the Gaussian
integer method, is apparently the most practical one, and ik is the variation, which
we denote by COS. The use of the COS algorithm is convenienttime sense that the
number rings involved behawe in a friendly way. One choosegjaadratic imaginary
number eld of the form Q(" r), such that its maximal order is a principal ideal
ring. This is exactly the case for

r2amM =11,2,3,7,11,1943 67, 163y:

The particular choice ofr directly avoids obstruction 2 from above. As there are
maximal 6 units in imaginary quadratic number rings, obstration 3 does not matter
either. Since is an algebraic integer, obstruction 4 does not occur.

Obstruction 1 Bccurs wherr 3 mod4. In this case, we %o not compute iZ[IO 1]
butin Z[(1+ "~ r)=2], which is the ring of integers ofp(" r). Consequently, we
chooseg; to be
X2+ X + 2L jfr 3 mod4
= 4
9(X) X2+, otherwise

and b
* ' jfr 3 mod4 .
~r; otherwise '

[y

I
-

I
o
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Herer is set to the minimal r®in the set M with r°being a quadratic residue
modulo p. Let w 2 Z with w? r modp. Then, a representationw T=V is
found, with T;V of sizep p. We have a ring homomorphism

ooz ]! 77
- L2V ifr - 3mod4
' T=V; otherwise

For each relation €; d), we therefore get the following equality

c+ d* 7Y modp; ifr 3 mod4

c+ di; modp; otherwise

"(c+d)

or equivalently

2V'(c+d) 2V+d(T+ V)modp; ifr 3 mod4

V'(c+d ) cV+dT modp; otherwise (3.6)

An elementc+ dIO "~ r is smooth when its norm

_ G+cd+(r+1)d®=4; ifr 3 mod4
Ne+d )= 2, rd?; otherwise
is smooth. From the polynomialg; we construct the bivariate homogeneous poly-

nomial
X2+ XY + 2LY2 ifr 3 mod4,

ROCY)= y2 g pye otherwise 3.7)
the values of which are tested for smoothness.
Obviously, the second homogeneous polynomial tested for@nthness is
F(X:Y ) = 2V'(c+d) 2vX+(T+ V)Y modp; ifr 3 mod4 (3.8)

V'(ctd) VX+TY modp; otherwise
according to equation (3.6).
3.4 DL{Example  For the prime p= 10007, we ndthatr =7 2 M is the smallest

value, for which r is a square modo. We computeT =7 and V = 100, which
results in the polynomials

X2+ XY +2; and
200K 93vY:

f1(X;Y)
f2(X;Y)
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3.2.2 Standard NFS

We call the following method for picking a number eld \standard" NFS, because
the basic idea of it has widely been used in factoring larget@gers, culminating in
the latest record of factoring a general 130 digit number [L5Prescribing the degree
n of the number eld, the NFS starts by taking an integer

m 2 [pvT; pr ],

and computing a modi ed m{adic representation ofp as

p=am’+a, m" '+ +am+ag jaj %;1 i on
Taking
a(X) = X m;
X .
®(X) = g X!

=0

then yields a valid pair of NFS polynomials. Herem plays the role of ; in the

notation of section 2.2. This is performed several thousariones for randomm's of
. 1 1 . .

the interval above. Note that form 2 [%pH; pn ] @ monic polynomialg, shows up.

3.5 DL{Example  Choose the degree of the number eld to be 4. Fgr= 10007,
we can takem with 7 m  10. Takem = 10 and obtain

i (X)
%(X)

X 10 and
X4+ X 3

The polynomial g(X) 2 Z[X] has to be chosen in such a way, thag does not
ramify in O, for each prime factorqg of p 1 we want to apply the algorithm
to. The reason for this condition will become obvious in séonh 3.6; we check the
condition by applying the distinct degree factorization ajorithm, which is part of the
Cantor{Zassenhaus algorithm to factor polynomials modula prime [12, Algorithm
3.4.3]. Distinct degree factorization modulay can be done in polynomial time and
is quite fast in practice. In table 3.2, the running times areshown for g running
through 500 primes of 130 decimal digits. The degree gf varies between 3 and 6,
which is the usual range of degrees for NFS polynomials. Basa the number of bit
operations depends on how, splits, we calculated the average running time with
respect to the number of roots of, modulo g. The percentage indicates how likely
it is for g, to have the corresponding number of roots.
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Table 3.2: Distinct Degree Factorization

degreeq, | # of roots | percentage avg. running time (s)‘

3 0 33.4 567
3 1 50.4 282
3 3 16.2 92
4 0 36.3 773
4 1 33.1 569
4 2 26.1 283
4 4 4.8 94
5 0 37.5 919
5 1 36.3 604
5 2 16.7 455
5 3 8.3 226
5 5 1.2 77
6 0 36.7 1367
6 1 35.5 1096
6 2 20.4 745
6 3 5.1 566
6 4 2.0 284
6 6 0.2 88
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In order to achieve small coe cients, for eachm{adic representation ofp, it is
worthwhile performing an LLL{reduction on the coe cient vectors of g, [78]. The
di erence between straightforwardm{adic representation in the monic case and the
application of LLL{reduction is to be seen in table 3.3 in sémn 3.3 on page 37.

We need simultaneous smoothness of elements dm and h, (c+ d ;). The norm
of h, (c+ d »)is given by

c
N(hy (c+d 2)=( d)"gx a) hy *:
The prime ideal decomposition oh, (c+ d ;) is determined by factoring

NThe (c+d 2)=( &gl (3.9)

according to the Lemmata 1.35 and 1.39. When using a monic gobmial g,
NYc+ d ,) = N(c+ d ,). We postpone the situation for non{monic polynomials
until the next subsection, which is devoted to that subject.

To compare the generated polynomiald\l (h, (c+d ;)) is computed for many pairs
(c; d) within the sieving range.

3.2.3 Non{monic Polynomials

As in the case of factoring integers with the NFS, requiring, to be monic is not
really necessary if one employs the facts of Lemma 1.37 by nmakuse of the poly-
nomial T(X) := gz(ff—z)hg 12 z[X] with root ! := h, ,. With non{monic poly-
nomials, it is possible to choose a slightly smallen and therefore to get a better
probability for decompositions over the rational factor bae.

3.6 Example Takep 10%°, n =5. With monic polynomials, the smallest possible
m is p¥"=2 = 5 10'®. With non{monic polynomials, the smallest possiblem is
pt=("*d  1:5 10

Furthermore, and this is more important, the use of non{mora polynomials allows
to adapt the two{quadratics{version of the NFS, which we wil describe in the next
subsection 3.2.4.

According to Lemma 1.37ii),! is an algebraic integer and generates the same eld
as over Q, by iii). Let T(X) = gz(ff—z)hg 12 z[X],such that , h,=1. As
before, we obtain the true decomposition into prime ideald @, by Lemma 1.37iv).
In order to compare the non{monic with the monic version, we ngsent table 3.3 in
section 3.3 on page 37 showing another e ect concering thetiar bases associated
to the polynomials.
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3.2.4 NFS with Two Quadratics

Originally invented by Montgomery [48], the use of two quaditic polynomials in the
NFS algorithm has been exploited to achieve impressive facizations of large inte-
gers by Elkenbracht{Huizing [23]. As we shall see, for disgte log problems within
the currently solvable range, it turned out to be the prefed method compared to
the standard NFS method from subsections 3.2.2 and 3.2.3.

Given an integerm, it is easy to nd two quadratic polynomials g;, g, with
0:(m) = g(m) 0 modp:

The point is that both polynomials should have small coe ciets. Montgomery's
construction of the two polynomials is based on the observanh that by using the
standard inner product, the two vectors

0 1 0 1
C12 Ca2
@ Ci1 A and @ Co1 A
Cio C20
are orthogonal to the vector 0 1
m=@mA
m?2

modulo p, where the quadratic polynomialsy,, g, are of the form

6(X) = c2X2+ GaX + Go:

His method starts by xing a prime r < P P, then solving
¢ pmodr
for cand de ning m: c=r modp. Let s be the inverse ofc in (Z=rZ) . Then
0 1 0
rm (rm(mModr) rm?)=r
a=@ rA and b= @ m Modr A
0 1

are orthogonal to m and consist of entries of magnitudg p. The vectors-aand D

even span the sublattice 0> orthogonal to m. Let a° B be the result of the lattice
reduction algorithm applied toa, B. One can show that for the length of® B, we
have

iagi jimi = o p):
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In practice, however, the lengths of the two vectors are of gaitude p'=*. Di erent
values ofr produce di erent polynomials.

To obtain useful polynomialsg; and g, for DL by Montgomery's method, we add the
condition that a and s split in either of the corresponding number rings. Assume
that (a) = pp°in Oy, and (s) splits either in O; or O,. Without loss of generality,
assume §) = qcfin O,. The method works similar in case ofg) splitting in O;.

3.7 DL{Example  For p= 10007 we may taker = 227 and obtain

o (X)
%2(X)

with common root m = 5599 modulop, where botha =5 and s; := 2 split in O,
and s, := 71 splits in O,.

7X?+20X 7
4X? 21X +8;

3.3 Choosing Factor Bases

In the NFS algorithm, factor bases consist of a nite subsetfdhe rst degree prime
ideals of the ringO;. According to Theorem 1.35, a rst degree prime ideal of norm
g, which does not divide the index®, : Z[! ]] is generated by §; ; r) over O;,
for every rootr of g modulo g. Avoiding index divisors has two main advantages.
Firstly, the whole factor base can be computed by nding roat of our polynomials
modulo small primes. Secondly, the prime ideal factorizatn of (h; (c+ d ;)) 2 O;
can be constructed by decomposing (h; (c+d j)) 2 Z, according to Lemma 1.39.

To recognize index divisors, we search for quadratic divisors of the discriminant df

and apply the Dedekind test to them (see Lemma 1.32 and Theonel.34). Avoiding
index divisors restricts the choice of considerably, but surprisingly enough, this
does not prevent us from nding polynomials which lead to etaents with small
norms. In table 3.3 on page 37, we list experimental data caroing discrete log
problems, wherep has 50, 65 and 75 decimal digits. Here we have examined 4000
polynomials for eachp.

The column poly-type contains the information, whether ol monic or non{monic

polynomials are considered. The third column lists the dege of the polynomials
tested. The next column reports the number of polynomials king square dis-
criminant divisors below the factor base bound. After testig by means of the
Dedekind-criterion, which of the square discriminant divgors are index divisors, we
get the number of good polynomials. The others are called ban the sense that
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Table 3.3: Comparison of Polynomials

‘ digits ‘ poly-type ‘ degree‘ rzjdisc‘ good‘ bad‘ norm (all) ‘ norm (good)‘
50 | non{monic 3| 3844 237|3763] 42 10** 49 107

50 | non{monic 4| 3944 1233877 22 108 7.2 1078
50 | non{monic 5| 3927/ 157|3843] 51 10% 1.0 10%
50 monic 3| 2390| 2650|1350, 8:1 10?° 81 107
50 monic 4| 2555 3024/ 976/ 3:3 10% 34 10*
50 monic 5 2060 2902| 1098 6:6 10* 6:6 10*
65 | non{monic 3| 3922| 120|3880| 99 10® 43 10%°
65 | non{monic 4| 3920/ 1433857 1.3 10" 56 10*%
65 | non{monic 5 3941 1233877 9.0 10* 4:4 10%®
65 monic 3| 2915 2391 1609| 1:2 10°® 1:3 10°®
65 monic 4| 2551| 2850| 1150/ 6:7 10* 6:7 10**
65 monic 5 2427 2747|1253 1.4 10%® 1.4 10%
75 | non{monic 3| 3922 134 3866/ 2:3 10% 53 10*
75 | non{monic 4| 3912 146|3854| 1:3 10% 6:3 10°
75 | non{monic 5| 3915/ 165|3835 57 10% 1:1 10*
75 monic 3 2540 2432|1568, 1.9 10%® 1.9 10%®
75 monic 4| 2560| 2867 1133 31 10* 31 10%
75 monic 5 2396| 2788  1212| 1:3 10%° 1:3 10

they cannot be used without having a more time{consuming preedure to recognize
the correct exponents in the prime ideal factorization ofi,c+ d! corresponding to
(c;d) 2 S. As table 3.3 shows, the norms are merely slight worse as iethrreducible

polynomials could be chosen without restriction.

Because the size of the factor base directly a ects the sizé the linear system to
be solved in the last step of the NFS algorithm, we choose it mianal with respect
to the current capability of solving large sparse linear symms modulo a big prime.
The multiprecision arithmetic performed in this step is thereason, why we choose
considerably smaller factor bases than in the factoring casvhere the linear systems
are solved modulo 2. We compare ours to Zayer's examples [if8fable 3.4 on page
38.

The factor bases of the 85{digit example (size 70000) and ti29{digit McCurley
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Table 3.4: Factor Bases Factoring/DL

‘digits‘factoring‘ DL\
50 17200 3491
65 2475219954
75 3494125058

challenge (size 40000) are not comparable to Zayer's factay examples because we
did the 85{digit problem with the two{quadratics{method which he did not use and
the prime of the McCurley's challenge is of a special form. Fdhe choice of the
large prime bound, we have adapted the successful heuristitom factoring [78].
Since the large primes do not enlarge the matriA but only its weight, we can use
large prime bounds in magnitude comparable to factoring. Buwe need more large
prime relations in our case because many large prime relat®reduce the weight of
resulting matrix rows as will be explained in section 3.5.

3.4 Sieving

Once the Number Field Sieve is properly initialized for comying discrete loga-
rithms according to the previous sections, sieving is idenal with the factoring
case. Since this part of the whole computation can be cheaglistributed over inde-
pendent clusters of workstations in contrast to linear aldg®a, sieving will dominate
the running time. It is typical for this sort of algorithms that we are not interested
in minimizing the total CPU time; instead, we are inclined tominimize the elapsed
real time, which accumulates from the distributed sievingred the one{machine lin-
ear algebra step. For two reasons we will not give a detaileteatment of the sieving
procedure at this point. On the one hand, in chapter 4 we will@scribe a more gen-
eral sieving device covering NFS, COS, the Quadratic Siexayd many more sieving
algorithms. On the other hand, there are excellent descrijgins of the NFS sieving
step to be found in literature [78, 37, 23].

3.4.1 The Classical Sieve

In the sieving step, we need to nd many pairsg¢;d) 2 Z Z, whereh; (ctd ;) 20,
as well ash, (c+ d ;) 2 O, are smooth with respect to factor base$,, F,
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respectively. For the following description we set :=
] =1;2.

Suppose, we want to nd smooth values in the set

M:=fh (c+d)j(c;d22Z Zg

Let r be a prime ideal of nornt 2 P. The classical sieve is based on the observation
that

rih (c+d)() rjh (c+r+d):

Given d°2 Z, it su ces to know one location c®2 Z, whererjh (c°+ d° ). In this
case the subset of all elements ™, which are divisible byr, is

fh (c+d®)jc=c+k rk22Zg
Evidently, pairs (c; ) with gcd(c;d > 1 can be omitted.

In table 3.5 on page 39, we show how many relations we got afteaving nished

the sieving step. The rst letter at the beginning of a row (SQ,C) refers to whether
we have used the standard NFS algorithm (S), the two{quadrats NFS (Q), or the
COS Gaussian{Integer{Method (C). The factor base size is\wgn asjF,j + jF,j, the

large prime bound is taken from the polynomial, which prodwes the far greater
values. For the Standard NFS, this is the polynomial of degeegreater than one;
for the COS, this is the polynomial of degree one. For the twofuadratics version,
the two large prime bounds are equal, since the coe cients @he two polynomials
have approximately the same size.

Table 3.5: Collected Partials

log,,p| #FB LP # relations mips

full | single, double| triple | quad years

S 6519954 6 1C° 745| 12695/ 84904 266067 316388 5.3
Q 65| 26135 6 10° | 13708 177474 760106 1341965 679587 9.1
S 75| 25058 10 714| 13879 107723 385844, 534231 70.0
C 75|24980/ 2 10° | 5970| 103738 493017 733439 205812 11.4
Q 85| 70339/ 8 10’ | 5415 109082 8114437 2563554 5015662 44.5
C 85| 69981 10’ | 15115| 136803 335890 280808 59078 30.6
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3.4.2 The Lattice Sieve

As with the classical sieving, Pollard's lattice sieve methd is also to be found in
various publications [59, 23, 25]. For the sake of completss, we present its idea.
For a given prime idealr of normr, the lattice sieve tries to nd smooth elements
in the set

M, := j(cd2z =z(h) (c+d)

(h) (c+d)
r

Denote byL, the set of pairs €; d), which determine the elements oM,. The setL,
actually is a lattice over Z. In order to sieve over small elements in the lattice, one
computes a basis oL, consisting of two vectorsw := (¢;;d;), ¥ = (Cy;dz) having
a short Euclidean length. This is achieved by means of a stgdtforward lattice
reduction method. Analogously to the classical NFS, siewgnis then based on the
fact that

gjh ( (a+d )+ (c+ dy )
0 agjh (( +og (a+d )+ (+d)) (; )2Z Z

whenq is a prime ideal of normg. As before, pairs (; ) with gcd(; ) > 1 can be
omitted.

3.4.3 Individual Relations

In order to determine the DL of s, it is necessary to nd relations which involve
s in some way. In theory, the polynomials are constructed in sh a way that a
relation involving s is automatically obtained [27, 64]. These methods only appl
for the standard NFS and prescribe the polynomiad;, of degree 1 and search for a
polynomial g, de ning the number eld Q( »), such that the ideal ( ,) splits over
the factor base belonging tay,.

In practice, there are usually many logarithms to compute ithe same prime eld.
As we cannot a ord to repeat the sieving step for each of themithin di erent num-

ber elds, we take a di erent approach, which is convenientdr the two{quadratics{
method. According to subsection 3.2.4, we may assume that= pp°’, s = gd’in
0..

Additionally to the collected set of relations, we nd relaions (cél) ; dél)), (cgz) ; dgz)),
(& d), (;d¢), with

hy () +d® ;)=p smooth overF;,
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h, (¢ + d® ) smooth overF,,

@ 4 4@

h, (G 1)=p° smooth overFy,

h, (cgz) + ng> ») smooth overF,.
h, (cél) + d 2)=g smooth overF,,

hy (& +d® ;) smooth overFy,

@ 4 4@

h, (cs »)=0” smooth overF,,

h, (ch> + d?) 1) smooth overF;.

This is no problem in case op;p°2 F; and g;q°2 F».

Otherwise do lattice sieving with the prime ideal, p° g, °to nd at least one
partial relation involving the corresponding prime ideal.

Enlarge S by the four relations (cgl);dgl)), (éz);déz)), (cél);dgl)), (cgz);dgz)).

In practice, nding such individual relations is quite fast from section 3.1 we already
know that it is no problem to achieves 1(°. The lattice sieve then produces many
relations of the type denoted above. This is con rmed by expenental data taken
from a DL computation with a 65{digit p (table 3.6). The sieving rectangle was set
to

8000 8000 1 90Q

Sieving took about 2 minutes peig on a Sparc 20 workstation.

Now pick relations (,; da), (Gs; ds) from S and change them by multiplying with (@)
and (s) respectively:

ppihy) (Ca+ da 1)
qdlhz) (G + ds 2)

(&) (hy) (cat+dy 1) (3.10)
(s) (h2) (Ca+ da 2): (3.11)

3.8 DL{Example = Assume, we were faced with equation (3.4) of DL{example 3.3
on page 28 and would not have found equation (3.5). When usimgo quadratics,
we are left withs; = 2, s, = 71. (s,) is the square of a factor base prime ideal of
F1, so we can expect to get many relations involving;. The same holds fora = 5,
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Table 3.6: Individual Relations 65{digit p

‘ q ‘ single‘ double\ triple ‘ quadruple‘ quintuple
(233201,82509) 1 15 40 71 43
(233201,90266) 0 4 23 49 23
(507119,3691) 0 13 35 49 33
(507119,478728) 1 10 45 62 30
(746047,190901) 0 7 23 39 27
(746047,369716) 1 11 21 55 28
(825509,22278) 1 11 32 53 46
(825509,351888) 0 4 26 46 27
(865043,549560) 0 2 3 16 16
(865043,675391) 0 7 30 58 28

(1667917,1314755) 1 6 22 41 36
(1667917,219882 1 8 32 58 40
(1879849,317870 0 3 17 30 34
(1879849,873774 0 6 26 33 24
(2061361,382437 1 4 25 47 38
(2061361,928562 0 7 29 51 35
(2090069,100653 1 7 22 39 29
(2090069,2030854) 1 10 26 59 37
(7299247,5408589) 1 4 14 33 27
(7299247,6299489) 0 5 13 24 16

because B, = pp’. For s,, we do lattice sieving inO, for the prime ideal identi ed

by (71;28) and (71 66) and obtain

417 +7 2)=0Q71.28
45+1 2)=07166
7A7+7 )

7(5+1 1)

P2;0P3;1P19;3
P2:0P3;1
p§;1p5;4p7;0p7;7

2 )
P2.1P7;0P17;12:
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3.5 Combining Large Prime Relations

A common technique of reducing the amount of main memory wihicds needed in
the subsequent steps is thdtering step. Filtering means to remove those patrtials,
which contain a large prime that does not occur a second time the set of partials.
Of course, this is what we do at this point, but we will not go ito any detail
because it has already been discussed in reports about inmpéntations of factoring
algorithms. Table 3.7 shows that also in the DL case, wheredhfactor base size is
smaller, we spare a substantial amount of main memory.

Table 3.7: Filtering Step

logyo P #relations after Itering
single| double| triple | quad| single| double| triple | quad
65| 12695 84904, 266067, 316388 11907, 74183 218665| 248539
65| 177474) 760106| 1341965 679587 147545| 536583 { {

75| 13879| 107723| 385844 534231 12471 87473 286887| 367262
75| 103738| 493017 733439 205812 86906 378678 541111 151145
85| 154235| 1167955| 3748694| 5015662 102657| 549756 1337556 {
85| 136803 335890| 280808 59078 94344|163065 98891 15459

OO0 nO n

The large prime variation of the NFS now combines relationsataining at least one
large prime so that relations without any large primes will e the result. For each
successfully combined set of partials the exponent vectonlg consists of exponents
of factor base elements and therefore ts into the relation atrix A. When the NFS
is used for factoring it does not matter whether the partialsre multiplied or divided
by each other. This is because the exponent vectors are calesed modulo 2. In
the discrete log case we are in a slightly di erent situationsince we are interested
in combining products to g{th powers, so the exponents of large primes have to be
combined modg.

To recognize sets of partial relations, which can be combphén such a way that all
large primes occur as squares, a well{known graph algorithexists and has been
widely used in the Quadratic Sieve algorithm and the NFS forattoring. First
developed by Lenstra and Manasse [39] for the use of two largemes, it was
extended by Zayer up to four large primes [78]. The lattice esve variant even
produces relations with ve large primes when sieving witharge primes. Therefore
we unify the description of cycle nding when faced with a seof partial relations
R, where each relation oR contains at mostl 2 large primes, for xedl. With
the generalization, we cover all the special cases mentidneefore.
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It remains to explain how we cope with our di erent situationin the discrete log
case: nding sets of partials, in which the large prime expamts can be combined
mod g. We postpone this subject to section 3.5.2.

3.5.1 Cycle Finding with | Large Primes

The output of a sieve algorithm contains many relations, wisch consist of elements
that split either completely or partially over a factor base Full relations can be
transported to the matrix step without any changes. Partialrelations will be com-
posed in an appropriate way so that a complete splitting is #result. Before this
can be done, it is essential to know, which subsets of parsaWill contribute to a

full relation.

3.9 Example Assume, we have collected the following set of partials.

(ci;di) P1; Q1
(C;d2) P Q2
(Cs;d3) P Qi
(Csids) Pi1; Qs

(cd5) 1, Q2
(Cs;ds) Pa; Q1
(cr;d7) Py 1

(cs;ds) P2 Qs

This is a compact representation of the large primes occugnn eight relations. For
example, the rst row indicates that there is a relation

Q

Cl+ dl 1 = Pl QpZFl pep
ct+d o = Q1 @F, g%,

and analogously for the other rows. It is convenient to intrduce a pseudo large
prime 1, which lIs the place of a large prime if the relation @des not consist of the
maximal number of large primes.

The cycle nding algorithm will dynamically change the directed graphG = (V; E),
whereV is a set of large primes andE is a set of labeled edges.

Denote by R the set of relations found by one of the NFS algorithms. Thenhe
labeling is given by the map

E ! 2R;
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That is, edges are labeled by sets of relations. The graph beging to the partials
of example 3.9 is depicted in gure 3.1. When maximal two lagprimes are used,
the labeling simpli es to one relation number.

Figure 3.1: Graph Example

8 Qs 4P, P4
%1
P, s
5 S
Q1
QZX 3
%( 1 7 P,

It will be useful for the description of the cycle nding algaithm to extend the map
to paths. Let v;v°2 V and the path in gure 3.2 fromv to v° be given.

Then we de ne for the path from v to v0to be (v;Vv) = (e[ =i ( &).
To keep this well{de ned, we ensure during the algorithm thathere can be only
one path between two vertices and that the condition outdegef/) = 1 holds for
all v2 V. This is done as follows. The graph gets initialized by one rex and
no edges. Each operation of the algorithm creates either amedge not connected
to the graph or keeps the structure of a tree. So in each step thie algorithm, the
graph is in fact a union of trees. A basic subroutine of the atgithm is given by
computing the function

root: V ! \Y
v 7! root(v);

Figure 3.2:

il € 0

&% &% &% &%
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Figure 3.3: Quadruple Yields Full
'$ '$ '$ '$

\1 Vo V3 Vg
&% &% &% &%

where root{) is the vertex at the end of the path starting inv. In particular, this

is useful to compute a cycle irG when G is considered as an undirected graph. For
example, if we intend to insert the edge\; v9 and we are faced with the condition
root(v) = root( v9, we have encountered a path

VOl

root(v9 =root(v) |  v;

which actually is a cycle.

As a rst application of the root{function, we sketch how a rdation with four large
primes will be reduced to a relation without any, or one, or tw large primes {
provided that appropriate partial cycles can be found.

A quadruple relation yields a full relation if two di erent pairs of large primes have
the same root in the graph (gure 3.3).

Figure 3.4 shows how a quadruple relation can be reduced to iagle large prime
relation, whereas in gure 3.5 the case of a quadruple relatn yielding a double
relation is depicted.

From gure 3.5 we see the possibility of violating the condion outdegreey) = 1.

direction v; so that after this operation we actually have a path

wil o ve b vl ws
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Figure 3.4: Quadruple Yields Single
'$ '$ '$ '$
\Z1 V2 V3 Vy

&% &% &% &%

&% &%

Figure 3.5: Quadruple Yields Double

$ ( va;wa), ( V4;W3)$ $ $

Vq = Vo V3 Vg
&% &% &% &%
$ 7 $ 7 g N

W1 W> W3

&% &% &%
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Operations of this type are collected in a function calleddjust _E, which is called

by the cycle nding procedure.

The following lines of pseudo{code show, how the general tgyanding algorithm is
implemented.

Finding Cycles

Input:
Output:

partials, consisting of at mostl large primes

sets of partials, which can be combined to fulls

Initialization

(1) V=1l

Find Partial Cycles (Doubles)

3)
(4)
(5)
(6)
(7)
(8)
(9)

H=1frg;
for (all pairs (P;P92r r)do
if (root(P) =root( P9) then

od

H=H[ (P;root)[ ( P%root)
r=rnfP;PYy

Find Partial Cycles (Singles)

(10)
(11)
(12)
(13)
(14)
(15)

for (all P 2 r) do
if (root(P)=1) then

od

H=H[ (P1)
r=rnfPg

pseudo large prime
consider all partials

partials of cycle

common root found
collect partial cycle
remove LP from rel

single cycle found
collect partial cycle
remove LP from rel
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Test for Double

(16)
(17)
(18)
(19)
(20)
(21)

if (jrj=2(r=1fP;P%)) then

V =VI[f P:PY
E=E[f (P;P9g
(P;PY=H

adjust. E(P;root(P); P root(P9)

Test for Single

(22) if (jrj=1, (r = fPQ)) then
(23) V=V][f Pg
(24) E=E[f (P;1)g
(25) (P;1)=H
(26) adjust E(P;root(P); 1;1)
(27)
Test for Full
(28) if (jrj=0) then
(29) output H
(30)

(31) od

double found
insert large primes
insert edge
update labeling
outdegreef{)=1

single found

insert large primes
insert edge
update labeling
outdegreey)=1

cycle found
print new cycle
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Table 3.8: Cycle Counting

| method | # digits p | cycles needed cycles found

S 65 19114 208985
Q 65 9125 361831
S 75 24139 224551
C 75 19018 637170
Q 85 56816 539238
C 85 54880 113858

Table 3.8 shows the number of cycles needed, which is the nwentof factor base
elements minus the number of free relations minus the numberf full relations.
Sieving continues even when enough cycles are found, in arleimprove the quality
of the cycles, which can be measured by its length. This is threason why the
number of cycles found considerably exceeds the number otleg needed when
constructing the relation matrix.

3.5.2 Cycle Building

From the algorithm in section 3.5.1, we know sets of relatienwhose large prime
exponents can be combined to 0 modulo 2. The large prime exgoits of such a
relation set may or may not be combined to O modulqg, whereq is a very big prime
number. Asq is big, the partials have to be appropriately multiplied anddivided

by each other such that the large primes vanish after that opation.

The following example shows that not all subsets of relatienwhich are suitable for
the factoring case are also suitable for the DL case.

3.10 Example Assume we have three partial relations and the exponents did
three large primesQ;; Q,; Q3 are as follows.

Element Q. Q| Q3
C+ d]_ 1 1 0
C + d2 0 1 1
C3 + d3 1 0 1

Computing modulo 2 as in the factoring case we could multiplthe three relations
and get three large prime squares. But when computing moduépas in the discrete
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log case, this does not su ce; in fact the determinant is 2 wigch is 6 0 modq for
q> 2.

Surprisingly, in most other cases the determinant is @ Z. So the strategy is to
construct cycles as in factoring and to try to combine them nuulo q.

Generalizing example 3.10, we consider the correspondingtnx of large prime
exponents for each cycle:

| Element Q: Q. i Q
c+ d; ordg, i+ d; |ordg,ci+d; |:::i]:ii|ordg ¢+ dp
C + d2 OI‘CIQl C + d2 0rdQ2 C+ d2 P OI‘CIQI C+ d2
c + dy ordg, G« + d¢ | ordg, G+ d¢ | :::|:::]ordg, G + di
Setm; :=ordg, ¢+ d and consider the matrixM :=(m;),1 i k, 1 j I

Sieving with large primes produces not more than a prescridemount of entries
per row of M { for example when using the quadruple large prime variatignat
most four entries per row. Additionally, we know from the grph algorithm that
in a cycle, every large prime (represented as a vertex in theagh) is contained in
exactly two relations. This means every column d¥1 contains exactly two entries.
We are searching for a linear combination of the rows,

vimi + voms, + + vimg =(0;:::;0);

where eachv; is either 1 or 1. As a consequence of the latter property dfl,
prescribing one of thev; determines the value of all othen;, 1 ] k,j 6 i. The
v; can be considered sequentially. In our algorithm, we will ste those row numbers
j, wherev; has been set, in a queue. In case the entwy a ects the entry v;, two
cases have to be considered

vj is not set { in this case we sev; to v,
v; has already been set { we test foy; = v;; if this is true, we can proceed

with the next queue entry, otherwise we have encountered anteadiction {
no linear combination is possible, and we process the nextcts.

The following algorithm gives a formal description of thisdea.
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Combination of Cycles

Input:
Output:

matrix m[][],rows,columns

Initialization

1)
(2)
3)
(4)
()

g-in=qg -out=0;
for (i:= 2

rows;i++) do
v[i]:= 0;

v[1]=1;
row_queue[qin++]=1;

Collect row numbers in queue

(6) while (g.in> g.out) do

(7)  i= row _queue[gout++];

(8) for (;=1;) columns;j++) do
9) if (m[i][j]) then

(20) for (k:=1;k rows;k++) do
(12) if (k i) then

(12) if (m[K][j]) then

(13) if (v[k]= 0) then
(14) row_queue[gin++]=k;
(15) VIK]=-v[i;

(16) break;

@ else

(18) if (v[K]6 -Vv[i]) then
(29) return (1)

(20)

(21)

(22)

(23)

(24) od

(25)

(26) od

(27) od

(28) return (0)

return O: v[] linear combination of rows
return 1: no linear combination found

gqueue empty
init linear combination

set factor of row 1
insert row 1

queue not empty
read next row number
for every columnj
with entry in row i

nd another row

with entry in col j
factor not set?
append row to queue
and set factor

next row from queue

parity violation
unsuccessful

successful
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In table 3.9, we list the running time of this algorithm on a Sprc 20 workstation.
As usual, the rst column gives the NFS method, the second aghn the number of
digits of p, the third column the maximal cycle length, the fourth the tdal number
of cycles processed, the fth the number of cycles which cahe above algorithm to
return a successful linear combination, and the sixth the peentage of the successful
returns.

Because of the high percentage, we may rely on the experimanevidence that
most cycles are suitable for DL. We conclude that if the maxial cycle length is not
too big, almost every cycle leads to a full relation. The runng time of the cycle
building step is only a fraction compared to the sieving or th linear algebra step.

Table 3.9: Statistic of Combining Partials

method | log,, p cycle | #cycles | #cycles % | running
max. length suitable time (h)

S 65 50| 23015 19364 84.14 2.0

Q 65 3| 112035 112035 100.00 0.7

C 75 3| 26197 26190 99.97 0.1

Q 85 19| 158883 158841 99.97 17.0

C 85 19| 104864 104850 99.99 2.6

Full relations which are the result of more than 40 partial rlations are not of prac-
tical use because their weight is too high. There is a corrélan of the number of
partials, which is denoted as cycle length, and the resulinweight { the weight
of the corresponding row in the relation matrix { as shown indble 3.10. The DL
problem considered here is the 85{digit problem solved by ing the two{quadratics
version of the NFS. With the data collected in table 3.10 we Iva a justi cation

for the intuitive assumption that when reducing the cycle legth, we automatically
obtain a reduction of the row weight. As one would expect, tkiis true for the
average weight, but we observe that the intervals overlap:igk for example a full
relation with a row weight of 177. This could be the result of &ycle of length 11,
12, 13, or 14.

From the use of the NFS for factoring, we already know that fiher sieving greatly
reduces the number of non{zero entries in the relation matti This is especially nec-
essary for computing discrete logarithms, since the matrigquation is to be solved
modulo a big prime. Every non{zero entry here leads to addinal arithmetic oper-
ations with multiprecision integers. We therefore strongl recommend to continue
with sieving even if enough relations have been found in omd® build the matrix
A.
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Table 3.10: Correlation of Cycle Length and Row Weight

| length | min weight | max weight | avg weight| # cycles |

2 28 44 36.2 4322
3 43 63 52.6 3911
4 57 77 66.3 4241
5 70 93 81.3 5064
6 76 107 94.4 5935
7 96 121 108.7 6963
8 106 136 121.2 8312
9 120 150 135.0 9680
10 129 163 147.3| 11046
11 144 177 160.5] 12330
12 155 192 172.5| 13012
13 169 205 185.5] 13354
14 176 214 197.2 13595
15 186 228 209.9| 12846
16 199 242 221.4) 11825
17 213 258 233.9 9969
18 226 264 245.1 7774
19 232 278 257.4 4662

We illustrate this phenomenon in table 3.11, where once agaihe data are taken
from the 85{digit DL problem solved with the two{quadratics NFS. The table lists
the number of cycles of a given length which can be obtainedtexf a computing
time of 20 mips years and after 44 mips years. With a cycle{reding strategy from
Denny and Melller [18], we could further reduce the weight of the relatio matrix as

can be seen from the \cycle{reducing" column.
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Table 3.11: Reduction of Cycle Length by Further Sieving

 length | 20 mips (y) | 44 mips (y) | cycle{reducing|

2 2260 4321 4322
3 1456 3911 3911
4 1224 4208 4241
5 1068 4928 5064
6 947 5740 5935
7 915 6458 6963
8 849 7433 8313
9 880 8323 9683
10 795 8975 11049
11 822 9833 12335
12 802 10331 13016
13 900 10897 13358
14 908 11385 13602
15 839 11773 12856
16 910 12349 11828
17 844 12393 9970
18 934 12872 7775
19 885 12753 4662
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3.6 Computing Additive Characters

To compute ag-th power in O; by multiplying elements of the formc+ d j, it is
required that the product of the ideals ¢+ d j) is the gfth power of an ideal | of
O;. Provided, we can construct a product

Y
(c+d j)%n =19
(c;d)

we know that | is principal unless the class number d; is divisible by q.

So in fact we have v
(c+d j)e(cm =( j)q;
(cid)
for some ; 2 O;, which is equivalent to

Y
(C+ d J-)e(C:d) = q.

J )
(cid)

for some ; 2 O;. What is needed is ; 2 (O, )% Since every unit ofZ is an odd
power, this condition is automatically satis ed on the ratonal side of the standard
NFS relations.

The details of the technique to achieve this for general algeic number rings have
been described by Schirokauer [64]. In the following we giaebrief overview of his
technique in order to emphasize the tasks, which our implemtion must carry
out. For the rest of this section, letO := O; forj =1;2.

Sinceq does not ramify inO, the prime ideal factorization of @) can be written as

where thep are mutually distinct. Consequently, we have the followinglecompo-
sition of the ring O=(q) into elds:

Y
O=(q= O=p:

=1

De ne an integer to be
=lem fN(p) 1o
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For each 2 O, it follows that
l1modp 1 r:

In particular 12 qO.

De ne to be the following map:

(0;) ! dO=fO(+)
1

!
This is actually a homomorphism of semi groups and a homomdrigm on the group

of units of O.
We consider a special case of the main result of [64].

3.11 Proposition Let be an element oD whose norm is not divisible by Let
U be the group of units 0o0. Let

UW=f 2Uj 1 modgOg:
Then is a g{th power in O if

i) the class number of K is not divisible by the primg,
i) U® U9,
iif) ord ,( ) 0 modgq for all prime idealsp of O,

iv) ()=0.

We can write each cycle found by algorithm 3.5.2 in this way:

Q

- qeaCtd

: (3.12)
(o C+d

and compute the images of, ®under modulo¢? using the {power basis ofZ][ ]
modulo ¢?Z] .
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We obtain

X 1

() = B ) modgO
j=0
X 1

(9 = B ' modfO
j=0
X 1

(b ) ) modcfO:

j=0

()

But all the images under are multiples ofg. Therefore we can divide each qo
by g and then take the sum modulag instead of computing modulog?.

With the help of this argument the coe cients Q qo of the image under can be
supplied to the exponent vector of the prime ideals. As a coeguence, the exponent
vector gets extended byn entries.

Now let us shortly comment on the condition$) { iv) of proposition 3.11. In [64], itis
referred to the Cohen{Lenstra heuristics, that) is satis ed with probability 1 1=q

and a heuristic argument is given that alsadi) can be assumed with probability
1 1=g Next, the purpose of the solution of the matrix equation in he linear
algebra step is to provide exactly conditiondi) and iv).

This concludes the construction offth powers in number elds. To achieve this, it

is merely necessary to be able to compute powers of algebraiements, and this is
straightforward.

3.12 DL{Example  From

7X2420X 7 7(X 2977)X  4882) mod5003
4X?2 21X +8; irreducible mod 5003

i (X)
%(X)

we obtain ; =5002, , =5003* 1 =25030008.

For the relation corresponding to the pair €¢;d) ;= ( 1;2), we compute the additive
character of 1+2 ;, 1+2 , by evaluating

( 1+2 )52 1 14673799 +1580948 mod 50030,

( 1+2 ,)>25080008 7 8319989 +19386625 mod 50030;:
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In the linear algebra step, the exponent vector correspondj to ( 1; 2) will then be
extended by the four entries

1
WOB(146737991580948831998919386625)

As for the running times in table 3.12, it is clear that the smber the degree of the
eld polynomial is, the faster can be computed. The size of depends on how the
polynomial splits modulog. The running time per cycle strongly depends on the
size of . The size of , however, is not a criterion for the choice of the polynomial
since computing the additive characters merely consumesradtion of the time for
the whole DL computation.

Table 3.12: Average Running Time for Additive Characters

method | log,,p | log;, running time (s)
computing | per cycle
S 65 257 8.6 9.2
Q 65 65 0.2 0.2
S 75 149 4.5 4.1
Q 85/ 85 0.4 0.8

The cycle length does not at all a ect the running time of the omputation of the
additive characters corresponding to this cycle. This is lsause we rst compute
the algebraic element= °of (3.12). Then we apply the map by computing the
{th power of them. But to evaluate the {th power of an algebraic integer is far
more expensive than to compute a product of a few algebraidégers. So we may
expect that the powering dominates the running time. A shorexperiment with a
626{digit taken from the McCurley challenge and cycle lengths betweé&hand 30
shows that one cannot even distinguish the di erent cycle tgths by considering
the average running time. For each cycle length, 100 cycleave been considered
(table 3.13).

We achieved a speed{up of about 16 % of the running time for pwolomials of

the special formX" + ¢. This was especially useful for computing the additive
characters of the McCurley challenge. For the same cycles eansidered in table

3.13, we observed the following average running times percty (table 3.14).
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Table 3.13: Running Time Additive Characters for Di erent Cycle Lengths

| cycle length| running time / cycle (hsec) |

6355
6330
6462
6438
6442
6445
6800
6477
6517
6403
6287
6047
6447
6767
6467
6361
6671
6428
6459
6452
6346
6472
6361
6093
6396
6103
6237
6219
6051
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Table 3.14: Speed Up Additive Characters for Special Polynoals

| cycle length| running time / cycle (hsec) |

2 4943
3 4891
4 4425
5 4438
6 4827
7 4774
8 4991
9 4989
10 4880
11 4935
12 4876
13 4923
14 4973
15 4877
16 4989
17 4928
18 4927
19 4856
20 4887
21 4846
22 4889
23 4881
24 4924
25 4925
26 4966
27 5051
28 4859
29 4878
30 5001
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3.7 Linear Algebra

In contrast to factoring by means of the number eld sieve, tiear algebra modulo a
prime takes a considerable amount of CPU time within the whelDL algorithm. We
brie y summarize the results from [17], which lead to the n&form of the implemen-
tation. Solving linear systems still cannot be distributedamong the comparatively
cheap power of independent workstation clusters becausetloé heavy communica-
tion involved. We did our matrix computations mainly on the massively parallel
Paragon machine with 136 nodes at the KernforschungszentnuJelich/Germany.
At the beginning, we were provided with a structured Gauss iplementation com-
bined with parallelized ordinary Gaussian elimination fordense matrices. Unfor-
tunately, pursuing this route consumes too much main memaryhen building the
dense matrices. Nevertheless, we started using these aiifpons for matrices up to
3754 3494, a su cient size when solving 50{digit DL problems.

3.13 Example The structured Gaussian elimination is usually expected toeduce
the number of columns to one third. This means, a 2400024000 sparse system
can be transformed into a 8000 8000 dense system. Let the entries of the dense
matrix be numbers up to 16°. Such numbers consume 40 bytes each. This would
require 8000 8000 40 bytes, that is 256 GB of main memory.

A substantial speed{up of the linear algebra step is gainedh&n the Lanczos method
is used. The best performance has been achieved with a paglitled Lanczos im-
plementation from Denny [17]. In table 3.15 we list the runmig{times on a Sparc
20 workstation and on the parallel Paragon machine combinexth the information
about how many nodes were used.

Table 3.15: Running Time of Linear Algebra Step

log;o P dimension method | time | machine | # nodes
S| 50 3754 3494 | S{Gauss| 74 m| Paragon 136
S| 65 20442 19957| Lanczos | 38 h| Paragon 50
Q| 65 20340 20330 Lanczos| 19 h| Sparc 20 1
S| 75 25085 25070 Lanczos | 25 h| Paragon 64
Q| 85 |175046 70342| Lanczos | 64 h| Paragon 64
C 85 119951 69984 Lanczos| 23 d| Sparc 20 1
S| 129 40015 40000| Lanczos | 30 d| Sparc 20 1
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3.7.1 Sketch of the Lanczos Algorithm

Although applying the Lanczos Algorithm is standard in modmn factoring and dis-

crete log computation we give a brief sketch here, for the sakf completeness. The
reader will nd a more detailed discussion about this topicn [34], [47]. The par-

allel implementation, which is used to compute the solutisto the DL problems

discussed in this thesis, is extensively described in [17].

Let K be a nite prime eld. Given a symmetric matrix A 2 K" " with det(A) 6 0
and a vectorw 2 K", the Lanczos algorithm solves the system

AX =w; x2K"

The algorithm iteratively computes a sequence of vectors &sllows. Let

Wy = W, V= Awg
W= v hvy; vii W
v ! hwo; vai °
and then fori 1, inductively
Vizg = Aw;
Wit Visa Vi1 ; Vil
Wir1 = Via i

—W ~Wi 10
Wi Viegd v
It can be proved that there existsj  n, such that hw;; Aw;i = 0. If w; =0, then
« = X1 hwi; wi W
TR

is a solution of the system. In every iterationi > 1 the vectorvi,; = Aw; and
three inner products are to be computed. In [17], it is showndw to avoid the
computation of one of the three inner products; the e ect ishat the running time
and the requirements of main memory are improved substantig The trick makes
use of the identity hvi.1 ;vii = hw;; v+, i in the Lanczos iterationi.

Assume, we are faced with a linear system, which is not symmet for instance
Bx°=w% B2K™ "wl2 K™
Assuming B having full rank, the transformation
B'Bx°= B'w’

meets our requirements, withA = B'B and w = B'w. In this case, A is not
computed explicitely; instead, the matrix vector multiplication Aw; in iteration i is
replaced by evaluatingB'(Bw;).
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3.7.2 Applying the Lanczos Algorithm

The Lanczos algorithm has the advantage of computing a solah of an inhomoge-
neous linear system very fast. Though, at rst sight, it seemto have two drawbacks.
For our purposes it is convenient to get a solution to a homogeous systerh Fur-
thermore, the NFS computes one logarithm per solution of thénear system, there-
fore we normally need more than one solution to our system. the sequel of this
section, we describe how to meet these two conditions.

Assume, we compute irK = ZgZ,B 2 K™ ", m > n, needingl solutions to
xB =0:
We start by splitting B into two matrices, such that

BO | |
B= goo ; BP2KTImBM2K!™
Let %2 K* "; 1 j | be the rows ofB° We proceed by solving then inhomo-
geneous systems
xB %= K

simultaneously. According to the running times of [17], coputing | simultaneous
solutions with the Lanczos algorithm is far cheaper than coputing | solutions
sequentially. Although the value ofl is limited by main memory constraints, this
is not very severe restriction; on a parallel machine we camrmpute at least 40
simultaneous solutions without di culty. For K with a characteristic of 65 decimal
digits, it takes only twice as much time to compute 40 solutios simultaneously than
to compute one solution to the linear system. These are su ent to compute the
logarithm of an arbitrary element in a prime eld of such a sie.

3.7.3 Computing Logarithms from Linear Algebra Solutions

Now we are ready to explain how to obtain the nal results of tle discrete log
computation from our solutions obtained in the linear algeta step.

Let m be the total number of cycles, i.e. the number of rows of the legion matrix
A, r be the number of primes we want to compute the discrete log dfurthermore,
let s be the number of columns with heavy weight, say more than 90 % the
entries are non-zero. Note thas n because the additive character columns are

1see the sketch of the NFS algorithm at the end of section 2.2
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heavy (see section 3.6). Then we de ne the number of the rest the columns as
t:= JFBRj+ jFBAj+n+1 s r.

Then A is of the form

A = (AJA%AY
with A2 K™ r A0 Km t A00H Km s
logarithm of. We are interested inr 1 solutions of

x(A%QAY =0T (3.13)
in K.
As indicated in subsection 3.7.2, the Lanczos algorithm cgutess+ r 1 solutions
of xA%= 0T simultaneously; A%®plays the role ofB there. We write the solutions
as vectorss; == (Sj1;:::;Sm),forl i s+r 1. DeneS2Ks'" 1 Mtobe the
matrix consisting of thes;.

We computeB = SAQ Ks*r 1 s andr 1 solutions of

xB =0T

Then the rows ofXS 2 K" 1 ™ are solutions to the original equation (3.13):

X S A =x 0 =0
X S A=x B =0

We now construct linear combinationsXSA°= L 2 K 9 ' For every rowi of L,
@ i r 1), wehave
pi'p;2  p d! modp

for somed, 2 (Z9Z) .

Therefore

l11logpy + 10+ Ig logpy 0 modq

[; 11logps+ :ii+ 1y 1 logpy 0 modq
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and we compute one non{trivial solution to

1

0 1
y
Ly 0 modgq; y= %W;
y

r

Now choose a generator oiZpZ) among thep;; 1 j r, saypc and de ne
0 1

Y5

yo': iy: %yg§
Y A

y?

We end up with
log, ;i y’modg; 1 j r yl=1:

3.7.4 The Two{Quadratics Version

In this subsection we present how the DL solutions will be obined, when applying
the method of the two{quadratics adaption, which is discuggl in section 3.2.4. We
stick to the notation introduced there. In the two{quadratics version of the NFS
the matrix A°of the preceding subsection is empty. Instead,relations are changed.
For the ease of exposition, assunre= 2; the logarithm of s to the basea shall be
computed. Assume further we have replaced two relationg,(d,), (c,; dy) by the

relations (ac,; ady), (bg,; bd,) respectively.

The solution to the linear system gives exponents.q of the elementsc+ d i,
c+ d ,, such that the power products give twog{th powers simultaneously (see
(3.10), (3.11)):

Y

(a(Ca+ da 1))%*e%2  (c+d 4)%* = | (3.14)
o

(S(Co+ dp 2))%¢  (c+d )% = (3.15)
(c;d)

Applying ' 1;' », we get (3.16) from (3.14) and (3.17) from (3.15); note alsodrark

2.2. v
a%ada  (c+ dm)®ed gs modp (3.16)

(c:d)
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Y
Seeoidp  (C+ dm)Sed gr modp; (3.17)
(c;d)
for someqg,; gy 2 Z.
For simplicity set k := e, .q,, | := &,.q, and obtain
ds ' (g.=g)" modp

by dividing (3.16) by (3.17).

As before, Lemma 1.4 now tells us that the discrete log sfto the basea modulo g
isx k=l modag.

3.7.5 The COS Version

When computing logarithms with the COS method (subsection.3.1), the linear
algebra step is a little bit easier. The reason is that eaddeal relation of the NFS
output already gives rise to anelementrelation modulo p:

Y

p®# ¢cvV+dT V'(c+d) V ¢ modp

with prime elements 2 O. Note that is an algebraic integer here.

Let A2 K" ™ be the matrix, where the elementg; is de ned by the exponent of
prime elementi in relation j. Then the vector

solves
XA =0: (3.18)

When A has maximal rankn 1, the solution space is one{dimensional, so all
solutions are given byax, a 2 K. Therefore, given an arbitrary solution of (3.18),
say

it yields the logarithm of each factor base element with reggt to factor base element
number i by the normalization
1
v 7
|
We see, the COS algorithm has the signi cant advantage of cquating the logarithm
of every factor base element from onlgne solution of the linear system. Further-

more, the partial relations allow to compute iteratively the logarithms of almost all
large prime elements, which occur in the set of partial relains.
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3.8 Computational Results

The purpose of this section is to collect the outstandinglyuscessful discrete loga-
rithm computations in nite prime elds of large order. We begin with the 129{digit
challenge of McCurley in 3.8.1, then describe the biggestample with the standard
NFS method in 3.8.2, which has been beaten by the two{quadias adaption from
factoring (description in 3.8.3). Finally, we present a newecord with the COS
Gaussian integer method in 3.8.4.

3.8.1 The McCurley Challenge

Our implementation, instantiated by the standard NFS methal, has been used to
compute the logarithms of 3, 5, 11, 23, 31, 67, 7351, and 11287the base 7 in
Z=pZ, where

(739 7*° 73613
2047062703855328380597445351669742748036083983RBD579867459
1526591372685229510652847339705797622075505069886681682279

P

The di culty of computing discrete logarithms in this eld i s due to the 126{digit
prime factor q occuring in the factorization of

p 1=2 739 q;
with

g = 138502212710103408700774381033135503926663324@B3FP922779065
73251633103418332277759454260526370920673241338366R3601

This is the eld presented by McCurley in his challenge proleim [44].

The practical experience obtained so far suggests that oneosild consider number
elds of degreen = 3;4;5;6 and examine the probability of nding relations over
two factor bases of optimal size. In order to construct suitde polynomials of such
degrees, we may use the identities

21p = 739 (7°%3® 5152
3p = 5173 (7°")* 736
21p = 739 (7%%° 5152
2lp = 739 (7%®)® 5152
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We therefore have the choice between the pairs of polynonsal

G(X) = X 70 g(X) = 739X3 5152
G(X) = X 7 g(X) = 5173X* 736
G(X) = X 70| g(X) = 739X°5 5152
Q(X) = X 75| g(X) = 739X°® 5152

Starting from the previous 65{digit record, we decided to eshup with a 40000 40000
system in the linear algebra step. In order to compare the fouli erent possible
choices of the degree, we look at the valudsc+ d ;), N(c+d »)to be decomposed
over the factor bases. On the rational sid& = O,, we getc+ dm dm; on the
algebraic side, we obtairh, ¢ axod" hy c". As we expected to need a sieving
rectangle of 16 10°, we got table 3.16 with the aid of the {function.

Table 3.16: Comparing di erent degrees { McCurley challerg

‘ degree‘ m ‘ dm ‘ h,c" ‘jF Bj ‘jF Bj ‘ # trials per full ‘
3/1:8 102 | 1:8 10* | 10?* | 19800 20200 3.7 104
4|19 10 | 1.9 10" | 10?8 | 19900 20100 6:2 10°
523 10® | 2.3 10*| 10° | 19600 20400 37 17
6|1:3 107 | 1:3 10?7 | 10°*° | 16400 23600 1.1 109

As the expected number of trials for a full relation do not dier very much when
choosing the degrees 4 and 5, we started sieving with both deg 4 and degree 5.
After 4 mips years sieving, degree 5 turned out to have sligitbetter chances.

So the polynomial used in this case wag(X) := 739X °> 5152. Notice that it is
the special form ofp that allows the construction of a suitable polynomial with sch
small coe cients. Using the notation introduced in section2.2, let , be a root of
0(X), ' 2 be the corresponding homomorphism fror&Z[739 ;] to Z=pZ. The small
size of the coe cients off are clearly a great advantage. The smaller the values of
d"f (c=d are, the more likely it is that they are divisible by only smd#l primes.

For the computation of the logarithms listed below, two faabr bases containing
20,000 elements each were used. Each element whose logarittas computed was
in the factor base. As a result, there was no need to nd smootbre-images under
', of these elements. The sieving interval for and d was

15 10° c 15 1¢°
1 d 1¢°:
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After using 48.5 mips years of idle time on 110 Sparc workstans (nearly all of
type ELC rated at 21 mips), the following amount of relationshas been found:

type of rel |# after sieving |# after ltering

fulls 2826 2826
singles 37046 32261
doubles 183383 141120
triples 410843 283197
quadruples 332133 210381
total 966231 666959
# of Ip 797794 476883

This led to 190077 full relations. As only 40000 full relatizs were needed we have
had a bound of maximal 57 partials per full relation (averag@6). The resulting
matrix, however, consisted of too many non{zero entries tmmpute a linear algebra
solution within acceptable time.

Further sieving, reaching 110.6 mips years, led to more tha&00000 cycles as an
e ect of the cycle explosion phenomenon ([20], [78]).

type of rel |# after sieving |# after ltering
smalls 3199 3199
singles 42407 38446
doubles 211888 176307
triples 478543 369116
quadruples 388685 282832
total 1124722 869900
cycles 306717

The large amount of new cycles has also the advantage of gegtifar more short
cycles { here a new algorithm of combining cycles shows itsmfo[18]. The resulting
matrix is more sparse; a full relation consisted of maximabl2artials (15 on average).

It took 1 min per cycle on a Sparc 20 to get the additive charaet columns. This was
parallelized in a trivial way by distributing the cycles amag several machines. The
special form off allowed to reduce the number of bit operations when multiping
two algebraic numbers by exploiting the fact that (739)° = 1536574451494432; see
section 3.6.
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The computation of the 15 solution vectors of the 40015 40000 linear system
modulo the 126{digit prime factor of p 1 was done on three Sparc 20 stations
within a month by using the Lanczos algorithm [17].

Proceeding as described in subsection 3.7.3 we then deritled logs of the values of
the equation (3.19) below, which are in our factor base.

What follows is a list of these logarithms computed on March,41996.

log, 3 =
688600943993502453426026883579694334834458400391388B66347529
56578596486372578418538224292870419125241916682362236287520

log, 5 =
11879221270981906956222381382324106470112756988551604275082
3500388286325942605192955114664035462813909658488895656126

log; 11 =
141727159902768417221566706010452885325604627779@8390431150
1779036427498005684489448815993900553384795498532807795560

log, 23 =
15511605859077805410959549453221030604260697448828471308380
9077554326380982500867510375683508528960261218605%34355804

log, 31 =
99355352742967588716252377905072644977502899945228361609866
914779159562668747791414510271447536348888475208693142380

log, 67 =
18524527685763603567792984693345199476969676705144280705966
9858757297002262476738378805178371906679858038287489622894

log, 7351 =
14463196894490829567073226898360380983979979583858803228348
52079492445878021058205245682070769476999126024278R0634593

log, 11287 =
790518124805628943532425407631786716047999130818Y8915301149
375298305476653734488443974490137127049808298346@88629965

It is the McCurley challenge that remains, namely to computéhe logarithm to the
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base 7 of

b = 12740218011997394682426924433432284974938204 2533954557
735290322914679095998681860978813046595166455288388076
766033781

Using the congruence

(2]

3 5 11 23 11287 pg pio P17 Pos
7% p 2 mod 3.19
31 67 7351 402869 p1s PY; Pos P (.19

—+

where

ps = 10547587
Po = 2916781859

piz = 2599909498829

P, = 3598631011739

pi7 = 51337921071904669

P23 = 22761868782949840132373
P = 77731271923481246820848221

the problem was reduced to computing the logarithms of the lagively small factors
of s and t. Indeed, as we have seen, the logarithms of the smallest fast have
already been computed. In order to compute the logarithm ofrg of the bigger
prime factors by means of the number eld sieve withZ[ ;] given as above, one
must nd a smooth element in Z[ ,] which is mapped to that prime by' ,. No
good method has yet been found to accomplish this. If one isllvig to give up
the attractive polynomial f (X ) =739X° 5152, then certainly there is the method
used for arbitrary integers, to nd an alternative polynomil which will generate a
suitable number ring. It is not yet feasible, however, to pwue this route for the
primes listed here. The problem is that the coe cients of thepolynomials under
consideration are too big. As a result, the factor base has b® increased in order to
nd enough smooth pairs in the corresponding number ring. Unrtunately, then the
size of the factor base is too big for the available implemeattons of linear algebra
modulo a large prime. We note that current NFS factoring e ots do, in fact, use
number rings given by polynomials with coe cients of the sie we are discussing. In
this case, however, the linear algebra is done mod 2.
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3.8.2 The Standard{NFS Record

With the standard version of the NFS (section 3.2.2), our imlementation set two
records in computing logarithms of factor base elements { enwith p having 65
decimal digits on September 29, 1995 and one wifhhaving 75 decimal digits on
March 25, 1996. The parameters, the NFS was con gured withy@ shown in table
3.17 together with the resulting amount of relations and cyes. In order to make
the discrete logarithm computation di cult, we chose p such that (p 1)=2 is prime.

The choice of the polynomials, the factor base sizes and thagde prime bounds is
a straightforward application of the discussion in the seimins 3.2 and section 3.3.

We present the discrete log problems solved modulo the 65§ prime computed
on September 29, 1995.

Pes = 3108193812051968080419610101196426101966141218MB0I3 180537759

log; 2
log; 3
log; 5
log; 11 =
log; 13 =
log; 17 =
log;19 =
log; 23 =
log;29 =

1294746537692382472495749995150305333243757 185026 04320339344
220801877249312558757608768535153744781711708D22D 70175409792
90203601220544716377527643224213256109908926488A97414056196
994555107324467332017738814056228501690291683834 74544106942
15156730731943267081963372032905052327723908B3%15476904 7594
81526596391616298526166602372244543966918052482343520670007
8429438942722042183611304520083018385242987 102F887869827458
2915302048193070143714830960740261158150573 8463614182874 7593
2299790626600613652968297343741341800168212 108&®536168728807

We append the discrete log problems solved modulo the 75{digrime on March

25, 1996.

p7s =

3108193812051968080419611412191101011964261019869301805194127121999327
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logs 2
logs 3
logs 7
log; 11
log; 13
logs 17

log; 19

2473049650379522950666923485489031964910450B248B88504053
856130900104778
9602977964678340753402483392299359891536116B83BAB29861
0781966762006
1470016577213045711074607033080568713159603 2468159668618
613166225193632
253762437654824910964035857039763668258075DM4AB® 372999
633994434110941
204890434527986803740486893000176797293960 332287988
074270476059103
994367469189707170348518718066396458166481 8AHHA 852160
02220962098391
304826238078240870953965599601565525277161 1REBBH032717
603407232004336
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75

Table 3.17: The 65{ and 75{digit Standard NFS

prime ‘ Pes ‘ P7s
poly o

m 1327782752135482%1198817734636290744
poly o

coe. X4 -5796988 41440163
coe. X3 -1040988700418 8899586579547
coe. X? -159941003337(7 50013054105621
coe. X1 2467898905167 -385158712921327
coe. X°© 2804774217242  -226856042090363
# rat. FB 3000 5000
# alg. FB 16954 20058
Ip bound rat 2 10° 5 10°
Ip bound alg 6 10° 10
max ¢ 4 10° 10/
max d 5 10 1.2 1¢°
time sieve (mips) 5y 1l16d 70y 16d
collected rels

full rels 745 714
single rels 12695 13879
double rels 84904 107723
triple rels 266067 385844
quadruple rels 316388 534231
Itered rels

single rels 11907 12471
double rels 74183 87473
triple rels 218865 286887
quadruple rels 248539 367262
cycles 208985 224551
cycles needed 19114 24139
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3.8.3 The Two{Quadratics Record

The new two{quadratics version for DL set a record on Septersb 23, 1996, when
we solved

59
59

29 modp
53 modp;

where

p = 31081938080419611412191112051968261019660101196403
09197118051941271219700607191207059

is a prime of 85 decimal digits withg:= (p 1)=2 prime.
We computed the two solutions

X = 30510320398109765754475052908348052559852331892660d 1
22096531322524429784944990676327395 P

y = 12445261273448784489646035237768063038577529049189d 1:
59081249797500704003169233661409571 P+

The two quadratic polynomials, which de ned the auxiliary umber rings were cho-
sen as

q(X) = 1208865191359792581( 2
+90545207911303806808%
+8749043915900881108603

®(X) = 114689089533480481X >

+529798450115516963934%
3247049136460419754715
They have the common root

m = 90032406615008104576059 19477839011784511049417n71(7)50 .
7468193881618077848960434289779843 P-

The factor bases were of size 35346 and 34995 respectively.
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The sieving procedure was done on 100 workstations using ithelle time of 44.5
mips years.

Computing 10 dependencies among the rows of the resultingsD46 70342 linear
system modulog was done by the following steps:

a compacti cation step, which constructed a 54866 54856 system

the Lanczos algorithm on the parallel PARAGON machine at theKFA in

Jelich/Germany within 64 hours on 64 nodes.

Due to the compacti cation step, the computing time for the Inear algebra step
was reduced by more than 30%. We refer the reader, who is irdsted in the
subject of minimizing the running time of a parallel Lanczosmplementation by
compacti cation, to [17].

3.8.4 The COS Record

On November 24, 1996, a logarithm of an \arbitrary" element &ws computed.

We recomputed our NFS example from September 23, 1996, whea @btained two
logarithms of factor base elements log(29) and log(53) to¢tbhase 59. We con gured
our NFS implementation by the COS method in order to obtain a @amparison of
the COS and the NFS.

With

pPss = 310819380804196114121911120519682610196601011083403 1805
1941271219700607191207059

(85 decimal digits, 281 bits),q:=(p 1)=2 prime,

we solved the following problem

2* 3141592653589793238462643383279502884197169399872690494
459230781640628620899862 npod

Note that the right hand side consists of the rst 84 digits of .
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We found the solution

X 756823288306878728158503093002882408211087576638888030
065477607481720402869192 npod 1:

We used the Number FieId@(p ~ 2), so the relations consisted of simultaneously
smooth values of

f1(X;Y) = 1323274340819980392303558671985532821598%859
+823753247935753973397875723738676394183967

and
fo(X;Y)= X2+2Y?

with common root

(m; 1) (216232294518814718411102842735610322065602083449883
905312282872925396535625611903nodp:

The factor bases were of size 58000 and 11981 respectively.

The sieving procedure was done on 120 workstations using ithielle time of about
30.6 mips years. This is faster than using NFS with two quadtia polynomials (44.5
mips years with equal total factor base size).

Computing one dependency among the columns of the resultidd 9951 69984
linear system modulog was done by the following steps:

a compacti cation step, which resulted in a 51855 51855 system

the Lanczos algorithm on a Sparc 20 station within 23.2 CPU ¢a using 35
MB of main memory.

As decribed in subsection 3.7.5, the solution of the lineaystem almost immediately
gives the logarithm of the factor base elements. But we did hget the logarithm
of all factor base elements at once because the compacti tat step removes some
relations from the original system for the sake of e ciency.This was the case for
1088 factor base elements. With the aid of the full relationsghe logarithms of these
elements have been computed in a negligible amount of time.
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In order to be able to compute logs of arbitrary elements, wexeended our table of
the 69981 factor base logs by creating a data base of 62641$slof elements with
norm up to 10'.

These were obtained within less than two hours on a Sparc 20nkstation from the
partial relations collected during the sieving step.

The log of the element above was derived from the followingadtities:

3141592653589793238462643383279502884197169399872620494
459230781640628620899862
1107911020245284271895336948767925749763403
=123838534563412835872697345488248404183959
7 61 2594639391675138810059337116552519320289
=13 2207 3779 5053313 38665007 78959357 74034701813 mopt:

Here, the 40{digit factor
Pao = 2594639391675138810059337116552519320289

and the 11{digit factor
p11 = 74034701813

were replaced by 1¥{smooth expressions.

By applying the reduction step of section 3.1 (8 hours on SpaR0), we found that

33613 40829 83617 851761 2115961 2443219 4287211 4976687

dp:
P40 57779 6803 8387 59387 152239 586501 628997 18636193 210112139 P

By sieving (33 minutes on Sparc 20), we found that

3 17 37 1109 6199 24989 46957 120661 936667 4133219 pg
230 529 13 727 1303 2399 9157 32251 630299 3862493 5308663 pgo

wherepg = 515357041 andpge = 422591069.

modp;

P11

The logarithms of a prime numbers, with 10” < s < 10 were found by lattice
sieving (1:15 min on Sparc 20 each). The lattice sieve testdte expressions

fi(c;d)

r

andf ,(c; d)

for smoothness over the factor base.
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Table 3.18: Lattice Sieve foipso

type # relations
single 0
double 9
triple 35
quadruple 51
quintuple 5

Table 3.19: Lattice Sieve forp;;

type # relations
single 2
double 16
triple 35
quadruple 43
quintuple 2

In order to nd the logarithm of p4q, the lattice sieve was carried out for 8 di erent
r's by setting the sieving rectangle to

4000 4000 1 1800

With these parameters, we found the amount of relations shown table 3.18.

By the use of the same sieving rectangle, for the prim®;, the lattice sieve was
carried out for 7 di erent r's and produced the output as shown in table 3.19.



Chapter 4

A General Sieving Device

Within the last decade, many implementations of di erent seving algorithms ap-

plicable to the discrete logarithm problem and to the factang problem have been
developed [5, 78, 23, 16, 76]. At rst sight, these algoritherequire a di erent sort of

input; this is probably the reason for specialized impleméstions. Every implemen-

tation usually su ers from the well{known software problens when it is done from

scratch. For each implementation, it was required to invena design, to debug code
tediously, to test executables for di erent input, and to sged up code in the most
time consuming parts of the program. Within this chapter, weresent a generalized
implementation, which covers all the current sieving techiques both for DL and fac-

toring, and which is suitable for at least two new sieve apmations. Of course, it is
necessary to compare the running time to the existing, spatized implementations.

For each algorithm, we will describe its con guration within our sieving device and
show that we do not invest too much running time for the genetaation.

The sieving algorithms in question are the Coppersmith{Ogizko{Schroeppel me-
thod for DL, the Quadratic Sieve for factoring and the NumberField Sieve for
both DL and factoring. Here we add the sieving method of seoti 3.1, used for
the reduction step in the DL problem. Furthermore, we add a Nmber Field Sieve
application for computing class groups of Number Fields [1L0O

We now proceed by reviewing the purpose of the di erent siawy procedures. For
a bound B, the Quadratic Sieve searches for valuégx) of a quadratic polynomial
f 2 Z[X], which are smooth over a set oprime numberswith absolute value
belowB. For boundsB;, B,, the Number Field Sieve aims to nd principal ideals
(x+y 1), (x+y »)of number rings which are simultaneously smooth over a set o
prime idealswith norm below B4, B,. Given bound?)as above, the Gaussian integer
(COS) method aims to nd algebraic integersx + y  r, which are smooth over a
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set of prime elementswith norm below B, B,. The two latter methods make use
of the fact that the norm of elementsx + y of a number ring can be expressed by
a homogeneougpolynomial

FOGCY)= a, X"+ a, X" Y+ +aXY" Y+ aY"22ZX Y] (4.1)

The sieving region is bounded by four valueg ;i : Xmax Ymin: Ymax 2 Z» such

that we are looking forf (x;y) smooth within the rectangle
min X Xmax Ymin Y Ymax:

The sieving usually proceeds by keeping xed while obtaining suitable x's by
sieving the univariate polynomialf (X;y).

4.1 Specification

To unify the interfaces of the sieving algorithms, we choogke input of the generic
sieving device to be:

1. the number of simultaneous polynomialk
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4.1 Remark Within the factorization of fj(x;y), 1 j k, the data structure
is prepared to allow arbitrary many large prime factors with B; r L;. But
the experimental data collected in this chapter is gained bgestricting to one large
prime factor for eachf (x;y), This is because one large prime for each polynomial
covers the range up to at least 60 decimal digits for factognand discrete log.
This is enough for testing the reliability and the performane of the involved data
structures. By adding a factorization procedure designeaif composites up to 20
decimal digits such as Shanks's square{form{factorizatiomethod [63] or Pollard's
{method [56], one can use two or more large primes per polynah



4.2 Factor Bases 83

The output of our sieving device shall be a se$ of pairs (x;y) 2 Z Z, with
f;(x;y) is Lj{smooth in the sense of remark 4.1, together with a prime fagtization

subset of the set of all smooth values within the sieving remi. Omitting some of the
smooth values is not a severe restriction, as has already heshown by experiments
of the specialized implementations mentioned at the begimyg of this chapter.

4.2 Factor Bases

Of course, a factor base contains primes up to a boum] alternatively, the number
of elements in the factor base can be adjusted. It is essehtia know where a prime
g dividesf (x; 1). Given this information, the locations whereq divides f (x;y), can
be determined. Assumd (x;1) 0 modg. From (4.1), we see that

f(xy+kqg;y) y'f(x;1) Omodg; k;y2 Z:

For di erent roots of f (X; 1) modq, we therefore get di erent setd (x;y) j f (X;y)
0 modqg, for which f (x;y) is divisible by g. Consequently, for each primeg with

in the factor base. It is worthwile to distinguish which rootof f (X; 1) contributes to
the smoothness of (x;y). This is exploited in the NFS algorithm, because there is
a bijection between the roots of and the prime ideals of the corresponding number
ring. However, whengja, and gjy, we are in a special situation. In this case (4.1)
tells us that f (x;y) 0 modqfor all x 2 Z. For all g dividing a,, we therefore add
a special factor base element which is used in place of tleg () if and only if gjy.

Therefore, the factor basd= connected to a homogeneous polynomialX;Y ) and
a smoothness bound is of the form

F = f(q;N2P Nogjgq2P;q B;r q;f(r;1) 0 modgg
[f (0;9ja 0 modag:

We choose as the least non-negative integer satisfyinfj(r; 1) 0 modg.

If g is bounded by the integerB, one can expect thatjFj (B). This is a
consequence of the Tauberian theorem [36, Th. XV.5.4]. Asishstatement is valid
asymptotically, we want to know, how close the factor basezg actually is to the
value of (B) when computing the average size over 1000 polynomials of extain
degree. The following table 4.1 shows that at least for polpmials of degree less
than 6, which occur in the NFS, (B) is a good guess for the size of the factor base.
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Table 4.1: Average Factor Base Size

| degree| B| (B)]|avg.jFj|
3 547 100 105
3 7927 1000 1004
31104743 10000 10008
3| 611957 50000 50001
4 547 100 103
4 7927 1000 1004
41104743 10000 10005
41611957 50000 50003
5 547 100 104
5 7927 1000 1003
51104743 10000 10010
51611957 50000 50010
6 547 100 103
6 7927 1000 1004
6| 104743 10000 10004
6| 611957 50000 50011

4.3 Configuration

We now give the concrete con guration of the sieving deviceotmeet the require-
ments of the sieving methods mentioned at the beginning ofighchapter. As there
is enough experimental data available in literature, we cafocus our attention on
the choice of the homogeneous polynomials, instead of deglwith the factor base
bounds, the large prime bounds, and the size of the sieve arra

4.3.1 The Number Field Sieve

Let g1; 0 2 Z[X] be the polynomials de ning the Number FieldsQ( ;) and Q( »)

respectively.
As usual, we take ; to be root of
Xi
g (X)= ay X"

=0

j =12

(4.2)
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and h; the highest coe cient of g .

Proceeding with the general description in 4.1, we set the mber of homogeneous
polynomialsk = 2. We recall the expression, which is used in the algorithrmstead
of the actual norm of elementdy; (x+ vy j), x;y 2 Z from formula 3.9.

. . " X
iINGx+y )] = yig( 9)
Wi
= ( Dfgyxym &
k=0
= fi(xy):

Smoothness of  (x; y) then is equivalent toh; (x+y ;) splitting into prime ideals
of small norm.

When computing the class group of a number el with the NFS, we are interested
in getting relations among the prime ideals of only one numbeing. The number
ring is given by one polynomial of the form 4.2. So we simplytleg,(X) be a
polynomial de ning K, compute f,(X;Y ) and omit the polynomial g,(X). An

explicit discussion of computing class groups with the NFS intended to appear in
[10].

4.3.2 The Gaussian Integer Method

Now we will explain, how to instantiate the Gaussian integewariant of the COS
algorithm described in subsection 3.2.1 in terms of our sieg device. From the
discussion at this place, we already know how to initializehlsbtwo bivariate poly-
nomials of our sieving device. By reusing the notation, 1e)(" r) be the chosen

number eld, and

(%)2 r modp;

whereT;V 2 Z with jTj;jVj < P p. We recall the result from (3.7), (3.8).

X2+ XY + %YZ ifr 3 mod4

fl(X1 Y ) = X 2 + rY 2 OtherW'Se

2V'(c+d) 2vX+(T+ V)Y modp; ifr 3 mod4

fo(X;Y) = Vi(c+d) VX+TY modp; otherwise

From 3.2.1, it is clear thatk = 2 and the polynomialsf,, f, are suitable.
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Serving as an example, we recomputed the Sun challenge, Wwhias been solved
in 1991 by LaMacchia and Odlyzko [35] { their sieving time wa&00 hours on a
25 mips computer. By using a rational factor base of size 13Dand an algebraic
factor base size of 30000, we obtained 180000 relations with2.6 hours on a Sparc
20 workstation, which is rated at about 80 mips. The computabn was carried out
this way in order to get a comparison to the computation of 199 Of course, it can
be substantially improved by employing the large prime vaaition.

4.3.3 The Quadratic Sieve

Assume we want to factorN 2 Z. The Quadratic sieve algorithm starts by com-
puting many polynomialsQ(X) = AX?+ BX + C 2 Z[X], with B2 4AC = kN,
k 2 Z a (small) multiplier. We construct a homogenous quadratic @lynomial

f(X;Y)= AX?+ BXY + CY?

which we specialize with the conditiony 1. From the theoretical point of view,
this specialization is not necessary, as for arbitrary

Qy(X)= AX2+(By) X +y* C;
is also a valid quadratic sieve polynomial foN, since
(By)? 4A y* C=y*B? 4AC)= kW;
with k°:= y2k.

Practical experience, however, shows that one should prefe generate a new poly-
nomial instead of using di erent values ofy. The quadratic sieve is a method, in
which the additional factor base information about roots of mod g is only needed
for sieving, but not for postprocessing the output. So we magimplify the output
by merging the exponents of the two di erent factor base eleemts (q;r); (q;r9 for
each primeq. Di erent output for di erent sieving algorithms is the reason why the
output procedure is prepared to be changed at run{time (seailssection 4.5.1).

Compared to the specialized quadratic sieve implementaticof LiDIA (Version 1.2)
[6] for a 40{digit composite, we observe a running time of #Bseconds on a Pentium
100 computer using 400 polynomials for the sieving devicecaa running time of
291 seconds for LiDIA's quadratic sieve. In both cases the laxgorime variation
has not been employed.

In table 4.2, we list the running times of the sieving device ken factoring a 60{,
70{ and 80{digit number with large prime variation; the paraneters were not quite
optimal, nevertheless this range of composites is alreadyanmagable.
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Table 4.2: Sieving Device (Quadratic Sieve)

| # digits n | # factor base | LP bound | # relations | time sieve (sec)

60 8000 10 50000 19894
70 15000 2 10 80000 76208
80 50000 2 10 200000 729069

4.3.4 Reduction step for DL

For a detailed description of this step, we refer to sectionB Naturally, we stick to
the notation of that paragraph.

Given the primep, t 2 Z, t P p, assume we want to compute the logarithm of
to some base, we may wish to expressoy a product of small positive residues in
ZvZ. With t°= d?e, we nd that the two homogeneous polynomials of degree one
meet our requirements, by Lemma 3.2:

X + t%
tX +(tt° p)Y:

f1(X;Y)
f2(X;Y)

Information about the running times and the number of relatns in the case op
having 65, 75 and 85 digits, is listed in table 3.1 of section13on page 28.

4.4 The Object Model

The implementation of the sieving device is carried out in th programming language
C++, as itis speci ed in the reference manual of [73]. The reson for choosing C++

is the possibility to combine both the convenience of a powerl object model and

the e ciency of the C language. In particular, this is the man reason for numerous
C++ implementations in number theory. Additionally, it is p ossible to make it part

of the big class library for computational number theory LiDA [54, 6].

The heart of the model is the classieving _device, which contains the polynomials,
the factor bases, the large prime bounds, the sieve array, dathe list of hits. To
keep things simple, it is the only class, the user has to dealtix The polynomials
are represented in a standard way as a dynamic vector of theioe cients. A factor
baseis a dynamic vector of factor base elements, whereasfactor base element
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consists of the primeq, a root r of the corresponding polynomial mody and an
approximation of logg to some base. We call a pairq; r) factor base prime so that
a factor base element is actually represented as factor bgseme plus approximation
of the logarithm. This is because we need factor base primesdrder to represent
large prime factors, too. Large prime bounds are simply silggprecision integers.
The sieve array, which is repeatedly used, when sieving theéetdent polynomials
f;(x;y), holds a vector of bytes, bounds fox and the currenty. When a hit (a
probably smooth value) is found, its coordinatesx{ y) are appended to a simple list
of sieve hits. Asieve hitis identi ed by the pair (x;y) where the hit has occured.
Further information is given by the decompositions of j (x;y). Consequently, they
are organized as simple lists of (prime) factors and largeipre factors. Afactor is
of the form index/exponent, where the index refers to the nuber of the factor base
element in factor basg . Large prime factors are simply represented by the type
factor _base_prime.

This concludes the description of the object model.

45 The Classes

In C++ the abstract data types are called classes We present the classes of the
sieving device, with their class members and member funati® For each class, we
present its de nition and proceed with the description.

4.5.1 Sieving Device

As mentioned in section 4.4 above, this is the only class theer has to interact with
in order to nd smooth values of bivariate homogeneous polymials simultaneously.
For the sake of exposition, we use the top down approach wheesdribing the classes.

typedef void (*sd_output_func)(ostream &, sieving_devic e &);
class sieving_device
{

bigint ring_char; /I characteristic of ring

short int n_poly; /[ # biv_hom_polynomials
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biv_hom_polynomial <bigint> *f; /[ f_i(x,y)
biv_hom_polynomial <double> *fd; // f_i(x,y) type double

factor_base *fb; /I factor bases

long *|p_bound; /I large prime bounds
sieve_array s; /Il the sieve array

int *rels; /Il type of relations

int avail_mem; /[ main memory usage (bytes)
double log_base; /I basis of logarithms

double log_log base; /I log(log_base)

/Il list for collecting sieving hits
simple_list <sieve_hit> I;

/I list iterator for |
simple_list_iterator <sieve_hit> li;

sd_output_func output_func;

char verbose_mode; /I verbose_mode mode yes/no
char timing_mode; /l do timing yes/no

I - -- e e
enum {MAX_POLY=2, AVAIL_MEM=1000000 };

I - -- e

int *pow3_tab;
int pow3(int k) const;
void pow3_init(int max);

void error(char *s);

public:
sieving_device(); /I constructor
~sieving_device(); /I destructor

/I set user-defined output function
void set_output_func(const sd_output_func f);
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void set_ring_characteristic(const bigint &n);
bigint get_ring_characteristic();

void set_timing_mode(int on_or_off);
void set_verbose mode(int on_or_off);
int set_avail_mem(int mem);

int get_n_poly();
long get_Ip_bound(int np); /I return Ip_bound[np]

/I return &l
simple_list <sieve_hit> *get_hit_pointer();

/Il return &f[np]
biv_hom_polynomial <bigint> *get_poly pointer(int np);

Il return &fb[np]
factor_base *get_fb_pointer(int np);

/I insert polynomial f, compute fb for f, set Ip_bound
void insert(const biv_hom_polynomial <bigint> &f,

int num_elements, long Ip_max,

const prime_list &pl);

/I insert polynomial f, factor base fb0, Ip_bound
void insert(const biv_hom_polynomial <bigint> &g,
const factor_base &fb0, long Ip_max);

Il replace polynomial f[np] by g, semantic like insert()
void update(int np, const biv_hom_polynomial <bigint> &g,
int num_elements, long Ip_max,

const prime_list &pl);

/I find hits in the rectangle
Il X_min<=x<x_max, y_min<=y<=y max

void sieve(int x_min, int Xx_max, int y_min, int y_max);

/I i points to the head of |
void reset_rel_iterator();

/I get current (where li points to) relation,
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/I increment i
int get_relation(int &, int &, int &, int * int *);

int count_hits(); /I return number of elements of |
void delete_hits(); /I assign the empty list to |

/[ print statistic of hits in |
void output_statistic(ostream &);

/I print all elements of |
void output_hits(ostream &out);

/I print all components of s
friend ostream & operator<<(ostream &out, sieving_device &s);

|8

void sd_default_output_func(ostream &, sieving_device & );
void sd_gs_output_func(ostream &, sieving_device &);

Recalling the purpose of the class, namely to provide a usettarface for nding
smooth polynomials, the rst de nitions are straightforward. We dynamically al-
locate storage for a given number of polynomial] , factor basesfb[] , and large
prime boundslp _bound[] . Within the sieving process, one often needs to merely
compute approximations of the valued (x;y). Then it is faster to do this with
52{bit oating point approximations. So we make sure that wekeep a copy of our
multiprecision polynomials, where an approximation of theoe cients is stored as a
polynomial of type double. Only one sieve array is needed for all polynomials. We
shall concentrate on that point when examining the classeve _array . The variable
avail _menwill be set to restrict the use of main memory for the sieve aay. This

is especially reasonable to limit the sieve array length tot in the cache memory.
When a hit is found, it simply gets appended to the simple lisk.

Although sieve algorithms have much in common, di erent siee algorithms need
di erent output formats. This may be seen by comparing the NB with QS. With
respect to the factor base of a polynomid the NFS requires di erent roots off
modulo the same (rational) primeq to be treated separately. This is because they
represent di erent prime ideals of normg. In contrast, the output of the QS can be
substantially simpli ed, since both roots modq represent the primeq. In order to
let the user choose, what should be the preferred output foahfor his (perhaps new
invented) sieving method, we decided to enable the user toviske his own output
function at run time by the use of the memberset _output _func() . An exam-
ple for QS is oursd_gs_output _func(ostream &, sieving _device &). Of course,
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he can also use the default output functiorsd_default _output _func(ostream &,
sieving _device &), write the relations into a le, and modify the output later.

4.5.2 Factor Base

Having determined the bivariate polynomials, the values oivhich are searched for
smoothness, each sieving algorithm starts with creating adtor base consisting of
several small primes, which are used for sieving. As mentamh above, a primeq
possibly occurs more than once in the factor base, becalismots off modqrefer to
k factor base elements representingg A factor base for a polynomialf of arbitrary
degree with maximal element consists of roughly (Q) elements (see section 4.2).

We organize the factor base as dynamic array. The data struge is trivial though
we give the listing for sake of completeness.

class factor_base

{

int size; Il # elements
fb_element *e; /I vector of FB elements

void error(char *s);
public:

factor_base();
~factor_base();

int get_size() const;
int is_empty() const; // (size==0) ?

/I compute roots of f modulo primes in pl
void compute(const biv_hom_polynomial <bigint> &f,
int num_elements, const prime_list &pl);

fb_element get_element(int index) const; // return e[inde X]

factor_base & operator=(const factor_base &fb0);
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/I Input / Output
friend ostream & operator<<(ostream &out, factor _base &fb );
friend istream & operator>>(istream &in, factor_base &fb) ;

|8

When looking at the member functions, we see that the only néimivial procedure
here is the one solving the following problem.

Given a polynomial
f(X)= apnX"+ a, X" 1+ 0+ X + ag;

we must nd all roots modq for all primes g below some boun® within acceptable
running time. This is done by a well known procedure, which igart of the Cantor{
Zassenhaus polynomial factorization algorithm modulo pmes. One attempts to
split f by computing

ged(f (X); (X @)@ v7)

in Z7Z for su ciently many (random) a2 Z. The Cantor{Zassenhaus algorithm
is described in many books about computational number thegr see for example
[12].

45.3 Factor Base Element and Factor Base Prime

In a sieve algorithm, primes show up in two di erent situatios. On the one hand,
large primes happen to show up after dividing a function vakiby factor base primes.
On the other hand, ifqis a prime of the factor base, it is used to subtract the value
logg from the sieve locations. Therefore it is reasonable to hagebase class repre-
senting prime elements by a paird; r) and to derive a clasdb_element from it by
simply adding the information of the logarithm. Note that the classprime _element
needs a virtual destructor since it serves as a base classfforelement.

class prime_element

{

protected:

long p,cp; /I (prime, start in sieve array)
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private:

void error(char *s)
{ cout << "error in class prime_element. " << s << end|;
exit(1); };

public:

prime_element(int prime=0, int cprime=0)
{ p=prime; cp=cprime; };

virtual ~prime_element()

{h

inline void set_p(long p0)
{ p=p0; };

inline void set_cp(long cp0)
{ cp=cp0; };

inline long get_p() const
{ return p; };

inline long get _cp() const
{ return cp; };

friend int operator==(const prime_element &p,
const prime_element &Q);

/I Input / Output
friend ostream & operator<<(ostream &out,
const prime_element &p);
friend istream & operator>>(istream &in, prime_element &p  );

|8

class fb_element : public prime_element

{
char log_p; /I approx. to log(p)

void error(char *s)
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{ cout << "error in class fb_element: " << s << endl;
exit(1); }

public:

inline void set_log_p(long Ip)
{ log_p=lp; };

inline char get _log_p() const
{ return log_p; };

/I Input / Output
friend ostream & operator<<(ostream &out, const fb_elemen t &p);
friend istream & operator>>(istream &in, fb_element &p);

|8

4.5.4 Sieve Array

Having determined polynomials and factor bases, the sieveogess may start. We
encapsulate thechar{based sieve array and all corresponding maintenance an@-=si
ving functions in the classsieve _array , which we are going to present now.

class sieve_array

{
enum { NOHIT=0x7f, HITB_TOLERANCE=3 };

int x_min, x_max; // bounds first variable

int y; I/l second variable
char *s; /I sieve location
/I s[0] <-> X_min

Il s[x_max-xmin] <-> x_max
void error(char *s);
void do_gcd_sieve(int p);

public:
enum modus {INIT, INIT_SURVIVE};
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sieve_array();
~sieve_array();

/I set sieving bounds
void set_bounds(int x_min, int x_max, int y);

inline int get x_min();
inline int get_x_max();
inline int get_y();

/I return next hit location in ]
inline int next_hit(int start);

/I remove pairs (x,y) with gcd(x,y)>1
void gcd_sieve();

I/l set s[] to init value

int init(const biv_hom_polynomial <double> &f,
const bigint &leading_coeff,
long Ip_bound, modus m);

/I called by init()

int init_recursive(const biv_hom_polynomial <double> &f ,
const bigint &leading_coeff,
long Ip_bound, int x0, int x1, modus m);

/I subtract log(p) from s[] for each fb_element p
void log_sieve(const factor_base &fb);

/I divide value of each hit location by p

void div_sieve(int np,
sieving_device *sdp,
hash_table <sieve hit> &shh,
simple_list <int> &shl);

/I find smooth values after division sieve

void survive_div(int np,
const biv_hom_polynomial <bigint> *f,
long Ip_bound,
hash_table <sieve hit> &shh,
simple_list <int> &shl);
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int count_hits(simple_list<int> &shl);
char & operator[J(int index);

/I Output
friend ostream &
operator<<(ostream &out, const sieve_array &sa);

|8

To begin with the member variables, we store the actuad{bounds andy, whereas
the char{pointer s points to a dynamically allocated sieve array. We will desitre
the sieving procedure very briey { it is closely related to J Zayer's [78]. First, we
remove pairs K;y) for which gcd(x;y) > 1. This is done by sieving the array by
the primes dividing y and setting each hit location toNOHITwhich is the maximal
positive char{value. For each polynomialf , the initializing of the sieve array and
the log _sieve step are done. LeC; be a constant to be explained in a few moments.
We initialize the array recursively with a crude approximaton of logf (x;y) C; by
the following method:

When preparing the interval Ko; X2] for sieving, we compute

f (Xo;¥); f (X1;y); f (X27Y);

where Xq, X1, X are the minimal, middle and maximalx{value respectively. In
case of lod (xi;y) and logf (x;+1;Yy) di ering by a value of at least HITB TOLERANCE
(i = 0;1), the interval gets bisected, and the procedure recursiyea ects the two
intervals [Xo; X1] and [x1; x,]. Otherwise, the whole array gets initialized with value

(logf (xo;y) +log f (x2;y¥))=2 C;i:

The log _sieve function subtracts logq for each factor base elementg( r) from the

sieve locationsx  yr modg. In previous implementations [78, 16] it turned out, to
be wise not to sieve with prime powers and not to sieve with themallest primes.
We balance the missing subtractions of lagby increasingC; appropriately, instead.
For each large prime allowed, lolp _boundis added toC;s, too.

Note that the primes ¢f dividing the highest coe cient of f divide f (x;y) when
gcd(@®y) > 1. So in this case we do not sieve with these primes; insteadgéf is
added to C; .

After the log _sieve step has been performed for each polynomiél we look for
locations of the sieve array which are< 0; these arecandidatesfor smoothness.
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The candidates are found by simultaneously testing the sidnit of 16 bytes. As the
candidate locations are needed several times, they are &drin a simple listshl .
The actual factorization is found by a division sieve then, here for each candidate
X, the value f (x;y) is computed. Thediv _sieve function behaves similar to the
log _sieve function except for two changes:

when a primeq hits a non{candidate location, nothing happens

when a primeq hits a candidate location,f (x;y) is replaced byf (x;y)=d,
wherek is the exact power ofg dividing f (X;y).

In order to e ciently nd partial factorizations of candida te locations, the sieve hits
are stored in a hash table. By walking through the simple lisof hit locations, the
survive _div function checks whether a resklp _bound remains afterf (x;y) has
been divided by all factor base prime powers. If not, the sievhit is removed from
the hash_table . This concludes the description of the classieve _array . The two
functions that are most time critical are not part of the clas but held globally,
to keep the possibility of replacing them easily by assemblgode. These are the
functions

do_log_sieve(char *s,int stop,int p,char log_p)
which subtracts the amount oflog_p from every location

s[stop-k*p] , 0 k stop=p

get_next_hit(char *s, int start) which returns the locationi  start ,
with s[i]<0 .

455 Sieve Hit

A sieve hit is a pair ;y), where f (x;y) is probably smooth over the factor base
connected tof . The sieve hits are collected in a simple list in the sievingedice.
Usually, we want to know more than merely the coordinates. Térefore we decided
to store the factorization with the coordinates. Here is thale nition of the class
sieve _hit .

class sieve_hit

{

sieving_device *sdp; // pointer to the sieving device,
/I which uses sieve_hit
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/I smooth pair f_i(x,y)=value[i]*llp[i]*Ifbi]
int Xx,y;

/I value[i] to be decomposed over factor base i
bigint *value;

simple_list <fb_factor> *Ifb; Il see (X)y)
simple_list <prime_element> *lip; // see (X,y)

void error(char *s); I/l error messages
public:

sieve_hit(sieving_device *s=0);
~sieve_hit();

void set x(int x0);
void set_y(int y0);

void set value(int np, const bigint &v); // value[np]=v
bigint get value(int np);

/I insert element If in list lip[np]
void insert_Ip(int np, const prime_element &lf);

I/l return length of lip[np]
int count_Ip(int np);

/I (value[np]<=smoothness_bound)
int is_smooth(int np,long smoothness_bound);

/I divide value[np] by p, insert (p,exponent) into Ifb
void trialdiv(short int np,long p, int index);

/I store values of x,y,lfb into ind[], €[], return length Ifb
int store_into_array(int &n, int &ret x, int &ret_y,
int *ind, int *e);

sieve_hit & operator=(const sieve_hit &sh);

/[ Input / Output
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friend ostream & operator<<(ostream &out, const sieve_hit &S);
friend istream & operator>>(istream &in, sieve_hit &s);

/I compare (x,y) of sl to s2
friend int
operator==(const sieve_hit &sl1, const sieve hit &s2);

/I output a sieve_hit in qs format
friend void output_gs(ostream &out, const sieve_hit *s,

const bigint &offset, /I offset=-b/2a mod n
const bigint &a, /I h.c. of Q

const bigint &n, /I characteristic of ring
const factor_base *fbp /I factor base pointer
);

At the beginning of the division sieve stepyalue[i] is equal tof;(x;y). When a
factor o of f;(x;y) is found by trialdiv , value is replaced byvalug=d' and the
pair (j; k) is appended to the simple listifb[i] , wherej is the index of the pair
(g;r) in the factor base. Recognition of possible large prime facs of the form
(g;r) is achieved by theis _smooth function. These factors are appended then to
the simple listllp[i] by calling insert _Ip .

45.6 Prime List

Finally, the generation of primes remains to be explained. he fast and useful
method for our purpose, namely producing the rst primes belw some bound, is
the 2000{year old sieve of EratosthenésDue to its fame, there is no need to explain
it here. A substantial speed up is gained by sieving the linedunctions 6X 1,
because every prime except from 2 and 3 must be of this form &n6X + Kk is
divisible by 2 or 3 unlessk 1,5 mod6. This leads to saving up to 50 % of the
running time, as can be seen in the following table, where werngrated all primes
up to n on a Sparc ELC workstation (21 Mips).

Furthermore, 75% of the main memory can be saved by not stognthe absolute
value of the primes. Instead, the di erences between the pnies divided by 2 are
stored. This is su cient since every operation involving pimes from the prime
number list reads the list sequentially. As a matter of factthe halved di erences t

into 1 byte for primes less than 19 [61].

LEratosthenes von Kyrene 276{194 a. Chr.
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Table 4.3: Running Time Erathostenes Sieve

n | Time Eratosthenes (hsec) Time 6k 1 (hsec), (n) |
1000000 102 53 78498
2000000 209 109 148933
5000000 538 313 348513
10000000 1106 980 664579
14000000 1570 1334 910077
15000000 1688 1431 970704
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Conclusion

The computational results achieved by our implementationr®w that we are able
to compute discrete logarithms in Z=pZ) , when p is a 85{digit prime (281 bits).
Although the new two{quadratics{NFS version for DL has turred out to be highly
e cient, a practical comparison has shown that up to prime dds of that size, the
Gaussian integer method is the method of choice.

The data concerning McCurley's prime eld withp having 129 digits show that under
certain circumstances, even 416 bits are insecure. Althduthere is still a gap of 96
bits to the Digital Signature Standard, one is tempted to assme that with further
re nements of theory and practical implementations, with @rther improvement of
hardware and a concerted e ort, a today's digital signaturemight be forgeable at
some time in the future.

Apparently, sieving techniques are still the only way to brak cryptographic schemes,
the security of which is based on the di culty of computing discrete logarithms in
(Z=pz) or factoring large integers. With our general sieving dew; we provide
a powerful tool, which covers all these methods and which i¢n@ost as e cient as
specialized implementations. Furthermore, it is helpfuld quickly experience the
practicability of new methods for breaking such schemes.
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