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ARTICLE INFO ABSTRACT
Keywords: Digital eavesdropping refers to a little-known yet legally permissible data provenance technology that enables
Digital e?vesdropping mobile devices to listen to personal (“face-to-face”) conversations, to identify keywords, and to deliver
Retargeting personalized advertisements to unsuspecting users. Unlike (re-)targeting, which relies on online browsing
Personalized advertising behavioral data provenance, digital eavesdropping generates personalized advertising based on spoken (offline)
Creepiness P i 8 ) . PP 3g P . o J P .
Disclosure words. Across seven experiments involving various products and services, it is demonstrated that digital
eavesdropping elicits heightened perceptions of creepiness — exceeding that of retargeting. This creepiness
triggers adverse reactions to advertisements, including negative attitudes and reduced click-through, indifferent
to trait variables. These effects are especially pronounced when ads are perceived as accurately tailored to
consumers’ former voiced desires and, surprisingly, when consumers are explicitly informed about the ad al-
gorithms and how digital eavesdropping operates. The findings suggest that the implementation of digital
eavesdropping harms marketing effectiveness, should be approached with caution, and employed only under
highly restricted circumstances.
1. Introduction, contribution, integrative theoretical that has not yet been systematically examined in marketing, despite the
framework, and research program technology’s increasing application (Pippig, 2024; Segijn et al., 2025).
In a public reel, Instagram head Adam Mosseri (2025) addresses ongoing
“Well, you got your phone face down on the table, and you're talking discussions about eavesdropping for advertising purposes. Nevertheless,
about ... shoe deodorizers, then you go on your computer and what the majority of users appear convinced that eavesdropping is constantly
pops up? A shoe deodorizing ad. Then you get an email, and it’s all occurring, as reflected in the reel’s comments, causing outrage.
about shoe deodorizing. Then you’'re walking down the street — shoe The theoretical lens is creepiness, which refers to an affective
deodorizing. You can’t escape it... Uh, that’s how they know!” response marked by emotional unease related to cognitive ambiguity

about what is wrong and how to respond (Langer and Konig, 2018). DE
is hypothesized to heighten creepiness more than retargeting because it
renders the provenance and intent of data capture less legible, blurring
social and contextual norms in ways consumers cannot readily diagnose.
By contrast, retargeting is typically traceable to visible online actions. In
digital advertising, this traceability matters because consumer decisions
are low-cost and immediate: if an ad feels creepy, consumers can
withhold attention, avoid clicking without resolving the uncertainty or
simply ignore it. Comparing DE to retargeting enables substantial
inference and isolates mechanism: personalization remains constant;
only data provenance varies, so differences reflect provenance-driven
reactions.

While prior work has documented concerns about data-driven

This example, from the first episode of season six of Netflix’s hit show
Black Mirror, titled “Joan is Awful” (Brooker and Pankiw, 2023), illus-
trates the general questions of this article.

Personalized advertising increasingly draws on data whose prove-
nance is opaque to consumers. A salient case is digital eavesdropping
(DE) - ads personalized from the content of private conversations
captured near mobile devices — versus retargeting, a prevailing practice
in advertising which relies on past online behavior (e.g., site visits,
purchases). Both practices are legally permissible, yet consumers often
struggle to locate the boundary between helpful personalization and
unsettling surveillance. This paper examines when and why DE elicits
perceived creepiness and diminishes advertising effectiveness, a topic
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personalization (Strycharz and Segijn, 2024), causal evidence that data
provenance (DE vs. retargeting) shapes creepiness and behavior differ-
ently remains scarce. Existing studies on DE are largely survey-based
(Segijn et al., 2024; Segijn et al., 2025) or correlational (Frick et al.,
2021), limiting internal validity and leverage on mechanism. In addi-
tion, research has not clarified the role of personalization accuracy in DE
contexts, which may signal relevance (a benefit) yet also deepen in-
ferences about surveillance, nor has research established whether
disclosing advertising algorithms about how DE works: whether it mit-
igates or amplifies creepiness by making surveillance more transparent
(and thus understandable) or more salient (and thus unsettling).

This paper addresses these research gaps with seven experimental
studies that provide causal evidence on: a) how data provenance (DE vs.
retargeting) shapes creepiness and advertising effectiveness; b) how
personalization accuracy under DE affects creepiness and outcomes
across providers and categories; and ¢) whether advertising algorithm
disclosure diminishes or heightens these effects. The studies span
different providers and product categories and incorporate both attitu-
dinal and behavioral outcomes, increasing robustness and practical
relevance. This research also explores boundary conditions by consid-
ering individual differences (e.g., affinity for practicability in ads, pri-
vacy cynicism), assuming that consumers can simultaneously value
relevance and resent opaque data practices.

Accordingly, the research addresses three questions:

RQ1: Does data provenance (DE vs. retargeting) causally increase
perceived creepiness and reduce advertising effectiveness?

RQ2: How does personalization accuracy under DE influence
creepiness and effectiveness across providers and product
categories?

RQ3: Does advertising algorithm disclosure mitigate or amplify
creepiness and its consequences?

Across studies, a single framework is adopted in which antecedents
that reduce the legibility of data practices, specifically data provenance
(DE vs. retargeting), personalization accuracy under DE, and advertising
algorithm disclosure, increase perceived creepiness and in turn reduce
advertising effectiveness. Each study manipulates one antecedent lever
and tests the corresponding part of this pathway, and the framework is
cumulatively evaluated across providers and product categories.

The remainder of the paper defines constructs and develops hy-
potheses, details the experimental designs and measures, reports results,
and discusses theoretical and managerial implications for designing
personalization that maximizes relevance while minimizing creepiness.
Fig. 1 presents an integrative theoretical framework that synthesizes the
conceptual model.

2. Theoretical background
2.1. The concept of creepiness
in consumer contexts

Research on creepiness is emerging

Data provenance
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(Rajaobelina et al., 2021). Originally, McAndrew and Koehnke (2016)
defined creepiness as arising from uncertain situations, where in-
dividuals feel uneasy without encountering anything explicitly fright-
ening. Langer and Konig (2018) further developed the concept within
psychology, describing it as a negative emotional response combined
with ambiguous perceptions towards a person, technology, or situation.
Operationalized through the CRoSS scale, creepiness shows two corre-
lated facets — emotional creepiness (unease) and creepy ambiguity
(uncertainty about judgments and appropriate actions) (Langer and
Konig, 2018) - that often manifest as a single, unified perception in
technology-mediated interactions (e.g., Torkamaan et al, 2019).
Creepiness has been used to explain consumer reactions to recommen-
dation systems (Torkamaan et al., 2019) and chatbots (Rajaobelina
et al., 2021) that feel “too knowing” or inscrutable.

Accordingly, creepiness is broader than appearance-based eeriness
and more specific than general discomfort: it refers to unease because its
provenance, intention, or implications are unclear (e.g., opaque
personalization or data inferences), whereas discomfort is unpleasant-
ness that need not involve ambiguity (e.g., a clunky interface).

2.2. Bridging creepiness and its significance for online advertising with
related constructs and digital eavesdropping

2.2.1. Bridging creepiness with privacy and related constructs

Research on digital advertising highlights privacy concerns,
perceived control, and surveillance beliefs as core antecedents of con-
sumer responses to data use (e.g., social listening; data-driven tailoring)
and often links these to feelings of creepiness (Jagadish, 2020; Palos-
Sanchez et al., 2018; Tene and Polonetsky, 2014). This research builds
on this stream by distinguishing privacy concern from perceived
creepiness. Privacy concern is a concrete, cognitive evaluation of iden-
tifiable data practices (e.g., whether specific data are collected, used, or
shared in a given context; Hong and Thong, 2013). Creepiness, however,
is a more diffuse affective state of emotional unease related to ambiguity
about what is happening and how to respond (Langer and Konig, 2018).

In personalization, consumers may value relevance yet still experi-
ence creepiness when an ad’s data provenance is unclear. This distinc-
tion helps explain “privacy paradox” findings (Mourey and Waldman,
2020): people can report high concern yet still disclose data, while
creepiness emerges at the moment of exposure when provenance feels
opaque. Consistent with this account, when consumers infer covert data
use, they may perceive a psychological contract breach, reducing
receptivity to personalized ads (Cai and Mardani, 2023).

2.2.2. Reactions to data-driven advertising and the involvement of digital
eavesdropping

Previous work on online behavioral advertising has documented how
perceived intrusiveness, reactance, trust, and disclosure shape responses
(Stevens and Newmeyer, 2017; Tene and Polonetsky, 2014), including
ad avoidance (Segijn & van Ooijen, 2022). This research positions DE
within this stream as a case where provenance is especially opaque:
consumers may struggle to link the ad to any visible online action, thus

Personalization

— Perceived creepiness [
accuracy

Attitude towards the ad —* Click-through behavior

Advertising algorithm
disclosure

Fig. 1. Integrative theoretical framework.
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elevating creepiness. This work uses DE to denote personalized ads that
plausibly draw on interpersonal, near-device verbal conversations (i.e.,
an offline data-provenance case). Related work has used labels such as
“mobile eavesdropping” (Kroger and Raschke, 2019), “surveillance ef-
fect” (Frick et al.,, 2021), “conversation-related advertising” (Segijn
et al., 2024), and “e-eavesdropping” (Segijn et al., 2025); conceptually,
DE is a specific instance of perceived digital surveillance/dataveillance
in advertising. The analyses presented in this work and measures are
aligned to this conversation-based provenance.

Prior research suggests that when consumers engage in social ac-
tivities, such as discussing general topics, and subsequently receive
recommendations related to those activities (a phenomenon known as
cross-platform presentation; Torkamaan et al., 2019), their difficulty in
understanding the underlying cause constitutes a key antecedent of
perceived creepiness. In DE, media and marketplace developments
illustrate salience and feasibility (e.g., smart-assistant listening in-
cidents; cross-device and audio watermarking that can trigger mobile
ads; Pippig, 2024; Segijn & van Ooijen, 2022), and industry discourse
indicates emerging business models around “Active Listening” (Fidler,
2023), with new technologies often carrying the risk of eavesdropping,
as seen with Apple’s AirPods models (O’Flaherty, 2024).

While debate continues over the prevalence of DE (Kroger and
Raschke, 2019), surveys report widespread familiarity and self-reported
experience (Frick et al., 2021; Segijn et al., 2024; Segijn et al., 2025),
and qualitative work notes consumer avoidance behaviors (e.g., device
deactivation in intimate contexts; Abdi et al., 2019). DE can use audio
watermarking to detect speech in media and trigger mobile ads (Segijn &
van Ooijen, 2022); this is typically lawful when users accept app terms
(Segijn, 2019), which they often do without thinking about it (Zhu and
Zhang, 2025). Users may infer DE from cues such as targeted ads after
conversations (including keyword tests), repeated occurrences, or OS
microphone-access alerts.

Prior work (Frick et al., 2021; Kroger and Raschke, 2019; Segijn
et al., 2024; Segijn et al., 2025) has already stressed the importance of
investigating consumers’ attitudes and behaviors regarding DE rather
than dismissing these concerns as urban myths. This motivates causal
tests that isolate data provenance (DE vs. retargeting) and then, within
DE, examine how personalization accuracy and advertising algorithm
disclosure alter creepiness and advertising effectiveness.

Table 1 synthesizes prior research on DE and highlights a distinct gap
in randomized experimental studies, both in comparison to retargeting
and within DE data provenance itself.

2.2.3. Ethics and contextual norms

Ethics-of-practice perspectives emphasize contextual norms and
dataveillance (Luzak et al., 2023; Strycharz and Segijn, 2024): data use
may be lawful yet still violate expectations about appropriate informa-
tion flows. By drawing on private, near-device conversations, DE risks
breaching contextual norms, which this research models psychologically
as increasing perceived creepiness and, in turn, reducing advertising
effectiveness. Prior work (e.g., Kim et al., 2019) typically assumes that
transparency mitigates creepiness by clarifying data use. This work,
however, advances the opposite prediction: algorithmic disclosure
heightens creepiness by foregrounding surveillance; the experiments
below directly adjudicate these competing accounts. Likewise, higher
personalization accuracy may signal relevance but also intensify sur-
veillance inferences when provenance is DE, explaining why accuracy
can backfire in this context.

In sum, while privacy concerns, data-driven advertising reactions,
and ethics scholarship explain why opaque data use can be problematic,
causal evidence on how data provenance, personalization accuracy, and
advertising algorithm disclosure shift creepiness and advertising effec-
tiveness remains limited, revealing the gaps this multi-study investiga-
tion addresses, as depicted earlier in Fig. 1.
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Table 1
Overview on prior DE research.
Research Method, (N) Major findings
paper
Green, 2018 Theoretical- - always-listening tech and cross-device

conceptual (—) tracking enable covert audio collection
for ad targeting; U.S. privacy law is
inadequate

platform policies/self-regulation leave
major transparency and consent gaps
which urge federal rules
Alexa/Google Home users hold
incomplete mental models (e.g.,
overlooking cloud parties) which lead
to non-technical coping (e.g., muting/
turning off devices in intimate
contexts, limiting tasks)

Abdi et al., Semi-structured
2019 interviews (17)

Kroger and Theoretical-
Raschke, conceptual/case
2019 studies (—)

always-listening tech makes covert
audio capture technically feasible,
raising concerns that everyday
conversations can be exploited for
advertising (profiling, targeting)
without user awareness

- demonstrated technical evidence (e.g.,
apps recording in the background,
ultrasonic beacons) show how DE
extends beyond coincidence

belief that smart devices secretly
record speech for targeted advertising
is widespread; strongest predictors are
low trust in devices, computer anxiety,
and prior negative experience

Frick et al., Survey-based/
2021 correlational (227)

Theoretical- - conceptualization dataveillance in
conceptual (—) digital advertising as automated,
continuous data collection, and
introduction of the DEAL framework to
explain its effects

perceived surveillance influences
consumers’ cognitive, affective, and
behavioral responses (privacy
calculus, negative emotions, chilling
effects), shaping ad effectiveness and
resistance

Strycharz and
Segijn, 2022

Segijn et al., Survey-based/
2024 correlational (886)

maps conversation-related advertising
and beliefs in phones listening across
US, Netherlands, and Poland
majority reported such ads (US 78 %,
NL 67 %, PL 53 %); more than half
believe devices listen; experiences
linked to social media ads, often
shortly after conversations; negative
emotions (creeped out, disturbed)
dominate

Segijn et al., Survey-based/
2025 correlational (886)

US respondents (vs. NL, PL) show
strongest e-eavesdropping belief;
frequency of conversation-related ads,
shorter time gaps, and higher conspir-
acy mentality predict stronger belief;
tech savviness had little effect

2.3. Consequences of digital eavesdropping

Personalized online advertising based on prior online customer ac-
tivity is known as retargeting (RT) (Kim et al.,, 2019), a prevailing
practice of online behavioral data provenance (e.g., De Keyzer et al.,
2024; Grigorios et al., 2022). DE (conversational data provenance), by
contrast, tailors ads from offline interactions (e.g., proximate conver-
sations). Empirical comparisons of reactions to DE and RT and down-
stream marketing effectiveness are limited; existing empirical DE work
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is largely survey-based (Segijn et al., 2024; Segijn et al., 2025) or
correlational (Frick et al., 2021); see Table 1.

Drawing on privacy calculus (Dinev and Hart, 2006), where con-
sumers weigh benefits (e.g., ad relevance) against costs (e.g., perceived
creepiness, privacy intrusion), this work argues that DE heightens
perceived disadvantages due to its heightened privacy-intrusive nature,
thereby elevating perceived creepiness relative to RT, which consumers
more readily link to visible online actions (De Keyzer et al., 2024).
Moreover, because many interpersonal conversations lack explicit
shopping intent, DE-based ads may be perceived as less relevant than
RT-based ads that follow recognizable browsing or purchase cues.

Given the limited research on DE, evidence from personalization
research shows that targeting tied to prior online behavior can raise
privacy concerns and perceptions of creepiness, increasing ad avoidance
(such as in a cross-sectional survey by De Keyzer et al., 2024) and
reducing click-through intentions (Kumar et al., 2024). DE-based ads
may exacerbate these issues by crossing ethical boundaries and
breaching expectations about appropriate information flows, as con-
sumers are unlikely to expect their private conversations to serve as ad
prompts, not only yielding intensified feelings of creepiness but also
negatively impacting advertising responses generally, as well as atti-
tudes (consumers’ evaluative judgment of the ad) and behaviors (e.g.,
click-through behavior towards the marketer’s online shop as the
conative act). Consistently, surveys associate eavesdropping incidents
with negative emotions (Segijn et al., 2024) and link DE-related beliefs
to broader skepticism (Segijn et al., 2025).

A complementary lens is the DEAL framework (Strycharz and Segijn,
2022): consumers hold surveillance beliefs that can be activated by a
“surveillance episode” (e.g., an ad appearing after an offline conversa-
tion), heightening perceived surveillance and consumer suspicion.
Under DE, such activation is intensified, and in this work’s account is
assumed to lead to increased creepiness, reducing advertising effec-
tiveness. DEAL (Strycharz and Segijn, 2022) therefore explains why
making provenance more legible (vs. opaque) should shift creepiness
and outcomes.

Additionally, since attitude towards the ad serves as a proximal
predictor of click-through behavior in digital contexts (e.g., Bleier and
Eisenbeiss, 2015a), and recent meta-analyses in digital-contexts (e.g.,
Maseeh et al., 2021) continue to treat attitude towards the ad as the key
evaluative mediator linking ad perception to ad approach/avoidance
behaviors, a serial sequence is tested that preserves the mechanism that
would otherwise be obscured if attitude towards the ad was omitted.

Accordingly, this hypothesizes a baseline data-provenance effect and
its mechanism:

H1: DE (vs. RT) results in a stronger feeling of creepiness (a). The
more creepiness consumers perceive, the more negative the attitude
towards the ad (b), and in turn the lower the probability of click-
through towards the marketer’s online shop (c).

H2: The effect between DE (vs. RT) and a lower probability of click-
through towards the marketer’s online shop is serially mediated by
(M1) an increase in perceived creepiness and, in turn, (M2) a less-
positive attitude towards the ad.

Additionally, this paper examines whether the consequences of
creepiness (rather than its formation) vary with boundary conditions,
namely two trait-level orientations towards advertising: affinity for
practicability in ads (valuing convenient advertising benefits; Yassin and
Rawas, 2022) and privacy cynicism (the belief that meaningful privacy
protection is unattainable; Choi et al., 2018). Theoretically, these traits
shape consumers’ tolerance for feeling creeped out (e.g., trading off
convenience and utility in advertising or normalizing surveillance) and
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are therefore more likely to moderate the translation of creepiness into
attitudes and behaviors than the perception of creepiness itself, which
should be controlled for. Accordingly, the serial mediation effect
expressed in H2 is tested for moderation on the b-path (creepiness —
attitude) via interaction terms (creepiness x affinity for practicability;
creepiness x privacy cynicism).

2.4. Overly accurate personalized advertising

While the previous sections focused on data provenance through
comparing consumer responses to DE-based versus retargeting-based
advertising, the following sections examine the antecedents of
perceived creepiness specifically within DE-based advertising.

Consumers usually encounter varying degrees of personalized ads
online (Hardcastle et al., 2025). In the context of DE, this means that
online advertisements may either vaguely or exactly reflect the topics
consumers have previously discussed. Bleier and Eisenbeiss (2015a)
suggest the concept of personalization depth (closeness of the adverti-
sement-interest relationship), which is similar to Torkamaan et al.’s
(2019) term “personalization accuracy” (PA). PA measures how closely
online advertising matches consumers’ needs. This research has adopted
this concept as it has been applied in online marketing, although not yet
in the context of DE-based ads.

Insights into its elicited reactions can be drawn from previous studies
on PA in the context of online personalization attempts. For instance, an
experiment by Bleier and Eisenbeiss (2015b) revealed that when
analyzing delayed exposure to banner ads after visiting a website, a
moderate PA level is more effective than a high PA level (an ad depicting
a product similar to versus exactly the one previously chosen). Boerman
and Smit’s (2023) systematic literature suggests that personalization
efforts may backfire if the line between moderate and highly accurate
personalization is crossed. Additional qualitative research (Herder and
Zhang, 2019) supports these findings, showing that highly accurate
advertisements are viewed as privacy violations, evoking feelings of
creepiness, and, in the context of recommendation systems, also nega-
tively affect brand attitudes and purchase intentions (Torkamaan et al.,
2019).

In sum, this research anticipates a linear increase in perceived
creepiness with higher levels of PA, referring to an enhanced fit between
the offline conversation and the product advertised. Reactions should be
perceived as more privacy-invasive, thus more negative, if an ad exactly
matches a previous conversation. As consumers encounter varying de-
grees of personalization online, this research looks at three different
levels of PA and hypothesizes:

H3a: The higher the level of PA (low vs. medium vs. high), the more
creepiness consumers perceive.

H3b: The effect between higher PA levels and a decline in attitude
towards the ad is mediated by increased creepiness.

2.5. Advertising algorithm disclosure

This research also looks at advertising algorithm disclosure and its
impact, referring to the revelation of information (Mourey and Wald-
man, 2020). By advertising algorithm disclosure in the context of DE,
this research means telling consumers about the algorithmic process
used to personalize the advertisements they see, thus explaining
watermarking technologies. The literature presents contrasting views on
whether disclosing advertising algorithms reduces or heightens the
perceived creepiness of personalized ads, labeling complex consumer
responses to different amounts of disclosures as “transparency trade-
offs” (Butori and Miltgen, 2023).
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Experimental studies indicate that transparency about advertising
algorithms can enhance ad effectiveness (Kim et al., 2019) and reduce
perceived creepiness in personalized communication (Stevens and
Newmeyer, 2017); it is advocated from a consumer protection as well as
an ethical transparency standpoint (e.g., Luzak et al., 2023). Open
disclosure of data use fosters trust and elicits more favorable cognitive,
attitudinal, and behavioral responses compared to secrecy (Grigorios
et al., 2022).

Although disclosures are commonly promoted from a consumer
protection standpoint, from a managerial perspective, non-disclosure of
how DE-based advertising operates may offer strategic advantages.
Supporting this view, experiments by Segijn et al. (2024) found that
informing consumers about advertising algorithms increased their
perceived sense of surveillance. Another experiment conducted by
Strycharz and Segijn (2024) demonstrated that consumers generally
perceive watermarking (an example of dataveillance strategies in
contemporary digital advertising) as an invasion of their privacy.
Similarly, qualitative research by Eslami et al. (2018) suggests that ex-
planations about algorithmic processes, whether either too vague or too
precise, increase feelings of creepiness.

In sum, this research hypothesizes from a managerial perspective
that non-disclosure (vs. disclosure) will lead to reduced perceptions of
creepiness, thereby fostering more favorable attitudinal and behavioral
responses. This effect is expected to be especially pronounced in the
context of DE, which is likely perceived as a violation of privacy
boundaries.

This leads to the following hypotheses:

H4a: If information regarding advertising algorithms is not disclosed
(vs. disclosed), this leads to less (more) perceived creepiness.

H4b: The effect between no ad algorithm disclosure (vs. disclosure)
and increased click-through behavior is serially mediated by (M1)
reduced creepiness and in turn a more (M2) positive attitude towards
the ad.

3. Overview of studies

Seven studies were conducted — six online experiments using Qual-
trics (2025) and one behavioral lab experiment (Study 3). Participants in
the experimental groups did not significantly differ in socio-
demographics in any of the studies. Manipulation checks for PA
(Studies 4a—c) confirmed successful experimental manipulations, see

Table 2
Overview of research questions for each of the studies.

Study 1 Do DE-based ads, compared to RT-based ads, generally elicit more

negative ad responses? (differences in data provenance)

Study 2 Do DE-based ads, compared to RT-based ads, result in heightened
perceptions of creepiness, as well as more negative attitudinal and
behavioral responses? Are there boundary conditions (consumer
personality: affinity for practicability, privacy cynicism) of these

effects?

Study 3 Are the main effects identified replicated in a behavioral lab

experiment?

Studies Does the level of PA using DE-based ads evoke feelings of creepiness in
4a-—c consumers, leading to more negative attitudes towards the ad for a
fictitious retailer (Study 4a)? Are these effects replicated for a well-
known retailer (Study 4b) and consistent across a different product
category (Study 4c)?

Study 5 From an advertiser’s perspective, does the non-disclosure of ad
algorithms (vs. disclosure) using DE-based ads decrease consumer
perceptions of creepiness, thereby positively impacting the attitude

towards the ad and click-through behavior?
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Appendix A for details. Discriminant validity was ensured through factor
analyses, respectively. While Studies 1-3 primarily investigated whether
online advertising based on DE data provenance (vs. retargeting) re-
duces marketing effectiveness, Studies 4a—c and 5 focused on examining
marketing effectiveness specifically within the context of DE-based
advertising. Table 2 provides an overview of the underlying research
questions.

3.1. Recruitment and exclusion criteria

The surveys for online studies were distributed by recruiters via
email, social media channels, and direct appeals for participants, except
Studies 2 and 5 which shared the same recruitment platform and were
sourced from a national marketing research institute. Socio-
demographics for all studies are listed in Appendix B.

Participants were excluded if they failed to correctly answer
attention-check questions at the end of the questionnaire, indicating
they had not read the vignette carefully (e.g., for studies 4a—c incorrect
recall of the general topic or incorrect recognition of the mentioned
product advertised). Additionally, participants with unrealistically short
questionnaire durations were excluded. Participants who reported
participation in the pretest or previous studies on a similar topic, or who
said that their data should not be used for further consideration, were
also excluded. For Studies 4c and 5, participants who incorrectly re-
ported whether or not they had been exposed to advertising algorithm
information were additionally excluded. For Study 3 (lab experiment),
participants were excluded if they incorrectly realized the source the ad
was based on (e.g., if ad was incorrectly attributed to previous on-screen
selection in the DE-group or to previous conversation in RT-group).

3.2. Measures

Creepiness was measured using CRoSS on a 7-point Likert scale with
ten items adapted from Langer and Konig (2018), e.g., “I felt uneasy
during the situation,” or, “I felt uncertain about how to interpret the
situation”. In the studies, creepiness is dealt with as a global construct,
with each of the ten creepiness items loading on one overall creepiness
factor.

To measure attitude, this paper focused on the affective dimension,
using Silvera and Austad’s (2004) 7-point semantic differential scale
ranging from -3 to +3 (e.g., “The advertisement is likeable” vs.
“unlikeable”), but also measured the cognitive dimension of attitude (e.
g., “The ad is not relevant ... relevant™) to conceal the respective study’s
purpose. For the manipulation check in studies 4a-c, this research
measured perceived PA with three items from Scholten (2019; “The
advertisement reflected my personal situation”).

For the boundary conditions tested in Study 2, privacy cynicism was
measured on a 5-point Likert scale with items adapted from Lutz et al.
(2020) and Choi et al. (2018), e.g., “Even if I protect my privacy, it is still
violated. The affinity for practicability of the advertisement was
measured on a 7-point Likert scale with items adapted from Crites Jr
et al. (1994), e.g., “It is important to me that advertisements provide
new product knowledge”. All Cronbach’s a-values exceeded 0.81, indi-
cating satisfactory internal consistency.

Click-through was measured by analyzing whether participants
clicked on a link (yes or no, binary-coded) that took them to the mar-
keter’s website (number of clicks measured actual approach behavior).

To mitigate potential common method bias, Baumgartner and
Weijters” (2021) recommendations were followed. This involved
employing various scale formats (e.g., both Likert and semantic differ-
ential scales). This research incorporated attention checks using both
open and closed questions to ensure participants’ engagement. Prior to
reading the vignette, participants were instructed to respond honestly
and intuitively, and had the option of opting out if they felt they could
not adequately engage with the stimulus material. Based on Harman’s
Single Factor tests, the analyses found no evidence of common method
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bias in any of the studies (see Appendix C), despite criticisms of this
procedure (Baumgartner and Weijters, 2021).

4. Empirical studies 1-3: Data provenance (digital
eavesdropping vs. retargeting)

4.1. Study 1 (Nfings = 209, Mgge = 29.4, 60.3 % female)

Study 1 aimed to generally test whether DE elicits more negative ad
responses than RT. In an online experiment, participants were randomly
assigned to one of two online experimental groups: DE or RT. Partici-
pants read a lunch scenario about suffering from chronic health issues
and its medication while the phone was visible.

In the RT-group, the friend sends the medication’s name via social
media chat; in the DE-group, the friend mentions it aloud. Later, the
protagonist notices a personalized ad for the medication. The DE-group
is led to believe the conversation was overheard via the phone.

A one-way MANOVA shows that the DE- (vs. RT-)group reacted more
negatively to the ad contact. See Table 3.

4.2. Study 2 (Nfing = 359, Mgge = 35.5, 45.7 % female)

While Study 1 focused on behavioral intentions, Study 2 not only
tested attitudinal and behavioral consequences (e.g., click-through
behavior) from DE-based in comparison to RT-based ads as expressed
in H1 and H2a-c, but also aimed to identify boundary conditions, as in
consumer personality, that potentially amplify or weaken the indirect
mediation effects. A more emotional and personal product category in
personalized ads — dating apps — was used, as personalized ads involving
sensitive information normally evoke higher creepiness reactions
(Reitinger et al., 2024). To broaden the scope, neutral products were
used from Study 3 (and all upcoming studies), allowing generalization of
the findings across broader product categories.

4.2.1. Procedure

Study 2 was designed as an online experiment. Participants were
randomly assigned to one of two treatment groups (between-subjects
design, DE vs. RT). Instead of reading a written scenario, participants
were instructed to watch a video of a live message chat between two
people. This method was chosen based on Langer and Konig (2018), who
used videos to elicit creepiness effectively. It was anticipated that par-
ticipants would immerse themselves more fully in the situation when
observing a live chat from a first-person perspective compared to
reading a written scenario (see screenshots from live message chat in
Fig. 2).

In the video, the protagonist expresses a desire to date and mentions
a dating app. In the DE-group, this information was provided orally in an
earlier face-to face conversation, with the smartphone nearby. In the RT-
group, this information was shared in writing earlier via a message chat.

Table 3
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The protagonist emphasizes the importance of confidentiality on this
topic and states that it has not yet been discussed offline or researched
online.

The message chat then continues, with the protagonist reporting that
when checking on the next day’s weather they suddenly saw an online
banner ad for the previously mentioned dating app, and they send a
screenshot of this ad encounter. The source of the data used to create this
ad was meant to differ between the groups: for the DE-group, the ad
promoted a product based on participants’ previous offline behavior
(discussed orally), while for the RT-group, the ad promoted a product
based on participants’ previous online behavior (provided via message
chat).

Finally, participants completed various scales measuring the vari-
ables outlined in the hypotheses.

Confounding checks confirmed that the live message chats were
perceived as realistic, comprehensible, and immersive (all t-values
above midpoint, p-values < 0.05), with no significant differences be-
tween experimental groups (all p-values > 0.05; see Appendix D).

4.2.2. Results

A one-way ANOVA revealed that the DE-group perceived more
creepiness from the ad contact than the RT-group (4.20 vs. 3.26; F(1,
357) = 34.09, p < 0.001), supporting Hla.

A serial mediation analysis (PROCESS model 6) revealed that the
increase in creepiness in the DE-group (vs. RT) led to a decline in atti-
tude and, in turn, reduced click-through rates. Thus, both H1b-c and H2
were supported. See Fig. 3.

The indirect effects that operated through only perceived creepiness
or attitude towards the advertisement on click-through behavior were n.
S. (Bca CIs including zero).

Furthermore, the serial mediation effect outlined in H2 was not
influenced by privacy cynicism or affinity for practicability. Two sepa-
rate moderated mediation analyses using PROCESS model 91 were
conducted for each potential moderating variable, which have shown
that neither of the tests of highest order unconditional interactions (p-
values > 0.05) nor the indices of moderated mediation (95 % Bca CIs
including zero) were significant.

4.2.3. Remarks on key findings of study 2

Study 2 showed that DE-based ads (vs. RT) increase perceptions of
creepiness, leading to a decline in ad attitudes and reduced click-
through rates. These results indicate that DE-based advertising must
first evoke perceived creepiness to reduce marketing effectiveness
through a decline in both the attitude towards the ad and click-through
behavior. Serial mediation estimates should be interpreted as consistent
with (not definitive of) the proposed ordering, given contemporaneous
measurement of mediators.

However, the critical factor appears to be that perceived creepiness
triggered by DE acts as a system that is forewarning consumers.

MANOVA results show that the DE-group reacts more negatively to the ad contact than the RT-group.

Dependent variables M (SD)

Test statistics

Recommendation probability

Negative word-of-mouth®

Purchase intention”

DE-group: 2.31 (1.17)
RT-group: 2.63 (1.07)

DE-group: 3.87 (1.08)
RT-group: 3.10 (1.31)

DE-group: 35.63 (24.68)
RT-group: 44.13 (30.69)

F(1, 207) = 4.16, p = 0.04

F(1, 207) = 21.91, p < 0.001

F(1, 207) = 4.91, p = 0.03

Note: Overall significant effect: Wilk’s A = 0.90, F(3, 205) = 7.82, p < 0.001.
NpE-group = 110: NRT-group = 99.

Items measured on 5-point Likert scales (except purchase intention, metric scale from 0% to 100%).
@ Inhomogeneity of variances between the groups, additional univariate Welch’s t-tests results equaled MANOVA results.
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Fig. 2. Screenshots taken from video of live message chat. Top left: chat intro in RT-group, top right: chat intro in DE-group. Bottom: delivery of ad encounter, equal

in both groups (123RF, 2025).

Perceived creepiness bi=-.16 .
/’4 (6E the.sthsting) n=i08 Attitude towards the ad \

_ / \
a=.93,p<.001, \ b= .83, p<.001
/ \
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Data provenance c=-14,p=.67 Click-through behavior

(RT-group = 0 vs. DE-group = 1)

Indirect effect:

(visiting retailer‘s website)

b=-.12,95% Bea CI [-.27, -.01]

Fig. 3. Hla-c, H2: A serial mediation analysis shows that DE data provenance (vs. RT) leads to a lower probability of click-through behavior, mediated by an
increase in perceived creepiness and in turn a less-positive attitude towards the ad. Note: Unstandardized regression coefficients. npg_group = 188, Nrr-group = 171.

Consequently, the impact may be even more severe if DE — when
exhibiting features associated with dark patterns — goes unnoticed. The
role of perceived DE is further examined in Study 3.

In testing for potential boundary conditions, the results suggest that
the effects of DE are unaffected by consumer personality. Even con-
sumers who prioritize practicability in online advertising or view DE as
inevitable respond to DE-based ads no differently than those with lower
levels of these traits.

4.3. Study 3: Behavioral lab experiment (Nfing = 83, Mgg = 29.1, 54.2
% female)

The studies discussed thus far employed online experiments with
realistic but hypothetical scenarios. To test whether the observed effects
hold in a different methodological context, a behavioral lab experiment
was conducted, representing, to our knowledge, the first application of
this methodological approach in DE research, and bringing a novel
contribution to DE research (see also Table 1). Study 3 thereby enhances
the validity and generalizability of findings on consumer reactions in
this domain.

Study 3 investigated differences in perceived creepiness, relevance
of, and attitudinal responses to RT- and DE-based ads. This behavioral
experiment further examined whether the negative consequences of DE
translate into reduced click-through rates, reflecting observable con-
sumer behavior. Here, there was a focus on group differences and in-
terest in the question: Does DE (vs. RT) lead to a) a stronger feeling of
creepiness caused by the ad; b) lower perceived relevance of the ad; c) a
less-favorable attitude towards the ad; and d) a reduced likelihood of
click-through to the marketer’s online shop?

4.3.1. Procedure

Participants were randomly assigned to either the RT- or DE-group
(between-subjects design). They were told that the experiment was
about the speed with which they processed information presented on an
iPad. Before they began, however, the experimenter asked for their help
to choose the best type of air-cooling fan for the lab, from a range of
options. Participants in the RT-group selected their preferred fan type by
typing on the iPad screen, while participants in the DE-group were
shown pictures and asked to say out loud which type they would choose.

After this, several supposed tasks on the mobile device began. The



K. Krause and A. Groeppel-Klein

Table 4
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One-way MANOVA and chi-squared test results show that the DE-group reacted more negatively to the ad contact than the RT-group.

Dependent variables M (SD)_RT M (SD)_DE Test statistics

Perceived creepiness 2.60 (1.50) 2.70 (1.68) F(1, 81) =0.10,p = 0.76

Perceived relevance of the ad -0.35 (1.63) -0.95 (1.45) F(1, 81) = 3.20, p = 0.08, n2 = 0.04
Attitude towards the ad 0.83 (0.93) 0.21 (1.34) F(1, 81) = 7.84, p = 0.02, > = 0.07
Click-through behavior* 0.38 (0.49) 0.21 (0.41) (1) = 2.77,p = 0.096, V = 0.18

Note: Overall significant effect: Wilk’s A = 0.90, F(3, 79) = 2.83, p = 0.04.
* Binary-coded: 0 = no, 1 = yes. Npg group = 40, NMrT-group = 43.

goal of the final task was to count the number of headlines on the front
page of a well-known, serious e-newspaper in 20 seconds. This news-
paper usually has one ad in the bottom right-hand corner of the front
page. In the experiment, this ad was manipulated to promote precisely
the type of fan the participant had chosen earlier. It was desired that as
many participants as possible in the RT-group would think that the
personalized ad was the result of their previous on-screen selection, and
as many as possible in the DE-group would think that their previous
conversation with the experimenter had been secretly eavesdropped.

Following the tasks, participants answered several questions,
measuring their attitudes and click-through behavior. Finally, they were
asked whether they knew what technique for personalizing the adver-
tisement had been used. The entire process lasted approximately 30
minutes per participant.

4.3.2. Results

A one-way MANOVA and a chi-squared test showed that DE resulted
in a less-positive attitude as well as lower perceived ad relevance and
click-through probability than RT, with notable effect sizes, but there
were no differences in perceived creepiness (see Table 4).

Since no differences in perceived creepiness were observed between
groups, and the discussion for Study 2 suggested that perceived DE and
thus increased awareness of dataveillance might be necessary to elicit
perceived creepiness, participants in the DE-group who reported
perceiving DE were compared to those who did not.

A one-way MANOVA revealed that the former group reported
significantly more negative responses (Wilk’s A = 0.69, F(3, 39) = 5.93,
p = 0.002). The group who perceived DE (vs. who did not) perceived
more creepiness (3.50 vs. 2.02, F(1, 41) = 10.20, p = 0.003, nz = 0.20).

The perceived exhaustion from the ad as well as the negative word-
of-mouth initiated by the ad were also measured, and the reactions more
negative for the group who perceived DE (3.05 vs. 2.04, F(1, 41) = 5.85,
p=0.02,1?=0.13; 4.15 vs. 2.43, F(1, 41) = 9.20, p = 0.004, n*> = 0.18).

4.3.3. Remarks on key findings of study 3

In this study, the impact of advertising personalized on the basis of
consumers’ past online behavior (RT) was systematically compared with
that of advertising based on past offline behavior (DE). DE-based ads
were found to be less effective and felt to be creepier when DE was
perceived. The differences on perceived ad relevance and click-through
behavior were not significant on a 0.05 level (p-values 0.08 and 0.10,
respectively); however, the mean values were in the assumed direction
and the effect sizes notable, despite the small sample size. Generally, this
study validates the findings of the results shown in the previous online
experiments.

Perceived creepiness was attenuated relative to prior studies. In the
lab, participants may discount real surveillance, reducing creepiness
and, coupled with generally low mean levels in perceived creepiness
(floor effects in a lower stake setting), this may explain the non-
significant aggregate effect. Accordingly, within DE, those who recog-
nized DE reported higher creepiness than those who did not, implying
that this recognition serves as a gate condition.

Despite notable effect sizes, the relatively small sample size is a
limitation. Only one environment and one product were tested. Thus, a
replication study might use other environments, e.g., more-sensitive

products or a less-serious newspaper, since a reputable newspaper was
deliberately chosen to avoid the medium triggering any suspicion.

Given the findings, it is not recommended that marketers use DE for
personalization of ads. If they do, however, they should first make sure
they obtain explicit permission from consumers.

Finally, Study 3's insights informed subsequent designs: Studies 4a—c
aimed to increase ecological realism (using different providers and
categories) and manipulate personalization accuracy to heighten
salience. Study 5 tests whether advertising algorithm disclosure am-
plifies or mitigates creepiness by making conversational data use
explicit.

5. Empirical studies 4A-C and 5: Personalization accuracy and
advertising algorithm disclosure

5.1. Pretest

In preparation for testing the relationships expressed in H3a-b, a
pretest was conducted. This pretest aimed to create vignettes with
varying levels of perceived PA. Vignette studies in a scenario-based
approach are well established in research both generally (Atzmiiller
and Steiner, 2010) and in consumer responses to advertising (Dhaigude
et al., 2019).

Participants in an online survey were randomly assigned to one of
three experimental groups (between-subjects design; PA: low vs. me-
dium vs. high). They were then presented with a scenario in which they
imagined meeting a friend at a café and telling them they were about to
move to a new apartment. In the scenario, they showed their friend
photographs of their new apartment on their phone and mentioned that
they wanted to buy a piece of furniture for their new living room (note
that they had not searched online beforehand for living-room furniture).
The specific item was a red leather sofa for Group 1, a gray armchair for
Group 2, and a white desk for Group 3. In the scenario, the subject then
went home. When they looked at a non-specified social media app, they
noticed a sponsored advertisement from an online furniture store for a
red leather sofa of the fictitious brand LeatherFurniture24. The adver-
tisement was the same for all three groups (see Fig. 4).

PA was manipulated through the combination of the product dis-
cussed and the item advertised. Thus, Group 1 discussed a red leather

INSFERESTED "IN SOMETHING
. N

Sl

Fig. 4. Sponsored advertisement used for pretest and in Study 4a.
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Table 5
Pretest. ANOVA and contrast test results showing higher perceived PA with
higher PA levels.

Condition M SD n

PA Low 2.63 1.34 18
Medium 4.03 1.01 20

High 6.15 1.21 18

Effects: F(2, 53) = 40.00, p < 0.001; piow vs. medium = 0.003, Pmedium vs. high <
0.001, Plow vs. high < 0.001.

Note: a-level = 0.0125 for contrast tests subsequent to Bonferroni correction.
Perceived PA measured on 7-point Likert scales.

sofa and saw an advertisement for the exact item (high PA). Group 2
discussed a gray armchair and saw an advertisement for an item from a
similar product category, namely living-room furniture (medium PA).
Group 3 discussed a white desk and saw an advertisement for an item
from a different furniture category (low PA). As the subject had not
previously searched for any item online, the implication is that their
conversation had been eavesdropped via their cellphone.

A one-way ANOVA revealed an overall difference in perceived PA.
Subsequent contrast tests found that the low PA condition was perceived
as less personally accurate compared to the medium and high PA con-
ditions. See Table 5 for summarized results. These findings were used to
shape the selection of vignettes in Study 4a.

5.2. Study 4a (Nfina = 252, Mgge = 27.6, 75.8 % female)

In Study 4a, consumer reactions to various PA levels were examined,
as indicated by the hypotheses H3a-b.

5.2.1. Procedure

Participants read a scenario resembling the DE incident in the pre-
test. They were randomly assigned to one of three groups (between-
subjects design) based on perceived PA: low, medium, or high. They
then rated the perceived creepiness of the situation (referring to seeing a
sponsored advertisement for the same or a similar product to the one
they had previously discussed) and their attitude towards the adver-
tisement. Subsequently, attention and manipulation checks were con-
ducted, potential control variables were measured, and participants
gave their demographic details.

5.2.2. Results

First, a one-way ANOVA showed an overall difference in creepiness
between the three PA groups, Welch(2, 164.90) = 16.12, p < 0.001.
Additional contrasts showed that high PA elicits more creepiness than
medium PA, and the latter more than low PA, all p-values < 0.01, sup-
porting H3a, see Fig. 5.

mlow PA Omedium PA @ high PA

perceived creepiness

Fig. 5. H3a: Group means showing that higher PA levels lead to more
perceived creepiness. Note: Mjow pa = 88, NMmedium pa = 81, Mpigh pa = 83.
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Second, a mediation analysis with a multicategorical independent
variable PA (model 4, sequential coding: 0 = low, 1 = medium, 2 = high;
PROCESS version 3.5 enabling the inclusion of multicategorical-coded
independent variables; Hayes, 2022, p. 201) showed that an increase
in perceived creepiness negatively affects attitude towards the ad, and
mediates the relationship between PA and the attitude towards the ad,
for the comparison between both low and medium PA and medium and
high PA, supporting H3b. The direct effects are NS, indicating indirect-
only mediations. These findings are visually summarized in Fig. 6.

5.2.3. Remarks on key findings of Study 4a

Study 4a reveals consumers’ negative responses to higher PA levels
in DE, leading to a less-favorable attitude towards the advertisement due
to increased perceived creepiness. These effects were found for a
fictional retailer, to avoid brand name influence.

These findings could generally be replicated in two follow-up
studies, first with a real retailer (Study 4b), and second when the
advertised product category was changed to technical products (Study
4c).

However, as already explained in the theoretical part, there might be
an alternative variable that could override perceived creepiness:
creepiness reactions may be tolerated if consumers simultaneously
perceive a specific advertisement as practical, thus convenient. Even
though there was no evidence for its trait-characteristics moderating
consequences of DE-based ads in Study 2, it is plausible to assume that
its situational characteristics override perceived creepiness. This aspect
is explored further in Study 5.

Additionally, to preserve internal validity for the personalization
accuracy manipulation across provider/category contexts, stimuli were
kept static and not provided with any outbound links. Studies 4a—c
therefore model effects through attitude towards the ad as the proximal
outcome, but the attitude towards the ad — click-through path (estab-
lished in Study 2) is once again examined in Study 5.

5.3. Study 5 (Nfinas = 480, Myge = 47.4, 52.3 % female)

Study 5 sought to explore whether the negative consumer reactions
to higher PA levels could be additionally elicited by advertising algo-
rithm disclosure, as expressed in H4a-b.

Additionally, unlike Studies 4a—c, which focused on attitudinal-
based measures, Study 5 measured click-through as actual consumer
approach behavior.

5.3.1. Procedure

Participants were randomly assigned to one of six experimental
groups using a 3 (PA: low vs. medium vs. high) x 2 (advertising algo-
rithm disclosure: no disclosure vs. disclosure) between-subjects design.
They were presented with the same scenario as in Studies 4a-b,
involving DE during a conversation in a café. The product in the
advertisement was changed to a piece of kitchen equipment (similar to
study 4c) from the category of technical products. Participants were told
that they saw a sponsored advertisement for an oven with a grill function
of the fictitious online brand KitchenEquipment24 on their social media
app, which they had previously discussed wanting to buy. Depending on
the PA condition, the conversation in the vignette focused on either
precisely this item (high PA), a microwave (medium PA), or a dish-
washer (low PA).

After reading the vignette, participants were randomly shown (or not
shown) an infographic, similar to that used by Segijn & van Ooijen
(2022). This infographic explained how DE works, providing textual and
visual information about mobile devices listening to conversations and
tailoring advertisements accordingly, thereby explaining watermarking
algorithms (see Fig. 7).

The results of an attention check indicated that more participants in
the disclosure group reported receiving information about advertising
algorithms than those in the control group, ¥ (1) = 248.94, p < 0.001.
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(of the situation)
et b=-42,p<.001
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e i Indirect effects:

X1:b=-27,95% Bca CI [-.49, -.08]
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Fig. 6. H3b: Simple mediation analyses show that higher PA levels lead to a decline in the attitude towards the ad, mediated by an increase in perceived creepiness.
Note: Unstandardized regression coefficients. niow pa = 88, Nmedium pa = 81, Mhigh pa = 83. X1 = PA low vs. medium, X2 = PA medium vs. high.

&

Why am | seeing this ad?

The advertiser is using algorithmic technology such as watermarking,
whereby data from consumers’ previous conversations is used to trigger
personalized ads on their mobile devices and for analyses. This means
that the advertisement may show exactly the product you spoke about

or a similar product.

The ad is based on the following factor:

« data from your earlier conversation, when you spoke about a product
from the product category electronical kitchen devices

Fig. 7. Infographic, shown to the ad algorithm disclosure group.

Additionally, participants in the disclosure group found the information
more comprehensible compared to the midpoint of the scale (5.45 vs.
4.00; t(208) = 61.16, p < 0.001; 7-point Likert scale). Participants then
proceeded to respond to the questionnaire, as in Study 4a.

5.3.2. Results

H4a-b: Effects of Ad Algorithm Disclosure. A one-way ANOVA shows
that when information about advertising algorithms is not disclosed (vs.
disclosed), consumers perceive less (more) creepiness (Welch(1,
459.27) = 72.87, p < 0.001), supporting H4a, see Fig. 8.

10

Using serial mediation analysis (PROCESS model 6), a significant
indirect effect was identified of no advertising algorithm disclosure (vs.
disclosure) on increased click-through via decreased perceived creepi-
ness, and in turn a more positive attitude towards the ad. The direct
effect is NS, indicating indirect-only mediation, supporting H4b (see
Fig. 9).

An additional pairwise contrast of indirect effects revealed that the
serial indirect effect that operated through both perceived creepiness
and attitude towards the ad on click-through behavior was significantly
greater than the simple indirect effect through only creepiness (Ab =
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Fig. 8. H4a: Group means showing that no ad algorithm disclosure (vs.
disclosure) leads to less perceived creepiness. Note: My, disclosure = 271, Ngi
sclosure = 209.

0.56, 95 % Bca CI [0.30, 0.90].

Explorative Analysis: Perceived Situational Practicability of the Adver-
tisement as a Moderator. Although Study 2 found that consumers’ affinity
for practicability did not moderate effects as a consumer trait, it was
hypothesized that its situational perception could influence the impact
of increased creepiness. Thus, a further explorative analysis (PROCESS
model 5) was performed, which showed that an increase in perceived
creepiness reduces click-through probability via a decline in attitude
towards the ad, irrespective of PA levels; b = -0.26, 95 %Bca CI = [-0.45,
-0.13], with zero not included. However, the direct effect is moderated
by the perceived situational practicability of the advertisement. For high
levels of situational practicability, there is a conditional direct effect that
is positive and significant (b = 0.53, p = 0.002), but this effect is not
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observed for medium or low levels of the moderator (p-values > 0.05).
This suggests that while an increase in perceived creepiness generally
reduces click-through behavior via a decline in attitude, highly
perceived situational practicability of the advertisement may override
the impact of perceived creepiness.

5.3.3. Remarks on key findings of Study 5

Study 5 tested whether the consequences of higher PA levels (as
initially shown in Study 4a) would be similarly elicited when informa-
tion is disclosed on watermarking algorithms that result in DE-ads.
Confirming the expectation, this was the case. In fact, ad algorithm
disclosures increase creepiness, leading to a decline in the attitude to-
wards the ad (effects also shown in Study 4c), and ultimately reduced
click-through behavior. The serial mediation effect also indicates that
attitude towards the ad carries part of the impact of creepiness on click-
through behavior beyond any direct creepiness-driven avoidance. This
highlights that consumers are concerned about data-gathering methods
that appear to invade privacy, and the increase in creepiness may serve
as a forewarning that protects consumers from DE.

In addition, in an exploratory analysis, Study 5 explores the
moderating role of perceived situational practicability of the adver-
tisement, which may override any heightened creepiness responses and
reverse the relationship between creepiness and click-through.

6. Summary of results

Fig. 10 conceptually summarizes the observed relationships in all
studies, including the direction of effects.

4 Perceived .creejpiness b, =-38 Attitude towards the ad
(of the situation) p< .001
?
a=.73,p<.001/ bh>=1.25,p<.001
/
A |
Ad algorithm disclosure | ‘*‘041"87 ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Click-through behavior

(0 =no disclosure, 1= disclosure)

Indirect effect:

(visiting retailer‘s website)

b=-.34,95% Bea CI [-.51, -.22]

Fig. 9. H4b: A serial mediation analysis shows that no ad algorithm disclosure (vs. disclosure) leads to increased click-through behavior, serially mediated by a
decrease in perceived creepiness (M1) and in turn an increase in the attitude towards the ad (M2). Note: Unstandardized regression coefficients. n, disclosure = 271,

Ndisclosure = 209.

Perceived creepiness
(of the situation)

- Attitude towards the ad
(S2, S4a-c, S5)

Data provenance
(0=RT, 1 =DE) ~
(82)
Personalization accuracy +
(0 =1low, 1 =medium) (S4a. S4¢) =)
+ »
Personalization accuracy (Saat
(1 =medium, 2 = high) S4a-b)
+
Ad algorithm disclosure (S4c. S5)
(0 =no disclosure, 1 = disclosure)

+/(82. 85)
A4

Click-through behavior

(visiting retailer‘s website)

Fig. 10. Conceptual summarized results and direction of effects for data provenance, PA, and ad algorithm disclosure. S = study in which the effect was shown.
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7. Overall discussion
7.1. General discussion and theoretical implications

This research examines consumer responses to data provenance:
digital eavesdropping (DE, ads that plausibly draw on offline, near-
device conversations) relative to retargeting (RT). Across studies, DE
(vs. RT) increases perceived creepiness and reduces advertising effec-
tiveness (attitudes, click-through), with effects intensifying when DE is
made salient or recognized (e.g., via higher personalization accuracy or
disclosing the algorithms DE is based on) and attenuating in low-stakes
lab contexts. Within DE, greater accuracy can backfire by heightening
surveillance inferences despite relevance benefits (an accuracy
paradox).

From a theoretical perspective, this research positions data prove-
nance (DE vs. RT) as a causal factor of increased perceived creepiness
leading to reduced advertising effectiveness, integrates the DEAL
perspective (perceived/actual surveillance leading to detrimental atti-
tudinal and behavioral responses; Strycharz and Segijn, 2022), and
identifies DE perception or recognition as a gate condition for creepiness
perceptions. This also documents an accuracy paradox under DE: higher
relevance can intensify creepiness when provenance is opaque.
Together, these clarify when DE backfires and connect privacy, data-
veillance, and advertising literature.

7.2. Managerial, policy, and ethics implications

The experiments outlined show that DE increases perceived creepi-
ness relative to RT, and that creepiness diminishes advertising re-
sponses. Therefore, from a managerial point of view, defaulting to DE is
generally unwarranted and hard to justify from a brand-risk and per-
formance perspective. Practically, firms should prefer lower-creepiness
alternatives (e.g., RT or other provenance approaches grounded in
users’ visible online actions), where feasible. If pursued at all (despite
the consumer outrage it causes; Fowler, 2019; Mosseri, 2025), marketers
should treat DE as a high-risk option and avoid over-personalized
advertising through closely mirrored previously spoken content, as
these heighten creepiness. Only high-relevance contexts tend to be more
defensible if DE is applied. Since effects were indifferent to trait vari-
ables, segmenting by stable consumer traits is unlikely to neutralize
creepiness.

Given that DE perception serves as a gate condition for creepiness
perceptions, cruciality lies in situations where DE operates unnoticed (e.
g., due to consumer distraction). This underscores the need to consider
stricter measures, such as potentially prohibiting DE-based tracking
entirely or at least implementing clear regulations governing the use of
conversational data for advertising. Measurement plans can incorporate
creepiness into pretests and behavioral experiments or adopt stop-rules
when creepiness crosses a preset threshold. Additionally, operational
hygiene should typically involve microphone-permission audits or a
minimization of passive listening defaults. At a minimum, consumers
should be provided with explicit opt-out mechanisms (e.g., checkboxes)
when downloading apps, allowing them to control which data prove-
nance is used for advertising.

Since DE may be lawful yet violating contextual norms, the decision
to rely on DE at all warrants ethical scrutiny, given these outcomes.
Importantly, disclosing how DE operates did not alleviate reactions in
our settings, but rather intensified them. Thus, advertising algorithm
disclosures should not be treated as a performance remedy.

However, any categorical recommendation of non-disclosure might
also be unwarranted, given the inherent trade-off between short-term
effectiveness and the need for consumer protection. Thus, if marketers
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opt for disclosures, they should be paired with actual control, as
heightened creepiness perception may serve as a vital warning mecha-
nism, alerting consumers to potential privacy violations. As a matter of
fact, when informing consumers via infomercials that their conversa-
tional data was used for marketing, such disclosures should be delivered
in rich-media formats rather than buried in lengthy, complex terms and
conditions. A text-only format is appropriate only if consumers actively
seek additional detail and report difficulty understanding the
information.

7.3. Future research

Building on the experiments, several extensions can clarify boundary
conditions and real-world impact. To test chilling effects (Strycharz and
Segijn, 2024) and habituation in a way that mirrors current behavior, a
lab or online experiment can pre-expose participants to voice input: one
group types search queries, another dictates them; all participants then
encounter a DE-based ad. If voice use normalizes microphone interac-
tion, the dictation group should report lower creepiness and show
improved behavioral responses (e.g., click-through, dwell time or opt-
outs) than the typing group. This directly extends the data provenance
manipulations while adding pre-exposure as an additional influencing
variable. Likewise, A/B tests that compare DE to RT using multiple
managerial behavioral outcomes (e.g., conversion, time-on-site,
complaint rates, opt-out rates, or churn) could be implemented to
quantify performance costs and identify stop-loss thresholds.

Building on the advertising algorithm disclosure results (which
increased creepiness), a possible consideration could be varying
disclosure timing (e.g., pre-exposure vs. in-ad micro-labels vs. post-hoc
explanations). While earlier, more-salient disclosures may be expected
to heighten creepiness, in-ad micro-labels may carry smaller penalties.
Additionally, future research could test context moderators that were
touched on (e.g., retailer familiarity) and replicate the design with
explicit high- vs. low-familiarity brands to assess whether familiarity
dampens creepiness or merely shifts its threshold.

Finally, category sensitivity (non-sensitive vs. sensitive topics) could
be examined as a moderator of the DE — creepiness — behavior
pathway, with stronger effects to be expected in sensitive domains.

7.4. Limitations

Three key limitations warrant consideration. First, although this
research combines internally valid online experiments with a behavioral
lab study, stronger ecological validity would come from field studies
with natural exposure and platform-level controls. Such studies are
difficult in this domain, but they would sharpen inferences about real-
world prevalence and impact; the present work should be viewed as
an initial experimental test in an underexplored advertising context.

Second, generalizability may vary by geography and communication
norms; cross-country replications could illuminate differences in privacy
attitudes and smartphone use. Relatedly, the lab setting likely attenuates
effects when stakes or credibility are low; future work could embed more
naturalistic signals and examine outcomes beyond immediate adver-
tising responses (e.g., brand equity and trust recovery following DE
exposure).

Third, the operationalizations of personalization accuracy and
algorithmic disclosure necessarily simplify a broader practice landscape.
Subsequent research could compare multiple personalization forms side
by side (e.g., DE-based, retargeting-based, and synced cross-device
advertising; Segijn, 2019) to disentangle how provenance and cross-
channel orchestration jointly shape creepiness and marketing
effectiveness.
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8. Conclusion

The findings underscore a key risk for marketing executives: over-
personalization, particularly when it appears to stem from conversa-
tional (DE) rather than online behavioral (RT) data provenance, triggers
feelings of creepiness and in turn reduces campaign effectiveness. To
address this, it is recommended to avoid excessive personalization and
refrain from using offline conversations for targeted advertising. While
disclosing algorithmic use may heighten consumer alarm and rejection,
it signals accountability from a consumer protection perspective. Mar-
keting leaders should strike a balance between relevance and privacy,
designing personalization strategies that are effective yet ethically and
perceptually appropriate. Ultimately, not every technically feasible op-
tion should be pursued in online marketing; instead, ongoing testing and
refinement are essential to identify the optimal level of personalization

Appendix A. Manipulation checks for PA

Table Al
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Manipulation checks, ANOVA, and contrast tests showing higher perceived PA with higher PA levels.

Condition ANOVA and contrast tests for iv PA:
Study 4a Study 4b Study 4c Study 5
(N = 252) (N = 218) (N = 312) (N = 480)
M SD n M SD n M SD n M SD n
PA Low 2.05 1.04 88 1.73 1.23 84 213 1.15 93 2.63 1.77 159
Medium 3.59 1.47 78 2.78 1.49 65 3.03 1.30 109 3.51 1.82 148
High 5.93 1.09 86 5.75 1.29 69 5.60 1.51 110 5.10 1.61 173
Study 4a: Welch(2, 158.98) = 287.69; p < 0.001; piow vs. medium < 0.001, Pmedium vs. high < 0.001, Piow vs. high < 0.001.
Study 4b: Welch(2, 135.83) = 195.83; p < 0.001; piow vs. medium < 0.001, Pmedium vs. high < 0.001, Piow vs. high < 0.001.
Study 4c: Welch(2, 205.36) = 178.01; p < 0.001; piow vs. medium < 0-001, Pmedium vs. high < 0.001, piow vs. high < 0.001.
Study 5: Welch(2, 314.35) = 92.77; p < 0.001; piow vs. medium < 0.001, Predium vs. high < 0-001, Plow vs. high < 0.001.
Appendix B. Socio-demographics
Table B1
Socio-demographics per study.
Study
1 2 3 4a 4b 4c 5
Final N 209 359 83 252 218 312 480
Age 29.38 53.47 29.10 27.57 29.54 28.84 47.37
Gender (% female) 60.30 % 45.70 % 54.20 % 75.80 % 81.20 % 57.40 % 52.30 %
Students (%) / 2.50 % 61.40 % 68.30 % 61.90 % 40.10 % 3.50 %
Appendix C. Harman’s single factor tests
Table C1
No indication of common method bias in any of the studies based on Harman’s Single Factor tests results.
Study
1 2 3 4a 4b 4c 5
Explained item variance based on forced single factor solution 40.33 % 36.08 % 27.42 3212 % 27.05 % 27.11 % 42.51 %
Eigenvalue 2.02 12.27 9.60 7.71 8.39 8.13 14.03
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Appendix D. Confounding checks, Study 2
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Table D1
One sample t-tests and MANOVA results show no indication for confounding.
Dependent variables M (SD) Test statistics: one sample t-tests (midpoint of Test statistics: MANOVA
scale = 3)

1 was able to follow the chat conversation.® RT-group: 4.62 t(170) = 32.04, p < 0.001 F(1, 357) =1.93,p =0.17, n2 =
(0.66) 0.01
DE-group: 4.52 t(187) = 27.75, p < 0.001
(0.75)

The situation in the chat conversation seemed realistic to me.? RT-group: 3.65 t(170) = 7.16, p < 0.001 F(1, 357) = 2.22,p = 0.14, n2 =
(1.19) 0.01
DE-group: 3.82 t(187) = 10.84, p < 0.001
(1.04)

The chat conversation was understandable to me. RT-group: 4.46 t(170) = 24.01, p < 0.001 FQ1, 357) =1.78,p = 0.18, n2 =
(0.79) 0.01
DE-group: 4.34 t(187) = 21.69, p < 0.001
(0.85)

1 was able to put myself in the situation depicted in the chat RT-group: 3.95 t(170) = 12.16, p < 0.001 F(1, 357) = 0.12,

conversation. (1.02) p=0.74, n2 < 0.001

DE-group: 3.91 t(187) = 11.46, p < 0.001
(1.09)

Note: MANOVA: Overall effect n.s., Wilk’s A = 0.98, F(4, 354) = 2.17, p = 0.07. r]2 =0.02.
“nhomogeneity of variances between the groups, additional univariate Welch’s t-tests results equaled MANOVA results.

NpE-group = 188, NRT-group = 171.
Items measured on 5-point Likert scales.
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