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Abstract

In this dissertation, we introduce the Subfield Bilinear Collision (SBC) problem as a new
cryptographic hardness assumption and explore its application to post-quantum signature
schemes.

First, we construct an MPC-in-the-Head (MPCitH) based identification protocol and digi-
tal signature scheme from SBC. The resulting signature scheme is more compact compared
to previous post-quantum MPCitH proposals, while retaining efficient signing and verifi-
cation algorithms. Building on this, we design a VOLE-in-the-Head (VOLEitH) signature
scheme from SBC, further reducing communication costs and signature size.

In order to achieve these improvements, we develop new generic techniques, including a
faster hypercube folding algorithm, the correlated GGM forest, and MinMax commitments
for GGM trees. These optimizations are not tied to the SBC problem and can therefore be
applied more broadly to improve the efficiency of schemes based on MPCitH and VOLEitH.
Finally, we extend the methodology of MPCitH beyond digital signatures to Fully Ho-
momorphic Encryption (FHE). We propose Fherret, a novel proof system that leverages
MPCitH techniques to provide correctness and honest evaluation guarantees for FHE while
preserving circuit privacy. This approach protects against reaction-based attacks without
requiring the heavy overhead of zk-SNARK-based methods.
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Zusammenfassung

In dieser Dissertation stellen wir das Subfield Bilinear Collision (SBC) Problem als neue
kryptografische Annahme vor und untersuchen dessen Anwendung auf quantenresistente
digitale Signaturen.

Zunéachst konstruieren wir ein Identifikationsprotokoll, basierend auf MPC-in-the-Head
(MPCitH) sowie ein darauf aufbauendes digitales Signaturschema aus dem SBC Problem.
Die resultierende Signatur ist kompakter als bisherige quantenresistente MPCitH Schemata
und ermoglicht effiziente Algorithmen zum Signieren und Verifizieren. Darauf aufbauend
entwickeln wir zusétzlich ein VOLE-in-the-Head (VOLEIitH) Signaturschema, basierend
auf dem SBC Problem, welches die Kommunikationskosten und Signaturgréfie nochmals
reduziert.

Um diese Verbesserungen zu erreichen, entwickeln wir neue generische Techniken. Darunter
einen schnelleren Algorithmus zum Berechnen des Hypercube-Foldings, den korrelierten
GGM Forest sowie das MinMax Commitment-Verfahren fiir GGM Bindrbaume.

Diese Optimierungen sind nicht an das SBC Problem gebunden und kénnen daher zur
Effizienzsteigerung von Signaturverfahren, basierend auf MPCitH und VOLEitH genutzt
werden.

Abschlieend erweitern wir die MPCitH Techniken iiber digitale Signaturen hinaus auf
vollstéandig homomorphe Verschliisselungsverfahren (FHE). Mit Fherret préasentieren wir
ein neuartiges Beweissystem, welches ebenfalls Techniken aus MPCitH benutzt, um die
Korrektheit und ehrliche Auswertung von FHE Verfahren zu gewéhrleisten und gleichzeitig
die Circuit Privacy erhélt.
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CHAPTER

Introduction

In the digital age, the ability to communicate securely, authenticate identities and verify
the integrity of data across untrusted channels is essential. Applications reach from the
confidentiality of online banking to the authenticity of software updates in critical infras-
tructure and are all based on cryptographic primitives. The goal of these primitives is
to enable modern communication systems to operate safely at a global scale while being
convenient to use.

In a nutshell, cryptography turns hard mathematical problems into practical security of
a system. When we encrypt a message or digitally sign a document, we rely on the fact
that certain computations are beyond the reach of any feasible adversary. We can formal-
ize this concept using the notion of hardness assumptions: we assume that a particular
computational problem cannot be solved efficiently, and build the security proof of our
scheme based on this assumption.

Since the starting point of public key cryptography in the paper from Whitfield Diffie and
Martin Hellman in 1976 [DH76], various hardness assumptions have been proposed. For in-
stance, the introduction of RSA in 1977 by Rivest, Shamir, and Adleman [RSA78] demon-
strated how results from number theory could be transformed into an efficient public-key
cryptosystem. Elliptic curve cryptography (ECC), which was developed in the 1980s and
1990s, illustrated how the same security level could be achieved with smaller keys by re-
lying on the hardness of the Discrete Logarithm Problem (DLP) in certain elliptic curve
groups.

Throughout the history of cryptographic research, there are examples of assumptions that
were believed secure which were later significantly weakened or even broken by algorithmic
advances. One such development that poses a possible threat to many applications used
today is quantum computing. While it is still in early stages, quantum computation poses
an existential threat to the number-theoretic assumptions that underlie most of the public
key systems deployed today.

Peter Shor’s algorithms [Sho94] for factoring and for computing discrete logarithms show
that a sufficiently powerful quantum computer could break RSA, DSA and ECC in polyno-
mial time. This threat is particularly problematic for digital signatures and key exchange
protocols that secure long lived data: even if quantum computers arrive only decades from
now, adversaries might intercept information today and decrypt or forge it in the future
once sufficient advancements in technology are made.

To prevent this threat, there is an ongoing effort of the scientific community to design
post-quantum cryptography (PQC), containing cryptographic algorithms that are secure
against both classical and quantum adversaries. Based on this effort, there is a larger
focus on mathematical hardness assumptions that are currently considered post-quantum
secure. In particular, algorithms involving lattices, error correcting codes, multivariate
systems and isogenies are among the major candidates for post-quantum secure signature
schemes. In line with this trend, the National Institute of Standards and Technology
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(NIST) issued multiple calls for digital signature proposals to be considered in their PQC
standardization process.

1.1 Digital Signatures

Digital signatures [DH76] allow a user, who is in possession of a secret key sk, to sign
a message msg by computing a signature o. This signature can be verified by anyone
given the corresponding public key pk of the signer. However, it should not be feasible to
generate valid signatures for new messages without knowing the secret key sk, which is a
property called unforgeability.

Digital signatures are a fundamental building block of public-key cryptography. Classical
constructions [RSA78, Sch90, Ame05] rely on the hardness of factoring and of the discrete
logarithm problem. In the quest for post-quantum digital signatures, ongoing research
focuses on identifying candidates that achieve strong security while maintaining efficiency
and compactness.

Within the second round of the NIST PQC standardization process, the proposed candi-
dates for signature schemes can be classified into six categories:

e Code-based signatures

Isogeny signatures

Lattice-based signatures

MPC-in-the-Head signatures

Multivariate signatures
e Symmetric-based signatures

In the MPC-in-the-Head signatures category, there are a total of five submissions [AAB*24,
BBFR24, ABB*24a, ABBT24c, ABBT24b]. Since the NIST call in 2022, there has been a
lot of progress and optimization in the realm of MPC-in-the-Head (MPCitH) signatures,
introducing faster and more compact signatures along the way.

1.2 MPC-in-the-Head Signatures

The MPC-in-the-Head paradigm [IKOS07] is a versatile tool for designing Zero-Knowledge
(ZK) protocols and digital signatures. It allows the construction of proofs of knowledge
for NP-relations by emulating a compatible multi-party computation ”in the head” of a
prover. In this setting, the prover commits to simulated views of the parties and the
verifier checks the correctness by inspecting all but one of them, which by design does not
reveal any information about the witness of the NP-relation. This results in ZK proofs
that can be made non-interactive using the Fiat-Shamir transform [FS87]. In recent years,
MPCitH has been extensively studied and many new signature schemes based on different
hardness assumptions have been proposed [FJR22, FR23, BKPV23, ABB*23, Fen22].
However, compared to classical signatures, their signature size is relatively large, which
has motivated ongoing research into improving their efficiency. At the same time, the
MPCitH paradigm has shown remarkable flexibility, as it can be instantiated from various
different hardness assumptions.
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1.3 VOLE-in-the-Head Signatures

An important refinement of the MPCitH paradigm is called Vector Oblivious Linear Eval-
uation in the Head (VOLEitH) [BBD"23]. While the fundamental concepts are similar
to the MPCitH paradigm, the main advantage of using VOLEitH is that it often leads
to an improvement of signature sizes and running times. The key idea is to replace the
generic MPC protocol with a lighter primitive based on Vector Oblivious Linear Evaluation
(VOLE). This VOLE functionality is induced by the GGM tree structure [GGMS86], which
is already used to instantiate the puncturable PRF in order to reduce the communication
of MPCitH schemes. Using it often yields simplified protocols and leads to a reduction in
both signature size and running time of the corresponding digital signature schemes.

1.4 Fully Homomorphic Encryption

Fully Homomorphic Encryption (FHE) [Riv87, Gen09b] is a cryptographic primitive that
enables computation on encrypted data without requiring decryption. Specifically, a client
encrypts a message m and sends the ciphertext to a server. The server, having chosen
a function f, evaluates it homomorphically on the ciphertext and returns a result that
decrypts to f(m). In particular, the client does not reveal the plaintext message m.
This property makes FHE a cornerstone for applications such as secure cloud computing,
privacy-preserving machine learning, and genomic data analysis. When interacting with an
untrusted evaluator, the client needs additional mechanisms to ensure that computations
are performed correctly and honestly. Moreover, many practical use cases require that the
evaluated circuit remains private, which gives rise to the notion of circuit privacy.

1.5 Overview of Results

This thesis focuses on the design of post-quantum digital signatures in the MPC-in-the-
Head paradigm, building on a new hardness assumption that we call the Subfield Bilinear
Collision (SBC) problem. The SBC problem originates from algebraic structures that oc-
cur in algorithms for solving the discrete logarithm problem in small characteristic finite
fields. By leveraging the properties of SBC, we construct simple and efficient MPCitH
signatures, reducing the state-of-the-art signature sizes significantly. The resulting inter-
active protocol is designed specifically for the SBC problem, and the improvements in
terms of signature size mainly come from the fact that the SBC protocol fits the MPCitH
paradigm very well. To push this line of research further, we adopt a refinement of the
MPCitH paradigm called Vector Oblivious Linear FEvaluation in the Head (VOLEitH)
paradigm. This construction builds on the same high level idea of simulating an MPC
protocol "in the head" of a prover. However, it uses techniques based on vector oblivious
linear evaluation induced by the GGM tree structure used in the MPCitH scheme. Using
these techniques allows for a significant reduction of the communication cost and therefore
of the overall signature size of the SBC protocol. The compactness of both the MPCitH
and VOLEitH signature schemes based on the SBC problem comes from the fact that the
particular structure of SBC suits these paradigms very well.

Apart from the improvements tied to the SBC problem, we also introduce new techniques
that can be applied to any MPCitH style protocol and are not tied to any specific assump-
tion. These techniques result in improvements of both signature size and running times
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of MPCitH and VOLEitH schemes. In particular, we introduce a fast hypercube folding
algorithm with running time O(N) to improve the performance of MPCitH schemes in
the hypercube setting.

We further introduce the correlated GGM forest, by combining the correlated GGM tree
construction [GYW™23] and the hypercube folding technique [AGH23] to correlate GGM
trees across multiple rounds of the protocol. Using the correlated GGM forest allows us to
reduce the communication cost since the need for offset values corresponding to the internal
bits of the GGM trees becomes redundant. To further reduce the communication cost, we
propose a new, implicit commitment to the cGGM forest called MinMax commitment.
Lastly, we explore how techniques from the MPCitH paradigm can be combined with
FHE to provide lightweight proofs of correct and honest evaluation. In particular, we
introduce Fherret, a generic construction that extends MPCitH techniques to the FHE
setting. Fherret offers verifiable homomorphic evaluation while preserving circuit privacy
and protects FHE schemes against reaction-based attacks.

1.6 Structure of this Dissertation

In Chapter 2, we provide the cryptographic background, including basic tools and formal
definitions needed throughout this dissertation. In Chapter 3, we present the Subfield
Bilinear Collision (SBC) Problem as a new hardness assumption and analyze its properties.
We use the SBC problem in Chapter 4 to construct an identification protocol and a
signature scheme based on MPCitH using the Fiat-Shamir transform [FS87]. We refine
this approach in Chapter 5 by using the VOLEitH paradigm to achieve improved signature
sizes and efficiency. In Chapter 6, we show how to use methods from MPCitH schemes to
protect FHE schemes against reaction-based attacks in the circuit privacy setting. Finally,
Chapter 7 concludes.



CHAPTER 2 .

Preliminaries

2.1 Notation

We introduce general notation and conventions used throughout this dissertation. Many
of these notations are common for mathematical and cryptographic literature, see for
example [KL14, Gol01].

Sets. We denote the set of integers by Z. For any positive integer m € Z*, we denote
the set {0,...,m — 1} by [m]. For m > 1, we denote the set {1,...,m — 1} by [m]*. For
a prime or prime power ¢, we denote the finite field with ¢ elements by F,. For any field
Fy, we denote its multiplicative group of units by Fy = F, \ {0}. By {0,1}", we denote
the set of all finite strings of bits. In particular, {0,1}* = [J;5¢{0,1}". For any finite set
S, we denote the cardinality of S by |S|. The empty set is ().

Matrices and Vectors. Let F be a finite field and let k,n be positive integers. We
denote the set of all n x k matrices over F by F™** and the set of all vectors of size n
with coordinates in F by F". We denote vectors using arrow notation, for example . For
a fixed vector ¥ € F™, the subspace generated by Z is denoted by (Z) and the projective
space over I of dimension n is denoted by P,(F). We denote the dot product of two
vectors © € F" and £ € F" by @ - & = ?;01 wiz;. Let @ € F™ and b € F™ be two
vectors of dimensions n; and ne, respectively. We denote the vector of dimension ni + ns
resulting from the concatenation of the coordinates of @ and b by (@, E) Furthermore, we
use the notation || to denote the length of a vector or a binary sequence. For a bit string
z € {0,1}*, || denotes the number of bits of x.

Polynomials. We denote the polynomial ring over F in X by F[X] and the polynomial
ring in two variables X,Y by F[X,Y]. Let R be a polynomial ring and let f,g € R.
We say that f divides g, using the notation f|g, if there is a polynomial s € R with
g=s-f. Let n >k > 0 be two integers. We denote the binomial coefficient of n over k
by (3) = gy

Probability. If S is a finite set, then the notation s <—g S means that s is uniformly
sampled at random from S. By using the notation s <-g S, we indicate that s is sampled
pseudorandomly from S based on the seed r. Let D denote any probability distribution.
Then the notation s <— D indicates that s is sampled from D. Let t,e:N — R. We say
that two distributions {Dy}, and {FE\}, indexed by A are (¢,¢) indistinguishable, if for
any algorithm 4 with running time at most ¢(A) we have that

[Pr [APA () = 1] = Pr [AP () =1]| < (V).
The two distributions are called

o computationally indistinguishable if € € negl(\) for every t € poly()),

o statistically indistinguishable if £ € negl(A) for every (unbounded) ¢,
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o perfectly indistinguishable if € = 0.

We use the notation {D)}~.{E\} to indicate that the two distributions { D)} and {E)}
are computationally indistinguishable.

For two events A and B, we denote the conditional probability of A given B by Pr[A|B]. In
our proofs, we often use the union bound for probabilities, which states that Pr[A U B] <
Pr[A] 4+ Pr[B] for any events A and B.

Functions. A function u:N — R is called negligible if for every positive polynomial p,
there exists an integer N, > 0 such that for all x > N, we have |u(z)|< 1/p(z). We
denote an (arbitrary) negligible function in A by negl()\) and a polynomial function in
A by poly(A). By poly(A1, Ag, ..., A\y), we denote a polynomial function in the variables
Alyeees An.

Throughout this dissertation, we denote the base-2 logarithm by log. We use the standard
big-O notation O to describe asymptotic behavior. By A, we denote the bit security level.
Every algorithm implicitly gets the unary encoding 1* of \ as an input.

Algorithms. When dealing with a nondeterministic algorithm A(input), we sometimes
write A(c;input) to consider explicitly the random coins o of the algorithm and treat it
as deterministic. Let £ be a function or an algorithm. We use the notation A¢ to indicate
that A gets oracle access to £. In particular, A can send an input = to £ and receives the
output £(x) in return.

2.2 Cryptographic Tools

2.2.1 Hash Functions

A hash function is an algorithm that converts input data of any length into a fixed-size
bitstring. Intuitively, a cryptographic hash function should behave like a digital fingerprint
for input data. The goal is that even a tiny change to the input results in a drastic change
of the output and that it should be practically infeasible to invert the function.

Two of the most important security notions for hash functions are collision resistance and
preimage resistance. We define these formally:

Definition 2.1 (Collision Resistant Hash Functions). A family of functions
{Hi:{0,1}* = {0,1}'® \ ke {0, 1}’"“)}A

indexed by a security parameter A is called collision resistant for some [, m:N — N, if
there exists a negligible function p such that, for any PPT algorithm A, we have

k « {0,137

Collision resistance means that it is computationally infeasible to find any two inputs that
map to the same output. This property is crucial for many cryptographic applications
like commitment schemes and digital signatures, which we work with in this disserta-
tion. Finding a collision in the respective hash function used in those applications would
undermine correctness or security.
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Definition 2.2 (Preimage Resistant Hash Functions). A family of functions
{Hr: (0,1} = {0,1® |k € {0,1y"N}

indexed by a security parameter A is called preimage resistant for some [, m:N — N, if
there exists a negligible function p such that, for any PPT algorithm A, we have

m(\) P * T

Preimage resistance means that given a hash output, it is hard to find any input that maps
to it. This ensures that hash functions cannot be easily inverted, which is a property that
is essential for hiding information in many cryptographic protocols.

The Random Oracle Model. In the security analysis of our constructions, we rely on
the random oracle model [BR93]. In this model, hash functions H: D — R are given by
idealized, truly random functions. In the schemes as well as in the security games, every
algorithm gets oracle access to H. We assume that the function H is implemented using
the lazy sampling technique: for any query x € D, the oracle checks if H(z) = L. If
this is the case, the oracle samples a value H(z) <—¢ R uniformly at random and returns
this value. Otherwise, it returns #(x) directly. This abstraction allows for simplified
proofs, assuming that hash functions behave like idealized black boxes that are given to
each algorithm. In particular, in each scheme and in each security game, all algorithms,
including the adversary, have oracle access to H.

We also use the technique of domain separation to simulate multiple random oracles from
a single one. In practice, domain separation is realized by prepending a distinct prefix
depending on the context of the query to the input of each hash. This prevents collisions
between inputs that are intended for different purposes, even when the same underlying
hash function is used.

2.2.2 Pseudorandom Generators

Pseudorandom generators (PRGs) are a fundamental building block in many cryptographic
applications. Intuitively, a PRG takes short input values and expands them into longer
output values that look random to any efficient adversary. This means that the output of
a PRG should look computationally indistinguishable from a truly random string of the
same length, even though it was generated deterministically from a short input seed. This
ability to expand randomness is essential in many applications like key generation or the
construction of pseudorandom functions. We now introduce this notion formally:

Definition 2.3 (Pseudorandom Generator (PRG)). A deterministic function G: {0, 1}* —
{0,1}™ is a (t, €)-secure pseudorandom generator (PRG) if

e« A< m and
o the distributions
{G(z) |z 5 {0,1}*} and {r|r 5 {0,1}"}

are (t,e) computationally indistinguishable.
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In other words, no PPT adversary can efficiently distinguish the output of G from a truly
random m-bit string with advantage more than ¢ € negl(\).

For our goal of building identification schemes and signatures based on the MPC-in-the-
Head paradigm, it is common to use a primitive with an additional property, called punc-
turable pseudorandom functions (PPRFs). A PPRF is a special kind of function that
allows us to "puncture” it at one point. In particular, we can hide its value for a specific
input, while still being able to reveal it everywhere else. The key property that we want
from a PPRF is that even if an adversary learns every value of the function except at one
point, it cannot distinguish the hidden value from a truly random one.

Definition 2.4 (Puncturable Pseudorandom Function (PPRF)). A family F of punc-
turable PRFs on [N] is a set of functions F' indexed by a key K with domain [N] satisfying
the following properties:

o For each key K and index i € [N] there exists a punctured key K« and an algorithm
A such that

for each j € [N]\ {i} : A(K;+,j) = Fr(j).

o Given the punctured key K;«, the value Fi (i) is indistinguishable from a random
value.

In the design of MPC-in-the-Head and VOLE-in-the-Head schemes, PPRFs are partic-
ularly useful. In these protocols, the prover simulates multiple parties and hides one of
them. In such a setting, the properties of a PPRF ensure that revealing partial information
does not leak anything about the missing (punctured) value. A state-of-the-art method
to instantiate PPRFs in practice is the binary tree based construction from Goldwasser,
Goldreich and Micali [GGMS86], called GGM trees.

The GGM tree construction. Starting from a root seed, the idea is to construct a
binary tree with N = 2° leaves by repeatedly applying a length-doubling PRG to obtain
the left and right child of a given node. An illustration of this construction is given in
Figure 2.1. In this construction, to reveal all leaves except for a specific one indexed
by i* € [N], we disclose the values of the sibling nodes along the path from the root to
leaf ¢*. Using the PRG, this allows reconstruction of every leaf except at position ¢* by
communicating only log(N) = D tree nodes, rather than sending N — 1 leaf values. We
provide an example of a PPRF key corresponding to a GGM tree in Figure 2.2.

2.2.3 Commitment Schemes

A commitment scheme is the digital analog of sealing a message in an envelope: the sender
commits to a value while keeping it hidden, but cannot change it later. It provides two
main guarantees:

e hiding, meaning that the commitment does not reveal the message,
e binding, meaning that once committed, the message cannot be changed.

These properties are essential in a wide range of cryptographic protocols, including Zero-
Knowledge proofs and secure multiparty computation.
We formally define a commitment scheme below:
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Figure 2.1: Tllustration of the GGM tree construction for N = 16 leaves. For any given

node, the left and right child are computed using left || right <~ PRG(node)
using a length doubling PRG.

Figure 2.2: Example of a PPRF key for i* = 10 (red leaf). The yellow nodes correspond
to the path from the root of the tree to the leaf at position ¢*. The green
nodes correspond to the siblings of these nodes and are included in the PPRF
key. From the green nodes, every leaf except leaf ¢* can be recomputed.

Definition 2.5 (Commitment Scheme). A commitment scheme is a tuple of algorithms
(KeyGen, Commit, Verify) such that

+ KeyGen(1") — ck is a PPT algorithm that takes as input the security parameter 1
and outputs a commitment key ck containing the definition of the message space
M and the randomness space Rey.

o Commit(ck, msg,r) — c is a deterministic polynomial time algorithm that takes as
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input a commitment key ck, a message msg € M., and the randomness r € R¢x
and outputs a commitment ¢ € {0,1}*.

o Verify(ck, msg,r,c¢) — b is a deterministic polynomial time algorithm that takes as
input a commitment key ck, a message msg € My, the randomness 7 € Rcx and a
commitment ¢ € {0,1}* and outputs a bit b € {0,1}.

Furthermore, the following correctness and security properties should hold:

+ Correctness. For any ck < KeyGen(1"), any message msg € M, and any ran-
domness r € R¢k, we have that

Pr[Verify(ck,msg,r,¢) = 1|c + Commit(ck, msg,r)] = 1.

This property ensures that correctly computed commitments always verify success-
fully when opened with the original message and randomness.

» Hiding. For any key ck and any messages msg,, msg; € M, the distributions
{c|r +¢ Rk, c < Commit(ck, msgy,r)} and {c|r <—g Rex, ¢ < Commit(ck, msg;,r)}

are indistinguishable. This means that the commitment hides all information about
the message: An adversary cannot distinguish whether the commitment corresponds
to msg, or msg;.

e Computationally Binding. There exists a negligible function p such that for any
PPT algorithm A, it holds that

Verify(ck, msggy,ro,¢) =1
Pr | AVerify(ck, msg;,ri,c) =1
Amsgy # msg;

ck < KeyGen(1?)
(msgg, msgy, 70,71, ¢) < A(ck)
This ensures that the sender cannot open a valid commitment in two different ways
to two different messages. In other words, the commitment binds the sender to the
committed message.

One way to instantiate a commitment scheme is by using a cryptographic hash function
H. We can commit to a value msg by sampling the randomness r and by computing

c < H(msg| 7).

To open the commitment ¢, we can send the values msg and r to the verifier, who can
recompute the hash and check if it matches c. Since we use a random string r, the hiding
property of this hash based commitment scheme follows from the preimage resistance of
‘H, while the binding property follows from the collision resistance of H.

2.2.4 Zero Knowledge Proofs

In this dissertation, we consider interactive protocols between two parties, which are usu-
ally called prover P and werifier V. Zero-Knowledge (ZK) proofs allow the prover to
convince the verifier that a certain statement is true. Typically, the prover wants to con-
vince the verifier of the knowledge of a secret witness to some language. Zero-Knowledge

10
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proofs allow the prover to convince the verifier in such a way that the verifier does not
learn any information about the witness, except for the fact that it is in the language. Af-
ter receiving their respective inputs inp and iny, the parties can interact with each other
by exchanging messages. The first message sent by the prover is called a commitment and
denoted by com. The verifier responds by sending a first challenge ch; to the prover, to
which the prover responds by sending a response res; to the verifier. In the next step,
the verifier sends the second challenge chs and in turn receives a second response ress.
The communication continues in this way until the verifier receives the last response, say
res,, and computes the final output: a bit b € {0,1}, corresponding to accept(b = 1)
or reject(b = 0). Such an interactive proof is called a sigma protocol with m = 2n + 1
rounds. The transcript of such an interactive protocol consists of the sequence of all mes-
sages that are exchanged during an execution. In particular, we denote the transcript
by

View(inp, iny) = (com, chj,resy,...,chy,, resy)

and the final output bit b € {0,1} of the transcript is denoted using the notation
out(View(inp, iny)) — b.

We say that an algorithm has rewindable black-box access to P if it can copy the state of
P at any given time during this interaction, rewind P to an earlier state in the interaction
and query P with a new challenge. We say that a value x is extractable from P if there
is a PPT algorithm &, called eztractor, that can return the value x after a polynomial
number of queries to P, given rewindable black-box access to P.

Definition 2.6 (Proof of Knowledge). Consider a language L in NP and let z € L be a
statement. Let W (z) be the set of witnesses for = and consider the relation

R ={(z,w)|z € Lywe W(x)}.

An interactive protocol between a prover P and a verifier V is a proof of knowledge for R
with soundness error ¢ if the following properties hold:

o Correctness. For each (z,w) € R, an honest prover who knows a witness w for z
convinces the verifier of his knowledge:

Prlout(View((z,w)p, zy)) — accept] = 1.

e Soundness. If there is a PPT prover P* with
e* = Prlout(View(p+, xy)) — accept] > ¢,

then there exists an extractor £ that, given rewindable black-box access to P*,
outputs a witness w’ for x in time poly(], 571—5)

This property means that if a cheating prover can convince the verifier with notice-
ably better probability than e, then it must know a valid witness, which the extractor

can recover.

We now define the zero-knowledge property, which guarantees that the verifier learns
nothing beyond the validity of the statement. In the honest-verifier setting, meaning

11
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that the verifier follows the protocol correctly, this is formalized using the existence of a
simulator that can generate a view which is indistinguishable from a real interaction.

Definition 2.7 (Honest-Verifier Zero-Knowledge Proof of Knowledge). A proof of knowl-
edge is called {computationally, statistically, perfectly} honest verifier zero knowledge
(HVZK) if there exists a PPT algorithm S(1%), called simulator, that has an output dis-
tribution which is {computationally, statistically, perfectly} indistinguishable from the
distribution View((z,w)p,xy) obtained by interacting with an honest verifier V.

2.2.5 Multiparty Computation

Throughout the thesis, we use additive sharings of elements. These elements are from
additive modular structures like finite fields F or additive modular rings R like polynomial
rings over finite fields. In an additive sharing scheme, a secret value is split into multiple
parts that look random such that the secret can only be reconstructed when all shares are
combined. For an element x, we denote a sharing of x by

=] = (x[[oﬂ,...,x[[”_lﬂ) ,

where zl?l denotes the i-th share of x for i € [n] and we have that

n—1
x = Z 2l (in F or R).
=0

Definition 2.8 (Multiparty Computation (MPC)). A multiparty computation (MPC)
protocol is an interactive protocol executed among multiple parties Py, ..., Py—1. Each
party P; receives as input a share zl/l of a secret value z for i € [N]. Together, the parties
communicate in the MPC protocol to jointly compute a function f(z). We denote the
output of party ¢ by f;(x). This function should either output 1 or 0, corresponding to
accept or reject, respectively.

We only consider complete MPC protocols throughout this dissertation, meaning that if all
parties are honest, then the output of each party equals the correct output f(z). The view
of a party P; during an execution includes its input share 2l its internal randomness,
and all messages it receives from other parties during the protocol execution.

We recall the definition of (/N — 1)-private MPC protocols that we use in the MPC-in-the-
Head setting. Note that this definition can be generalized to t-private MPC protocols for
any 1 <t < N, but we only work in the (N — 1)-private setting in this dissertation.

Definition 2.9 ((IV — 1)-Private). Let N > 1 and consider an MPC protocol between
N parties Py, ..., Py—1 that jointly compute a function f(z), where party i gets as input
the share zl?l of 2 for i € [N]. We say that the protocol is (N — 1)-private if for each
index set I C [N] of cardinality |I|= N — 1, there exists a PPT algorithm S such that
S(I, () ier, (fi(x))ier) is perfectly indistinguishable from the distribution of the views
of the parties in I.

This definition captures the intuitive notion that the joint views of any subset of N — 1
parties do not reveal any information about the secret input beyond what can already
be derived from their own inputs and outputs. Therefore, as long as one party remains

12
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honest, the secret value is protected. This property is particularly well suited for the
MPCitH paradigm, where only N — 1 simulated views are revealed to the verifier.

2.2.6 Digital Signatures

Digital signatures are one of the central primitives in modern public key cryptography.
They provide authenticity, integrity, and non-repudiation for digital messages, enabling
secure communications across untrusted networks. In essence, a digital signature scheme
allows a user holding the secret key to sign a message such that anyone possessing the
corresponding public key can verify the validity of the signature. In the context of this
dissertation, digital signatures play a particularly important role, since the goal of the
constructions in later chapters is to build secure signature schemes. We recall the standard
formal definition of a digital signature and of its security properties.

Definition 2.10 (Signature Scheme). A (digital) signature scheme is a tuple of PPT
algorithms (KeyGen, Sign, Verify) such that

+ KeyGen(1") — (pk,sk) takes as input the security parameter 1* and outputs a public
key pk and a secret key sk. We assume that the public key implicitly defines the
message space M.

o Sign(sk,msg) — o takes as input the secret key sk and a message msg € M and
outputs a signature o.

o Verify(pk,msg,o) — b is a deterministic algorithm that takes as input a public key
pk, a message msg € M and a signature o and outputs a bit b € {0,1}.

We require that the signature scheme is correct, meaning that honestly generated signa-
tures are declared valid by the Verify algorithm:
Correctness. For any (pk, sk) < KeyGen(1?) and any msg € M it holds that

Verify(pk, msg,o) =1

for o < Sign(sk, msg).

To formally reason about the security of a digital signature scheme, we consider the ad-
versary’s capabilities in a game based setting. The standard security definition we require
for a signature scheme is called existential unforgeability under chosen message attacks (or
EUF-CMA). This notion models the strongest realistic scenario: an adversary can obtain
signatures for arbitrary messages of its choice and should still be unable to forge a valid
signature on a new message.

Definition 2.11 (EUF-CMA Security). We say that a signature scheme of the form
(KeyGen, Sign, Verify) is EUF-CMA-secure, given the security parameter A, if any PPT
algorithm A has negligible advantage in the EUF-CMA security game, which is defined as

AdyEUF-CMA _ p | Verify(pk,msg,o) =1 (sk, pk) +— KeyGen(1?)

A Amsg & M, (msg, ) < ACEKPR) (pk) |~
where the notation A®®kPk) means that A has access to a signing oracle O(sk, pk) which
has access to the private key sk, and M, denotes the set of messages that were queried

by A.

13
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We also recall the weaker notion of existential unforgeability under key-only attacks (or
EUF-KO). In this setting, the adversary only has access to the public key but not to a
signing oracle.

Definition 2.12 (EUF-KO Security). A signature scheme of the form (KeyGen, Sign, Verify)
is existentially unforgeable under key-only attacks (EUF-KO-secure) given the security pa-
rameter A, if any PPT algorithm A has negligible advantage in the EUF-KO security game,
which is defined as

A
AdvElUF'KO = Pr | Verify(pk, msg,0) =1 (Sk(,n[]):g),; If_eyj?;lg )
The Fiat-Shamir Transformation. A state-of-the-art method called Fiat-Shamir trans-
formation [FS87] allows us to convert an interactive honest verifier zero knowledge proof
of knowledge into a non-interactive signature scheme. This transformation removes the
interaction between the prover and the verifier by deriving the challenges of the verifier in
a deterministic way using the message msg and the transcript of the proof. The goal is to
prevent a malicious signer from controlling the randomness used to generate the challenges
chy, ..., ch,. Following the Fiat-Shamir heuristic, we can compute ch; based on a random
oracle H; (whose output size matches the respective challenge space size of ch;) as

ch; < Hi(msg || com || res; || - - || res;).

The notation H; means that we use domain separation for the random oracle H depending
on the current round i € [n].

2.2.7 Hardness Assumptions

In this dissertation, we follow game-based security notions, which is the state-of-the-art
for digital signature schemes. We analyze the asymptotic security of our proposed schemes
in the random oracle model. In particular, we say that a scheme is secure if the advantage
of any PPT adversary is negligible as a function of the security parameter .
Cryptographic security relies on the assumption that certain mathematical problems can-
not be solved efficiently. These hardness assumptions are the foundation on which mod-
ern cryptographic schemes are built. Intuitively, it should be infeasible for an adversary
with polynomially bounded computational resources to solve the underlying computational
problem.

In particular, a hardness assumption defines a problem which no PPT algorithm can solve
with non-negligible probability. Based on this assumption, we can reduce the security of
a cryptographic construction to the hardness of an underlying computational problem. If
an adversary could break the scheme, it could therefore also efficiently solve the intrinsic
hard problem, contradicting the assumption.

Historically, the first public key cryptosystems did rely on mathematical assumptions from
number theory. Examples include the Integer Factorization Problem used in RSA [RSAT78]
and the Discrete Logarithm Problem (DLP), which forms the basis from schemes such as
the Diffie-Hellman key exchange [DHT6] and the Digital Signature Algorithm (DSA) [SB93].
Later, the Elliptic Curve Discrete Logarithm Problem (ECDLP) [Mil86] provided a similar
security level with smaller key sizes, enabling the efficiency of elliptic curve cryptogra-
phy (ECC) and introducing schemes like the Elliptic Curve Digital Signature Algorithm

14
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(ECDSA).

The emergence of quantum computing fundamentally challenges these classical assump-
tions. Peter Shor’s algorithm [Sho94] can efficiently solve both factoring and discrete log-
arithms on a quantum computer, rendering RSA, DSA and ECDSA insecure in the post-
quantum setting. This has resulted in the development of post-quantum hardness assump-
tions, which are believed to resist quantum attacks. Prominent examples include lattice-
based assumptions [SABT22, BBD"24], code-based assumptions [BBB*24a, BBB*24b],
isogeny-based assumptions [AAAT24] and assumptions based on multivariate systems of
nonlinear equations [BCCT24a, AFIt24, WCD*24, BCD"24]. In the particular crypto-
graphic use case of digital signatures, another prominent class of schemes can be build
from various hardness assumptions based on the MPC-in-the-Head paradigm. The digital
signatures which we construct in this dissertation are all based on this general frame-
work, which we introduce in Section 2.2.8. Afterwards, in Chapter 3, we introduce our
underlying hardness assumption, called Subfield Bilinear Collision (SBC) problem, and
demonstrate how we can use it in the MPC-in-the-Head paradigm to construct compact
digital signature schemes.

2.2.8 MPCitH Paradigm

Our construction of signature schemes relies on the MPC-in-the-Head (MPCitH) paradigm
introduced in [IKOSO07]. This construction allows us to build a Zero-Knowledge proof of
knowledge for an NP-relation R. More precisely, assume we want to construct a Zero-
Knowledge proof of knowledge of a witness w for a statement x with (z,w) € R. Consider
an MPC protocol in which N parties Py, ..., Pny_1 securely and correctly compute the
output of a function f given a secret input w. The secret w is given as a sharing Jw] and
party P; receives the share wll. Additionally, the function f should output either 1 or 0,
corresponding to accept or reject, respectively. For our protocol, we also require that the
views of N — 1 parties do not reveal any information about w, i.e. that the protocol is
(N — 1)-private. This type of MPC protocol can be used to construct a Zero-Knowledge
proof of a witness w for which f(w) = 1. The prover proceeds as follows:

o generate a random sharing Jw] of w,

o simulate privately (“in the head”) all N parties of the MPC protocol,
e send commitments to the views of each party to the verifier,

« send the output shares [f(w)] of the parties to the verifier.

The verifier then randomly chooses N — 1 parties for which the prover has to reveal the
views. Since the protocol is (/N —1)-private, this does not reveal any information about the
secret. The verifier can then check if these views are consistent with an honest execution
of the MPC protocol as well as with the commitments from the prover. Since the choice
of the N — 1 opened parties was random, a malicious prover might be able to cheat with
probability % by corrupting the computation of one (unopened) party. Therefore, the
Zero-Knowledge protocol constructed using this paradigm has a soundness error of at
least % To amplify this constant soundness error and to obtain our desired security level
of A bits, we can use 7 parallel repetitions of this protocol to obtain a soundness error of

(%)T <27
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CHAPTER

The Subfield Bilinear Collision Problem

This chapter is based on the first part of the Crypto 2024 publication [HJ24a] and its full
version [HJ23]. I am the main author of this publication, under the supervision of my
PhD advisor Antoine Joux. To achieve a consistent notation throughout this dissertation,
there are some minor notational changes compared to the original version.

3.1 Introduction

In this chapter, we introduce the Subfield Bilinear Collision (SBC) problem, which yields
a novel algebraic hardness assumption that serves as the security basis for our signature
constructions in Chapter 4 and in Chapter 5. We formalize the problem, analyze its
basic properties, discuss parameter choices and provide heuristic arguments supporting its
hardness. We also explore potential attacks and its connection to the discrete logarithm
problem in small characteristic finite fields.

3.2 Definition of the Problem

Definition 3.1. The SBC problem depends on three parameters: A prime power ¢ and
two positive integers k, n.

n
e SBC instance: Two vectors 4, ¥ € (Fqk) , which are linearly independent over F,.

o SBC solution: Two linearly independent vectors Z, y € (Fy)" such that
(@-2) (V- g) = (a-5) (V- ). (3.1)

We denote an instance of the SBC problem given by the two vectors 4,7 € (Fqk)n by
SBC|u, v]. If the vectors Z,y € (Fy)" are a solution of SBC[«, 7], we use the notation
(Z,y) € SBC[u, v].

Note that we use the canonical embedding from Fy to F . for the vectors ¥ and y. There-
fore, the operations in (3.1) are well-defined.

3.3 Basic Considerations about the SBC Problem

Before using the SBC problem as a cryptographic assumption, it is important to under-
stand its structural properties and the intuition behind its hardness. In this section, we
analyze basic aspects of the problem, including how collisions arise, how parameter choices
influence difficulty, and how instances can be efficiently generated.
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Colinear collisions are easy to find. For any vector & € (F,)" and for any scalar
a € [Fy, we see that

(W -2) (V- (af)) =a(d-2) (V- Z) = (4 (aX)) (V- Z).

Therefore, the pair (Z,aZ) always yields a collision. This is why we insist on linearly
independent vectors &, % in the definition of the SBC problem.

Choice of parameters. We examine the relation between the parameters k and n and the
hardness of the corresponding instances of the SBC problem. Let SBC[#, ¢] be an instance
of the SBC problem. By rewriting Equation (3.1), we want to find linearly independent
vectors Z, i € (Fy)" such that

1
<y

u-x

ST
8
S
<y

assuming that - £ # 0 and ¢ - § # 0. Consider the map

d): Pn—l(Fq) — Fqk
. u-T
r = S.
v-T

We do a heuristic analysis of the expected number of collisions of ¢. For simplicity,
we assume that the range of ¢ is F;k and that the scalar product ¢ - & # 0 for every
z e P, 1(F;). We consider Q := qqn_—_ll ~ ¢" ! vectors in the domain of ¢. Therefore, there
are

Q\_e@-1 _¢
2 2 2
possible pairs of vectors which could be part of a collision. Assuming that the range of ¢

is sz, the expected number of collisions depending on k£ and n can be estimated by

Q(Q _ 1) B Q72 ~ q2(n—1) q2n—k:—2

20¢F —1) T 2k T 2¢F 2

First, we consider the case n > k+ 1. Fix a random vector & € P,,_;(F,) and let ¢ = ¢(Z).

Finding a collision (Z,y) is then equivalent to finding a vector § € P,,_1(Fy) with § # &
such that

(¢t — @) - §=0.

Each entry of the vectors ¥ and v is an element of F . Let (a0, ...,ak_1) be an F, basis
of F . We can express each entry of (ct'— @) using this basis to obtain a matrix of the
form

o L0

ag an 1
. . k
M == : G ]Fq Xn,
(k—1) (k—1)
Qg n—1
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where cv; —u; = Z 0 a(j)oej for i =0,...,n—1. By construction, & is in the right kernel
of M. To obtain a colhslon the goal is to find another vector ¢ in the right kernel of M
with ¢ # & in P,,_1(F,). If n > k + 1, such a vector ¢ has to exist and can be computed
by solving the linear system My = 0.

Next, consider the case n < k 4+ 1. We pick N pairwise non-colinear vectors Zo, ..., Zn_1
and want to estimate the probability that at least one of these NV distinct vectors is part
of a collision with the remaining @ — N ~ @ vectors. If one of these N vectors, say Z;, is
part of a collision, we can compute ¢; = ¢(Z;) and again solve the linear system

to find the vector 3. Following a standard heuristic argument, we expect such a collision
to appear if NQ > ¢*, i.e. if N > ¢*"1=". By using this technique, we get an attack
against the SBC problem in O(¢*+1~"), which is quite efficient for n close to k.

If we consider n < %, we do not expect any collisions to exist. Therefore, a setup where

n~ % seems to be a good parameter choice for the SBC problem: We expect collisions to

exist, but the technique for finding collisions described above is not efficient.

3.3.1 Normalization of Solutions

Consider a solution (Z,y) € SBC[u, 9] of the SBC problem. We define the matrix

N = (xn—Q yn—2> c F(]QXQ.
In—1 Yn—1
First, we consider the case that N is singular. Let K # (0,0) be an element of the left
kernel of N, i.e. K- (Tn—2,Tn—1) = 0 and K- (Yn—2,Yn—1) = 0. We distinguish two cases:

« K €{(1,0)): In this case, the entries #,_s and y,_» do not contribute towards the
sum in the scalar product computations. Therefore, we could decrease the size of
the vectors @ and ¢ from n to n — 1 by removing the entries u,_ o and v,_s from

i and ¥ respectively. Afterwards, we can still obtain a solution (5’ , 7;’ ) to the SBC
problem with smaller dimension n — 1 by removing the entries x,,_s and y,_o from
Z and ¢ respectively.

e« K € {(a,1)) for an o € F,: For simplicity, we normalize K to be of the form
K = (¢,1). Then the following equations hold:

(un 2, Un— 1)
(un727 Un— 1) :
(Un727 Un— 1) : ($n72> Tn—1

(Uan,Un 1) (yn 25 Yn—1

Up—2, Un— 1) : (l‘n—2,$n—1) — Unp— 1f? (xn—z,IEn—l),
(Yn—2sYn—1) — Un—1K - (Yn—2,Yn—1),
Tn-2,Tn-1) — Un-1K - (Tn_2, Tn_1),
Yn—25Yn—1) — Un— 1f€ (Yn—2,Yn—1)-
If we replace u,—2 by (up—2 — cup—1) and v,_9 by (vy—2 — cvp—1), We can remove
the entries u,_1 and v,_1 from @ and ¥ respectively to obtain a new instance of the

SBC problem with smaller dimension n — 1. This new system still has a solution of
the form & = (zo,...,2n—2) and ¥ = (Y0, - -, Yn—2)-
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Chapter 3 The Subfield Bilinear Collision Problem

In both cases, we can reduce the dimension n of the vectors but still obtain a solution of
the SBC problem if N is singular. Since we do not want the dimension of the problem to
be easily reduced, we assume that the matrix N is non-singular when we consider solutions
of the SBC problem.

Assume that N is non-singular. Then, we can simplify the solutions in the following way:
Compute the inverse of N, which we denote by

w wo1
W= % "V ep2?
wip w11

We can use W to normalize the solution vectors &,y and obtain

o AT A
Y y 0 1
for some 2/ , ;J’ € (Fq)"_Q. The normalized vectors ((f’ , 1, O) , (gj’ ,0, 1)) are also a solution
of the same SBC problem SBC[#, ¢]. To see that, we check the equation

(0] [ (700

[+ (wood + wi0¥)] [T+ (w10Z + w117)]

= woowio (4 - T) (V- ) + woowr1 (¥ - T) (T - )
+worwio (@ - Y) (V- &) + worwiy (4 - ) (V- )

= wiowoo (4 - T) (V- T) + wirwoo (V- §) (@ - T)

Fwiowor (V- Z) (@ - §) + wirwor (U §) (G- §)

= [u- (w10 + wny)] [V (wooT + wo1¥)]
- (7.0.1)] - (7.1.0)]

Therefore, ((;1?’ ,1,0) <17’ 0, 1)) € SBCJu,7]. In the third equation, we used the com-

mutativity of the multiplication in F x and the fact that (7,%) € SBC[#,v]. By this
argument, we can always normalize a solut10n of the SBC problem to obtain vectors of the

form & = (' , 1,0) and ¢ = (y_7 ,0, 1). In this case, £ and ¥ are non-colinear. Through-
out this dissertation, we therefore assume any solution of the SBC problem to be of this
normalized form.

Definition 3.2 (The Normalized Subfield Bilinear Collision (NSBC) problem.).

n
e NSBC instance: Two vectors @, v € (]Fqk> , which are linearly independent over F,.

o NSBC solution: Two vectors T,y € (F,)" of the form & = (5’,1,0), iy = (gJ’,O, 1)
such that

(@-2)(V-9) = (@) (0 7).

Similar to before, we denote an instance of the NSBC problem given by the two vectors
u,v € (Fqk) by NSBC|u, v]. If the vectors @,y € (Fy)" are a solution of NSBC[4, 7], we
use the notation (Z,y) € NSBC|u, 9.
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3.3.2 Generation of Normalized Instances with a Solution
Given ¢, k and n, we can generate an instance of NSBC that has a solution in the following
way: Uniformly at random choose two vectors z/,y’ € (Fq)n_2, set T := (m’ , 1, 0) and i :=

(gj’, 0, 1). Also, randomly choose the coordinates ug, ..., u,_1 € Fox and vo, ..., vp—2 € Fi
of & and v. Lastly, compute v,,_1 as

(@) (X0 vias) — (@~ @) (X00 vivs)

Up—1 =

If the denominator y,,—1 (i - £) happens to be zero, the computation of v,_; fails. In this
case, we can choose new random vectors and start the computation again or we can change
the value of u,,_s and compute v,,_1 successfully. If the unlikely case that i, ' are linearly
dependent over [F, occurs, we can easily adapt the vectors accordingly to avoid this case.
By this construction, we have that (Z,7) € NSBC[#, @]. The one-way function f which we
use for the identification protocol for SBC is therefore of the form

f(uo, ey Up—1,U0, .- ,'l)n_Q,.ii", 37) = ('LLO, ey Up—1,00, - .- ,’Un_g,'l)n_l).

3.3.3 Origin of the SBC Problem

Consider the discrete logarithm problem (DLP) in the group G = FZ’“ for some large
extension degree k. Let F,[X] denote the set of polynomials in X with coefficients in
Fg. We can represent F7, as the quotient ring Fy[X]/(/x(X)), where I} is an arbitrary
irreducible polynomial of degree k.

We briefly describe a heuristic algorithm to solve the DLP in this group, which is based
on the function field sieve. This family of algorithms, called Frobenius Representation
algorithms, was for example studied in [Joul4].

In the representation phase of the algorithm from [Joul4], the goal is to find two polynomi-
als ho, h1 € Fy[X] of degree at most 2 such that there exists an irreducible polynomial I}, of
degree k > 2 with I,(X)|(h1(X)X%—ho(X)). Let 0 be a root of Ij in the algebraic closure

~

of Fy. Using Iy, we can represent F « = F,[0] as Fy[X]/(Ix(X)). In this representation,
we see that 67 = Z‘;Eg; We follow the approach in [Joul4]: In the descent phase of the
algorithm, the goal is to find the discrete logarithm of an element 7'(f) € F ». Without
loss of generality, we can assume that 7" is an irreducible polynomial over F,[X ]l Let
§ € F jaca(r) be a root of T'. We try to find polynomials A, B € F, [X,Y] of degree d =~ k/2

such that

B(§, 1) A(ho(£), hi(€)) — A(E, 1) B(ho(£), 71(§)) =0 in Fpacg(r),

or equivalently

T(2)|[B(x, 1) A(ho(2), hi(2)) — Az, 1) B(ho(x), ha(2))],

!Otherwise, we can factor T into irreducible polynomials and consider each factor individually.
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Chapter 3 The Subfield Bilinear Collision Problem

where A and B are the two homogeneous polynomials

d d
A(z,y) = Z a;x'y?™" and B(z,y) = Z bixtyd~t
=0 1=0

This is in fact a special case of the SBC problem: Define

) :
H = () : ho(¢) and 5:: 5
ho(§)* ¢

Then the goal is to find two non-colinear vectors @, b (]Fq)d with
(F-a) (G-5) — (7-5) (6-8) =0 in By,

ie. (Ei, E) € SBC[?—Z,?]. In this case, the vectors Ez',g represent the coefficients of the

polynomials A and B, respectively. In [JP22], the limiting factor of the discrete logarithm
computation comes from this variant of the SBC problem. Improving attacks against the
SBC problem would therefore lead to improvements of the discrete logarithm computations
using the method described above.

3.3.4 Known Attacks

Consider an instance NSBC[u, U] of the normalized SBC problem. By rewriting Equa-
tion (3.1), the goal is to find vectors Z,y € (IF,)" of the form & = (:L_"’, 1, 0), iy = (37,0, 1)
such that (@ -Z) (V- ¢y) — (@ -¢) (0-Z) = 0. This is a bilinear equation given by the poly-
nomial

n—3 n—3
g(an <oy In—3,Y0,--- 7yn—3) = <Z U; ;i + un—2> (Z ViYi + Un—l)
=0

i=0
n—3 n—3

- (Z UYi + Unl) (Z VT + Un2> .
i=0 i=0

Since i, v € (F )", the polynomial g is an element of the polynomial ring

Foye[Xo, . Xn_3, Yo, .., Yo_3]
in 2(n — 2) variables. We can express this polynomial with & polynomials in the base
field Fy by choosing an I, basis (o, ..., ag—1) of Fx. Therefore, we obtain a system of k

bilinear equations of the form

90(350»---,55117373/0»---ayn—3) = 07

9k—1(3707--~,xn—3a907---ayn—3> = 07
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3.3 Basic Considerations about the SBC Problem

where ¢g; € Fy[Xo,...,Xn-3,Y0,...,Y,_3] for i € [k]. We can solve this bilinear system
using Grobner basis algorithms, for example the so-called F5 algorithm [Fau02]. For details
about Grobner basis algorithms, see for example [FSS11, Spal2]. We recall the following
result from [FSS11]:

Theorem 3.3 ([FSS11, Corollary 3]). The complexity of computing a Grébner basis of
a generic bilinear system go, ..., gn,4n,~1 € K[zo,...,%n,—1,%0,. -, Yn,—1] With the F;
algorithm is upper bounded by

0 ng — 1+ mny — 1+ min(ng, ny) v
min(ng, ny) ’

where 2 < w < 3 is the linear algebra constant.

In our setting, we have that n, = n, ~ %, which means we can upper bound the complexity
of solving the obtained system of bilinear equations by

(1))

By using Stirling’s formula, we can asymptotically estimate the binomial coefficient by
2H(%)%, where H(p) = —plogp — (1 — p)log(1 — p) is the binary entropy function, which
yields an estimate of roughly 2385 for the upper bound of the complexity. For a security
level of A = n = 128 and the best case scenario for the linear algebra constant of w = 2,
this would yield a complexity of 2706,

The upper bound given in Theorem 3.3 is not tight, there are practical examples of Grobner
basis computations which are faster. In [JP22, Section 6], a discrete logarithm computation
based on the same bilinear system is feasible to compute up to the extension degree of
k = 36. However, our suggested parameter choice of k > 256 seems completely out of
reach of these techniques.

Evidence for post-quantum security. Concerning the post-quantum security of the
SBC problem, we do not see any efficient attack that would outperform a standard attack
based on Grover’s algorithm [Gro96]. Other post-quantum systems like MinRank [BFS96]
rely on the hardness of solving bilinear systems. Indeed, the MinRank problem can be
transformed into a bilinear system using the Support-Minor modeling [BBC*20].
Moreover, the resolution of general bilinear systems is NP-complete [DPS20]. Despite the
relation of the SBC problem to the discrete logarithm problem shown in Section 3.3.3, the
SBC problem is not reducible to discrete logarithms as far as we know. Therefore, SBC
cannot be directly attacked using Shor’s algorithm [Sho94].
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MPC-in-the-Head Signatures from SBC

This chapter is based on the second part of the Crypto 2024 publication [HJ24a] and its
full version [HJ23]. I am the main author of this publication, under the supervision of my
PhD advisor Antoine Joux. To achieve a consistent notation throughout this dissertation,
there are some minor notational changes compared to the original version.

4.1 Introduction

In this chapter, we investigate how the Subfield Bilinear Collision (SBC) problem can be
used within the MPCitH framework. Due to its algebraic structure, SBC is particularly
well suited for MPCitH protocols, leading to compact proofs that translate directly into
digital signatures via the Fiat-Shamir transform.

4.2 Contribution

We present the first cryptographic constructions based on the SBC problem. We show
that the algebraic structure of SBC fits naturally into the MPCitH paradigm and leads
to compact post-quantum signatures. We show how to test for solutions of SBC using
a certain class of linear polynomials over finite fields and how to use this property in an
interactive Zero-Knowledge proof of knowledge of an SBC solution. We show how to use
the Fiat-Shamir transformation to obtain a signature scheme based on the hardness of
SBC.

We provide a performance comparison with existing MPCitH based signatures and demon-
strate how to optimize the signature computation to improve size and running times. For
that, we introduce a fast hypercube folding algorithm with running time O(N) that ac-
celerates the folding process to significantly improve the practical performance of our
scheme. With our improvements, we can achieve signature sizes below 3800 bytes while
having signing and verification times around 20 ms for a security level of A = 128 bits.

4.3 Multi-Party Computations (MPC)

We use additive sharings of finite field elements. Let N be the number of parties. Then
an N-sharing of a finite field element x € F is an N-tuple

[«] = (x[[o]], e x[[N_lﬂ)
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Chapter 4 MPC-in-the-Head Signatures from SBC

such that

N-1
xr = Z 21 mod |F|.
=0

We call each zlll a share of z. In the MPC protocol that we use, each party receives
one of the N shares. With these shares, the parties can then perform computations
independently: Assume each party i € [N] receives the shares 2l and yl? corresponding
to sharings of x and y. Let a be a constant. Then the parties can perform the following
operations:

o Addition: they locally compute [z + y] by adding their shares:
for i € [N]. We denote this by [z + y] = [z] + [y]-

o Multiplication by a constant: they locally compute [az] by multiplying their
respective shares by a:

(ax)l1 = ol
for ¢ € [N]. We denote this by [ax] = afz].

o Adding a constant: the constant « can be shared in a trivial way as [a]r =
(a,0,...,0), where the subscript indicates a trivial sharing. The parties then com-
pute [z + o] = [z] + [a]r. We denote this by [z + o] = [z] + «.

In practice, a sharing of z is usually computed by choosing N—1 random values z[01, . .. zIN-2
and by setting

N-2

N1 = Z 2l mod |F|
i=0

afterwards. Then the N-tuple (m[[o]], L _1]]) is actually a sharing of x. In this dis-
sertation, we instead mostly use completely random sharings by using N random values

EOE, R E;N_lﬂ in our MPC protocol to obtain a sharing of . If we do that, we need an
auziliary value or offset

N-1
0p = — Z R mod |F|,
i=0

to reconstruct x. The value of & can then be obtained by calculating the sum
N-1
T =0y + Z RUT mod |F|.
i=0

In the usual setting, this can be viewed as a sharing of the value x between N + 1 parties.
By using auxiliary values of the form J, instead, we can simplify the notation which we
need in the identification scheme in Section 4.4 and choose random values for every share.
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4.4 Main Zero-Knowledge Protocol

4.4 Main Zero-Knowledge Protocol

In this section, we describe an MPC protocol based on the SBC problem. Let 4, v €

(Fqk)n, consider the NSBC problem NSBC|[#,¢] and consider normalized vectors ¥ =

7, 1,0), y = (jy_",O, 1) € (Fy)". Our protocol is based on the fact that we can test for
solutions of SBC using a certain class of polynomials.
Let X1, X9,Y1,Y2 € Fpe be random values. Consider the following polynomial in ¢:

FRUET. (1) = (Xi+t(@-2) (Vi +t(T-3) — (Xo+ (7 3)) (Yo + £ (i - §))
= X7 - XuY¥s
+[X1 (09 +Y1 (@ %) —Xo(u-9y) — Yo (V- T)|t
+ (@) (- 9) - (i@ 5) (- 7)) £

For this polynomial, we see that deg (F):Eflg)quﬁYle) < 2 if and only if (%, %) € NSBCJ, 7).
In that case, we can write

2,58,5 _
FXxpviy(t) = A+ Bt

with A = Ax, xmws = XiVi — Xo¥s and B = BEVET o — X, (5-4) + Vi (il - &) —
X (@ - §)—Ya (¢ %). This property of F'""y. y, (t) is a crucial part of our MPC protocol.

4.4.1 Basic Multiparty Protocol for the SBC Problem

In this protocol, we share the two coefficients A and B and want to prove that the poly-
xayzuﬂ)

nomial Fy"y'y, y, has indeed the form F)%g’)%f}ﬁyz (t) = A+ Bt, which means that
(Z,79) € NSBC[u, 9]. Let Py,...,Pn—1 be a group of N provers that want to verify that
(Z,7) is a solution of NSBC[#, ¢]. The basic protocol contains the following steps:

 The parties run an auxiliary protocol to obtain a random value o € F .
e The parties evaluate Fgﬁngh% at to.
o The parties evaluate A + Btg.

Ff’g7ﬁ7ﬁ

o The parties output accept if F'y Xy V1.Ys (to) = A+ Bty and reject otherwise.

Assume that & and 4 are shared as

N—1 4
T = 5:7: + _’x[[zﬂv
i=0
N-1
R 2 > [4]
g = 0y+ Y
=0
and the coefficients A and B are shared as
N-1
A = 64+ > REL
i=0
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Chapter 4 MPC-in-the-Head Signatures from SBC

N-1
B = 5B—|—ZRE[BZ]].
=0

We use (exact) sharings given by [X1], [X2], [Y1], [Y2] for the random values X1, Xs, Y1, Ya.
Since we only consider normalized solutions of the SBC problem, the last two entries of
Z and ¥ can be excluded from the sharing as they are known already. In particular, the
protocol runs as follows:

o Each party i € [N] receives their private input values
}fxﬂiﬂ, R‘y[[i]]’ X][L[i]]’ Xgi]], Yl[[i]]’ YZ[[i]]7 RE[:]L RE]]
as well as the (public) auxiliary values be, 5;,, 04,08.

o Each party P; chooses a random tgl)i]] € F» and all parties simultaneously broadcast
their shares.

: N=L

o The parties reconstruct tg == > ¢ .

i=0

o Each party i € [IN] computes
@t = xM (@ £1),
(Xo+1to (-2 = xIT 44 ( )
M@ = viTin (7 8),
verto (@) = Vit (7 B1)
(A+ Bt)ll = R4 gl
and broadcasts their shares.

e The parties reconstruct

N-1
Xi+to(u-¥) = (X1 +to(a- f))[[z]] + toun—o + to (1_[ 590) ,

i=0

N-1 ‘ B
Xo+to (V- 7) = (Xo +to (V- f))m + tovn—2 + to (17' 5a:> ;

i=0

N-1 ' ~
Vitto(@5) = 3 (Yitto(@ ) +tovn1+1t0(7:3,),

i=0

N-1 ‘ .
Yo +to(d-y) = (Ya + to (@ - ) + toun—1 + to (17'534),

i=0

N-1 '

A+ Bty = (A—i—Bto)[M] +d4 + dpto.
i=0
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The parties output accept if

A+ Bty = Fﬁ’fﬁfyl,yfé,(to)
= (Xi+to(u-7) (Y1 +1t0(V-9)) — (Xa+to(7-7)) (Ya+to (U-9))

and reject otherwise.

The protocol is correct: Every party accepts if the shares are correct and if each party is
honest. Assume (Z,y) ¢ NSBC[#@, 0]. Then the protocol accepts this wrong instance of
vectors if tg is a root of the degree 2 polynomial

(A+ Bt) = F/% v, v, (0)-

If at least one of the IV parties is honest, the value of ¢y obtained in the protocol is random.
Therefore, the probability of accepting a wrong pair of vectors (#, %) is bounded by q%.
We also note that the protocol is (N — 1)-private with respect to the inputs &, 7. Indeed,
if the sharing of the values is performed uniformly at random, no information about the
secret vectors &, ¥ is revealed if at least one of the N parties is honest. After every run of
the protocol, the dealer should choose fresh random values for X, Xo, Y7, Y.

The view of each party. During the protocol execution, each party keeps a view of
their computation. The view of party ¢ consists of the following six elements:

View; = (t1, (X1 + to (@- ), (X + to (7 - 7)1,
(Y1 +to (7 ), (Ya + to (@ )1, (4 + Bto)lhy.

Preventing adversarial choice of the evaluation point. We want to adapt the basic
MPC protocol to be able to use it in an identification protocol. If the parties do not
broadcast their shares simultaneously, a malicious party can wait until it receives all the
other shares of ¢ty and choose its share such that ¢g is a root of the polynomial

(A+Bt) = F/% v, v, (0)-

In this section, we adapt the protocol to prevent this. For a first new version, instead
of randomly choosing the value of t([glﬂ, party ¢ uses the random oracle H on their input
shares and the public auxiliary values to compute

>[4

)= (1) M 0 A, REL RV B e ss) . 4

Here, the subscript ¢ indicates that we use domain separation for the random oracle H to
derive tg. In particular, for any input string str, define H;(str) := H(“t commit”||str).
In a second new version, the dealer distributes purely random shares of each private input
to the parties. The dealer achieves this by sending each party a random value r;, which
party ¢ can use to derive the shares of

R_»:E[[ZE7R_’y[[ZE7RA[,[4ZH7 R%]]aXl[[lﬂaXQ[M]y Yl[[l]]a Yv2[[l]1

To still have valid sharings, the dealer also publishes the auxiliary values

gxa gya 5147 53-
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By using the random oracle to obtain the shares of ¢y, we can make sure that the value of
to was not maliciously chosen by a prover to be a root of the polynomial

(A+ Bt) = Fx5, vi v, (0,

—

which would make the protocol accept even if (Z,y) ¢ NSBCJu, 0]

4.4.2 I|dentification Protocol Using MPCitH

We can transform the multiparty protocol from Section 4.4.1 into an interactive Zero-
Knowledge proof of knowledge of a solution (&, ) € NSBCJu, ] between a prover P and a
verifier V. In a basic version of this protocol, the prover creates sharings of all the inputs
of the MPC protocol. In particular, the sharings

ﬁz[[i]],ﬁy[[iﬂ,Xl[[i],Xﬂi], v, il y2[[i]],RE§'J]7 Rg]]

as well as the auxiliary values 5;, gy, d4,0p. The prover executes the MPC protocol and
commits to the views of each party. Then, the prover sends the commitment hash

h = Hv(VieWD, e ,VieWNfl)
together with the values
Xy +to(u-7), Xo+10 (V- 7), Y1 + 10 (V-9), Y2 +to(d-¥), A+ Bto, to

and the auxiliary values gz,gy,é 4,0p to the verifier. The subscript V for the random
oracle indicates domain separation, i.e. Hy (str) := H(“view commit”|[str) for any string
str. The verifier randomly chooses an index i* € [N] and sends it to the prover. The
prover then sends all the shares of the values ﬁw[[i]], ﬁy[iﬂ, X1 M, Xg[[i]], Ylm, ng, RE[Z]],
R%ﬂ for ¢ # ¢* to the verifier. Using these values, the verifier can recompute View; of each
party for ¢ # i*. In particular, the values of tgiﬂ, (X1 +to (u- a‘;’))[[iﬂ, (X +to (U f))m,
(Y1 + to (17-@7))[["]], (Yo + to (ﬁ-gj'))[[iﬂ, (A—I—Bto)m for i # i*. Note that for this basic
protocol, the prover uses the random oracle to derive tgi]] as described in (4.1). For the

missing shares corresponding to party ¢*, the verifier can recompute them by using the
received values from the prover. In particular, the verifier computes

(X1 + 1o (@ FNET = (X1 +to (7 7)) — toun—s —to (- 8:) = 3 (X1 +to (@ )T,
it
(Xo+to (T- )T = (Xo 410 (- 7)) — tovao —to (7-8,) = 3 (Xo+10 (8- 2),
it
Vi+to @ DI = (Vi+t0 (@ 9) —tovar —to (7 6) — ; (Y1 + o (8- )1,
(Y +to (@ g)ET = (¥ +to (- ) — toun—y — to (i@ 5,) - > Crto @),
(A+ Bto)l"l = (A+ Bto) — 64— dpto— > (A+ Bty)l1,
QA
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LT S 1
i

With these values, the verifier can compute b’ = Hy (Viewy, ..., Viewy_1), check if it
matches the commitment hash h and accept or reject accordingly.

Reducing the communication. To reduce the required communication of the basic
protocol described above, we can use punctured PRFs. The prover chooses a random key
K and sets r; = PRF k(i) using a tree PRF based on the GGM tree construction. Using
r;, the prover pseudorandomly generates all shares, namely:

[l 5 [

R;n :Ry 7RE[L;L]]vR%}]axl[[Z]]aXQ[[Z]]aYI[[Z]]ayé[M]

and computes the auxiliary values

gxa gya 5147 53-
Again, the prover uses the random oracle to derive t([gﬂ] as described in (4.1). After receiving
the value i* € [N] from the verifier, the prover returns the punctured PRF key K~ to the
verifier. With this, the verifier can compute every r; except r;+ and derive every input
share of the MPC protocol except the shares of party ¢*. By using the auxiliary values,
the verifier can still compute the shares of the missing party and verify the commitment

hash as before. We also note that the prover does not have to send the value of A + Bty,
as it can be computed by the verifier from the other received values by using the formula

A+ Bty = (X1 +to (@6 %)) (Y1 +to (T %)) — (X2 +to (U 7)) (Yo +to (T - 7).

A malicious prover P’ who does not have a valid sharing of the secret has to cheat by
creating an invalid sharing in at least one position. This only remains undetected by the
verifier if this position equals i*. We have seen in Section 4.4.1 that the protocol has a false
positive probability of q%. Therefore, the soundness error of the Zero-Knowledge protocol

is % + 2. We prove this formally in Theorem 4.1. The pseudocode of the identification
protocoil from this section is given in Figure 4.1.

Hypercube technique. A common idea in MPCitH schemes is to use the hypercube
technique introduced in [AGH'23]. Applied to the SBC identification protocol, it can
reduce the number of scalar products that need to be computed during a protocol execu-
tion. To apply this technique, assume that N is a power of two, i.e. N = 2”. Denote the
j-th bit of the binary decomposition of an integer ¢ by B;(i). The idea is to transform
one instance of the protocol with N = 2P parties into D instances of the protocol with 2
parties. Consider the sharing of an element s of the form

N-1
s =05+ Z RIT,
=0

For any fixed value j € {0,...,D — 1}, we see that

s=d0s+ . RIT4+ S~ RIL
B;(i)=0 B;(i)=1
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Inputs:

o Public key (u,v) (Verifier)
o Secret key (Z,7) € NSBC|u, ¢] (Prover)

Step 1: Commitment

—_

. Sample K «g {0,1}*
. For i € [N]:
o i K . o
b Xl[[ZH7XQ[[Z]]aYI[[Z}]a}/Q[[Z}]aRE[;]]7R%H &ﬂ; Fqk
> [l 5 [ n
e Ry Ry, <5 (Fy)
X e SNOXE x, e N Xy Ny Ty o Ny
A« X1Y1 — X2Y2
B+ X1 (0-9)+Y, (i %) - Xo(d-9) — Yo (0-T)
a4 A=Y N R
_ «N-1 plil
(53 ~— B Zi:o RB
67—y Nl
5; —y- Zf\:()l ﬁym
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Step 2: Challenge

1. Sample i* <—g [IV] and send * to the prover
Step 3: Response

1. Compute punctured PRF key K;« and send K= to the verifier
Step 4: Verification

1. Fori e [N]\ {i*}:

o Compute r; from K;« _ '

® Compute Xl [[Z]]a X2 [[Z]]a YI [M]v }/Q[M]: RE[AZ]] ) R%]]v ﬁl‘ [[Z]]a R)y[[l]] ) thH

from 7; and 5x,§y,5A,5B
2. Compute (Xi + to (- 7)), (X + 10 (@ D), (i 4 0 (391,
(Yo +to (4 - yj’))[[’*]] (A4 Bto)ﬂl*ﬂ ,tgz V from coeff and Oz, gy, 04,08

3. For i € [N]: Compute View;
4. Output Boolean(Hy (Viewy,..., Viewy_1) is equal to h)

Figure 4.1: Identification protocol for the SBC problem
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4.5 Signature Scheme

After receiving the PPRF key, the verifier only knows one of the two sums for each j € [D].
This reduces the amount of scalar products that are needed in the protocol execution: In
the basic version, four scalar products are computed by each of the N parties. In particular,
these scalar products are needed to compute the values

(X1 +to (@ 2N, (Xo +t0 (7 2), (Vi + 10 (7- ), (Yo + 1o (- 7).

In the commitment step of the hypercube version, these 4N scalar product computations
are replaced by 8D scalar product computations. For the verification, the verifier only has
to compute 4D scalar products instead of 4(IN — 1). By using this technique, the amount
of multiplications between elements of Fx and F,; during the protocol execution decreases.
The computations can therefore be performed faster in this version. For a comparison of
the running times of the different implementations, see Section 4.7.

4.5 Signature Scheme

We can turn the Honest Verifier Zero Knowledge (HVZK) protocol from Section 4.4 into a
signature scheme by using the Fiat-Shamir transform [FS87] with 7 repetitions to obtain
a security level of A\ = 7log(N). The public key consists of the two vectors @, v € (]Fqk)n
and the private key is (Z,7) € NSBC[,9]. The prover executes 7 rounds of the MPC
protocol and commits to all of them by sending one commitment hash. After receiving
the commitment hash to the 7 round protocol, the auxiliary values and the broadcast
shares for each round, the verifier picks a random i* € [N] for each round and sends each
of these 7 values to the prover. The prover sends the punctured PRF keys for each round
to the verifier, which allows the verifier to validate the commitment hash by recomputing
the missing shares for each round.

4.5.1 Key and Signature Size

Signature size. To avoid collisions in the hash function, we need outputs of 2\ bits. Since
we use the GGM construction for the puncturable PRF, we can instead use a random global
salt of 2\ bits and outputs of size A for the internal hash function used in the GGM tree.
By doing this, we reduce the PPRF key size to Alog(NV) bits. To avoid generic attacks, we
also need the bitsize of the elements of F r to be 2\. Our assumption that n ~ g implies
that the bitsize of the elements of (F,)" is A. The signature in this basic version consists

of the following elements:

e One hash value h corresponding to a global commitment to the 7 round protocol of
size 2\ and one salt of size 2.

¢ One punctured PRF key for each round.

o The auxiliary values 64,0p € F . and So, gy € (F,)" for each round.

e The values X, —|—to(ﬁ-f),X2 + 19 (ﬁf),yl —|—t0(17'17),1/2+t0 (ﬁ'ﬂ),to S Fqk for
each round.

The total communication cost in bits of the protocol is therefore
7 (Mog(N)) 4+ 67X + 107X + 4\ = A2 + 167\ + 4 bits,

where we use the fact that A = 7log(V) in the equation.

33



Chapter 4 MPC-in-the-Head Signatures from SBC

Key size. The public key can be derived from a seed of size A together with one element
in Fx. By using the seed, the elements uo, ..., un—1 and vy, ..., v,—2 can be derived using
a PRG and the missing element v,_1 is sent separately. The key size in bits is therefore
3X. For A\ = 128, this yields a public key size of 48 bytes.

Suggested parameter choice. For the security parameter of A = 128 bits, we need
g* > 2128 by the discussion above, which can be achieved for example by choosing g =
2,k = 257 and n = 130. Note that we do not suggest k£ = 256 since it might allow for
subfield attacks in the field Fy2s6. Indeed, there are cryptographic schemes that suffer from
subfield attacks [JV11, BBBT20, BFJT09]. From a cryptanalytical point, it would be very
interesting to study whether it is indeed possible to perform subfield attacks against SBC.
For the signature, we want to pick the minimum number of rounds 7 such that the cost of
the forgery attack on the Fiat-Shamir-based signature is at least 2'28. This cost is given
by the following formula (which is based on the attack from Kales and Zaverucha [KZ20)):

1
cost = min , -+ N5,
T1,T2:T1+T2=T { ;r:n (;)pl(l - p)TiZ }

where p is the false positive probability of the underlying identification scheme. For our
scheme with p = 22%, the parameters for A = 128 are listed in Table 4.1.

[ D[ 7| Isenl |
8 |16 | 6222 B
9 |15 | 6078 B
10 | 13 | 5484 B
11 |12 | 5259 B
12 | 11 | 5002 B
13|10 | 4713 B
15| 9 | 4536 B
16 | 8 | 4167 B

Table 4.1: Signature size for N = 2% parties and 7 rounds with parameters ¢ = 2, k = 257
and n = 130 for the basic version of the SBC problem.

As the false positive probability p is very small for our scheme, we can also use the union
bound to get an upper bound on the probability that a malicious prover can generate a
valid signature, which is given by
1
F +7-p.

This yields a security parameter of more than A\ = 128 bits for the values D = 9, 10, 11,
12, 13, 15 from Table 4.1. For the edge cases of D = 8 and D = 16, we obtain a value
of A > 127.9999, which is sufficiently close to the target security level for this parameter
choice. In Section 4.7, we introduce some improvements to further decrease the signature
sizes from Table 4.1.
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4.6 Formal Schemes

In this section, we give a formal description of the identification scheme proposed in Sec-
tion 4.4. We assume that the internal random oracle H used in the GGM tree construction
has an output size of A bits and that the size of the finite field Fx is 22X to avoid generic
attacks faster than 2*. We further assume that the random oracle Hy used to compute
the commitment hash has an output size of 2\ bits.

We first give the description of the puncturable PRF which we use in our construction.The
number of leaves of the puncturable PRF is a power of two, i.e. N = 2P, To obtain a finite
field element, we expand the leaves of the tree to size 3\ before applying the map Ypjciq to
convert the leaves to field elements. Here, we assume that there exists an efficient bijective
map Ypield from qu to Fqk. Similarly, we assume there is an efficient bijective map Yvec
from Zgn to (Fy)". To obtain vectors in (F,)", where n &~ k/2, we apply the map yyec to a
leaf. Before applying these maps, we first expand the bitstring of the respective leaf and
then map the extended bitstring to an integer using the function ToInteger. By doing
this, we can obtain pseudorandom field elements and vectors. We use domain separation
to be able to use the same random oracle H for each hash function.

Algorithm 1 is the implementation of the random oracle and Algorithms 2 to 10 are the
implementations of the puncturable PRF. In Algorithms 11 to 14, we provide implementa-
tions of the four step identification protocol described in Section 4.4.2, i.e. Commitment,
Challenge, Response and Verification.

Algorithm 1 Random Oracle H
Input
A bitstring Message

Output
A bitstring of size A

1: Let Dict be a global dictionary initially empty
2: if Message appears in Dict then

3: return Dict[Message]

4: else

5: Let Value be a uniformly random A-bitstring
6: Define Dict[Message] = Value

7 return Value

Algorithm 2 Descendant

Input
An integer Level corresponding to the current level of the node in the tree
A bitstring Salt of size 2\
A bitstring Node of size A corresponding to the current node in the tree
A bitstring SubPath of the path from the root to a sibling of the node

Output
A bitstring of size A corresponding to the sibling node along the subpath

1: return H(“Descendant”| Level||Salt||Node||SubPath)
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Algorithm 3 RecursiveDescend

Input

An integer Level corresponding to the current level of the node in the tree

A bitstring Salt of size 2\

A bitstring Node of size A\ corresponding to the current node in the tree

A bitstring Path corresponding to the descend path from the root to the leaf
Output

A bitstring of size A corresponding to the leaf node along the subpath

1: if Level is equal to the length of Path then
return Node
else
Let SubPath = Path[1...Level + 1]
Let NextNode = Descendant(Level, Salt, Node, SubPath)
return RecursiveDescend(Level + 1, Salt, NextNode, Path)

Algorithm 4 ExpandNode

Input
A bitstring Sep for domain separation; A bitstring Salt of size 2\
A bitstring Leaf of size A with corresponding path PathLeaf
Output
A bistring of size 3A

1: Let ExpandedNode = H(“Exp0”||Sep||Salt| Leaf|| PathLeaf)
| H(“Expl”||Sep||Salt| Leaf||PathLeaf) |H(“Exp2”|/Sep|Salt||Leaf|PathLeaf)
2: return ExpandedNode

Algorithm 5 FieldEltFromLeaf

Input
A bitstring Sep for domain separation; A bitstring Salt of size 2\
A bitstring Leaf of size A with corresponding path PathLeaf
Output
An element of the finite field F

1: return 7pieq ( ToInteger(ExpandNode(Sep, Salt, Leaf, PathLeaf)) mod |F|)

Algorithm 6 VecFromLeaf

Input
A bitstring Sep for domain separation; A bitstring Salt of size 2\
A bitstring Leaf of size A with corresponding path PathLeaf
Output
A vector in F"

1: return 7vec (ToInteger(ExpandNode(Sep, Salt, Leaf, PathLeaf)) mod [F™|)

36



4.6 Formal Schemes

Algorithm 7 PuncturedKey

Input

A bitstring Salt of size 2\
A bitstring Leaf of size A with corresponding path PathLeaf

Output

A bitstring corresponding to the punctured key along the path

Init PuncturedKey (as an empty array)
Let PuncturedKey[0] = PathLeaf
for Level from 1 to TreeDepth do
Set Path = PathLeaf[1...Level]; Flip Bit Path[Level]
Set PuncturedKey[Level] = RecursiveDescend (0, Salt, RootKey, Path)

return PuncturedKey

Algorithm 8 LeafFromPuncKey

Input

A bitstring Salt of size 2\; A PuncturedKey
A bitstring PathLeaf corresponding to the path from the root to a leaf

Output

A bitstring of size A corresponding to the leaf node along the path

Set ForbiddenPath = PuncturedKey/[0]
if PathLeaf is equal to ForbiddenPath then

return |
Let Level be the first bit position where PathLeaf differs from ForbiddenPath
Let Leaf = RecursiveDescend(Level, Salt, PuncturedKey|[Level], PathLeaf)
return Leaf

Algorithm 9 FieldEltFromPuncKey

Input

A bitstring Sep for domain separation; A bitstring Salt of size 2\
A PuncturedKey
A bitstring PathLeaf corresponding to the path from the root to a leaf

Output

An element of the finite field F corresponding to the leaf of PathLeaf

Set ForbiddenPath = PuncturedKey|[0]
if PathLeaf is equal to ForbiddenPath then

return |
Let Level be the first bit position where PathLeaf differs from ForbiddenPath
Let Leaf = RecursiveDescend (Level, Salt, PuncturedKey[Level], PathLeaf)
return FieldEltFromLeaf (Sep, Salt, Leaf, PathLeaf)
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Algorithm 10 VecFromPuncKey
Input
A bitstring Sep for domain separation; A bitstring Salt of size 2\
A PuncturedKey
A bitstring PathLeaf corresponding to the path from the root to a leaf
Output
A vector in F" corresponding to the leaf of PathLeaf

Set ForbiddenPath = PuncturedKey|[0]
if PathLeaf is equal to ForbiddenPath then

return |
Let Level be the first bit position where PathLeaf differs from ForbiddenPath
Let Leaf = RecursiveDescend(Level, Salt, PuncturedKey|[Level], PathLeaf)
return VecFromLeaf (Sep, Salt, Leaf, PathLeaf)

Theorem 4.1. Consider an instance NSBC|[#, ¢] of the normalized SBC problem for @, 7 €
n
(Fqk) . The identification protocol described above is a statistical honest verifier Zero-

Knowledge proof of knowledge of (Z, %) € NSBC[#, #] with soundness error 1/N + 2/¢.

Proof.

Completeness. By the discussion of the polynomial F )%1??,7)?53’1,1/2 (t) in Section 4.4, we
see that an execution of the protocol by an honest prover and an honest verifier is always
accepted.

Statistical honest Verifier Zero-Knowledge. We construct a simulator S in the
following way:

e Uniformly at random pick a RootKey, a Salt, a Query and auxiliary values 5;,, gy, d4,0B.

e Compute a PuncturedKey from RootKey, Salt and Query.

o Use the Verify algorithm to get the expected Commitment of the input (without
using the Commitment hash in the algorithm).

e Output a simulated transcript of the protocol using PuncturedKey, Salt, Query,
Commitment and the auxiliary values.

We claim that the distribution of this output is statistically indistinguishable from a
valid transcript of the protocol. To see that, first note that if a valid prover runs
the protocol with the same values for RootKey, Salt and Query, all the values for X{ ,
X%? va: 1/21‘7 ﬁg:? _‘gfv 747 ) qu? 6, (Xl +to (ﬁ f)>zv (X2 + 1o (77 j‘))17 (Yl +to (77 37))17
(Yo +to (@-4))", (A+ Btg)" for i # Query are the same as in the run of the simulator S.
Only the values for the index Query are missing. There exists a configuration for these
values for which the simulated and honest transcripts would be equal. By programming
the random oracle at the respective points, the transcript produced by S could also come
from a legitimate prover. These two transcripts only differ because the auxiliary values
were chosen uniformly at random in the simulator but are obtained using a summation
of outputs of the functions FieldEltFromLeaf and VecFromLeaf on random values for the
prover. The outputs of the functions FieldEltFromLeaf and VecFromLeaf are statistically
close to a random map. Therefore, the distribution obtained by the simulated transcript
is statistically close to the honest one.
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Algorithm 11 Step 1: Commitment

1: Let RootKey be a uniform random bitstring (of the expected size \)
2: Let Salt be a uniform random bitstring (of the expected size 2\)
3: Let CommitString be the empty string

4: Let X1, X5,Y1,Y5,t0=0

5: for i from 0 to N — 1 do

6: Let Path be the m-bit binary encoding of ¢ — 1

7 Let r; = RecursiveDescend (0, Salt, RootKey, Path)

8: Let X;% = FieldEltFromLeaf (“X1 derivation”, Salt, r;, Path)
9: Let X' = FieldEltFromLeaf (“X2 derivation”, Salt, r;, Path)
10: Let Vi¢ = FieldEltFromLeaf (“Y1 derivation”, Salt, r;, Path)
11: Let Y>' = FieldEltFromLeaf (“Y?2 derivation”, Salt, ;, Path)
12: Set X3 :Xl—l-Xli
13: Set X9 = X9+ Xgi
14:  SetY; =Y; + Yy
15: Set Yo = Y5 + Ygi

16: Let R, = FieldEltFromLeaf(“A derivation”, Salt, r;, Path)
17: Let R = FieldEltFromLeaf(“B derivation”, Salt, r;, Path)
18: Let R, = VecFromLeaf (“x derivation”, Salt, r;, Path)
19: Let ﬁyz = VecFromLeaf (“y derivation”, Salt, r;, Path)
20: Let A = XY — XoY5
21: Let B = Xl(’l) y)+Y1(ﬁf)—X2(ﬁg)—Y2(ﬁf)
22: Let 04 = A— SN PRy
23: Let 6p = B 25101 R,
24: Let 0, = & — ZN‘ }fZ
25: Let 5y =y— Z o
26: for i from 0 to N — 1 do
o =M, <z | X 6 3,0 0 vl R RED| 65 6, 5B>

28: Let t) = 'ypicld(ToInteger(h%) mod |F|)
29: Set to = to + t)
30: for i from 0 to N — 1 do

31:  Let (X1 +to (7)) =Xi +to(d- Ry )

32: Let (XQ + to 17 ))Z = X% + to(U- R}Z

33. Let (Y1 +to (- g))l Yi+to(0- Ry

3. Let (Ya +to (- g)) Y3+ to(ii - o)

35: Let (A + ‘Bto) =y + Rtho ‘ ' ‘
36: Let View" = ( i (Xl + to (’L_[ . f))l , (X2 + to (’(7 i"))z , (Y1 + 19 (17 37))2 ,

(Y2 +to (d-9))", (A+ Bto)")
37: Append encoding of View' to CommitString
38: Let X1 +to (i - &) = X)05" (X1 +to (@ &) + toun—2 + to (i
39: Let Xy +to (V- &) = Z]if)l (Xo +1to (T a:)) + tovp—o + to(V - 0y
10: Let Vi +to (7-7) = SN (Y1 + o (T §))" + tovn_1 + to(T - 5,)
41: Let Yo +to (- 4) = ZZN_I (Yo +to (4 - y)) + totp—1 + to(t -
42: Let Commitment = (Hy(CommitString), (X1 + o (@
to (ﬁ- g) , Yo + g (’J' y) to) 595,531, 5,4,53)
43: return Commitment

Ql
Or)l 0«11
v
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Algorithm 12 Step 2: Challenge

1: Let Query be a uniformly random integer in [V]
2: return Query

Algorithm 13 Step 3: Response
Input
An integer Query in [N]
Output

A punctured key
A salt

1: Import RootKey and Salt from Step 1
2: Convert Query to a binary QueryPath
3: return Salt||PuncturedKey(Salt, RootKey, QueryPath)

Proof of Knowledge. Let P* be a prover that convinces a verifier with probability
> 1/N +2/¢* 4 ¢ for a non-negligible €. Then we can build an extractor which, with read
access to the random oracle memory, can learn the secret (Z, 7).

First, note that all random oracle queries made in many executions of the verify function
are pairwise distinct with extremely high probability. Since we use a salt and domain
separators, identical queries can only occur if identical salt values are selected. After
P* runs the commitment step of the protocol, the extractor can obtain the input to the
random oracle that produced the commitment hash h. If this commitment hash was not
produced by an honest protocol execution, the verification algorithm can only succeed
with exponentially small probability. With the input string, the extractor can construct
a candidate tree for the puncturable PRF used by the prover to derive the values for r;.
For each of these values, the extractor knows the corresponding value of t% from the input
string. It searches through the oracle queries whose input could have come from a call of
the Descendant function at the corresponding position by considering all queries to the
random oracle that use the domain separator “t commit”. It then uses the map Ypjcq on
this value modulo ¢* to find the matching hf;O. By searching though the oracle queries
again, it can find the value of r; that was used to obtain hﬁo.

There are three cases that can occur after using this strategy to reconstruct the tree. The
extractor obtains the full GGM tree, one leaf is missing or more than one leaf is missing.
We consider each of these cases separately:

e If more than one leaf is missing, the extractor can use the response from P* from
the third step to obtain a PuncturedKey. Using this key, the extractor can find
at least one missing leaf in the tree. If this PuncturedKey did not come from an
honest protocol execution, the probability that the partial tree obtained from this
key matches the tree of the extractor is negligible.

e If no leaf is missing, the extractor can compute every share of every party in the
MPC protocol. Using the auxiliary values, the extractor can compute the values
of # and ¢ used by P*. If (Z,y) ¢ NSBCJu, v], the verification algorithm in step 4
outputs accept with probability 2/¢*, which occurs if to happens to be a root of the
polynomial ng—’f’gfyhyz (t) — (A + Bt).
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Algorithm 14 Step 4: Verification
Input
A bitstring Salt of size 2\ and a PuncKey from Step 3
A Commitment from Step 1 of the form
(h, (X1 + to (- %), Xa +t0 (T &), Y1 +to (5 9), Ya +to (@ §) , t0), 0z, Iy, 04, 053))
Output
A boolean corresponding to accept or reject

1: Let Query = ToInteger(PuncKey[0])

2: Let CommitVerifyString be the empty string

3: for i in [N]\ {Query} do

4: Let Path be the m-bit binary encoding of 1 — 1

Let r; = LeafFromPuncKey(Salt, PuncKey, Path)

Let X;° = FieldEltFromPuncKey(“X1 derivation”, Salt, PuncKey, Path)
Let Xo! = FieldEltFromPuncKey(“X2 derivation”, Salt, PuncKey, Path)
Let Y1* = FieldEltFromPuncKey(“Y1 derivation”, Salt, PuncKey, Path)
Let Yo' = FieldEltFromPuncKey(“Y2 derivation”, Salt, PuncKey, Path)
10: Let R} = FieldEltFromPuncKey(“A derivation”, Salt, PuncKey, Path)
11: Let R% = FieldEltFromPuncKey(“B derivation”, Salt, PuncKey, Path)

12: Let R, = VecFromPuncKey(“x derivation”, Salt, PuncKey, Path)

13: Let ﬁyi = VecFromPuncKey(“y derivation”, Salt, PuncKey, Path)

g, = (i) R 00 X0, v el B R 6,6, 6,0

15: Let t) = 'ypield(ToInteger(htO) mod |F])

16:  Let (X +to(@-%) = Xi +to(i- R ’)

17 TLet (Xo+to (7 7)) = Xj+to(0- R,)

180 Let (Y1 +to (7 g))i =Y +to(7- B,

19: Let (Ya+to(7-9)) =Y5 +to(id- Ry )

20: Let (A+ Bto)' = Ry + Rt

21: Let A+ Bto = (X1 +to(@- %)) (Y1 +to (T 7)) — (Xo +to (T Z)) (Yo +to (@ - 7))

22: Let t30Y — ) — 3, Query 1

23: Let (X1 o (- 7)) QWY = (X +to (i 7)) — toun_o — to(ii - )

z;éQuery (X1 +to (i - 2))°

(V-
(

24: Let (X2 +to (- 2) QU = (Xy + 1o (T ) — tovn_a — to(T - Os)
z;éQuery Xa +to (0- 7))°
25: Tet (Vi + to (- 7)) QY = (Y1 + 1o (7 7)) — tovn_1 — to(T - 6)
S Query (i +1o (7 )’
26: Let (Ya + to (@ - 7)) QUeTY = (Yo +to (@ §)) — toun—1 — to(ia - 3y)
— Xi2Query (Y2 + o (4 - §))*
27: Let (A + Bto) QY = (A + Bto) — 64 — 65to — ©1uQuery (A + Bto)’
28: forifromOtoN—ldo ' ‘
29: Let View' = (tg , (Xl + to (ﬁ f)) (Xg + ty (U I)) , (Yl + to (17‘ g))z ,

(Ya+to (i )", (A+ Bto)')
30: Append encoding of View' to Commit VerifyString

31: return Boolean(Hy (CommitVerifyString) is equal to h)
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e If one leaf is missing, then P* might still be able to provide a punctured key which
is consistent with the tree obtained by the extractor. However, this only accounts
for a 1/N success probability. In this case, the extractor queries at another position
to obtain the missing path from the root to the leaf if it gets a consistent response
from P* in step 3. This occurs with probability at least . If the extractor learns

—

the full tree, it can compute the secret key (&, )

Therefore, the combination of the extractor and P* can break the SBC problem in time
O(1/e). O

4.7 Implementation and Optimizations

In this section, we provide the signature sizes and running times of our scheme based
on an implementation in C. To significantly improve the running time of the scheme, we
make use of a puncturable PRF based on the AES block cipher instead of a salted hash
function, which is a technique introduced in [BCC*24c]. We compare different versions of
the signature based on SBC. In the basic version, we implemented the scheme as described
in Figure 4.1. In a second implementation, we use a different method to derive the value
of tg € Fx used in the protocol: Here, we use the initial commitment of the signer to
derive the value of ty for round j = 0,...,7 — 1 using the random oracle:

to; =H (”t derivation” || j || gx,gy,éAﬁB) ,

which reduces the signature size by log (qk) bits for each round. We denote this variant

of the SBC problem by SBC*(®)  For both variants, we introduce another version of the
scheme which further reduces the signature size. We can use the correlated GGM (cGGM)
tree introduced in [GYW23] to remove 5, from the communication cost, as we use exact
sharings for & with an XOR-preserving GGM tree. We compare the signature sizes of the
resulting variants of the scheme for the 128-bit security level in Table 4.2.

| D | 7 || SBC GGM | SBC cGGM || SBC™") GGM | SBC*™) cGGM

8 | 16 6222 B 5966 B 5708 B 5452 B
9 | 15 6078 B 5838 B 5596 B 5356 B
10 | 13 5484 B 5276 B 5066 B 4858 B
11 | 12 5259 B 5067 B 4873 B 4681 B
12 | 11 5002 B 4826 B 4649 B 4473 B
13 | 10 4713 B 4553 B 4392 B 4232 B
151 9 4536 B 4392 B 4247 B 4103 B
16 | 8 4167 B 4039 B 3910 B 3782 B

Table 4.2: Signature size for A\ = 128 using N = 2% parties and 7 rounds with parameters
g =2, k=257 and n = 130 for the basic SBC GGM, SBC ¢cGGM, SBC*(%0)
GGM and SBCH(*) «GGM versions.
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4.7 Implementation and Optimizations

4.7.1 Comparison with other MPCitH Signature Schemes

We compare our scheme with the current state-of-the-art MPCitH-based signatures for
the 128-bit security level and list the corresponding public key sizes |pk| and signature
sizes |sgn|. The SBC signature scheme yields smaller signature sizes and smaller public key
sizes compared to previously known signature schemes based on the MPCitH paradigm.

’ Name ‘ Year ‘ |pk| ‘ |sgn| ‘
Syndrome Decoding in the Head [FJR22] | 2022 | 144 B | 8481 B
MinRank in the Head [ARZV22] 2022 | 129 B | 6695 B
MQ on my Mind [FR23] 2023 | 218 B | 6348 B
Biscuit [BKPV23] 2023 | 68 B | 5748 B
MIRA [ABB 23] 2023 | 84 B | 5640 B
SBC 2024 | 48 B | 5452 B

Table 4.3: Comparison of the SBC scheme with signatures from the literature for 128-bit
security and N = 2% parties.

’ Name ‘ Year ‘ |sgn| ‘
Syndrome Decoding in the Head [FJR22] | 2022 | 5689 B
MinRank in the Head [ARZV22] 2022 | 4542 B
SBC 2024 | 3782 B

Table 4.4: Comparison of the hypercube version of the SBC scheme with hypercube
signatures from the literature for 128-bit security and N = 2'6 parties.

4.7.2 About the Speed-ups and the PPRF Implementation

While the signature size of our proposal is inherently due to the choice of the SBC problem,
the speed of the implementation is mainly the consequence of the implementation of the
puncturable PRF. This is especially relevant when using a large number of parties such as
N = 216, A large part of the speed-up comes from the use of the AES-based tree suggested
in [BCC™24c].

However, this does not completely account for the speed of our implementation. The other
time limiting step in the implementation is the hypercube step, where a sharing between
a large number of parties is transformed into many sharings between two parties. This
is usually done using a quasi-linear folding algorithm which computes D binary sharings
from a single sharing between N = 2P parties in time O(D - N). We now recall the
standard algorithm for this.

Let (T [[i]])ie[o,,QD_l] be an additive sharing of 7. For simplicity, we ignore offsets here and
assume that:

2P—1
7= 1t
i=0

Following the standard hypercube technique, we obtain one sharing for every bit position
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j from 0 to D — 1 by setting:

T =70L ¢ 700 where 71 = @ Tl

i S.t.

B;(i)=b
For efficiency, a standard optimization is that it is sufficient for the signer to compute
71| since 71 can be obtained with a single additional XOR operation with 7. Of
course, the verifier can only compute one of the two values and does not need this standard
optimization.
Profiling our code, we realized this folding step was dominating the computation for N =
216 parties. For this reason, we replaced it by a linear time algorithm, i.e., with time O(N)
based on the following technique. We first create a partial folding of T" into a table T}, of

2D—-1 yalues defined as: '
T;[LM] = 7l g pli+2°7'],

For any bit position j < D — 1, if we apply the standard folding to 7}, to obtain shares
ﬁlﬂbﬂj , we see that:

T[[b]]j — 7;1[[51]]' .

Indeed, the two shares are sums of the exact same values (in a different order) since each
T,EM] regroups two values from 7' whose positions only differ by their high-order bit.

This allows us to derive a recursive algorithm that, given 7', computes all the sharings
710 plus the shared value 7 using 2P+ XOR operations. The pseudocode for this fast
recursive folding is given in Algorithm 15.

Algorithm 15 FastRecursiveFolding
Input
A table T of size N = 2P
Output
Concatenation of the 0-shares of the D-foldings, plus the global shared value

1: if NV is 2 then
return Ty||(To & T1)
else
Create T}, of size N/2
for i from 0 to N/2 -1 do
Set T = 7l g Tli+2°7"]
return (@?fgl TM) | FastRecursiveFolding(T}, N/2)

4.7.3 Running Times of the Different Versions

We compare the running times of the SBC problem using different instances of the GGM
tree in the protocol which we described throughout this chapter. For this comparison, we
consider the SBC* (") variant where we use a hash function to derive the values of ¢, for
each round, as described in the beginning of Section 4.7. In a first version, we use SHA-
256 in the construction of the ¢cGGM tree, denoted by cGGMgna. In a second version,
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we improve the running times by using the AES-based tree from [BCC™24c], which we
call cGGMags. To further improve the running times, we use the fast folding algorithm
from Section 4.7.2. We indicate this by the subscript SBC?F(tO). The improvement of the
running time of the scheme based on these different versions is illustrated in Table 4.5,
Table 4.6, Table 4.7 and Table 4.8. All computations were performed using an AMD
EPYC 9374F processor running at 3.85 GHz.

We see that using AES as the tree derivation function yields a speedup of a factor of

25—30x compared to using SHA-256 for large values of D. Using the fast folding algorithm

again yields a speedup by a factor of two.

SBC GGMSHA SBC GGMAES SBCFF GGMAES
D ‘ T ‘ |sgn| Sign Verify Sign ‘ Verify Sign ‘ Verify
8 |16 | 6222 B 10.26 ms 10.16 ms 0.96 ms | 0.86 ms 0.92ms | 0.82 ms
9 | 15| 6078 B 18.86 ms 18.52 ms 1.16 ms 1.06 ms 1.07 ms | 0.98 ms
10 | 13 | 5484 B 31.68 ms 32.31 ms 1.40 ms 1.32 ms 1.24 ms 1.15 ms
11 |12 | 5259 B 57.84 ms 57.74 ms 1.99 ms 1.91 ms 1.64 ms 1.56 ms
12 |11 | 5002 B 105.62 ms 105.51 ms 3.10 ms 3.01 ms 2.38 ms 2.29 ms
1310|4713 B 192.19 ms 191.27 ms 5.39 ms 5.30 ms 3.75 ms | 3.64 ms
15| 9 | 4536 B || 693.99 ms | 693.83 ms || 23.24 ms | 22.99 ms || 12.07 ms | 11.83 ms
16 | 8 | 4167 B || 1234.67 ms | 1233.38 ms || 41.18 ms | 40.82 ms || 21.71 ms | 21.40 ms

Table 4.5: Running times for A\ = 128 using N = 2 parties and 7 rounds with ¢ = 2,
k = 257 and n = 130 for SBC comparing GGM tree versions.

SBC CGGMSHA SBC CGGMAES SBCFF CGGMAES
D ‘ T ‘ |sgn| Sign ‘ Verify Sign ‘ Verify Sign ‘ Verify
8 | 16 | 5966 B 9.34 ms 9.23 ms 0.95ms | 0.85 ms 0.91 ms | 0.81 ms
9 | 15| 5838 B 16.88 ms 16.75 ms 1.15 ms 1.04 ms 1.06 ms | 0.96 ms
10 | 13| 5276 B 28.62 ms 28.58 ms 1.38 ms 1.29 ms 1.22 ms 1.13 ms
11|12 | 5067 B 52.33 ms 52.25 ms 1.95ms | 1.86 ms 1.61 ms | 1.51 ms
12 | 11 | 4826 B 95.44 ms 95.15 ms 3.03 ms 2.94 ms 2.31 ms | 2.22 ms
13|10 | 4553 B || 173.44 ms 173.51 ms 5.27 ms | 5.18 ms 3.64 ms | 3.52 ms
151 9 | 4392 B || 62841 ms | 627.91 ms || 22.77 ms | 22.54 ms || 11.71 ms | 11.46 ms
16 | 8 | 4039 B || 1116.88 ms | 1117.77 ms || 40.39 ms | 40.09 ms || 20.94 ms | 20.59 ms

Table 4.6: Running times for A\ = 128 using N = 2 parties and 7 rounds with ¢ = 2,
k =257 and n = 130 for SBC comparing cGGM tree versions.
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SBCH(0) GGMgpa SBCH(0) GGMags || SBCT™ GGMagg
D ‘ T ‘ |sgn| Sign ‘ Verify Sign ‘ Verify Sign ‘ Verify
8 | 16 | 5708 B 9.29 ms 9.20 ms 0.92 ms 0.83 ms 0.77 ms 0.68 ms
9 | 15| 5596 B 16.83 ms 16.74 ms 1.10 ms 1.01 ms 0.91 ms 0.83 ms
10 | 13 | 5066 B 28.85 ms 28.51 ms 1.33 ms 1.25 ms 1.07 ms 1.00 ms
11 | 12 | 4873 B 52.17 ms 52.31 ms 1.90 ms 1.82 ms 1.46 ms 1.39 ms
12 | 11 | 4649 B 95.30 ms 95.21 ms 2.95 ms 2.87 ms 2.17 ms 2.08 ms
13110 | 4392 B 173.14 ms 172.91 ms 5.15 ms 5.08 ms 3.46 ms 3.36 ms
15| 9 | 4247 B || 62742 ms | 625.49 ms || 22.70 ms | 22.46 ms || 11.48 ms | 11.22 ms
16 | 8 | 3910 B || 1115.23 ms | 1113.22 ms || 40.60 ms | 40.23 ms || 20.12 ms | 19.78 ms

Table 4.7: Running times for A\ = 128 using N = 2” parties and 7 rounds with ¢ = 2,
k =257 and n = 130 for SBC**) comparing GGM tree versions.

SBCH(0) cGGMgpa || SBCH) cGGMagg || SBCH™ cGGMaps
D ‘ T ‘ |sgn| Sign ‘ Verify Sign ‘ Verify Sign ‘ Verify
8 | 16 | 5452 B 9.29 ms 9.17 ms 0.80 ms 0.71 ms 0.76 ms 0.67 ms
9 | 15| 5356 B 16.78 ms 16.64 ms 0.97 ms 0.89 ms 0.90 ms 0.81 ms
10 | 13 | 4858 B 28.42 ms 28.44 ms 1.20 ms 1.12 ms 1.05 ms 0.97 ms
11 112 | 4681 B 51.96 ms 52.06 ms 1.75 ms 1.67 ms 1.42 ms 1.34 ms
12 | 11 | 4473 B 94.78 ms 94.93 ms 2.75 ms 2.66 ms 2.10 ms 2.01 ms
13110 | 4232 B 177.58 ms 172.76 ms 4.77 ms 4.67 ms 3.33 ms 3.23 ms
151 9 | 4103 B 625.84 ms 624.88 ms 22.12 ms | 21.95 ms || 11.85 ms | 10.81 ms
16 | 8 | 3782 B || 1110.60 ms | 1112.82 ms || 39.33 ms | 39.02 ms || 19.32 ms | 19.00 ms

Table 4.8: Running times for A\ = 128 using N = 2 parties and 7 rounds with ¢ = 2,
k =257 and n = 130 for SBC*(*) comparing cGGM tree versions.
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CHAPTER 5 .

VOLE-in-the-Head Signatures from SBC

This chapter is based on the Asiacrypt 2025 publication [HJ25] and its full version [HJ24b].
I am the main author of this publication, under the supervision of my PhD advisor Antoine
Joux. To achieve a consistent notation throughout this dissertation, there are some minor
notational changes compared to the original version.

5.1 Introduction

In this chapter, we consider the Subfield Bilinear Collision (SBC) problem and develop
a VOLE-in-the-Head (VOLEitH) signature scheme based on it. In Chapter 4, it already
appeared that the structure of the problem was highly suited to the MPCitH paradigm,
leading to a simple and quite compact signature scheme. We show that the structure of
the SBC problem also works very well in the context of VOLE-in-the-Head [BBD'23]. In
fact, because of this, we do not need to use the full extent of the functionalities presented
in [BBD*23]. Instead, we reconstruct a specific version of VOLEitH from scratch dedicated
to the SBC problem in order to obtain a simplified scheme.

5.2 Contribution

In MPCitH based schemes, the use of puncturable PRFs (PPRFs) based on GGM trees
[GGMS6] is common to reduce the communication cost of the scheme. We introduce
a new method to correlate multiple such GGM trees, which we call a correlated GGM
forest, by using a layered construction of two state-of-the-art techniques from MPCitH
protocols: the correlated GGM tree derivation [GYW™23] and the hypercube folding
technique [AGH"23]. This method allows us to correlate the values obtained by the leaves
of GGM trees between multiple rounds of the identification protocol inside the signature
scheme, while having the same PPRF key size as state-of-the-art protocols. This is a
general construction and is not tied to the use of the SBC problem, and can therefore be
used for any multi-round MPCitH signature scheme.

The correlated forest can also be used in VOLEitH protocols. However, if we want to
correlate values with a size larger than the internal nodes used in the GGM trees, we can
derive them from the leaves of the tree and compute offsets to correct them to the desired
value. In that case, we need to include a consistency check, which convinces the verifier
that the values obtained between multiple rounds of the protocol coincide. A common
method to perform this (probabilistic) consistency check is known as the SoftSpokenOT
technique [Roy22] and is used in many VOLEitH schemes based on the transformation
from [BBD'23]. In the context of the SBC problem, we simplify the consistency check in
Section 5.4.5 and include it in the signature scheme.

Using the correlated GGM forest and this simplified consistency check, we introduce the
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identification scheme for the SBC problem based on VOLEitH and use the Fiat-Shamir
transformation to obtain a signature scheme. To further reduce the signature size, we
introduce an alternative commitment to the cGGM forest called MinMax commitment in
Section 5.7.1.

Compared to the SBC signature scheme based on MPCitH from Chapter 4, this approach
leads to improvements in both signature size and running time. For a security level of
A = 128 bits, our smallest signature has a size of only 2658 B, compared to 3782 B for
the smallest signature from Chapter 4.

5.3 Preliminaries

We introduce a slightly adjusted notation for sharings to use them in the GGM forest
construction. We introduce the adapted notation that we use for the MPCitH setting and
hypercube folding in Sections 5.3.1 and 5.3.2 before we present the VOLEitH protocol for
SBC.

5.3.1 MPC-in-the-Head Setting

The construction of a ZK proof in Chapter 4 relies on the MPCitH paradigm, which was
introduced in [IKOS07]. As in Chapter 4, we use additive sharings of finite field elements
and finite field vectors. Let N be the number of parties. An N-sharing of a finite field
element x € F is an N-tuple

[z] = (:c[[o]], cel :U[[Nflﬂ)

such that
N-1
x = Z 21 (in ).
i=0

We refer to 2l as the i-th share of z. Similarly, we use the notation
[7] = (z1,..., 2181

for a sharing of a finite field vector & € F". In our setting, each (virtual) party receives
one of the IV shares.

A sharing of a given value z is usually obtained by computing N — 1 random values
200 2IN=20 and then setting z[V-1 = 2 — Zﬁ\;BQ 2l mod |F|. For our scheme, we
often use a random oracle to derive the shares appearing in the protocol. In this situation,
each share can be viewed as a random value, and summed together, they would share a
random value. Thus, to obtain a sharing of the desired value, we need an offset value 4.,
computed as
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We can then reconstruct x using the formula

This can also be viewed as an (exact) sharing of x between N + 1 parties. By introducing
these offset values, we can use a random oracle to derive sharings if needed and simplify
the notation used in our protocol description.

5.3.2 Hypercube technique

A prevalent tool to improve the efficiency of MPCitH-based schemes is the hypercube
technique introduced in [AGH23]. Let N = 2P be the number of parties. This approach
transforms one instance of the protocol with N = 2P parties into D instances of the
protocol, each involving only 2 parties, while maintaining the same total soundness error
as the original protocol. Let the j-th bit of the binary decomposition of an integer
be B;(i). The process of converting one protocol instance with N = 2P parties into D
instances with 2 parties is referred to as folding of the shares. Consider the sharing of an
element x between IV parties of the form

N-1
x = Z ags
i=0
For any fixed value j € [D], we see that

r = Z ol Z g

B,(i)=0 B,(i)=1

is a sharing of x between two parties. In the hypercube technique, D such protocols
between two parties are run in parallel, each with a soundness error of % We use the

notation (a:j[[o]],mj[[lﬂ) D) < Folding (mﬂoﬂ,...,xﬂN_lﬂ) to denote this construction. For

j€
efficiency, we use the Jfast folding algorithm with a running time of O(N) described in
Section 4.7.2 in our implementation.

The key point of the hypercube technique is that the choice of one missing share among
N is equivalent to the (independent) choice of one missing share in each derived binary
sharing. Note that the correspondence between the missing positions simply comes from
the binary decomposition of the missing index among N. Furthermore, the derived binary

sharings are mutually independent.

5.3.3 Puncturable PRFs

To reduce communication cost, the N-sharings appearing in the construction are based
on the use of puncturable pseudorandom functions (PPRFs). More specifically, we use the
classical PPRF based on GGM trees [GGMS86], which is mentioned for example in [BW13,
KKW18]. Starting from a root seed, the idea is to build a binary tree with N = 2P leaves
by recursively applying a length-doubling pseudorandom generator (PRG) to obtain the
left and right children of each node. To reveal all N leaves of such a binary tree except
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one leaf i* € [N], the idea is to reveal all the nodes of the siblings of the nodes on the
path from the root seed to the leaf i*. Using this method, all leaves except ¢* can be
reconstructed by communicating log(/N) = D nodes instead of N — 1 leaves.

In our scheme, we use correlated GGM (or cGGM) trees, as introduced in [GYW123]. We
extend the cGGM trees to construct the correlated GGM forest in Section 5.4.1. The idea
behind regular ¢cGGM trees is to build a binary tree where the sum of all nodes on each
level is preserved as the tree is being constructed. In order to do that, it suffices to modify
the length-doubling PRG so that the sum of the labels of the left and right descendants
of any node equals the label of the node itself. Given the (salted) hash function H and
any node 7', this is easily achieved by setting the left child of 7" to H(T') and the right
child of T to T'— H(T'). In the binary case ¢ = 2, the right child is rewritten as T ® H(T),
and we speak of an XOR-preserving GGM tree. Note that correlated GGM trees have
a limitation. Namely, the size of the correlated value is limited by the size of the inner
nodes of the tree, usually equal to A bits. As a consequence, if the tree is used to share
more than A bits between the parties, it is necessary to compute and transmit offsets for
the values beyond the first A bits. Of course, this constraint of having offsets does not
apply to purely random values shared between the parties.

In order to improve the running time of the scheme for A = 128, we use a cGGM tree
construction based on the AES block cipher instead of a salted hash function. This
technique was introduced in [BCC*24b] and takes full advantage of the AES instruction
set available on many recent CPU architectures. In the standard GGM, we need two keys
K and K7, the left child is set to T®AESk, (T') and the right child is set to T®&AESg, (T).
It is important to note that a direct application of AES would not lead to a secure PPRF
construction because decryption would allow one to climb back to the root node. In order
to achieve an XOR-preserving tree, we still use two keys and define the left child to be
AESk,(T) & AESk, (T'), which leads to a right child of T'® AESk,(T) & AESk, (T).

5.4 VOLE ldentification Protocol Based on SBC

Consider an NSBC instance NSBC|u, 9] for 4,7 € (Fqk)n. Based on the cGGM tree
construction described in Section 5.3.3, we build an interactive Zero-Knowledge proof
of knowledge of a solution (#/,¢") € NSBC[u, ¢] between a prover P and a verifier V. As
previously explained, the normalized vectors ' and i’ are written in the form & = (#,1,0)
and ¢ = (4,0,1) for Z,5 € (F q)"_Q. For simplicity, we only consider the case ¢ = 2 for
this construction. In other words, the secret key of our scheme consists of the 2n — 4 bits
forming & and .

5.4.1 Correlating Multiple cGGM Trees

To design our scheme, we need multiple (different) sharings of the vectors Z and ¢ between
2 parties in the hypercube setting. More precisely, the number of binary sharings can never
be lower than the desired security level A. Furthermore, depending on the details of the
scheme and of its security proof, a few extra sharings might be needed.

In particular, we need to be able to construct a large number of (independent) sharings
of Z between 2 parties. When doing that, it is essential to ensure that the same value
of ¥ is used everywhere. With a standard cGGM tree with N = 2P parties, we obtain
log(N) = D such sharings from the hypercube folding. And, by construction, both the
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prover and verifier have the guarantee that all sharings correspond to the same vector
Z. Unfortunately, N cannot be arbitrarily large, since it would make the computation
costs too high. As a consequence, repetition is needed to obtain a large enough number
of sharings. Using 7 repetitions, we obtain a total of 7- D binary sharings, and to ensure
the desired security level, we require 7- D > .
In this section, we introduce a technique that allows us to guarantee the equality of the
vector & across several distinct cGGM trees. This is achieved by a layered construction:
first, an initial cGGM tree is built, followed by the hypercube folding, which is used to
initialize a second level consisting of 7 distinct cGGM trees.
First, we construct the initial cGGM tree, which we also call the pre-tree, that contains 27
leaves, where every level sums to &, using a bitwise XOR on A bits. To initialize this tree,
we generate a random initial value Rz and set the two sibling elements on the second level
of the tree as Rz and Rz @ Z. The root node is unused and can remain unassigned. The
XOR of these two nodes is & by design. From them, we compute the next levels of a XOR-
preserving cGGM tree Ty with 27 leaves. We call this functionality the generation of the
pre-tree and denote it by Ty < cGGM(Rz, Rz © ,27). If we use a salted hash function
denoted by H*(msg) := H(salt || msg) for a random value salt < {0,1}?* to derive the
internal nodes of the tree, we use the subscript cGGMg,); instead. Let (a?[[oﬂ b ,:Z"[[QT*”])
be the leaves of T% ..
Using the hypercube folding for these leaves, we obtain 7 (pre) sharings of Z between two
parties of the form [Z]; = (fﬂoﬂf,f[[lﬂj) for j € [r] using Folding (:Z“’[[O]], . ,a‘c’ptlﬂ). By
construction, we have that #I% ¢ z['li = # for j € [7].
We can use each of these sharings to initialize a second level containing 7 new correlated
trees Tz, for j € [r]. Each of these trees can then be fully computed with the cGGM
technique. We thus obtain 7 trees T%,,...,T% , with 2P leaves each using the function
Tz, < cGGM(ZIh | #1115 2P) for each j € [r]. The leaves of tree T3, are denoted by
GRN .
Jorrrg
again, we obtain D sharings of Z between 2 parties for each of the 7 trees. We denote
this by (f[[.oﬂi f[[.lﬂf‘> < Folding (f[[oﬂ fPD—lﬂ) for j € [r]. We call the family of
J i€[D) J 2 ]
cGGM trees containing Tz . and T4, ..., Tz , a correlated GGM forest.
Since we use XOR-preserving cGGM trees on both layers of our construction, this is
guaranteed to yield a total of 7 - D hypercube sharings of the same value Z.
To simplify the notation, we renumber the 7 - D sharings obtained in this way and simply
write them as:

). By using the hypercube folding on the leaves of each of these trees

AV q 7l = 7 for each m € [r- D).

In addition, by using a pseudorandom generator to expand the leaves of each tree T%; into
more than A bits, it is easy to produce shares for additional values in each tree. Note,
however, that these extra values are not correlated. As a consequence, they might require
offsets and extra precautions to prove equality across trees.

To illustrate the idea of the construction for the correlated GGM forest, we include a
diagram of the resulting structure for a small depth tree example in Figure 5.1.

5.4.2 Punctured Keys for the Correlated GGM Forest

When giving out the punctured key for a correlated GGM forest, we need to do it in a
way that guarantees to the verifier that the construction was properly used. Thus, it is
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Figure 5.1: Illustration of the correlated GGM forest for 7 = 4 and D = 2 resulting in 8
hypercube sharings of Z.

not sufficient to independently give a punctured key for each tree from the second level.
Indeed, such an opening would be possible even with completely independent trees. Thus,
equality across trees would not be guaranteed. Instead, we first give a punctured key for
the pre-tree. From this punctured key, the verifier can recover all the leaves of the pre-tree
but one. Therefore, after hypercube folding, the verifier learns exactly one node on the
second level from each of the 7 trees. Note that these nodes would normally be part of the
punctured keys of the second level trees, so this technique allows us to remove one element
from each of the second level punctured keys. Therefore, proceeding in this manner does
not modify the overall size of the global punctured key. Indeed, we remove 7 elements and
replace them by the punctured key of the pre-tree, which contains 7 nodes. To locate the
missing position that is needed in the pre-tree, it suffices to assemble the high-order bits
of the missing nodes of each second-level tree into a 7-bit number.

In Figure 5.2, we give an example of the punctured key for a correlated GGM forest which
has 7 = 4 second layer trees with N = 22 leaves each. For this example, we assume that
we receive the challenges iy = 0,77 = 1,75 = 3,13 = 1, indicated by the red leaves. First,

we compute the corresponding challenge in the pre-tree as i, = ]T;é 155/ D=1 .20 =
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ATy

ot

Folding Folding Folding Folding

1= 1
Figure 5.2: Example of the punctured key for correlated GGM forest for 7 = 4 and
D = 2. The challenges are indicated by red leaves, while the corresponding
challenge in the pre-tree is colored orange. The yellow nodes correspond to
the path from the root to the pre-tree challenge. The PPRF key contains all

of the green nodes. The purple nodes can be recomputed with the Folding
algorithm.

0-2940-2'4+1-22+0-23 = 4. Therefore, we need to compute the PPRF key for the
pre-tree at position 7, = 4, which is colored orange. To do that, we first consider the path
from the root of the left half of the pre-tree to iy (indicated by yellow nodes) and include
the siblings of these nodes in the PPRF key Ki:. We indicate them in green. With K,
we can recompute all leaves of the pre-tree except at position 7, = 4. Using the hypercube
folding, we can recompute one of the two hypercube shares for each index j € {0, 1,2, 3}.
These nodes, colored purple, therefore do not have to be included in the PPRF key. Note
that, since the leaf of the pre-tree at position i, = 4 is missing, we cannot compute the
values of the siblings of these purple nodes. Lastly, we have to include the siblings of the
remaining nodes on the paths to the red challenge leaves for each second layer tree to the
PPRF key, which are also colored in green. Using the Folding algorithm again, we can
recompute one hypercube share for each index i € [D], which are also colored purple. In
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particular, for our example in Figure 5.2, the hypercube sharings for ¢ = 0 after folding

have the form (7, #10) = (@™ + #%), (@ + #*)), while for i = 1 they have the

form (fgoﬂl,fglﬂl) = ((:EE[OH + fg[lﬂ), (:fg?ﬂ + fg-sﬂ)). Depending on which leaf is missing in
tree Tz, we can only compute one out of the two sums in each such sharing. As claimed,
this PPRF key can be used to recompute a total of 8 = 7 - D hypercube shares.

5.4.3 From Sharings to Vector Oblivious Linear Evaluation (VOLE)

By using the correlated GGM forest described in the previous section, the prover always
knows the complete trees, while the verifier only lacks one leaf from each tree (including
the pre-tree). At the level of the sharings, this means that for every m € [r - D], the
verifier knows only one value fl[fim“ (out of two) for a bit by, of its choice, while the prover
knows both.

It is equivalent and convenient to say that the prover creates an affine vectorial function:
fm(bm) = ﬁ[?gﬂ @ bm T

and that the verifier chooses b, and learns fp,(by,) = fgfi’"ﬂ.
With this view in mind, we can now pick a series of random coefficients «,, in the large
field For and consider the function:

TD—-1 TD—1

F= Z o frn (b)) = Z ama_c'gg]] +
m=0

m=0

TD—1
Z ambm] - T
m=0

Note that F is an affine function known to the prover, and that the verifier chooses the
evaluation point A = Z;D:BI Qmbm and learns the value F (A) obtained by evaluating F
at this point.

In principle, the coefficients ., could be pre-specified as part of the scheme. However, to
avoid casting suspicion on the choice of coefficients, we feel that it is preferable to have

them chosen at random by the honest verifier.

5.4.4 A Simple but Inefficient Construction

As already mentioned, cGGM trees with internal nodes of size A bits are limited and can
only produce correlated values up to A bits. Unfortunately, the secret key of the SBC
problem contains a total of 2\ bits, namely Z and 3. To illustrate our construction in a
simple but inefficient way, let us use the construction of Section 5.4.1 twice in order to
independently get 7 - D sharings for both & and . We write them as:

AVg i) =z and g%l glll = for cach m e [r- D). (5.1)

Proceeding as in Section 5.4.3, we use these two cGGM forests to define two vectorial
functions Fy, F, : For — (For)" "%
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5.4 VOLE Identification Protocol Based on SBC

whose constant coefficients are given by

T-D—-1 T7-D—1
Ap, = F,(0)= Z o 210 and ffpy = Z v A0,
m=0

Note that, since we want to evaluate both functions at the same A, the missing tree leaves
in both forests are located in the same manner.
Before learning the evaluation point A, the prover computes the polynomial ® defined as:

—

Fu(A) (D) Fy(A) +(A)
d(A) = |a- 1 7-[ o —|a-| o - 1
1 1 0

Ap, Ar

= u - U 0 - 1

0

Y
PR
O = g
~_

|
~/

<y
|
(@)

s

<y
—_— O
~_

>

A2,

+
]

N~ —
|
<y

—_ O
<y

S = Ry

Remark 5.1. Note that ® is of the form
®(A) = A+ BA

if and only if (Z/,¢') € NSBC[u,d] for & = (Z,1,0), ¥ = (¢,0,1). The coefficients
A, B € Fy, are given by

fYFz HFy HFy JFI
A = |u 1 0l 0 —|a-| o v 1 ,
1 1 0
Ap, i Ap, y
B = [#-| 0 a- |1+ fa-| 1 7|0
1 0 0 1
AF, i Ap, 7
—la-| o g1 =7 | 1 i-|0
1 0 0 1

We use this crucial property of ® in our protocol.

The prover sends the coefficients A, B € For to the verifier. The verifier responds by
sending random challenges 4§, ..., i%_; € [2P] back, one for each tree. The prover returns
the PPRF keys KZ-J*_ for the trees Tz, and Ty, (and the corresponding pre-trees) for each
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Chapter 5 VOLE-in-the-Head Signatures from SBC

J € [7] to the verifier.
As explained in Section 5.4.3, this corresponds to the verifier choosing an evaluation point

T-D—1
A* = Z b,
m=0

and obtaining the values Fy,(A*) and ﬁy(A*).
Equipped with this knowledge, the verifier can compute ®(A*) as

Fy(A%) Fy(A%) iy (A%) Fy(A%)
oA =a-| 1 7| o —la-| o vl 1
0 1 1 0

The verifier then checks whether ®(A*) = A + BA* and accepts or rejects accordingly.

Remark 5.2. The protocol accepts a wrong instance of vectors (¥/,¢') ¢ NSBCJu, 0] if
A* is a root of the polynomial

@ (A) - BA — A.

For (¥, ") ¢ NSBC|u, 0], ®(A) is a quadratic polynomial in A. Therefore, ® (A)—BA—A
has at most two roots. Since the evaluation point is chosen from a set of cardinality 277,
the probability of getting a false positive is bounded by 277,

5.4.5 Consistency Checks

In Section 5.4.4, we use two independent cGGM forests. One to derive 7 D sharings of &
and one to derive 7 D sharings of 3. Despite its simplicity, this approach has a very high
cost, since the need for opening two forests using a puncturable PRF doubles the amount
of data. In this section, we address this problem by implementing the same basic idea
while using a single cGGM forest, based on Z. This leads to a significant decrease in the
communication cost for the scheme but requires additional techniques.

As mentioned in Section 5.4.1, we can use the cGGM forest provided to share & to create
sharings of extra values, simply by applying a PRG to extend the size of individual leaves.
However, this creates two problems. First, every tree induces sharings of random values,
thus offsets are required to set the sharings to the desired value. As a consequence, each of
the 7 cGGM trees created to share & can be made to share ¢ by providing a corresponding
offset value. Since the communication costs for these offsets are much lower than for an
extra cGGM forest, this is worthwhile in terms of signature size.

The second problem is more subtle and harder to fix. By providing an offset for ¢, we can
make sure that each of the 7 cGGM trees provides D sharings of a value 3;. However,
nothing guarantees, from the verifier’s viewpoint, that all these values are identical. This
could be exploited by a cheating prover to boost the cheating probability. To remedy this,
we need to add a consistency check that lets the verifier check that all the ¢; for i € [7]
are really equal. This idea of performing a (probabilistic) consistency check is known as
the SoftSpokenOT technique [Roy22|. In our case, it can be somewhat simplified, and we
now describe our version in detail.

For the purpose of realizing the equality testing, we extend each leaf in the cGGM forest
created to share Z in order to produce additional sharings of two additional elements: the

56



5.4 VOLE Identification Protocol Based on SBC

second secret value i and an extra element z from F,.. Since ¢ is fixed, one offset is
required for each of the 7 trees. For z, since a random element is requested, it is tempting
to assume that no offsets are needed. However, to prove equality between sharings of i,
we also need the sharings of z to be equal across the trees. As a consequence, we can only
skip the offset corresponding to z for the first of the cGGM trees in the family.

More precisely, from each leaf fglﬂ € (Fy)" 2, the prover derives the shares gjgzﬂ e (Fqy)™ 2
and z;ll € Fyr for each (i, ) € [2P] x [r], using the random oracle H. To commit to the
family of 7 subtrees, the prover sends the offset values o7, € (FQ)"_2 and 9., € For such
that

1 2P-1
gjﬂzﬂ + 0y, and z; = Z zj[[’]] + 9, for j € [7], (5.2)
i=0

2
Yj =

M7

Il
o

)

to the verifier. Note that we set d,, to 0 and do not send this value.

After the prover has committed to the cGGM trees, the verifier computes a random vector
ie (IF‘Qk)"_2 and sends it to the prover. The goal of [i is to provide an efficient check that
the pairs (7}, z;) are equal among the rounds. Since i is selected randomly and not under
the control of the prover, it suffices to check that z; + fi - 7/; is constant across the rounds.

Remark 5.3. Note that the goal of z is to act as a one-time-pad to hide the value [ - ¥
which would, if revealed, leak information about the secret /.

The equality check we use relies on the following lemma.

Lemma 5.4. Let 7,5/ € (F2)" 2 and 2,2/ € Fo. with (7,2) # (¢/,2') and let ji <
(Fp)" 2. Then Pr {z +ip-y=24+p- y_;} < 27% where the probability is on the choice of

—

ii.
Proof. Since (i, 2) # (i, 2'), we have:

oy, zo2) #(0,0).
To analyze the probability Pr [z +p-y=2+p- y_q, we consider two cases:

1. Assume i ® gj’ = 05 # 0. In this situation, the probabilistic event occurs when
0y - i = z @ 2. Equivalently, ji belongs to a given affine hyperplane orthogonal to
67, which occurs with (conditional) probability 27.

2. Assume § =1 and z # 2/, thus z + ji-§ # ' + i - /. In this case, the (conditional)
probability is 0.

The statement follows by combining both cases. O

We now go back to the construction of the VOLE for i and z. A priori, the verifier is not
sure that ¢ and z are equal in all trees, and the construction from Section 5.4.3 cannot
be used without precaution. However, all the binary sharings derived from an individual
tree correspond to equal values (¥, z;), where j € [7] denotes the index of the tree in its
family. Thus, the prover can compute a VOLE instance (with smaller evaluation domain)
for (yj,2;) for each j € [r]. More precisely, after folding, each tree provides D binary
sharings:

(g][[o]]i,zj[m]]i) @ (ggl]]iyzj[[l]]i> @ (8g,,02,) = (75, %)-

o7



Chapter 5 VOLE-in-the-Head Signatures from SBC

As in Section 5.4.4, for each value (i, j) € [D] x [7] the prover defines a linear polynomial:
0]+ ; -
Fig®) = (7, 210) +b- (55, %)

We have grouped ¢; and z; in the above polynomial for compactness. However, by abuse
of notation and for the sake of convenience, we might refer to it as a polynomial in %; or
zj alone. We continue as in Section 5.4.4, and combine the D polynomials in ¢; and z;
together. This defines a polynomial:

—

F( Z D j+i fz,j ,] Z ap j4iq ( [[0]] ) (gjvzj)a

=0

where A; = Zi’;f)l ap j+i bij. As before, we can write this as
FO(D)) = A9 +2;- (5, 2), (5.3)

where the coefficient ffgjz = FZSJZ)(O) is given by the evaluation at 0.

To implement the test provided by Lemma 5.4, we combine ji with Equation (5.3) and
find:

FO(A) - (1) = AZ (1) + 855, %) (71)
= A (1) + Aglz + G )

To understand the goal of the protocol, let us first assume that y; and z; are equal
across trees. Then the coefficient in front of A; is the same for all values of j € [7]. Asa
consequence, we ask that the prover computes and transmits this coefficient b = z+4- i €
Fyr, where ¢ and z denote the (putative) common values across trees. The prover also

computes and transmits the coefficients a() = A(] ) - (fi,1) € Fyx for all j € [7].

As usual, the verifier sends the challenges i} € [2 ] for each subtree T} and obtains the
corresponding punctured key from the prover, thus learning the evaluations F’yz) (A;‘ ) for
each of the 7 trees. Let us remark that if ¢; and z; are equal across trees, then we can

add these evaluations and obtain:

|
—

T T*l
AN = ﬁ;,Q(A;) = F,.(0) + A (7, 2), where A* =" A%
0 A

<.
Il

In particular, the verifier learns ﬁy(A*) and also Fy(A*) (from the correlated part of the
family of trees).
Thus, as in the simplified version of Section 5.4.4, the verifier computes

Fo(AY) Fy(A") Fy(A%) Fy(AY)
oA =a- | 1 7| o —la-| o 7| 1 :
0 1 1 0

checks whether it is equal to A + BA* and accepts or rejects accordingly.
If we no longer assume equality across trees, the verifier has to perform a little extra
work. Namely, after obtaining each partial evaluation F_’;SJZ)(A;K), the verifier computes
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5.4 VOLE Identification Protocol Based on SBC

F;S]Z) (AX) - (f,1) and checks that the value is equal to al?) + bAY. If any of these checks
fail, the verifier rejects. If all checks succeed, the verifier continues with the computation
described in the case of equality, computing and checking ®(A*). The following theorem
states that this provides a sound protocol.

Theorem 5.5. The soundness error of the NSBC identification scheme described above
using N = 2P parties and 7 rounds is bounded by 7227 4 217D,

Proof. Consider a prover who does not share the same value for (7, z) in every round. The
values (¥, z;) can be partitioned into at most 7 distinct subsets. In particular, we have
that

{@o:20); -+ (Fr—1,20-1)} = SOU.. . USEY, (5.4)

where s < 7. For any fixed index j € [s], we have that (¥i,,z,) = (¥i,,z2i,) for all
(Tig» 2ig)s iy s 2iy) € SU) by definition. Moreover, for any jo, j1 € [s] with jo # j1, we have
that SU0) 0 §U1) = ¢.

From Lemma 5.4 and the union bound, we know that

Pr[EIi # 3@, 2) € SO, (F5,z) € SV and 2 + G - i = 2 +gj-ﬁ] <7227k,

This bad event provides the term 7227% in the soundness error.

We now assume that the bad event has not occurred and without loss of generality, we
consider that the reference value is (7o, z9) € S(©) and that during the protocol the prover
sends the value b = 2y + 4y - fi. Since we excluded the above bad event, we know that
zj +§j - ji # b for all (§j,2;) € SO, where i € {1,...,s— 1}.

Consider a subtree Tj for j € [r] with (a\),b)) # (al9) b). For this index, we see that
a9 4 bA; = 2z + i - F’;Sj)(Aj) for at most one value Aj;. Indeed, the affine function

a9 +bA; — zj — fi- ﬁé])(Aj) is non zero and thus has at most one root.

In order for the verifier to validate the equality testing for this index j, a cheating prover
must guess the evaluation point A; in advance and provide a corresponding al). We
denote the subset of [7] containing the indices j with z; + ;- I # b as Ipaq. In particular,

Ihaa = {Jj € [T]l2j + 4 - i # b} .

Since each set of possible evaluation points for the partial VOLE evaluation of any single
tree contains 2P points, the probability for the prover to correctly guess all evaluation
points for Ip.q is:

Pr[Prover guesses all A; for j € Ipag] = 2~ Drllbadl,

If the prover guesses correctly, we can treat all the A; for j € I;,,q as constant values. As
a consequence, the linear polynomials that are constructed in this situation only depend
on the remaining indices Igo0d = [7] \ Ibad- More precisely, everything can be expressed
in terms of the variable:

A= Y A

jEIgood

In particular, we can view ® as a polynomial in A,. Furthermore, we can see that ®(A,)
is an affine polynomial if and only if (7', %;) € NSBCJ[u, 9] for #' = (#,1,0), i, = (¥,,0,1).
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Chapter 5 VOLE-in-the-Head Signatures from SBC

As a consequence, for a cheating prover that does not know a solution to the NSBC
instance, we know that ®(A,) is a non-zero polynomial of degree 2. Thus, the linearity
check on ® can only work at two exceptional points (coming from a quadratic equation).
Thus, the probability that this test succeeds for a cheating prover is upper bounded by

m = 217 Plsoodl | Since 7 = |Igooa|+|Ibaa| and since the equality test for I,q and
the linearity test for Iyo0q are independent, the overall success probability of both is upper

bounded by:
2_D'|Ibad| . 21_D'|Igood‘ — 21_T'D.

Adding this to the probability of the bad event described earlier, we conclude that the
soundness error of the identification scheme is bounded by:

7—2 2—k‘ + 21—7’D

5.5 Detailed Description of the ldentification Scheme

For completeness, we now provide a detailed description of our five-round identification
protocol between the prover P and the honest verifier V. This protocol uses six algorithmic
sub-routines, executed in alternation by the prover and the verifier. These algorithms are:
Commitment, First Challenge, First Response, Second Challenge, Second Response, and
Verification.

The main cryptographic tool that we use is the correlated GGM forest from Section 5.4.1.
In this section, we base the construction on a random oracle Ho with output size .
Following the state of the art, we use a salt of size 2\ bits and also do full domain
separation, providing a tree number and a node position to derive the left child of each
node using Hq. In particular, the left child of a node in tree j (where j = pre or j € [7])
at position pos = (Level, index) is derived as

Ho (salt || 7 || pos || node value) .

The right child is obtained by XORing the left child and the parent. At the level of the
leaf, we also use a random oracle (with proper domain separation) to derive additional
shares for § and z as well as a commitment value. To prevent the attack from [KLS25],
we use explicit commitments to the tree of size 2\ bits. However, we propose a new
MinMax technique to commit to the cGGM forest in Section 5.7.1 to reduce the signature
size compared to the basic version. With our choice of security parameters, we need to
generate 5\ + 1 additional bits for each leaf. The commitment algorithm is shown in
Figure 5.3. Figures 5.4 and 5.5 present the first challenge and response, while Figures 5.6
and 5.7 detail the second challenge and response. The verification algorithm is given in
Figure 5.8.

5.6 Signature Scheme

We can now proceed to transform the identification protocol from Section 5.5 into a
signature scheme by using the Fiat-Shamir transform [FS87]. As is Chapter 4, the public
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Standard commitment

1. Sample Rz < (F2)" % and a random salt <—g {0,1}?* for the cGGM tree
derivation
2. Compute pre-tree: (:E[[Oﬂ, cee f[[QT_l]]> + cGGMg,(Rz, Rz ® &,27)

3. Fold pre-tree: (:E’[[O]]j,f[[lﬂj) < Folding (f[[()]]’ L f[[T—l]])
4. For j € [7]:
o Get Tree Tj: ( M, ... _’[[2 _1]]) <+ cGGMgyt (fﬂ%@f{[ﬂbj 2D)

JE[7]

Ly
o Expand 7; and get (_go]]’ L 7g£2’3 1]]) (zj[[oﬂ,...,szDflﬂ) and
(comj o7, ... ,comj[[zD_l]]>
o Compute X; + EB?Z; ! com; [l
o Fold Tree T}:

B (qﬂo}]l’_)glﬂl)ze[D] “ Foldmg( ”,'--TEQD 1ﬂ)

= (%, A )ZE[ ]<—Fo|dmg(*H,...,gjﬂ2D )
— (zj[[oﬂi,zj[[lﬂi)iem] < Folding (zj[[oﬂ, o 723,[[21371]])
- (comj[[oﬂi,comj[[lﬂi)iew] < Folding (comjﬂoﬂ, . ,comj[[QD_l]])

o Let z < 7[00 @ zIto
o Compute offsets:

— by - JOF —'[[0]}0 ggl]]o
— 0y, 2@ ZJMO @ 2;11o

ipeixin )J'EW)
6. Send hcom, <6gj)je[ﬂ , (5217.)].6[7_}* ) (Xj)je[r} and salt to the verifier

5. Compute hcom < Hs (salt, (comj[[oﬂi, comj[[l]]i)

Figure 5.3: Commitment algorithm of the VOLE identification protocol for NSBC.

First challenge

1. Sample i < (For)" 2
2. For m € [1 - D]: Sample a, g Fox

3. Send ji, (ai)ie[T_D] to the prover

Figure 5.4: First Challenge algorithm of the VOLE identification protocol for NSBC.
key is given by the two vectors @, v € (Fqk)n, while the secret key consists of 7, 7 € (IFq)’%2
with (#, ') € NSBC[u, ¥] for ¥ .= (#,1,0) and ¥ = (¥,0,1).

5.6.1 Removing the Interactivity of the Protocol

In the signature scheme, all algorithms of the prover and verifier from the identification
scheme except the final verification are executed by the signer. Only the final verification
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First Response
1)-D—1 0],
1 AFZ,‘ — Z z]—;g ‘g ]] l
D:D-1 fol; |
2. Ap, « YI- zjﬂjD il
Ap, Y F, AR,
3 A« |u-| 1 vl 0 —la-{ 0 U 1
0 1 1 0
4. B+ (v 0 -1 +|u- 1 v- |0
1 0 0 1
Ap, z ¥
—|u 0 v |1 — | v 1 i- 10
1 0 0 1
5. Compute b+ z+ 4 - il
6. For j € [7]
o Compute A ) S f;ll))D ! —»j[[O}]lal and A ) Z(Hl j[[oﬂiaz‘
« Compute al/ ) — A( 7 + A(j) [
7. Send A, B, (a(j)) ~_and b to the verifier
Jelr]

Figure 5.5: First Response algorithm of the VOLE identification protocol for NSBC.

Second Challenge

1. Sample (i;)je[r] <3 [2P]7 and send it to the prover

Figure 5.6: Second Challenge algorithm of the VOLE identification protocol for NSBC.

Second Response

1. Compute the pre-challenge i < ZJT-;& 133/ 2D—1]2J
2. Compute the pre-tree PPRF key K
3. Compute the (truncated) PPRF key Kig,...,ii,l of the second layer trees

4. Send (Ki;vKiS,---vii,l) to the verifier

Figure 5.7: Second Response algorithm of the VOLE identification protocol for NSBC.

is performed by the verifier.

Using the five-round Fiat-Shamir transform, we simply replace the first and second chal-
lenge by using hash values based on two random oracles Hg, H1 with output size 2\ bits
each. These values are expanded using pseudorandom generators PRGy and PRG; to
obtain values in the respective challenge spaces. Given a message msg € {0, 1}*, we derive
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Verification

1. Recompute, expand and fold all trees (with one missing leaf each) using
(KZ';, KiSv-~~:i171) and salt

2. For (i,7) € [D] x [7], let b; ; denote the known position of the respective hyper-
cube binary sharing

3. For (i,j) € [D] x [r]: Compute com;I'~bisli + X; @ comlbisl:
4. 0, <0
5. For j € [7]:
+ Compute A} + Z(T;%D_l bijo
« Compute F(J) (A*) — ZEJ—SIDD 105 (—»[[bz 4l 1 b ,]6y3>
« Compute ZU) ( ) ZZH]'II))D ! (Zj[[bzﬂ]]z + bi,jdz]-)
e o) «— 70) (A;k> @F@SJ)(A;“»)- 7D DAY
6. A* ¢ S TTJA
7. Fo(A%) ZTD G L
S F(A%) e S AP
9. Compute ®(A*) as
Fi (A7) Ey (A7) y(A%) Fi (A7)
| 1 7| o —la-| o 7| 1
0 1 1 0
10. A"+ ®(A
/ 0] 1] .
11. Compute A, < H3 (salt, (com , COm;j )(i7j)E[D]X[T] , (Xﬂ)je[‘r})
12. If ALy = heom, A = A’ and (aU ))]E[T] (a (j)/)je[ﬂ output ACCEPT, otherwise

output REJECT

Figure 5.8: Verification algorithm of the VOLE identification protocol for NSBC.

the first hash as
ho <~ HO <m5ga hcoma Saltv (5371' ) 6Zj)j€[7] ’ (Xj)jE[T])

and expand it into 7 and («;) iclr-D] using PRGg. We also assume that Hg takes additional
context, for example the public key pk, as input. By doing that, any forgery attempt is
tied to a specific user. To simplify the notation, we do not specifically write this in every
input.

Note that neither hg nor the derived fi and (ai)ie[T, p) Deed to be sent as part of the

signature since they can be recomputed from values that are later sent as part of the

signature anyway by using Hy and PRGy.

To derive the second challenge, we continue hashing, including now A, B, (a(j)) ] and
JEIT

b into a hash h; from which we obtain the second challenge (i;’f)je[ﬂ using PRG;. This

also permits additional reduction of the signature size. Indeed, since A and (a(j)> el are
JE|T

recomputed during the verification phase, they do not need to be sent. Instead, sending
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(and verifying) the hash h; is sufficient. We provide pseudocode of the algorithms for
the VOLEitH SBC signature scheme below. The signing algorithm is given in Figure 5.9,
while the verification algorithm is given in Figure 5.10.

5.6.2 Signature Size

As mentioned in Section 4.5, we need the bitsize of the elements of F . to be at least 2A
to avoid generic attacks based on collision finding. Therefore, since n =~ %, the bitsize of
the elements of (F,)" ? is A. The signature consists of the following elements:

e One hash value corresponding to the global commitment of size 2.

e One salt of size 2.

o The punctured key of the correlated GGM forest of size A7 log(N).

» The coefficient B € F .

o The coefficient b = zo + 4o - i € Fr.

o The offset values dg,,...,05_, € (Fg)" 2 and 6z,,...,6., , € Fu.

o Explicit tree commitment!: the XORs (Xj)je[r] of the commitment values of
each tree of size 7 - 2.

The total communication cost in bits of the protocol is therefore

size > AT1og(N) +T7A+27 A+ (7 — 1)2X 42X + 2X + 2\ + 2\
= Arlog(N) + 57X + 6\
~ A+ 5TA+ T

The final approximate size depends on the exact value of 7log(N). We need 7log(N) > A
and take 7log(N) ~ A + 1, as far as factorization of numbers close to A + 1 permits.
From Theorem 5.5, we know that the total soundness error of the identification protocol
we use is bounded by

7227k ol=mD, (5.5)

In general, for a signature scheme based on the Fiat-Shamir transformation of a 5 round
protocol, the cost of forgery is given by the Kales and Zaverucha formula, based on their
attack from [KZ20]:

— 3 1 T2
o= i s
where p denotes the false positive probability of the underlying identification scheme.

In our case, the false positive probability, in the sense of Kales and Zaverucha, is p = 727"
from Lemma 5.4. Since this is extremely small compared to the desired security level, the
Kales and Zaverucha attack does not apply in our case. In fact, our proof of Theorem 5.5
uses a union bound argument to prevent any false positive from happening, and the same
proof directly shows the security level of our signature scheme in the random oracle model.
Consider the security level of A = 128 bits and the parameters ¢ = 2,k = 257 and n = 130.
For these parameters, the values for D and 7, including the respective signature sizes, are

Tn Section 5.7.1, we introduce a technique to remove this explicit commitment to shorten the signature.
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Inputs: Secret key sk = (Z, ¢), public key pk = (4, ¥) and a message msg € {0,1}*
1. Sample Rz < (F2)" % and salt < {0,1}2* for the cGGM tree derivation
2. Compute pre-tree: (:E'HO]] e :E[[y_l]]) <+ cGGMg,k(Rz, Rz ® Z,27)
3. Fold pre-tree: (fﬂoﬂj,fﬂlﬂj) ¢ Folding (fﬂoﬂ, o ff@“lﬂ)

JelT]
4. For j € []:
o Get Tree Ty (717, #8771 & cGGMyy (#1007, 70105 2P)
o Expand 7; and get (gj'j[[oﬂ, Y "gZD lﬂ), (Zj[[o]]’ .. ,zj[[QD—lﬂ) and
(COHlj[[O]]7 e 7COIl’lj[[2D_1]]>
D_ .
o Compute X; < EB?:O ! com,; i1
o Fold Tree T}:

- (*E-““Z,*El“l)zem] « Folding (21, ... #*" 1)

B (—'[[Uﬂz g’[[lﬂ )ze[ ]<— FoIdmg("[[O]],..-,g?D 1]])

] ’9]

B (Zj[[oﬂiv Z][[ ]]l)ZE[D] — Foldlng (2,’]'[[0}]7 . 7zj[[2D_1]])
- (comj[[oﬂi,comj[[l]]i)ie[[)] + Folding (comj[[oﬂ, . ,Comj[[2D71]])

o Let z < 2[00 @ z[lo
« Compute offsets 6* —UBY "'[[OHO gj’j[[l]]o and 0z, < 2 & Zj[[O]]o ® Zj[[lﬂo

5. Compute hcom < Hs (salt, (comj[[oﬂi,comj[[l]]i)( yelDix(r] (Xj)je[f})
2,7 T

. ho +— Hp (mng hcom, salt, (5ﬂj752j)j€[T] ’ (Xj)jE[T]>

6
7. (ﬁ’ (am)mE[T~D]) — PRGD(hO)
8

. Compute XFE — Y7 ZEJJJADD 1 ﬁgo]]zal

e 1)-D—1 J0];
9. Compute Af, < Z ZEJJ;D *g Ji «;
10. Compute the Coefﬁments A and B of ® as in the First Response algorithm
11. Compute b < z+ ¢ - ji

12. For j € [7]:
o Compute A ZZJJ;IDD ! gjﬂoﬂ’a and A( — ZOH zj[[oﬂiai
o Compute a(J) — A( ) + A( 7

13. hy  Hy (msg, hoom, salt, (5gj,5zj)jem o, A B, (a0) ,b)
14. (Z;)]G[T] — PRGl(hl)

15. Compute the pre-challenge iy = ZJT-;& 135/ 2D=1] . 2

16. Compute the pre-tree PPRF key Kj: and the PPRF key Ky -

Yr—1

17. Output o <h1,sa|t, (5y~j)j€m : (52],)3,6[7}* JBb, Kis, Kis e, (Xj)jem)

Figure 5.9: Signing algorithm of the SBCy/oLg signature scheme.
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—»

Inputs: Public key pk = (@, ¥), a message msg € {0,1}* and a signature
- (hl’ salt, (35;) gy (95 ) e o0 Ky Bt (Xj)jem>

1. (Zj)jG[T] — PRGl(hl)
2. Recompute, expand and fold all trees (with one missing leaf each) using
K« K%, S and salt

3. For (i,7) € [D] x[r], let b; ; denote the known position of the respective hypercube
binary sharings

4. For (i, ) € [D] x [7]: Compute com;l' "l < X; & com;lPral:
.[0]: 1 .
5. Compute Al <+ Hs <Sa|t, (Comg , COINy )(i,j)E[D]X[T] ) (Xj)je[ﬂ)
6. 0, <0
7. h6 «— Ho <m5g7 hi:oma salt, (5§’j75zj>je[7_] ) (Xj)je[r]>
8. (fi. (um)mefr-p)) + PRGo(hp)
9. For j € [7]:
o Compute A* — ZZJJ;%D ! bi o

Compute Fé 2 ( ) lJngDD Yoy (_{b”ﬂl +b; ,35%)

Compute Z) (A;‘) «— > J_ngl))D ! (zj[[bwﬂz + bi,j5zj)
. o) — 70 (A;) @ B (A%) - i @ DA

10. A* — Z;_é A%

11. Fy(A*) « ZTD 1 *Q[f;’"]]

12, () e S By
13. Compute <I>(A*) as

Fy(A) Fy(A") ,(A) Fy(A)
i 1 7| o —li-| o vl o1
0 1 1 0

14. A" + ®(A*) — BA*

/ / . / ! (g)
15. b} + Hy <msg, Peoms Salt, (%ﬁ(szj)je[ﬂ yho, A, B, (a )je[r] ,b>
16. If b} = hy output ACCEPT, otherwise output REJECT

Figure 5.10: Verification algorithm of the SBCyoLg signature scheme.

displayed in Table 5.1. We note that, unlike in the standard MPCitH SBC scheme from
Chapter 4, using (D,7) = (16,8) and (D,7) = (8,16) does not yield a signature with
128 bits security level, since Equation (5.5) yields a security parameter smaller than 127
bits for these cases. This one bit gap comes from the fact that the evaluation point of the
quadratic polynomial is selected from a smaller set of values. For this reason, the potential
existence of two roots boosts the probability of a cheating prover by a factor of two.

Public key size. The public key of the SBC scheme consists of a seed seed, of size A
and a finite field element in F x, using the key generation described in Section 3.3.2. From
the seed, we can derive the values of ¥ and vy, ...,v,_9 using a PRG, while the element
vn-1 € F i is sent separately. Therefore, the public key size is 3\ bits. For A = 128, this
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| D[ 7 [ AM+57A+7)A] [sgn| |
9 [15 3360 B 3458 B
10 | 13 3200 B 3218 B
11 | 12 3120 B 3170 B
1211 3040 B 3090 B
13 ] 10 2960 B 2978 B
15] 9 2880 B 2978 B

Table 5.1: SBCyorg signature size for N = 2P parties and 7 rounds with parameters
q =2,k =257 and n = 130 for the security parameter A = 128 bits.

yields a public key size of 48 bytes.

5.6.3 Proof of Existential Unforgeability

In this section, we provide a proof for existential unforgeability against chosen message
attacks (EUF-CMA) of the VOLEitH SBC signature scheme from Section 5.6. The adver-
sary, given a public key pk = (@, ¥), is allowed to query a signing oracle to sign messages
of its choice. The goal of the adversary is to generate a valid message-signature pair
(msg, o), with the restriction that msg was not queried before. In the security analysis, we
also use the notion of existential unforgeability against key-only attacks (EUF-KO), where
the adversary only has access to the public key. The formal definitions of these standard
cryptographic notions are given in Section 2.2.6.

The security analysis for our scheme is based on the following assumptions:

e« Hardness of SBC. We assume that solving the given SBC instance is hard. In
particular, any adversary A, given as input a random SBC instance (4, ¥) and run-
ning in time ¢, outputs a valid solution (&, %) € SBC[#, ¥] with probability at most
espc. Here, egpe and ¢ implicitly depend on the security parameter .

e The Random Oracle Model. The hash functions used in the protocol are assumed
to be random oracles.

e Secure pseudorandomness. We assume that the PRGs used in the protocol are
(t,epra)-secure.

Theorem 5.6. Consider the NSBC signature scheme described in Section 5.6.1. Assume
that the PRGs used are (t,epra)-secure and that any adversary running in time ¢ has
an advantage of at most eggc against the SBC problem. Assume that Hg, Hi, Ho, Hs are
random oracles. Let A be an adversary against the EUF-CMA security of the signature
scheme, which has a running time ¢ and makes ¢; queries to H; for i € {0,1,2,3} and g
queries to the signing oracle. Then, the advantage of A in the EUF-CMA game is upper
bounded by
EUF-cma _ 4Q°
Advz < Z2x T E€PRG T EsBC +(t),

where Q = qo + q1 + g2 + g3 + N4 - g5 is the total number of random oracle queries. Here,
Ny = 37-2P 4271 97 is the number of random oracle queries per signature computation
and € :== 7227% + 277D is the soundness error of the SBC protocol from Theorem 5.5.
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Proof. This proof is an adaptation of the EUF-CMA proof of the Banquet signature
scheme [BDK*21] and follows the standard hybrid argument proof technique used in
MPCitH signature schemes like [BFR24, FJR22, Bui24].

First, we consider the EUF-KO game and upper-bound the advantage of the adversary
in this game. For simplicity, we assume that the public key and the output from the
PRGs are truly random values, instead of being pseudorandomly generated. Later in the
proof, we account for the pseudorandomness in the real signature scheme by relaxing this
assumption.

EUF-KO security.(AdviUF'Ko) Assume an adversary A with running time ¢ wins the
EUF-KO security game with probability egyr.ko. We use A to construct a reduction R
that solves the SBC problem in time ¢ with probability eggc. This reduction R, given
the public key (u, %), interacts with A by simulating the EUF-KO game. For any hash
query by A, the reduction samples a random value and returns it as a response. For the
whole interaction, R keeps a list Q@ of all random oracle queries ¢ and a list L with the
corresponding answers h. Given a fresh query ¢ € 9, R samples a random value h. If
h € L, R aborts, otherwise, h is added to L. Moreover, for each query to H; of the form

hy < Hi1 <msg, heom, salt, (5@,5%)].6[7} ,ho, A, B, (a(j)>j€[T] ,b> ’

R also adds hg and heom to L. It follows that

max |L| (90 +3q1 + g2 + q3) < 3¢3,

Pr[R aborts] < gy - o = W 523 < a0

(5.6)

where ¢z = qo + q1 + q2 + g3.
During the interaction, R also keeps track of a list Lcang of the candidate witnesses that
can be derived from the queries of A to Hs and Hs.

In particular, from the internal nodes of the cGGM tree derivation of the form

Ho (salt || 7 || pos || node value),

[

we can derive the leaf values i"j . From these shares, R can also derive ggi]] and add

7 = Zfi‘ol :E'giﬂ to Leand- After receiving a valid (msg,o)-pair from A, the reduction
checks if there is a candidate witness in Lcang such that (7,%) € SBC[u, ¢], where § =
SN gglﬂ + dg,. If this is the case, then R returns (7, %), otherwise R returns L.

By the union bound, we have that

Pr[A wins] = Pr[A wins A R aborts] + Pr[.A wins A R returns |
+ Pr[A wins A R returns (Z, )]
< Pr[R aborts] + Pr[A wins | R returns L] + Pr[R returns (Z, %)].

By (5.6) and the assumed hardness of SBC, this yields

3 2
AdvEUFKO < ;T?; + Pr[A wins | R returns L] + espc.

Next, we analyze the conditional probability Pr[A wins | R returns L]. If R returns L,
this means that there is no solution to the SBC problem that is obtained from the internal
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queries to Ho in the cGGM construction by the adversary. If no such queries exist,
the adversary can only output a valid signature if all consistency checks verify and the
evaluation point A* is a root of the degree 2 polynomial ®(A) — BA — A. As seen in the
proof of Theorem 5.5, this probability is at most ¢ = 7227% 4 277D In total, we can
therefore bound the advantage of A in the existential unforgeability game against key-only
attacks by

2
AdvEUFKO < ?;q% + £(t) + esBe-

We use a sequence of modified games, based on the reduction R above, to upper-bound the
advantage of the adversary in the EUF-CMA game and use egame; to denote the probability
that R outputs a solution (Z, %) € SBC|u, 9] in game 1.

Game 1. In this game, the reduction also answers signature queries from A by using
the signing oracle O(sk, pk). For each signing query, the reduction uses the same method
as before to answer the hash queries, while the signature is computed as in the signing
algorithm described in Figure 5.9. The total number of random oracle queries during the
interaction is therefore Q) = qo + ¢1 + ¢2 + g3 + Ny - @5, where the total number of hash
queries per signing query is Ny = 37 - 2P + 271 — 27 (one query to Hop and H; each,
27+1 _ 2 queries to Hs in the pre-tree computation, 2°+! — 2 queries to H, for each of the
7 second layer trees and 7 - 2P for the commitment values). Assume that an adversary A
with running time ¢ wins the EUF-CMA security game with probability egyr.cma. By doing
the same union bound argument as in the key-only game, we obtain the upper bound

2
AdvEUF-EMA < 32% + £(t) + £Game, - (5.7)
Game 2. We modify the first game. Upon answering signature queries, the signing oracle
O(sk, pk) is replaced by a simulator S(pk), which does not have the secret key sk as input.
This simulator behaves similar to the one used for the MPCitH protocol from Theorem 4.1,
with some adaptations for the new VOLEitH based protocol. In particular, during the
interaction, R saves a list Lg,; of all salt values used in random oracle queries of the form

tho, A, B, (a¥)

hi +— Hi (msg,hcom,salt, (5gj,5zj)j ielr

, b> and
Sk ]

ho <« Ho (msg7 hcom, salt, (6gj’5zj)j€[7'] ) (Xj)jg[T]> .

First, the simulator picks random values for salt and Rz and aborts if the salt was used
in a previous cGGM tree construction for a signature. This way, if S does not abort, we
can view the shares of ¥ generated by the tree as random values, since they come from a
new cGGM forest. Since the simulator S knows the challenges in advance, it can generate
a signature with perfect distribution without knowing sk.

In particular, & picks random values hg, h; for the random oracle outputs of Hg and
H1 in advance, instead of computing them during the signing process. In the signing
algorithm from Figure 5.9, the output of Hy is set to hg and the output of H; is set to
hi. Using the PRGs, these values are expanded to obtain the challenges (i, (am)me[r.p])
and (i7)efr)- The simulator then proceeds to derive the shares of ¥ and ¥ as in the

original signing algorithm, with the difference that £ and the offset values (6* are

yf‘>jem
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picked at random. Therefore, ¥ and the derived § = Ef\i_ol ﬂgiﬂ + 4z, solve the SBC

problem only with negligible probability. The simulator can then use the Verification

algorithm to compute the expected values of A, B, b and (6Zj) — Using this simulator,
JelT]*

the shares revealed in the signature are uniformly distributed under the condition that
O(A*) = A+ BA*, i.e., they have the same distribution as the shares obtained from an
honest signature execution. If the algorithms do not abort, the obtained signatures from
S(pk) and O(sk, pk) are therefore identically distributed. Moreover, the probability that
the algorithms abort because a hash collision (in list L) was found is equal for both cases.
The simulator might also abort if there is a collision for salt +- {0, 1}?}, which occurs with
probability at most (q0+q1+2q22k+q3+qs)
and Game 2, we see that

per signing query. Therefore, by comparing Game 1

as(@o+a +a+a+a)  QF
|€Game2 — 5Game1|§ - 92X 5 < ﬁ (5.8)
From (5.7) and (5.8), we obtain
4 2
AdVEUFMA < egame, + % +e(b). (5.9)

Game 3. In this game, we replace the idealized true randomness generator from the pre-
vious games by the real PRGs used in the signature scheme. By assumption, each PRG
is (t,eprg)-indistinguishable from true randomness. Also, we pseudorandomly generate
the public key (u,?) based on a seed seedpy, as described in Section 5.6.2. Therefore,
this game represents the interaction of R with the real SBC signature scheme from Fig-
ure 5.9. The probability that R recovers the secret key (¥, %) € SBC|u, U] in Game 3 is
therefore egame; = €spc. Since we only changed the true randomness from Game 2 into
pseudorandomness, we have

‘5Gameg - 5Game2|§ EPRG- (5.10)

Finally, by combining (5.9) and (5.10), we obtain the claimed upper bounds as

4 2
AdvEIF-EMA < i% + epra + s +&(t).

5.7 Implementation and Performance

In this section, we provide the signature sizes and running times of the scheme based on
our C implementation, which is an adaptation of the artifact from [HJ24a]. The total
communication cost of the standard MPCitH SBC signature is A> + 167\ + 4\ bits, while
the communication cost of the VOLEitH version is A% + 57\ 4 7\ bits. As mentioned in
Section 5.3.3, we use AES as the internal cGGM forest derivation function for A = 128
in both implementations to improve the running time, which is a technique introduced
in [BCC™24b).

We compare our VOLEitH based scheme with the standard MPCitH signature scheme
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standard MPCitH SBC [HJ24a] SBCvoLE
D | T |sgn] Sign ‘ Verify |sgn] Sign ‘ Verify
time ‘ cycles ‘ time ‘ cycles time ‘ cycles ‘ time ‘ cycles

8 |16 || 5452 B | 0.77ms | 3.42 | 0.68 ms | 3.00 — — — — —

9 |15 5356 B | 0.90 ms | 3.97 | 0.81 ms | 3.55 3458 B | 2.41 ms 9.29 | 2.40 ms | 9.26
10 | 13| 4858 B | 1.29 ms | 4.54 | 1.21 ms | 4.14 3218 B | 1.58 ms 6.08 | 1.57 ms | 6.05
11 [ 12|/ 4681 B | 1.60 ms | 6.00 | 1.51 ms | 5.59 3170 B | 1.60 ms 6.17 | 1.59 ms | 6.12
12 | 11 || 4473 B | 2.25 ms | 8.61 | 2.15ms | 8.17 3090 B | 1.79 ms 6.88 | 1.77 ms | 6.82
13110 4232B | 347ms | 13.5 | 3.34ms | 12.9 2978 B | 2.21lms | 8.53 | 2.19ms | 8.43
151 9 || 4103B | 11.3ms | 43.9 | 10.9 ms | 42.6 2978 B 5.13 ms 19.8 5.0 ms 19.3
16| 8 ||3782B | 19.7ms | 77.6 | 192ms | 75.1 — — — — —

Table 5.2: Signature sizes and running times for A\ = 128 using N = 2P parties and 7
rounds with the parameters ¢ = 2, k = 257 and n = 130 for standard MPCitH
based SBC and SBCyorg using an AMD EPYC 9374F processor running at
3.85 GHz. The CPU clock cycles are given in millions of cycles (Mc).

for SBC from Chapter 4 in Table 5.2. We see that the case (D, 7) = (13,10) yields the
smallest signature size of 2978 bytes, which results in a decrease of the signature size of
~ 21% compared to the smallest signature size obtained by the standard MPCitH based
SBC signature scheme from Chapter 4, i.e., for (D, 7) = (16,8). The running time of the
smallest SBCyorg instance (D, 1) = (13,10) is reduced by 90% compared to the smallest
instance of the MPCitH version for (D,7) = (16,8). We also note that the SBCyorg
scheme for (D, 7) = (9,15) and (D, 7) = (15,9) is redundant since it is slower and larger
compared to the (13,10) version.

Remark 5.7 (Improving signature size with variable-sized trees). The main restriction
on finding good parameter choices is to find multiples of the desired number of trees, i.e.
of the value 7, slightly above 128. As seen in Table 5.2, this leads to very limited good
choices. We can improve the accessible range of parameters by allowing the second level
trees in the correlated forest to have variable sizes. For example, with 7 = 9, we could use
four trees of size 2'° and five of size 2'4. In this situation, the number of binary sharings
would be 130, i.e., the same as in the 7 = 10 case. This approach can potentially reduce
the signature sizes to the estimated value A\* + 57\ + 7\ given in Table 5.1.

5.7.1 Using MinMax Commitments to Improve the Signature Size

To reduce the communication cost of the signature scheme, we introduce an alternative
way to commit to the cGGM forest. In the basic version from Section 5.6, we expand each
leaf into a total of 5\ bits: A bits for shares of 7, 2\ bits for shares of z and 2\ bits for
the commitment values com; [,

In this section, we introduce an implicit commitment based on the hash values com; [,
which are pseudorandom values derived using a random oracle. This reduces the com-
munication cost of the signature scheme by 7 - 2\ bits, corresponding to the XOR values
(X;)je[r)- However, this method has an abort probability, which leads to a small (amor-
tized) increase of the expected running time of the signing algorithm. Note that this
technique is generically applicable to other MPCitH or VOLEitH signature schemes that
use GGM trees and is not tied to our SBC protocol.

For each subtree T}, we compute the maximum value among the hash values com; [ with
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respect to some fixed ordering (e.g. lexicographical ordering). In particular, let
Mi;nax < max {COIIlj M, . ,comj[pD_lﬂ }

for j in [r]. We denote the indices of these values by '™ € [2P] for j € [r]. Since
each commitment value is a pseudorandom value of 2\ bits, the maximum value in each
subtree Tj is unique for each j € [7] with overwhelming probability. Indeed, if there are
two distinct positions in a subtree with the same value, these correspond to a collision of
the hash function used to expand the leaves. This happens with negligible probability.
If the maximum value of a given subtree is not unique, we abort and restart the signing

process. In this new version, we replace the computation of the commitment hash with

heom < Hs (salt, (], Mi;naX,i?laX)je[T}7 <637j)j€[7] ) (521')]-6[7}*) :

After computing the challenges based on this hash as before, the signer obtains the indices
(i7)jer) using PRGy. If one of these challenge indices coincides with the index i'** of

a maximum value M;max in the corresponding subtree T}, the signer aborts and restarts
J

the signing process. By the union bound, the probability of this event is at most 7 - 2%.

Otherwise, the signer proceeds as before and sends the signature

o (hl,salt, (07) ey (921) sy B KK)

to the verifier. Note that, compared to the standard version, we do not need to send the
values (X j)je[r] in this version of the signature.

The verifier proceeds as before and also computes the maximum values among the hashes
in each subtree:

0]

Y . b
Mmax ¢ max {comj[[ yo e ., COIM; [ -1 ,com; [5+11 s .., COm; [2 1]]} .
J

Since i} # i for j € [r], the maximum values and their respective indices match the
ones computed by the signer. Therefore, the verifier can recompute

Rl < Hs (salt, (7, Mi/;_nax,i;ﬂax)jdw <5gj>j€[7] , (5Zj>j€[ﬂ*)

and proceed with the protocol as before.

This version of the signature uses a string of 27 bits to commit to the cGGM forest. In
the random oracle model, finding two trees with the same commitment string is virtually
impossible. In some sense, 27\ bits is even overkill for our purpose. Therefore, to improve
the signing speed, we can instead use the global maximum across all 7 subtrees as an
implicit commitment to the cGGM forest. In particular, we can compute

M™3*  «— max U {comj[[oﬂ,...,comj[[QD*”]}
Jj€lr]

and adapt the computation of the commitment hash accordingly:

heom — Hs3 <sa|t, M (527j>j€[7] ’ <6zj)j€[T]*> '
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This version has an abort probability of 2%. However, we only use a string of 2\ bits to
commit to the cGGM forest if we do that. To find a middle ground between these two
versions, we also include the global minimum into the commitment hash computation. In
particular, we compute

M™™  + min U {comj[[oﬂ,...,comj[[QD*lﬂ}
Jj€lr]

and compute the commitment hash as

heom < H3 (Salt’ M, M7, (5?7f>jem ’ (5Zj >je[ﬂ*> '

Similar to before, if one of the challenge indices (i}) e[y coincides with the index of the
minimum or with the index of the maximum or if the extrema are not unique, we abort.
In this version, the verifier recomputes the minimum and maximum values among the
commitment hashes as

M™® « min U U {comjﬂiﬂ}
Jelr] \i€2P\{i}}

M™* + max U U {comj[[i]]}

jelr] \iel2P)\(i5)

Since ¢} does not equal to the position of the minimum or maximum for j € [T], the
recomputed minimum and maximum value match the ones computed by the signer and
the verifier can proceed as before.

The abort probability of this version is upper bounded by 2% and we use a string of
size 4\ bits to commit to the cGGM forest. The signature size of this new version is
A2 + 37X + 7\ bits, compared to A2 + 57\ + 7\ bits for the basic version. We denote
the signature scheme with this MinMax commitment using the superscript SBCiy 5. We
provide a comparison of signature sizes and running times of this new version compared
to the basic version in Table 5.3. We provide the adapted pseudocode of our signature
scheme using the MinMax commitment. The signing algorithm is given in Figure 5.11,
while the verification algorithm is given in Figure 5.12.

5.7.2 Comparison with other VOLEitH Signature Schemes

In this section, we compare our SBC signature scheme with other post-quantum VOLEitH
based signatures from the literature. These include the NIST proposal using the security of
AES and the Even-Mansour AES variant (EM-AES) [BBB*24c]. The ReSolveD signature
scheme uses the Regular Syndrome Decoding (RSD) problem over Fy. The signature
scheme in [Bui24] is based on the Multivariate Quadratic (MQ) problem, while [BBGK24]
is based on the Permuted Kernel Problem (PKP). In [BFG'24a], the authors construct
signature schemes based on the RSD; problem (which is a variant of RSD) and MinRank.
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Parameters SBCvoLk SBCYo 1k

D T |sgn| ‘ Sign ‘ Verify |sgn| ‘ Pr[abort] ‘ Sign ‘ Verify
9 15 3458 B | 241 ms | 2.40ms || 2978 B | 0.39% 2.49 ms | 2.40 ms
10 13 3218 B | 1.58 ms | 1.57 ms || 2802 B 0.20% 1.61 ms | 1.57 ms
11 12 3170 B | 1.60 ms | 1.59 ms || 2786 B 0.10% 1.61 ms | 1.59 ms
12 11 3090 B | 1.79 ms | 1.77 ms || 2738 B 0.05 % 1.80 ms | 1.77 ms
13 10 2978 B | 221 ms | 2.19 ms || 2658 B 0.02% 2.22 ms | 2.19 ms
15 9 2978 B | 5.13 ms | 5.02ms || 2690 B 0.01% 5.14 ms | 5.02 ms

Table 5.3: Signature sizes and running times for A = 128 using N = 2 parties and 7
rounds with the parameters ¢ = 2, k = 257 and n = 130 for SBCvyorg and
SBCYM; i using an AMD EPYC 9374F processor running at 3.85 GHz. We
provide the average of the signing times for the SBC¥,; » version.

Scheme ‘ Assumption ‘ |pk| ‘ |sgn]| ‘
FAEST [BBB*24c] AES 32B | 5006 B
FAEST-EM [BBB*24c] EM-AES 32B | 4566 B
ReSolveD [CLY *24b] RSD over F2 | 96 B | 3916 B
VOLEitH from MQ [Bui24] MQ 38B | 3792 B
VOLEItH from PKP [BBGK24] PKP 102 B | 3686 B
Dual Support Decomposition in the Head [BFG™24a] RSDy 75 B | 2851 B
Dual Support Decomposition in the Head [BFG™24a] MinRank 73 B | 2813 B
Standard MPCitH SBC [HJ24a] SBC 48B | 3782 B
SBCvoLE SBC 48 B | 2978 B
SBCYoLe SBC 8B | 2658 B

Table 5.4: Size comparison of the SBCyorg signature with other schemes from the lit-
erature for the security level of A\ = 128 bits. For each scheme, we use the
smallest signature size for this security level that is specified in the respective
documentation.

74



5.7 Implementation and Performance

Inputs: Secret key sk = (Z, ¢), public key pk = (4, ¥) and a message msg € {0,1}*

1
2
3.
4

®° N oo

10.
11.
12.
13.
14.
15.

16.

17.
18.
19.
20.

21.

. Sample Ry < (F2)" 2 and salt <—g {0,1}2* for the cGGM tree derivation
. Compute pre-tree: (:E'HO]] e 5[27_1]0 +— cGGMg,k(Rz, Rz © Z,27)
Fold pre-tree: (fﬂoﬂf,f[[lﬂj)jem + Folding (f[[o]], ey :E'PT_IH)
. For j e [7]:
e Get Tree Tj: (*M, - ,:z;[?D‘lﬂ) < cGGMgt (f[mﬂj,;zﬂlﬂj, 2D>
o Expand 7; and get (gj'j[[oﬂ, Y "gZD 1}])7 (Zj[[o]]’ ... ,zj[[QD—lﬂ) and
(COHlj[[O]]7 . 7COIl’lj[[2D_1]]>
o Fold Tree T}:
—'llo]]z —‘[[lﬂz [[ ﬂ —"[[QD 1]]
( ' T >Z€H<—Fo|d|ng( s )
() PR 0] 2P -1]
(J Ui )ZE[]<—Fold|ng( oo U )
— (2100 .1 [o] [2P-1]
(z] ) Zj )ie[D] <+ Folding (zj yer s 2 )
o Let z ¢+ z[%0 @ 2o
+ Compute offsets oy, < 5@ ¢ _'HOHO gj’jﬂlﬂo and J; « z @ 2[00 g ;1o
M™n < min Ujerr] {com; IV .. ,comj[[zD’lﬂ}
M™* +— max Uje[,r]{comj[[oﬂ, . 7comj[pD’lﬂ}
If M™n or M™% are not unique: ABORT
heom + Hs (salt,M M, (@J.)jqﬂ , (5Zj)j€m*>

ho < Ho (msg, hcom, salt, ((5@7,54) )

Jelr]
(ﬁ? (am)mE[T~D]) — PRGD(hO)

Compute Ap, + ZT_I ,S]J;%D ! _'E[O]]’ a;

7 1)-D—1 o]
Compute Apy — Z ZEJJ; b _g I «;
Compute the coefﬁments A and B of ® as in the First Response algorithm
Compute b+ z+ - i

For j € [7]:
o Compute A J) — ZIJJ;IDD ! gﬂoﬂ’al and A( « Z(JH j[[O}]iai

e Compute a(]) — Agj + A%y) T

hy — Hy (msg, hoom salt, (5gj,5zj)jem ,ho, A, B, (am)jem ,b)
(45)jeir) < PRG1(h1) _

If there is an index j € [7] with ¢} =™ or 47 = ¢™**: ABORT
Compute the pre-challenge i), = ;;5 135/ 2D=1] . 2

Compute the pre-tree PPRF key Ki; and the PPRF key Kz(*) i*

-1

Output o « (hl,salt (5%)] crl’ (s, )jE[T]*,B,b, KK01>

Figure 5.11: Signing algorithm of the SBC<\/40LE signature scheme.
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—»

Inputs: Public key pk = (@, ¥), a message msg € {0,1}* and a signature
_ (hl,salt, (99.) gy (02) oo Bob K K 1)

1. (Z;)jem — PRGl(hl)
2. Recompute, expand and fold all trees (with one missing leaf each) using
K« Kq;, Lix_, and salt
3. Mmm < min Uje[r] (Uiepp]\{i;}{comj[[iﬂ })
4, Mmax <— max U]E [] (UZ€[2D}\{Z;F}{COHI]M] })
5. For (i, ) € [D] x[7], let b; ; denote the known position of the respective hypercube
binary sharings
/ min’ max’ .
0 Ticom ¢ Hs (salt’M M ’<5yj)jew’(52j>jem*)
7. 0, 0
8. h{, + Ho (msg, Rl salt, (5 5,2]) . ]>
9. (i, (am)melr-p)) < PRGo(hp)
10. For j € [7]:
+ Compute A} <+ E@;%D_l bi jou
o Compute ﬁ(j) ( ) — ZZ]TDD "oy (_)[[b”]l +b; J(Syj)
« Compute ZU) (A*) — > J_—EIDD Yo ( zlbisdi 4 b¢7j5zj)
. a0 70 (A;) FY(A3) - i @ bAS
11 A%« ST AY
12. Fyp(A") « yrletdlrlay,
13. Fy (A7) « $10) B (A%)
14. Compute ®(A*) as
Fu (A7) £y (A7) y(A%) Fu (A7)
- 1 v- 0 —|a- 0 v - 1
0 1 1 0
15. A" + ®(A*) —
/ / . / ! (.7)/
16 hl — Hl (msg, hcom? Salt, (6yj75zj>je[7_] 9 07A 7B7 (a )je[T] 7b>
17. If A} = hy output ACCEPT, otherwise output REJECT

Figure 5.12: Verification algorithm of the SBC{\//[OLE signature scheme.
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CHAPTER

Fherret: Proof of FHE Correct-and-Honest
Evaluation from MPCitH

This chapter is based on the preprint available on the cryptology ePrint archive [HJS25].
Both Giacomo Santato and I are the main authors of this publication, under the super-
vision of our PhD advisor Antoine Joux. I am mainly responsible for the parts related
to MPCitH techniques, while Giacomo Santato focused on the parts related to FHE. For
completeness, the whole content of the publication is included in this chapter to illustrate
the use case of techniques from the MPCitH paradigm for FHE and to present the Fher-
ret scheme. To obtain a consistent notation throughout this dissertation, there are some
minor notational changes compared to the original version.

6.1 Introduction

Fully Homomorphic Encryption (FHE) is a cryptographic primitive that enables compu-
tation on encrypted data without requiring decryption. Specifically, a client encrypts a
message m and sends the ciphertext to a server. The server, having chosen a function
f, evaluates it homomorphically on the ciphertext and returns a result that decrypts to
f(m).

The major FHE schemes [BGV12, FV12, DM15, CGGI20] guarantee the privacy of the
encrypted message only in the honest-but-curious setting, when the server follows the
protocol without deviating. However, various attacks in the literature have shown that
an actively malicious server can recover sensitive information by executing an incorrect
function or tampering with ciphertexts.

In this setting, security concerns arise when a dishonest server attempts to extract informa-
tion by observing the client’s reaction during decryption. These attacks can be described
by giving a verification oracle to the adversary.

Verification oracle attacks are well-known in the FHE literature: in [LMSV12] and [ZPS12],
an adversary can construct a decryption oracle by observing the reactions of the decrypt-
ing party. In [CGG16] and [CCCM22], the secret key gets recovered in a similar way.
Analogous attacks were studied for the case of client-aided outsourced computations in
[AGHV22| and [AV21]. Here, the attacker substitutes the ciphertexts with freshly en-
crypted ones during the interactions with the client to learn the encrypted message without
any decryption happening.

Another attack strategy involves breaking the correctness of the computation. Li and
Micciancio [LM21] present a key recovery attack on certain approximate FHE schemes
that do not satisfy the IND-CPAP security definition they introduce. This definition is
theoretically equivalent to IND-CPA for exact schemes. While their attack only applies to
approximate schemes like CKKS, this attack has recently been extended to exact schemes
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[CCP*24, CSBB24] where adversaries compromise correctness by manipulating function
evaluations. These new IND-CPAP-style attacks against exact schemes can be viewed as
reaction-based attacks, exploiting the client’s response when correctness is violated.

A common countermeasure to reaction-based attacks is to require a proof of the correct
behavior of the server. This allows the user to refuse to decrypt unverified ciphertexts.
However, most existing proofs require that the function f which is evaluated homomor-
phically by the server is also known by the client.

In many FHE applications, such as private set intersection, privacy-preserving neural net-
work inference, and genomic data analysis, the server must keep the evaluated function
secret. While standard FHE ensures the confidentiality of user inputs, it does not inher-
ently protect f. In other words, the ciphertext returned by the server may leak information
about the function. To prevent this, specialized variants of FHE enforce circuit privacy.
Circuit privacy is a crucial property in FHE, ensuring that the ciphertext produced by the
server reveals no information about f beyond the fact that it decrypts to f(m).
Currently, the only known techniques for proving correct FHE evaluation while preserving
circuit privacy rely on zk-SNARKSs. However, this approach suffers from significant over-
head, as the prover must account for all FHE operations that do not directly affect the
plaintext but only the ciphertext (e.g., bootstrapping, modulus switching, noise flooding,
and relinearization). As a result, the computational cost of generating the proof becomes
prohibitively high.

6.1.1 Our Contribution

We present Fherret (FHE coRREcT-and-Honest Evaluation Proof), a new scheme designed
to protect FHE schemes against reaction-based attacks in settings where the evaluated
functions need to remain confidential. Our contributions can be summarized as follows:
A Novel Approach to FHE Integrity. We present a new method for ensuring the
integrity of homomorphic computations while preserving circuit privacy. Unlike previous
methods that relied on zk-SNARKS of the homomorphic evaluation circuit, we leverage the
MPC-in-the-Head (MPCitH) paradigm among N parties using 7 rounds. Our approach
operates in the random oracle model (ROM) and can be applied to any circuit-private
FHE scheme without additional assumptions.

Operations are performed in the plaintext space. Rather than proving the evalu-
ation of the FHE circuit itself, Fherret constructs proofs directly within the FHE scheme.
This approach allows us to bypass the need for proving computation-heavy tasks that do
not affect the encrypted message, such as bootstrapping, modulus switching, and noise
flooding. These operations are simply executed as part of the protocol, significantly im-
proving efficiency.

Scalability with FHE efficiency. The efficiency of proof generation and verification
scales directly with the performance of the underlying FHE scheme. Therefore, our ap-
proach benefits from any hardware acceleration designed to optimize FHE computations.
Furthermore, Fherret is inherently parallelizable, enabling both the prover and verifier to
achieve computational performance comparable to that of homomorphically evaluating a
random function from F.

Scheme Universality. Fherret is agnostic to the specific FHE scheme used and can be
applied to any non-approximate FHE scheme. This also means it does not interfere with
packing, SIMD, modified bootstrapping, NTT/RNS optimizations, or scheme switching.
The only requirements are correctness and circuit privacy.
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Security against reaction-based attacks. Fherret provides security against verifica-
tion oracle attacks, ensuring that reaction-based adversaries cannot exploit the decryption
process to recover sensitive information. More than that, it guarantees that correctness
is preserved through all the server’s homomorphic evaluation, preventing the FHE scheme
from becoming approximate and protecting it from IND-CPAP-style attacks.

Publicly Verifiable. The verification of the proof can be performed by any user who
has access to the public key of the FHE scheme, to the input ciphertext of the client, and
the proof itself. Even without the secret key and without learning anything about the
function that was evaluated or about the result of the evaluation, any third party can still
verify the proof.

Implementation. We provide a proof of concept implementation of our scheme in C++
applied to the BGV-RNS scheme, as implemented in the OpenFHE library. We also
discuss implementation-related optimizations that allow us to strongly reduce the number
of FHE evaluations needed in the scheme.

6.1.2 Related Work

Verifiable computation. A significant line of research focuses on enhancing FHE schemes
with additional guarantees. One prominent direction is the integration of verifiable com-
putation (VC) into FHE.

These methods ensure that the decrypted message corresponds to the honest homomor-
phic evaluation of a function that is known by the verifier, making them incompatible
with circuit privacy. Examples include Homomorphic Message Authentication Codes
[GW13, CF13, FGP14, CKP"24], Zero-Knowledge Proofs [GGW24, CCC*25, ABPS24]
and Trusted Execution Environments [NLDD21]. A more comprehensive survey can be
found in [VKH23].

Some ZK-based VC schemes allow the function to be partially or fully private. While
these could be analyzed within our framework, our focus differs fundamentally from VC.
VC aims to minimize verifier costs, often achieving sublinear or even constant verification
complexity. In contrast, our approach prioritizes protection against a dishonest server,
accepting a linear verification cost.

The majority of the ZK-based VC schemes for FHE that support the evaluation of a private
function [FNP20, BCFK21, GNS21, ABPS24] require the prover to prove the correct
execution of the FHE evaluation circuit itself. As previously discussed, operating in the
ciphertext space significantly increases computational complexity due to the inclusion of
FHE maintenance operations (e.g., bootstrapping, modulus switching, and relinearization).
Consequently, prover overhead remains high even for simple functions. For instance, in
[VKH23], functions with a homomorphic evaluation time of 10-15 milliseconds require
proof generation times of 5—7 minutes in the most optimized cases. Moreover, to achieve
reasonable efficiency, most VP constructions are tailored to specific FHE schemes.
Finally, some ZK-based VC schemes for FHE support the evaluation of a private func-
tion while operating in the plaintext space [ACGS24, GGW24, GBK*24, ZLW*25] using
techniques based on Interactive Oracle Proofs (IOPs) or MPCitH and VOLEitH. These
techniques are also used in our protocol. Unfortunately, these schemes rely on evaluating
a zk-SNARK homomorphically within the FHE scheme. This approach makes the con-
structions vulnerable to reaction-based attacks, as the proof must be decrypted before
verification, which renders these schemes susceptible to attacks from a dishonest server.
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A detailed discussion on verification attacks against such constructions is provided in
[ZWL25], highlighting their incompatibility with our security model.

Achieving stronger security definitions. While IND-CCA2 security is unattainable
for malleable encryption schemes like FHE, researchers have explored several intermediate
security notions. Numerous studies have investigated IND-CCA1 security for FHE schemes.
Recently, Manulis and Nguyen showed that IND-CCA1 security can be achieved even in the
presence of a bootstrapping key [MN24]. Although IND-CCAL1 security allows an attacker
access to a decryption oracle, this oracle is unavailable during the challenge phase. As
a result, reaction-based attacks remain effective against IND-CCA1 schemes (see [DSA13]
for further details).

A stronger definition, vCCA, which provides security against verification oracle attacks,
was introduced in [MN24]. Their construction embeds the FHE scheme into an IND-CCA2-
secure framework for robustness and applies SNARKs to the homomorphic evaluation
for integrity. However, this approach is primarily of theoretical interest and remains
impractical.

6.2 Preliminaries

6.2.1 Fully Homomorphic Encryption
We recall the definition of Fully Homomorphic Encryption [Riv87] in the public key setting.

Definition 6.1 (Fully Homomorphic Encryption). We define a fully homomorphic en-
cryption scheme FHE as a tuple of four algorithms FHE = (KeyGen, Enc, Eval, Dec) with
the following syntax.

KeyGen(A) — (sk, pk): Given a security parameter A, returns a secret key sk and a public
key pk.

Enc(pk,m) — ct: Given a public key pk and a message m, returns a ciphertext ct.
Eval(pk, f,ct) — ctour: Given a public key pk, a function f, and a vector of ciphertexts
ct, returns a ciphertext ctoyt.

Dec(sk, ct) — m: Given a secret key sk and a ciphertext ct, returns a message m.

An FHE scheme is said to be correct if, for any pair (sk, pk) output by KeyGen, for any
function f and for any vector of plaintexts m, where the number of elements in the vector
is equal to the number of inputs of f, the following holds:

Dec(sk, (Eval(pk, f,ct))) = f(m),

where ct is the vector of the encryptions of elements of m, i.e., ct; - Enc(pk, m;).
We recall the definition of Circuit Privacy for FHE schemes.

Definition 6.2 (Circuit Privacy [Gen09a]). An FHE scheme is called Circuit Private on
F if there is a probabilistic polynomial-time simulator Scp, such that, for any vector of
valid ciphertexts ct,

{Sk, Scp(pk, mout)}%c{sh Eval(pk, I Ct)},
where f € F, mout < f(Dec(sk,ct)) and (sk, pk) <— KeyGen(A).

We recall the definition of IND-CPA security.
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Definition 6.3 (IND-CPA security). Let FHE = (KeyGen, Enc, Eval, Dec) be a fully homo-
morphic encryption scheme. We define the IND-CPA game as the experiment Exp/ND-CPA
where A = (A;, Az) is an adversary. The experiment is defined as follows:

Exp'ND-CPALAI(N) (pk, sk) < KeyGen(\)
(mg,m1,s) < Aj(pk)
b<«g{0,1}

c* < Enc(pk,my)
v <+ Aa(pk, s, c*)

return b =0

We say that an FHE scheme is IND-CPA-secure if any PPT adversary A = (A;,.A3) has a
negligible advantage. The advantage here is defined as

1

AdvND-CPA[ 4]()) = ‘Pr {EXPIND-CPA[A]()\) _ 1} _ 2‘ .

We now describe three oracles £, H, and D used in the definition of IND-CPAP security.
These oracles share a common state S, which is initially empty. Each entry in S is a triple
(mg, my, ct), where mg, m; are messages from the message space, and ct is a ciphertext
from the ciphertext space.

e The encryption oracle £ operates as follows: it takes as input a pair of messages
(mgo, m1), randomly selects a challenge bit b € {0, 1}, and returns the ciphertext ct =
Enc(pk,mp) to the adversary. Additionally, the oracle adds the triple (mg, m,ct) to
the global state S.

e The homomorphic evaluation oracle H takes as input a function g and a vector of
ciphertexts ct from the state S. It computes a new ciphertext ct’ = Eval(pk, g, ct),
returns ct’ to the adversary and adds the corresponding plaintext evaluations of the
form (g(mo), g(m1),ct’) to the global state S.

e The decryption oracle D accepts as input a ciphertext ct from the state S and
returns the decryption only if the associated messages satisfy mg = my. This con-
straint prevents the adversary from trivially determining the challenge bit b from the
decryption result. Any information gained must arise from the ciphertext’s internal
structure rather than from direct comparison of the underlying messages.

We provide the pseudocode of these three oracles in Algorithm 16. We recall the formal
definition of IND-CPAP security from [LM21, Definition 2].

Definition 6.4 (IND-CPAP security). Let FHE = (KeyGen, Enc, Eval,Dec) be a fully ho-

momorphic encryption scheme. We define the IND-CPAP security experiment Exp;,ND‘CPAD

with respect to an adversary A, having access to three stateful oracles £, H, D described
in Algorithm 16.
The experiment is defined as follows:
EXp},ND'CPAD [A](A) : (pk, sk) < KeyGen(\),
b ASMooPa()),

return b'.
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We say that an FHE scheme is IND-CPAP-secure if any PPT adversary A has a negligible
advantage. The advantage here is defined as

Pr[Expl]'O-CPA 4] () = 8] — 1’ .

Ady!ND-CPAP [AI(\) = .

Algorithm 16 Oracles for the IND-CPAP game

1: Initialization:

2: (pk,sk) + KeyGen(1*)

3:

4: global state:

5: S+ 0

6: 140

7

8: Oracle 5gk(m0,m1) :

9: ct < Enc(pk, myp)
10: S[’L] — (mo, mi, Ct)
11: 141+ 1
12: return ct
13:
14: Oracle Hgk(g, J = (1, Jk)):
15: ct < Eval(pk, g, (S[jl].ct, R ,S[jk]ct))
16: gmg <— g(S[j ].mo, ceey S[]k]mo)
17: gmq <—g(S[] ]ml,,S[]k]ml)
18: S[i] - (gmo, gm1,ct)
19: 1 i+1
20: return ct
21:
22: Oracle DY, (i) :
23: if S[Z]mo = S[z]ml
24: return Dec(sk, S[i].ct)
25: else
26: return |

6.2.2 Multi-Party Computation

This section introduces the notations we use for Multi-Party Computation (MPC) proto-
cols. We use additive sharings of polynomials over rings. Let N be the number of parties
that interact in the MPC protocol. An N—sharing of a finite ring element x € R is an
N-tuple

=] = (1:[[0], . ,:U[[N_lﬂ>

such that
N-1
x = Z 2l (in R).
i=0
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We call zl} the i-th share of z. In the protocols we consider, each party P; for i € [N]
receives one share zl? for each shared value .

A sharing [z] is usually obtained by computing N — 1 random values 200 2N and
setting

N-2

i=0

afterwards to obtain a valid sharing [z] of .

During the MPC protocol, the parties can perform different computations with their re-
spective shares to compute the output g(z) for some function g. In this setup, P; outputs
its own value of g, which we denote by g;.

With these sharings, the parties can perform different computations independently. As-
sume that party P; receives the shares 2l and yl7l corresponding to sharings of = and
y, and let @ € R be a constant. With these shares, the parties can perform the following
computations:

o Addition: They can compute [z + y] by locally setting
(z + y)[[i]] = gl 4 411
for i € [N].
o Multiplication by a constant: They can compute afz] = [az] by locally setting
(ax)m = azll

for ¢ € [N].

6.2.3 Using the MPCitH Paradigm

The construction of our protocol relies on the MPC-in-the-Head (MPCitH) paradigm,
which was introduced in [IKOS07]. We consider an MPC protocol between N parties
Po, ..., Pn—1, that securely and correctly computes the output of a function g, given a
secret input . In this setting, the secret x is given by a sharing [x], where party i receives
the i-th share z[’l. The function ¢ outputs either 1 or 0, corresponding to accept or reject,
respectively. In our protocol, we require that the MPC protocol is (/N —1)-private, meaning
that the views of any N — 1 out of N parties reveal no information about the secret =x.
With this type of MPC protocol, a prover P can convince a verifier }V of the knowledge of
a witness  with g(z) = 1 by constructing a Zero-Knowledge protocol as follows:

o P generates a random sharing [z] of x.

o P simulates (”in the head”) all parties of the MPC protocol and sends commitments
to each party’s view to the verifier.

e V randomly selects NV — 1 parties whose views the prover must reveal.

e The verifier checks whether these revealed views are consistent with an honest exe-
cution of the MPC protocol and the prover’s commitments.

Because the MPC protocol is (N — 1)-private, opening the views of all but one party
reveals no information about the secret x. Since the choice of the N — 1 opened parties is
random, a malicious prover can cheat with probability % by corrupting the computation
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of the unopened party. Thus, the soundness error of a protocol based on the MPCitH
paradigm is (at least) % To amplify the soundness to the required security level of A bits,
we use T repetitions of the protocol, resulting in a soundness error of N 7.

6.2.4 Hypercube Folding

To reduce computational overhead, MPCitH protocols commonly use the hypercube tech-
nique, introduced in [AGH'23].

Assume the number of parties in the MPC protocol is a power of two, i.e., N = 2P, The
hypercube technique transforms one instance of an MPC protocol between N parties into
D instances of the MPC protocol between 2 parties.

By computing D instances in parallel, the total soundness error of % = 2% = (%)D is the
same as in the original protocol between N parties.

The process of converting a sharing between N = 2P parties into D sharings between 2
parties is called folding of the shares. Consider a sharing of x of the form = = Zf\fol zlid,
Let Bj(i) denote the j-th bit of the binary decomposition of an integer i. For any fixed
J € [D], we see that

T = Z 2l 4 Z gl (6.1)

B;(i)=0 B;(i)=1
is a sharing of  between 2 parties. In this setting, the first party receives the share
(o] _ [
T; = Z ™
while the second party receives the share

A= Y ol

B, (i)=1

This holds for every j € [D], resulting in D sharings of  of the form = = :L'E[OH + :L'E[lﬂ. We
refer to this construction by

(xgoﬂ,xglﬂ)je[m <+ Folding (:nm, . ,x[[N_l]]) .

We can use the algorithm with running time O(N) introduced in Section 4.7.2 to compute
the folding.

6.2.5 Reducing the Communication Cost

To reduce the communication cost of our protocol, we again use PPRFs. We recall the
definition and introduce the notation we use in the GGM tree construction for Fherret.

Definition 6.5. A family G of puncturable PRFs over [N] is a PRF family G indexed by
a key K with domain [N], satisfying the following conditions:

o Foreach key K and index i* € [N], there exists a punctured key K;» and an algorithm
A such that

for each j € [N]\ {i"} : A(K;+,j) = Gk (j).
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o The punctured key K;+ reveals no information about G (i*).

GGM trees. A common method to instantiate PPRFs in practice is the tree-based PRF
construction by Goldreich, Goldwasser and Micali, known as GGM trees [GGMS86]. This
construction builds a binary tree of depth [log(N)| with N leaves, where the root node is
labeled with a master root seed. Each node’s left and right children are labeled inductively
using a length-doubling pseudorandom generator (PRG) on the respective parent node.
In our scheme, we use a (salted) hash function with domain separation to instantiate this
descent function. The IV leaves of this tree represent the N shares of the value x that we
use in the MPCitH protocol. Given a root seed r, we denote the described expansion of
this root into IV leaves by (mﬂoﬂ, ol _1H) < GGM(r,N). To reveal all N leaves except
one leaf " in a GGM tree, it suffices to reveal the labels of the siblings of the nodes on
the path from the root to the leaf ¢*. This way, all leaves except the leaf at position #*
can be reconstructed by communicating [log(N)]| nodes, instead of N — 1 leaves.

To obtain a valid sharing of the value x, we need an offset ¢, if we use this basic GGM
tree construction. This offset is computed as

N-1

6x:x—2x[[i]]

=0

and is broadcast to all parties.

Consistency for large values. In MPCitH schemes, the bitsize of the tree nodes is
typically set to A, while also using a salt of 2\ bits in the derivation function. Given
salt < {0,1}?} and a hash function H, we define H*¥*(msg): = H(salt || msg) for any
msg € {0, 1}*. If we use the salted hash function for the GGM tree derivation, we use the
notation GGMg,); instead. For our scheme, we require sharings of functions f € F. We
can use the GGM tree construction for f by using internal nodes of the tree with the same
bitsize as elements in F. Since this bitsize is often much larger than the desired security
parameter A\, a GGM construction using such large inner nodes is expensive. Instead, we
can use the standard GGM tree construction described above with inner nodes of just A
bits. For these trees, we can expand each leaf to more than A bits using a pseudorandom
generator to achieve the desired bitsize of elements in F. These additional bits require
offsets and we have to ensure that the same value is consistently shared among all trees.
Indeed, if we use 7 rounds of the MPCitH protocol, we obtain 7 such trees T}, each having
one offset value dy, for j € [7]. The leaves of each such tree, together with the offset value,

correspond to a function
N-1

fi= Z f]M +5fj'
i=0

However, from the verifier’s perspective, these f; do not have to be equal across rounds.
A state-of-the-art method for ensuring the desired consistency of sharings across multiple
rounds was introduced by Baum et al. in [BBD"23]. The idea is to use a non-interactive
version of the SoftspokenOT technique [Roy22] to ensure that the prover provides offsets
resulting in a sharing of the same element across multiple rounds based on a probabilistic
check. This technique is utilized in many schemes that employ a similar paradigm to
MPCitH, known as VOLEitH (Vector Oblivious Linear Evaluation in the Head), such as
in [CLY"24a, BFG*24b, Bui24].

In our scheme, we use a subroutine for the consistency check based on the techniques
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introduced in Section 5.4.5. We adapt this consistency check to use it in the Fherret
protocol and explain it in detail in Section 6.3.3.

6.3 The Fherret Scheme

We construct a proof of the correct-and-honest homomorphic evaluation of a private func-
tion from F on a known ciphertext.

In Section 6.3.1, we introduce a basic version of the Fherret scheme to illustrate its funda-
mental mechanics, although this version is neither secure nor optimized. In Sections 6.3.2
and 6.3.3, we explain the attacks against the basic version and describe the modifications
required to make it secure. In Section 6.3.4, we present the adapted scheme constructed
to prevent attacks from Sections 6.3.2 and 6.3.3 and prove its security.

6.3.1 A Simple but Insecure Version of the Scheme

We construct an interactive protocol to prove the correct-and-honest homomorphic evalu-
ation of a private function f € F on a vector of ciphertexts ct. The protocol runs between
a prover/client P and a verifier /server V, using the MPCitH paradigm. This initial ver-
sion of the scheme is neither secure nor optimized but is designed to demonstrate the core
principles.

The prover computes a random sharing [f] of f between N parties and then evaluates
each share fI’l on the ciphertext ct, obtaining ct; for i € [N]. After that, P commits to
them by hashing all of these ciphertexts and then computes X as the bitwise XOR of all
the ct;.

After receiving the commitment and X, V samples a random index ¢* € [N] and sends it
to P. The prover responds by revealing every share of f, and the related random coins
05, except fI'l and ¢+ to the verifier. Since the use of random shares ensures that the
protocol is N — 1 private, V gains no information about f.

Using these shares and these random coins, the verifier recomputes the evaluations of
fI1 on the ciphertext ct, obtaining ct; for ¢ # ¢*. Using X, V can also recompute the
homomorphic evaluation of fI'] on ct. After doing this, V checks if the hashes of the
ct; match the commitment and obtains the result of the decryption of the homomorphic
evaluation by decrypting all the ct; and summing them together. A description of the 7
round basic scheme is provided in Figure 6.1.

A malicious prover P’ who attempts to use an invalid sharing must cheat in at least one
position. This remains undetected by the verifier only if the cheating position equals i*.
By repeating this protocol for multiple rounds, we can decrease the cheating probability
until it is negligible.

While this protocol already limits the ability of a malicious prover by checking the honesty
of many of its computations, the verifier is still vulnerable to weaker versions of reaction-
based attacks. In the following sections, we describe these attacks and outline how to fully
protect the scheme against them.

6.3.2 Simple Error Correction During Decryption

The basic scheme in Figure 6.1 is still vulnerable to verification oracle attacks. The
weakness that an attacker can exploit arises from the construction of the verification
process.
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Inputs:

o Public key pk, function f, vector of ciphertexts ct (Prover)
o Secret key sk, public key pk, vector of ciphertexts ct (Verifier)

Step 1: Commitment

1. Let f be a polynomial in F
2. For j € []:
e Fori e [N —1]: Sample fj[[i]] —g F
e Compute the missing share fj[[N]] —f=2ienv-n fi ]
« For i € [N]: Compute ct; ; + Eval(o;;pk, f;L'],ct) and h;; < H(i | j ||
Ct@j)
» Compute X; < @;c[n ctij
3. Compute com + H ((hivj)(i,j)e[N]x[T])
4. Send (com, Xy, ..., X,_1) to the verifier

Step 2: Challenge

1. For j € [r]: sample i} < [N]
2. Send (i, ...,75_;) to the prover

Step 3: Response

1. Send (f;11, 0, ;) for all (i,5) € [N] x [7] except for the pairs (i3, ) for all j € [7]
to the verifier

Step 4: Verification

1. For j € [7] :
o For i € [N]\ {ij}: Compute ct;; < Eval(ai,j;pk,fj[[iﬂ,ct) and h;j —
H(i | 71| ctiy)-
o Compute Ctz‘}j — @1#1; cty j @XJ’ and h;;,J — 7‘[(2; Il Ctz‘}j)
o Compute mout,j Zie[N] Dec(sk, ct; ;)

2. Compute h' + H <(h;:j>(i,j)e[N]X[ﬂ)

3. If B’ = com and all mey ; for j € [7] are equal, output accept. Otherwise,
output reject

Figure 6.1: Illustration of the basic ideas of the Fherret scheme (insecure).

In the final step, the user checks whether all moy; for j € [r] are equal. If they
are, the verifier accepts; otherwise, verification fails. Thus, the prover can modify the
outcome by changing only one value among all Mgyt j, which can be done with a non-
negligible probability of % Consequently, this scheme only reduces the effectiveness of
the verification oracle by a factor of N while still permitting the same attacks (such as
[ZPS12, CCP*24, CSBB24]) based on the user’s reaction during decryption.

To see this, consider an FHE scheme with RLWE ciphertexts ct = (a,b). Assume a server
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is executing the scheme with f being the identity function for 7 — 1 rounds. In the last
round, after computing all the ct; ,—; for ¢ € [N], the server modifies one of them, say
the I-th, by introducing some extra noise e to the b component and computing ct’Iﬂ_f1 =
ctrr—1 + (0,e). It also adjusts X;_; and hr,_; accordingly. With probability %, the
challenge 7 _; is equal to I. This implies that the final hash check succeeds because
the user does not recompute Ctix_ r—1 but retrieves it from X,_1. As a result, the final
output of the verification depends only on the unanimity check, which succeeds if and only
if Dec(ct} ,_;) = Dec(ctsr—1). This allows the attacker to gather information about the
magnitude of the RLWE error of cty -1, potentially compromising the security of the FHE
scheme.

To counteract these types of attacks, we modify the final check such that the verifier
accepts if and only if more than half of the mqyu; are equal. This forces an adversary
to manipulate at least 7 rounds to alter the verification result. To achieve this without
failing the hash commitment check, the attacker would need to guess the verifier’s challenge

correctly for each of these rounds, which happens with a negligible probability of (%) 2.
This implies that we can safely omit the equal majority check, because if the commitment
check succeeds, the probability of the second check failing is negligible. Therefore, we can
always expect that more than half of the mqyt j are equal with probability almost 1.

To express this concept more easily in the protocols, we define the majority of any finite
list £ as:
the element in £ that appears > |£|/2 times

maj(£L) = { . :
L, if such an element does not exist.

Hypercube version of the scheme. We can reduce the computational overhead for the
prover and verifier by using the hypercube version of the scheme. In particular, we can
transform 7 parallel instances of the protocol between N = 2P parties into 7 - D parallel
instances of the protocol between 2 parties. In the basic version of the scheme, the prover
has to do 7 - N evaluations on ct, while the verifier has to do 7- (N — 1) such evaluations.
By considering the hypercube version instead, we can reduce this to 27D evaluations on
ct for the prover and 7 - D evaluations on ct for the verifier.

To achieve this, we use the hypercube folding algorithm on the leaves of each GGM tree we
computed before to obtain 7- D sharings of f between two parties. Since we need to send
one XOR X of all ct; ; per sharing to the verifier, the communication for the hypercube
version increases by a factor of D = log(/N). Indeed, we need to send 7 - D values X; ; in
the hypercube version instead of 7 values X; in the base scheme from Figure 6.1.

6.3.3 Adding a Consistency Check

Another problem with the scheme in Figure 6.1 is that the verifier cannot check if the
prover is always computing shares of the same function during different rounds. Poten-
tially, the prover could use different functions for different rounds without detection.

Even if the prover does not know the message m that is encrypted in ct, having access
to a verification oracle could still allow the prover to obtain additional information about
m. In particular, even considering the majority check from Section 6.3.2, the prover could
choose two functions fy and fi and perform 3 rounds of the protocol by computing shares
of fo and § rounds using shares of fi. If the verification oracle outputs accept, this reveals
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that fo(m) = fi(m), providing additional information about m.!

VOLE consistency check. As discussed in Section 6.2.5, we reduce the computational
overhead by using internal GGM tree nodes of size A, initializing each tree T; with a
random element u; <—g¢ {0, 1}*. After expanding each tree to N leaves, we apply a PRG
G:{0,1}* — F to obtain shares in F, then compute offsets dy; to correct the sum to
match a common f. To ensure the consistency of the functions across all 7 subtrees to
the verifier and to avoid the attack explained above, the prover needs to do some extra
work to convince the verifier by adding a consistency check. To do that, we adopt a
VOLE-in-the-Head-style check [BBD*23, HJ24D)].

Consider the function f € F with log(]F|) > A. We use vectorial notation to be consis-
tent with VOLE literature. Let i@; <g {0,1}*. First, we compute a GGM tree family
(To, ..., Tr—1) for the small value @; as described in Section 6.2.5 to obtain the leaves

(62[0]] L ’ﬁE[N—l]]> — GGMgut (’ljj, N) for j € [7‘]

After computing the hypercube folding of each such sharing, we obtain

(ﬁg[oﬂi ﬁﬂlﬂi

U )iE[D] + Folding (ﬁgoﬂ,... JEN71H>

’ )

for each j € [7], where D = log(NV). In total, we obtain 7- D such hypercube sharings. For
each such sharing, the prover knows both shares, while the verifier learns only one of the

two from the PPRF key. Indeed, the verifier learns all leaves of T} except one leaf ﬁgi*ﬂ.
Therefore, by using the folding algorithm, the verifier cannot recompute the hypercube

shares that contain ﬁgl J'in the summation (6.1), depending on the bit decomposition of
the index 7*.

To derive the shares corresponding to f, we use a PRG on the leaves of each subtree. In
particular, we derive these shares using

I PRGy ()"

for each (i,j) € [N] x [r], where PRGg: {0,1}* — (F,)! is a pseudorandom generator.
To correct these pseudorandom values in order to obtain a sharing of f, we compute the
offset values

il
rd 7
6 =F- Y

=0
for each j € [r]. For the consistency check described in Section 6.3.3, we also need to
derive an additional value from the leaves. In particular, we derive z; [1 + PRG, (ﬁgzﬂ)
for each (i,5) € [N] x [r], where PRG;:{0,1}* — F is a pseudorandom generator. We
discuss the required size of [ depending on p and A in Section 6.4. We set 2y = Zi]i_ol 2ol
and compute the offset values 0., = 20 — Zfiﬁl 2zl for j € [7]*.

By construction, we obtain 7 values of ]‘3 and z; from the GGM tree family and the offset

"When working on a field, the set where two polynomials are equal is small by the Schwartz—Zippel
lemma. Instead, when working modulo a power of 2 this set might grow noticeably and allow for easier
attacks.
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values, one for each of the 7 subtrees. In particular, we have that

. N-1 i N-1
fi= 2 f +opandz =3 4t 44,
1=0 i=0

for j € [7], where 529, = 0. The idea of the consistency check is to convince the verifier
that the values of (fj,z;) are equal across all rounds j € [r], which implies the desired
equality of f; across all rounds. In particular, we want that ( ﬁ-,zj) = (f,2) for j € [7].
The purpose of z is to act as a one time pad to hide the value of f in the equality test. In
the hypercube setting, each subtree T induces a vectorial function of the form

Gii(®) = (7%, 200) + - (£, %),

where the verifier chooses b; ; and learns g; ;(b;;) = ( f_jﬂbi’jﬂi,zj [[bi»jﬂi) Using this rep-
resentation, we can pick random coefficients oy, € F, for m € [r - D] and define the
function

~
L

GLA) = X a504iGi5(0i9)

)

<.
[en]

= A_ QD+ (fﬂoﬂl ‘Mi) T4 (ﬁza)

1

5]

I
o

corresponding to each the subtree 7T}, where A; = ZZD:BI aj.p+4i b; j. We can write this
function as

GO(8g) = AL + 25+ (Fi,2), (6.2)

where /Yg; = C_jggl(O) Note that each é;ﬁl is an affine function known by the prover,

while the verifier chooses the evaluation point A% and learns the value G\ (A*) using the

PPRF key. After the prover has committed to the GGM tree family, the Verlﬁer computes
a random vector i € (I, )1 and sends it to the prover. The consistency check relies on
the following Lemma:

Lemma 6.6. Let f, f € (]]:'1‘19)‘]EI and z,2" € F; with (f.2) # (f1,7). Let i & (sz)|]:|.
Then Pr [z ‘- f=2+j- f’] < p~!, where the probability is on the choice of fi.

Proof. The proof is analogous to the proof of Lemma 5.4. O
Multiplying (6.2) by (ji, 1), we obtain
GD (A (B1) = AD. (1) +A(f5.%) - (7.1)

= AL @)+ AL+

Note that, if all ( j;, zj) are indeed equal for all rounds, then the values z; + ﬁ - [i are
identical for all j € [r]. Therefore, the prover responds by sending all of the coefficients
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al) = Ag; - (fi,1) € Fu for j € [7] and just one coefficient ¢ = 2z + f - [i to the verifier.
With the PPRF key, the verifier can recompute A% and recompute the values of é;ﬁi(A;‘)
for j € [r]. Finally, the verifier checks if 7

for all j € [r]. If this consistency check succeeds, the verifier proceeds with the protocol,
otherwise the verifier rejects. As seen in Theorem 5.5, the false positive rate of this
consistency check is bounded by 72p~*.

We provide the pseudocode for the Fherret scheme including the consistency check. In Fig-
ure 6.2, we describe the adapted Commitment scheme including the consistency check. In
Figure 6.3, we describe the respective Challenge and Response algorithms between prover
and verifier. In Figure 6.4, we provide the non-interactive version of theses algorithms by
using the random oracle H with proper domain separation to derive the challenges. The

Verification algorithm including the consistency check is given in Figure 6.5.

Remark 6.7 (Using AES in the tree derivation). As explained above, using internal
nodes of just A bits reduces the size of the PPRF key of our scheme compared to a version
using big internal nodes of size |F|. For A = 128, using internal nodes of size A bits has
another advantage: We can use an internal tree derivation function based on the AES
block cipher instead of using a (salted) hash function, which is a technique introduced
in [BCC*24b]. This allows us to take advantage of the AES instruction set used in many
recent CPU architectures, resulting in an improvement of the running time of our scheme.
For the adapted tree derivation based on AES, we need two AES keys Ky and K; to
derive the children of a node on a given level of the tree in the correlated GGM tree
setting [GYW™23]. The left child of a node Y is set to AESk,(Y) & AESk, (Y), while
the right child is given by Y & AESgk,(Y) @ AESk, (Y) to achieve a XOR preserving
construction. Instead of sending the salt of size 2\ bits, we send the two AES keys Ky, K1
of size A bits each in this version. Therefore, the communication cost remains the same.

6.3.4 A Secure Version of the Scheme

In this section, we prove the security of the Fherret scheme.

Prover privacy. In many works on verifiable computation (VC) over fully homomorphic
encryption (FHE), circuit privacy has been modeled as a context-hiding property of the
VC scheme [BCFK21, GNS23]. While this model is useful for describing security when
applying zk-SNARKSs in the ciphertext space, recent VC works that operate in the plain-
text space [ACGS24] have introduced the notion of honest-verifier prover privacy (HVPP)
to describe the security of the prover’s function.

We adapt this definition to prove that, any information a semi-honest verifier V can com-
pute by participating in the protocol, V could compute using only its input and prescribed
output. To show this we provide a simulator S that is able to produce an output compu-
tationally indistinguishable from a transcript of the real protocol using only elements that
are already known to V. We remark that considering a semi-honest verifier is in line with
the majority of the works on circuit privacy.?

2This definition (and the security of our scheme) can be adapted to the malicious verifier setting by
considering malicious circuit private FHE schemes [DD22, OPP14].
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Inputs:

o Public key pk, function f, vector of ciphertexts ct (Prover)
o Secret key sk, public key pk, vector of ciphertexts ct (Verifier)

Step 1: Commitment (Prover)

1. Let f be a polynomial in F of degree d with k variables

2. For (7,7) € [D] x [7] : Sample random coins o; ; for the FHE Eval and compute
hi; <Ml 5 ois)
3. Compute h7 < H ((hi’j)z‘,je[D]x[T]>
4. Sample salt +¢ {0,1}?* for the GGM tree derivation
5. For j € [7]:
e Sample ﬁj 3 {O, 1}>‘
+ Compute Ty, : (ﬁg-oﬂ ey UE[N_I]]> — GGMg,y (175, N)
o For i € [N]: Compute f]ﬂzﬂ +— PRGy (ﬁgzﬂ) and z;ll «+ PRG; (ﬁg-l]]>
A0l A1l . 0] AN-1]
(7%, 7 )iE[D] « Folding (7}, /¥ 1)
. (zj[[oﬂi, zj[uﬂi)iem] « Folding (zj[[o}], o Zj[[NA]])
6. Compute zg < Zf\;_ol zoll
7. For j € [7]:
o Compute 6}2 — f— Zi]if)l f;ﬂiﬂ and J,; = 2o — i]\fOl zj[[i]]
o Forie [D]:

— Let f;% A% and 00 45,
— ctf”) « Eval (Ui,ﬁ pk, f;10, Ct)
— cty)) « Eval (o35 pk, £,/ ct)
0 ] ) 0 1 . . 1
o e i1 et ) and b < 2 (il ef)
— Compute X; ; Ctz(f)j) ® Ctz(,lj)
- 0) (1)
8. Compute com < H <salt | R || (hi’j,hiyj )(M)G[D}X[T] | (5}@)],6“] | (5z1)j€[7}*)
9. Send commit <c0m7salt, h7, (Xi,j)(i,j)e[D]x[T} ’ (5J?j>je[T] ’ (5Zj>je[ﬂ* to the

verifier

— Compute h

Figure 6.2: Commitment of the hypercube Fherret scheme including the consistency
check.

Definition 6.8 (Honest-verifier prover-privacy (HVPP), adapted from [ACGS24]). A
protocol is said to satisfy honest-verifier prover privacy if there exists a probabilistic
polynomial-time (PPT) simulator S such that for every function f € F, the following
distributions are computationally indistinguishable:

{Sk? S()\7 pk’ m’ Ct’ f(m)) %C {Sk’ Viewv()\7 Sk7 pk? m? Ct’ f)}?
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Step 2: First Challenge (Verifier)

1. Sample ﬁﬁ (IF‘pz)|f|

2. For m € [1 - D]: Sample ay, & F
3. Send [i, (am)me[T,D} to the prover

Step 3: First Response (Prover)

1. Compute ¢ + 20+ f - [i
2. For j € [7]:

e

_ 0l
o Compute AG; — Ziol Q5. D+i f;ﬂ ﬂ

o Compute ng — P a0k

« Compute al) + Agi + ff(é; T

3. Send c, (a(j)) - to the verifier
Jje|T

Step 4: Second Challenge (Verifier)

1. For (i,j) € [D] x [r]: Compute b} ; -5 {0,1}

2. Send (

ZJ)(,L"]')G[D]X[T] to the prover

Step 5: Second Response (Prover)

1. Compute the PPRF key K «+ K(b*

’ivi)@‘,j)e[D] x[7]

2. Send K, (i), ; for all (i,5) € [D]\ {ig,...,i7_;} x [r] and the hashes (h%’j)je[r]

to the verifier

Figure 6.3: Interactive version of the challenges and responses of Fherret.

where (sk, pk) < KeyGen(\). Viewy denotes the view of the verifier V during an execution
of the protocol on the client’s input (m,ct), where ct < Enc(sk,m), on the server’s input
f and the security parameter \.

Theorem 6.9. The scheme from Figure 6.2 satisfies HVPP.
Proof. We write explicitly Viewy (A, sk, pk,m,ct, f) as
(pprf_keys, offsets, (X;)je(r] com) ,

where

pprf_keys = {(4}) e[, K i )»salt},

prer Ko

and

offsets = {(6f)j6[‘r]7 (62)]'6[7}*7 (G(J))je[r]a C}'
We can construct S(A, pk,m,ct, f(m)) in the following way:

1. Sample g +—g F and compute g < g+ (f(m) — g(m)).
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Step 2: First Challenge (Prover)
Compute /i, (m),efr.p) < H (commit)
Step 3: First Response (Prover)

1. Compute ¢ + 2o+ f - [i
2. For j € [7]:

e Compute Ag; — i’;?)l Dy f—Jﬂol]i
o Compute ggz — Z?Z?)l aj.D+i zj[[o]]i
e Compute o) « AY) + A’(GJ;_ B

Step 4: Second Challenge (Prover)
For (i,j) € [D] x [7]:

bi, <M (commit | 2|l () mer-pi | ¢l (a(j))je[r}>
Step 5: Second Response (Prover)

1. Compute the PPRF key K + K<b*

i’j)(iyj)é[D]X[T]

2. Send K, ¢, (a(j))

JElT

and the hashes (hf* j) . to the verifier
3/ gelr

1;7

p the random coins (0;,5), ; for all (i, 5) € [DI\{4g, ..., 171} x[7]

Figure 6.4: Non-interactive version of the challenges and responses of Fherret.

2. Follow honestly the protocol by using pk, ct, g up to step (6).

3. In step (7), looking at the second challenge (b} ;)i j)e[D]x[r]> Substitute the cipher-
texts that are hidden to the verifier by using the simulator from circuit privacy

i, 7
ct;'” < Scp(pk, f; ™

(m)).

4. Complete the rest of the protocol honestly.
Having a look at the outputs of the simulator we have that:

1. The pprf_keys and offsets behave like random elements in the ROM.

2. (Xj)jer] and com are computationally indistinguishable from a real execution of the
protocol because of the circuit privacy simulator.

O]

Verifier security. To protect the verifier from malicious behavior, we must prove that
an adversary cannot exploit the decryption or verification process to extract sensitive
information. In particular, such attacks require the adversary to create a dependency
between the verifier’s output and private components, such as the verifier’s secret key sk
or the message m encrypted in the ciphertext ct.

In cryptographic literature, reaction-based attacks are typically modeled using ideal oracles
which provide abstract interfaces to the verifier’s behavior. These oracles allow us to reason
about what an attacker could learn under well-defined access patterns.
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Step 6: Verification and Decryption (Verifier)

1. Use K and salt to recompute and fold all trees (with one missing leaf each) and
expand the leaves using PRGo, PRG;

2. For (i, ) € [D]\{ig,...,iifl} x [7]: Compute hy,; < H (i || j || o:,)

3. Compute h? + H <<hl J>zge[D]X[ﬂ)
4. For (i,j) € [D] x [7]:

o Denote the known bit position of the respective hypercube sharing of f_JHZ
by b;j < 1— b*

o Recompute f; [[b”]]l — f_ﬂb”ﬂl + b; 5f.
e ct EJL J) < Eval (0-7,,]7 pk7 fjﬂbz,J]]'L, Ct)

N h(bi,j) —H (Z HJ H Ct(f);’j))

. ct(1 bis) ct(lj bi3) ® Xij
1-b; . 1-b;
) H(ill ] et ")
5. Set 0, <0
6. For j € [7]:

» Compute A7 «+ ZZDBI Q. D+z bij

(J) * #bi, JH
. ComputeG (A)<—El 0 Osz+z (f zg5f)
« Compute GU)(A*) 2P g (5100 + b6, )

/ o’ (1)
7. Compute h' — <salt GRS I )Jem I (s )je[ﬂ*)
8. 1f GY(A%) + G%)(Aj) fi=a¥ + cAs for all j € [r], i’ = h and A = com
output accept. Otherwise, output reject.
o (bi,5) (1 bi5)
9. Compute moyt,i,; < Dec sk,cti’j + Dec ( sk, ct;

10. Output mmaj < maj (‘{mout,i,j}(z‘,j)E[D]X[T])

Figure 6.5: Verification of the hypercube Fherret scheme including the consistency check.

To establish the security of our scheme against such attacks, we show that the outputs of
these oracles can be efficiently simulated using only public information and the expected
output of the protocol. This implies that an adversary cannot obtain any additional useful
information beyond what is provided as input to the simulator. To support these claims,
we begin by proving the following theorem on the scheme from Figure 6.2.

Theorem 6.10 (Function Commitment). Let the verifier’s output be not L. Then, in the
Random Oracle Model (ROM), there exists a polynomial-time extractor that can recover
the function f € F used by the server with negligible failure probability. Furthermore,
except with negligible probability, the output mma,; computed by the verifier satisfies:

Mmaj = f(m)7

where m is the message encrypted in the input ciphertext and f is the extracted function.
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Proof. Having a meaningful output means that the consistency check and the hash checks
are successful. If the consistency check is successful, the function

fj[[o]]z _{_fj[[lﬂz _{_5]“]

is always the same for each j € [7] and i € [D], where the f][[bﬂi are the functions recon-

structed during verification from pprf_keys. Since each f][[b]]i is computed by using a PRG,
that we model as a random oracle, the probability of constructing a working consistency
proof compatible with pprf_keys without querying the random oracle to obtain the fj[[bﬂi
is negligible.

This means that we can recover all of the fj[-[b]]i by reading the random oracle memory.
Now, since the hash checks verify, we know that the offsets sent by the verifier are the
same ones used in the consistency check. Since this check also verifies we can extract the
prover’s function as the common value

fo= I 0 sy

Finally, thanks to the hash checks, we know that all the ciphertexts queried in a challenge
are computed correctly as

b [b:,51:
ct;'” < Eval(oy;;pk, f; ", ct),

therefore the probability of modifying the majority of these ciphertexts without the hash

check failing is negligible.

This implies that at least half of the decrypted ciphertexts will correctly decrypt to f(m).
O

This theorem establishes two essential properties:

1. The prover is bound to a specific function f € F in order for the verifier to produce
a valid output.

2. The protocol’s output consistently corresponds to the evaluation of f on the original
message m.

Verifier security against IND-CPAP-style attacks and verification oracle attacks.
Correctness oracles reveal to the attacker if the result of the homomorphic evaluation of a
function f on a ciphertext encrypting m gets decrypted to something different from f(m).
Verification oracles describe scenarios where the ciphertext returned by the prover is tam-
pered with in a way that might change the verifier’s output of the protocol.

We show that both of these oracles can be simulated from elements already available to
the prover.

Theorem 6.11. Considering the protocol from Figure 6.2, there exist two probabilistic
polynomial-time (PPT) simulators Syer and Scorr, such that

OVer (Sk, T)%c SVer(pka T) and OCorr(Ska T)%c SCorr(pka T)7
where we define the transcript of a protocol as

T+ rI‘I‘y(pk, ct, f),

96



6.3 The Fherret Scheme

and Over, Ocorr as the verification oracle and as the correctness oracle, respectively.
Proof. Deferred to the proof of Theorem 6.12. O

To illustrate this more concretely, we refer to the attack strategies in [CCP124, CSBB24].
The adversary encrypts zero and then maliciously evaluates a function homomorphically.
For example, the adversary homomorphically multiplies the ciphertext by a large power
of two without bootstrapping, despite the FHE evaluation algorithm requiring it. This
breaks correctness, yielding a nonzero result.

However, in our scheme, the verifier detects inconsistencies by comparing the expected ci-
phertexts from honest homomorphic evaluation against those produced by the adversary’s
modified evaluation. Therefore, the verifier rejects these ciphertexts without decrypting
them. Thus, with these two oracles, an attacker gains no information about the secret key
sk or the original message m.

Verifier security against Decryption Oracle attacks. Decryption oracles reveal
the output of the protocol to the attacker, typically the decryption of the ciphertext
returned by the prover, asking the attacker to infer additional information from this, such
as attempting to recover the challenger’s secret key sk.

We show that we can describe the leakage deriving from a decryption oracle in our scheme
in detail.

Theorem 6.12. Considering the protocol from Figure 6.2, there exists a probabilistic
polynomial-time (PPT) simulator Spec, such that

ODec (Sk, T)%c SDec(pk7 7-7 f(m))7
where we define the transcript of a protocol as
T « TrV(pk’ ct, f)7

f as the (extractable) function used by the prover, m as the message encrypted in the
input ciphertext from the verifier and Opec as the decryption oracle.

Proof. We prove Theorem 6.11 and Theorem 6.12. First, we observe that the verification
protocol (Figure 6.5) can be carried out almost entirely, specifically steps (1) to (8),
without requiring access to sensitive elements from either the verifier or the prover. In
particular, the verifier’s secret key sk, input message m, and the prover’s function f are
not needed.

We refer to this partial verification, which performs only the consistency and hash checks,
as Vpub(pk, T'), where we define 7 as the transcript of the protocol

T « Try(pk,ct, f).
We define the three oracles as follows:

true if Voub(pk, 7)) = true

Ser kaT =38 orr kaT =
Ver (P, 7) ore(Pk, 7) {false if Voub(pk, T') = false

f(m) if Vpub(pk, T) = true

Sbec(Pk, T =
pec(Pk, 7, f(m)) {J_ if Voub(pk,T) = false
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Theorem 6.10 grants us that, except with negligible probability, the output of the protocol
is f(m) if Voup(pk, 7)) = true and that it is L otherwise. This means that these simulators
will behave in the same way as the oracles they simulate. O

As expected in such an attack, this reveals f(m) and provides some information about m.
However, crucially, the output remains independent of the secret key sk.

Public verifiability. We observe that the verification protocol (Figure 6.5) can be carried
out almost entirely, specifically steps (1) to (8), without requiring access to sensitive
elements from either the verifier or the prover. In particular, the verifier’s secret key sk,
the input message m, and the prover’s function f are not needed.

This property allows the verifier to delegate the computationally expensive portion of the
verification process to an external trusted party. The trusted party can independently
verify the prover’s honest behavior, compute the intermediate ciphertexts up to step (8),
and then return these ciphertexts to the verifier. The verifier can then complete the
protocol by simply decrypting the final ciphertexts.

6.4 Parameters

Fherret is not scheme-specific and can be applied to any (non-approximate) FHE scheme.
While we make particular choices regarding schemes and parameters, these choices are
not mandatory for implementing Fherret. In this proof of concept, we focus on estimating
the runtime for both the prover and the verifier, and we discuss implementation-related
optimizations.

6.4.1 Setting Fherret Parameters

Depending on the efficiency of the hash function used in the tree derivation, many MPCitH
schemes can feasibly compute sharings for up to N = 216 parties within a reasonable
computation time. To reduce the communication cost of Fherret, it is desirable to use a
large number of parties NV and a small number of rounds 7. In contrast, the computational
overhead for both the prover and the verifier in constructing the trees is reduced when
using a smaller number of parties NV and a larger number of rounds 7.

To achieve a desired security level of A bits, we must choose N and 7 such that log(N)-§ >
A. Therefore, depending on the desired trade-offs in efficiency and communication, the
user can select these parameters accordingly.

Including the consistency check, we must choose parameters N = 2P and 7 such that the
overall security of the scheme is at least A bits.

By the union bound, the cheating probability of a malicious prover is upper bounded by
Nl/Q + 72p~!, where p is the plaintext modulus of the FHE scheme. For A\ = 128, we
can, for instance, set [ = [256/log(p)]| to achieve a negligible failure probability in the
consistency check.

The total communication cost of Fherret includes:

a global commitment hash com of size 2\

a salt of size 2\

a commitment to the random coins of size 2\

o 7D = 2)\ ciphertexts ct; ;

7 offsets f; and (7 — 1) offsets z; of size 7 - | f|+ (T — 1) - 2X
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 the vector [i € (sz)‘f | that can be recomputed using a PRG on a seed of size
o the elements (cun),,e[,.p) Of size 7+ D - 2A & 4)?

e vectors (a )je[r] of size = 7 - | f|
e one element c of size 2\

« a PPRF key of size 7 - AD = 2)\?
« the random coins o; ; of size (1 —1)-D- A= 2)\2
o the hashes (h%,j)je[ﬂ of size 7 -2\

In all computations, we use that 7D = 2. This yields a total bit communication size of
size & 27 - | f| + 2\ - |ct| + 8AZ 4+ 47X + 9.

A comparison of the resulting bit-security level and communication size for various values
of D and 7 is provided in Table 6.1.

’ D ‘ T ‘ bit security level ‘ size (bits)
15 | 18 135 270 - |ct[+ 36 - | f|+156735
1419 133 266 - |ct|+ 38 - | f|+152817
13 [ 20 130 260 - |ct|+ 40 - | f|+146770
12 | 22 132 264 - [ct|+ 44 - | f|+152196
11 | 24 132 264 - [ct|+ 48 - | f|+153252
10 | 26 130 260 - |ct|+ 52 - |f|+149890

Table 6.1: Examples of parameter choices for D and 7 and the resulting bit security and
communication size of the Fherret protocol using [ = [2\/log(p)]-

6.4.2 Choosing F

In the definition of circuit privacy, the choice of the function space from which the evalu-
ated function is drawn is crucial. Most works on circuit privacy consider function spaces
consisting of all polynomials with a fixed degree d and a fixed number of variables k. We
denote this space as Fq.

In Fg4, each function contains (d?;_ﬁrl) monomials. Therefore, the size of its description

is proportional to the number of monomials, multiplied by the bit length of the message
space (that in our case is the bit size of the plaintext modulus).

In specific applications, the topology of the function (i.e., the structure of the monomials)
may not need to remain hidden, and only the coefficients are considered sensitive. In such
cases, the additive sharing can be performed over a significantly smaller function space F.
This allows the performance of homomorphic evaluation over a random function in F to
better approximate the actual cost of evaluating the prover’s function.

However, we stress that this optimization is not suitable for all scenarios. It can only
be safely applied to function spaces that are large enough to resist attacks capable of
recovering the function with a limited number of queries.
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Fherret (Prover) Fherret (Verifier)
single core 128 par. threads single core 128 par. threads
Faj | Eval(f) | time [ overhead | time [ overhead | time | overhead | time | overhead

Foa 0.18s 37.5s x 208 9.6s X 53 22.5s x 128 8.8s x 49
F3.4 0.55s 93s x 169 17.7s X 32 5ls x 93 15.6 x 28
Faa 1.425s 187s x 131 32.6s X 22 104 s X 73 25.9s x 18
Fs.4 3.12s 356's x 114 58s x 19 189s x 61 43s x 14
Fe,a | 12.33s | 1639s x 133 135s x 11 714s X 58 92s X 7.5
Fg.4 91s - - 379s x 4.2 - - 244 s x 2.7
Fl04 219s - - 879s x 4 - - 953 's X 2.5

Table 6.2: Computational overhead of Fherret compared to evaluating a random function
from ]:d,k'

6.4.3 Improving the Timings for Repeated FHE Evaluations

In step (7) of the commitment phase (Figure 6.2) and step (4) of the verification phase
(Figure 6.5), we require the homomorphic evaluation of a total of 4\ and 2\ random
functions from F, respectively.

We can significantly reduce the runtime of these evaluations by leveraging the structure
of the function space Fy . Specifically, each polynomial in Fg; can be expressed as a
sum of monomials of the form xzf x 3:2,", for 0 < iy + -+ 1, < d, each multiplied by its
corresponding coefficient ¢;, .. ;, -

Crucially, the homomorphic evaluation of these monomials is independent of the coeffi-
cients and thus common to all the functions being evaluated. This allows us to compute
all relevant monomials once and reuse them across all function evaluations.

This reuse strategy becomes especially impactful when F includes polynomials of high
degree or a large number of variables. In such cases, amortizing the cost of monomial
evaluations significantly reduces the overall overhead associated with repeated FHE eval-
uations.

6.4.4 Implementation and Running Times

We provide the running times of our scheme based on a proof-of-concept implementation
in C++. As the underlying FHE scheme, we use the BGV-RNS scheme, as implemented
in the OpenFHE library [BAB'22]. We use a plaintext modulus p = 65537 and perform
a packing of 12 messages per ciphertext.

Currently, the major FHE libraries supporting BGV and BFV do not provide implementa-
tions that guarantee circuit privacy. Therefore, our proof-of-concept implementation
ensures security only for the verifier. Nonetheless, since Fherret’s overhead is pro-
portional to the cost of FHE evaluations, the relative impact on performance would remain
comparable even when circuit privacy is enforced.

Our implementation targets the A = 128 bit security level, leveraging the optimizations
discussed in Section 6.3.3. Among the various parameter choices listed in Table 6.1, the
configuration (D, 7) = (13,20) offered the best trade-off between tree generation and FHE
evaluation costs. This choice resulted in the shortest overall running times for both the
prover and the verifier.

In Table 6.3, we report the running times of Fherret for various choices of the function
space F. Specifically, we consider executions that guarantee circuit privacy over function
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spaces JFgq i, defined by polynomials of fixed depth d and a fixed number of variables k.

Commitment (Prover) Verification (Verifier)

MPCitH FHE total MPCitH FHE total

Fax || GGM | PRG +Fold | H | Monomials [ Coeff GGM | PRG +Fold | # | Monomials | Coeff
Single core
Fau 0.4s 3.2s 4.2s 0.12 s 29.4s | 37.5 s || 04s 3.0s 4.28 0.12 s 14.7s | 22.5s
Fo0 || 0.4s 15.7s 4.3s 0.67 s 130s | 151 s 0.4s 14.9s 4.4s 0.67 s 65s 86s
F2.20 0.4s 67s 4.68 2.5 s 458's 534s 0.4s 49s 4.7s 2.6 s 235s | 291s
F34 0.4s 7.5s 4.4s 04 s 80s 93 s 0.4s 7.8s 4.5s 04 s 38s 51s
Faa 0.4s 14.6s 4.4s 1.1s 166 187s 0.4s 13.9s 4.4s 1.1s 84s 104 s
Fs.a 0.4s 24.7s 4.5s 2.5 s 323s 356 0.4s 22.6s 4.4s 2.5 s 160s | 189s
Fo.4 0.4s 41.6s 8.6s 9.3 s 1576s | 1639s || 0.4s 34.4s 8.6s 9.3 s 659s | 7l4ds
Using 128 threads in parallel for the FHE evaluation

Fou 0.4s 3.2s 4.28 0.12 s 1.8s 9.6 s 0.4s 3.0s 4.2 0.12 s 0.93s | 88s
Fa10 0.4s 15.7s 4.3s 0.67 s 7.1s 28 s 0.4s 14.9s 4.4s 0.67 s 3.7s 258
F2,20 0.4s 67s 4.6s 2.5 s 24.4s | 103 s 0.4s 49s 4.7s 2.6 s 12.4s | 72s
F3.4 0.4s 7.5s 4.4s 04 s 49s | 17.7 s || 04s 7.8s 4.5s 04 s 2.5s | 15.6s
Fua 0.4s 14.6s 4.4s 1.1s 11.7s | 32.6 s 0.4s 13.7s 4.4s 1.1s 6.0s | 25.9s
Fsa 0.4s 24.7s 4.5s 2.5 s 24.9s | 58 s 0.4s 22.6s 4.4s 2.5 s 12.3s | 43s
Fe.4 0.4s 41.6s 8.6 93 s T4s 135s 0.4s 34.4s 8.6s 9.3 s 37s 92s
Fsa 0.4s 94s 8.7s 31 s 239s | 379 s 0.4s 75s 9.0s 31 s 123s | 244s
Fio4 || 0.4s 200 9.0s 72 s 587s | 879 s 0.4s 159 s 9.3s 71 s 303s | 553s

Table 6.3: Running times of Fherret for A = 130 and (D, 7) = (13,20) using twin AMD
EPYC 9374F processors running at 3.85 GHz.

The table includes partial timings to illustrate the asymptotic scaling behavior of differ-
ent components of the protocol. Notably, the tree derivation process depends only on
the security parameter and is independent of F. In contrast, the PRG expansion and
hypercube folding steps scale linearly with the number of monomials in F. The column
labeled H aggregates the timings for all steps occurring after the FHE evaluations; this
includes hashing, the generation (or verification) of the VOLE consistency check, and the
construction of the PPRF key. Among these, the hashing time is the dominant factor and
also scales linearly with the number of monomials.

We also break down the FHE evaluation timings into two components: the evaluation
of monomials and the evaluation of the 4\ sets of coefficients (2A for the verifier). By
examining single-core timings, we quantify the impact of the optimization introduced in
Section 6.4.3. Without this optimization, monomial evaluation would be redundantly
performed 520 times by the prover and 260 times by the verifier. By sharing monomial
computations across evaluations, we reduce the total homomorphic evaluation time by
approximately 67% to 80%, as shown in Table 6.2. We see that the savings increase as the
size of F grows. We also report timings using 128 parallel threads for FHE evaluations,
demonstrating the scalability of Fherret. This parallelization enables efficient evaluation
even for functions with large depth or high number of variables. For our examples, the
prover overhead reaches as low as 114 times the cost of evaluation a random function,
while the verifier overhead has a factor as low as 58. These factors drastically improve
when using parallelization (a factor as low as 4 for the prover and a factor as low as 2.5
for the verifier).
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CHAPTER

Conclusion

This dissertation explored new directions in the design of post-quantum cryptographic
schemes within the MPCitH and VOLEitH paradigms, grounded in a new hardness as-
sumption called Subfield Bilinear Collision (SBC) problem. We developed a theoretical
and practical framework around this assumption to demonstrate its application to effi-
cient, compact, and conceptually simple post-quantum secure digital signature schemes,
while also extending the same principles to the domain of Fully Homomorphic Encryption.
One central observation that is evident throughout this dissertation is the fact that the
SBC problem fits the structure of MPCitH and VOLEitH protocols exceptionally well. The
fact that we can test for solutions of SBC using linear polynomials enables straightforward
computation and verification in the multiparty setting, resulting in small computational
overhead and compact signature sizes. Moreover, SBC itself is a win-win assumption:
Current state-of-the-art attacks against SBC are not feasible in practice. If, on the other
hand, there are new attacks that efficiently break the SBC problem, these attacks can be
used to improve the state-of-the-art techniques for computing discrete logarithms in small
characteristic finite fields.

Beyond the hardness assumption itself, this dissertation introduced several generic tech-
niques that improve the efficiency of MPCitH and VOLEitH schemes beyond the specific
context of SBC. We presented a fast hypercube folding algorithm with linear running time
O(N) in the number of parties V. Furthermore, we introduced the correlated GGM forest,
a layered construction using the cGGM tree derivation and the hypercube folding tech-
nique to correlate multiple cGGM trees across several rounds of the protocol. By using
the cGGM forest, we reduce the communication cost of the scheme by removing the first
A bits from the required offset values that are sent as part of the signature.

Finally, we introduced several variants of MinMax commitments. Using these, we can
commit to the cGGM forest in an implicit way, resulting in a further improvement of
the signature size. Together, these techniques form a cohesive toolkit for building lighter
and faster post-quantum signature schemes within the MPCitH and VOLEitH paradigms.
Importantly, these optimizations are independent of the SBC problem itself, making them
applicable to a wide range of other assumptions and constructions.

By extending MPCitH and VOLEitH concepts to the FHE setting, we developed Fher-
ret, a proof system for correct-and-honest homomorphic evaluation when using circuit
privacy. Fherret demonstrates that ideas originally designed for zero-knowledge and sig-
nature protocols can also strengthen privacy-preserving computation, offering protection
against reaction-based attacks with significantly lower overhead compared to zk-SNARK-
based solutions.
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