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Abstract

This thesis shows how reasoning about information flow and knowledge, two core

hyperproperties in the security and verification of distributed systems, can guide the

design of correct-by-construction synthesis algorithms. Traditionally, these notions ap-

pear only as system requirements: security constrains information flow, and agents act

based on what they know. By reinterpreting them as principles for algorithm design, we

develop fundamentally new compositional synthesis methods. For distributed synthesis,

whose goal is to automatically build component implementations that jointly satisfy a

specification, we introduce explicit assumptions about the necessary information flow

between components. These assumptions enable a decomposition into subproblems

whose local solutions compose into a globally correct system. For controller synthe-

sis, where the synthesized controller has to correctly govern a plant, we introduce

prophecies: declarative statements of what a controller must know about a plant’s

implementation. Prophecies allow us to construct a universal controller that is correct

for all plants and can later be specialized to a concrete plant. Finally, we take first

steps toward handling common knowledge, the shared agreement among agents, by

lifting existing temporal hyperlogics to express second-order hyperproperties. We also

present a monitoring algorithm that checks, during execution, whether a distributed

system satisfies a second-order hyperproperty.



Zusammenfassung

Diese Arbeit zeigt, wie die Analyse von Informationsfluss undWissen, zwei zentrale Hy-

pereigenschaften in der Sicherheit und Verifikation verteilter Systeme, die Entwicklung

von korrekt-durch-Konstruktion Synthesealgorithmen positiv beeinflussen kann. Tra-

ditionell treten diese Begriffe nur als Systemanforderungen auf: Sicherheit beschränkt

den Informationsfluss, und Agenten handeln basierend auf dem, was sie wissen. In-

dem wir sie als Entwurfsprinzipien für das Algorithmendesign neu interpretieren,

entwickeln wir grundlegend neue Methoden für die kompositionelle Synthese. Für

die verteilte Synthese, deren Ziel es ist, automatisch mehrere Implementierungen zu

erzeugen, die gemeinsam eine Spezifikation erfüllen, führen wir explizite Annahmen

über den notwendigen Informationsfluss zwischen Komponenten ein. Diese Annahmen

ermöglichen eine Zerlegung in Teilprobleme, deren lokale Lösungen zu einem global

korrekten System zusammengesetzt werden können. Für die Controllersynthese, bei der

der synthetisierte Controller eine Strecke korrekt steuern muss, führen wir Prophezeiun-

gen ein: deklarative Aussagen darüber, was ein Controller über die Implementierung

einer Strecke wissen muss. Prophezeiungen erlauben es uns, einen universellen Con-

troller zu konstruieren, der für jede Strecke korrekt ist und später auf eine konkrete

Strecke spezialisiert werden kann. Abschließend unternehmen wir erste Schritte zur

Behandlung von Allgemeinwissen, dem geteilten Wissen der Agenten, indem wir beste-

hende temporale Hyperlogiken so erweitern, dass sie Hypereigenschaften zweiter Stufe

ausdrücken können. Zudem präsentieren wir einen Monitoring-Algorithmus, der zur

Laufzeit überprüft, ob ein verteiltes System eine Hypereigenschaft zweiter Stufe erfüllt.
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Chapter 1

Introduction

Modern computer systems have evolved far beyond the era of single processes on

isolated machines. Today, most practical applications are distributed across multiple

threads within a single host machine and often span numerous locations worldwide.

Notable and highly security-critical examples include financial systems, cloud comput-

ing, and social media networks. These systems do not function in isolation but actively

react to environmental conditions and interact among their components, in addition to

performing local computations. This so-called distributed computing has transformed

computer systems by enhancing user availability and enabling high-performance, time-

critical computations. However, the distribution of interdependent components intro-

duces significant correctness challenges, such as data corruption, race conditions, and

deadlocks, as well as security vulnerabilities, including unauthorized access through

impersonation or man-in-the-middle attacks. If such faulty behavior remains unde-

tected in large-scale distributed systems, it can result in severe privacy breaches and

substantial financial losses.

A crucial approach to mitigating failures is the use of formal methods. Given a

formal specification that a system must adhere to, such as a temporal property, formal

methods provide verifiable proof that the system either satisfies or violates the specifi-

cation. For temporal properties, algorithms that formally verify specifications against

one-component systems have been successfully applied in industry for years, including

SAT solvers [36], model checkers [58], and SMT solvers [16]. However, ensuring the

correctness of distributed systems through formal methods poses significant challenges.

Not only must each component be locally correct, but the combined behavior of all

components must also be verified, which exponentially increases the number of sce-

narios to be analyzed. A widely used type of models for such systems is distributed

reactive systems, or short distributed systems. Reactive systems operate continuously,
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producing outputs in response to observed environment inputs, and are designed to

run indefinitely without termination. Typical applications of reactive systems include

hardware circuits, control systems where a controller interacts with a provided plant,

and communication protocols. For distributed systems, the models are sets of reactive

systems accompanied by a topological structure that defines the observations and com-

munications between the individual components. During execution, the components

build up knowledge about the environment inputs through their own observations

and the information shared by other components. These components, then, act upon a

simple but effective principle: Whenever a component makes a decision, it must know

the fact that justifies this decision.

Reasoning about knowledge [81] of components in a distributed system is one of

the foundational aspects of distributed computing. Each component typically has only

a partial view of the system’s events, and ambiguity can arise: For example, if one

component learns a hidden secret from others, the rest of the agents cannot know that

information without implicit communication, so-called information flow. Checking

whether a process knows a fact, then checks whether, based on its local observations,

an agent can infer that this fact holds. This observation has initiated the develop-

ment of formal logics [81, 129] and methods for verifying knowledge properties in

distributed systems [176, 210, 200, 116, 210], and even the use of knowledge for correct-

by-construction algorithms for distributed system development [79]. The first step in

computing an agent’s knowledge is determining which situations are indistinguish-

able from the current execution. All indistinguishable situations are grouped, and a

component is said to know a fact if that fact holds in every situation within the group.

Knowledge, therefore, needs a more involved correctness analysis than traditional

functional properties: It is a hyperproperty [47]. Hyperproperties, as introduced by

Clarkson and Schneider [60], define correctness on the system level, analyzing all traces

at once, and not on the execution level, where each execution is analyzed separately.

They allow for the direct comparison of two or more traces, e.g., checking if two or

more traces are indistinguishable for an agent, and to reason about the existence of such

traces in a system. Hyperproperties, and formal logics and methods for hyperproperties,

have been extensively studied in security [60] and formal methods [59, 105, 94, 53, 95]

research, and are necessary to verify information security in reactive systems.

A central hyperproperty in the field of security is information flow. Information-

flow security analyzes how sensitive data propagates through a system. Absence of

information flow is usually specified as noninterference [122], which requires that

an attacker cannot deduce secret information solely by observing public inputs and
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outputs. Violations of noninterference have led to high-profile vulnerabilities, such as

those exploited by the Meltdown [164] and Spectre [148] attacks on Intel processors.

Since its introduction as a formal concept in 2010 [60], the specification [151] and

verification [124, 25, 193] of information-flow security properties have been actively

developed and remain a major topic in security research, as it is crucial to mitigate

security leaks.

This thesis presents a novel approach to incorporating knowledge and information-

flow reasoning into correct-by-construction algorithms for distributed systems. We

argue that these concepts should not only be treated as properties to be verified, but

can also serve as foundational principles for developing new algorithmic solutions for

automatic system development, i.e., synthesis. We demonstrate the practical benefits

and enhanced effectiveness by designing compositional synthesis algorithms that are

guided by knowledge and information flow. Our techniques provide new insights

into the compositionality of distributed systems and show that the keys to successful

decomposition are information flow and knowledge, not system behavior.

Our first contribution focuses on the necessary information flow between compo-

nents in a distributed system. We invent new algorithms for synthesizing distributed

systems compositionally, where the components assume the reception of certain in-

formation during execution. In monolithic (one-component) synthesis, a specification

is automatically translated into an implementation that is guaranteed to satisfy the

specification against every possible environment behavior, making the task of system

development superfluous [55]. Distributed (multi-component) synthesis [184] extends
reactive synthesis by automatically constructing correct implementations for a specifi-

cation of a distributed system. Distributed synthesis is particularly intriguing compared

to standard reactive synthesis because it generates a set of implementations, each

operating with only a partial view of the overall system state. Our synthesis approaches

are motivated by the following observation: compositional synthesis has the potential to
make distributed synthesis scalable [196, 155, 87, 68, 102]. In compositional synthesis, a

distributed synthesis problem is divided into local subproblems, each solved indepen-

dently. After synthesizing the local implementations, these subsystems are composed

to form the overall solution. When successful, this approach can mitigate the state-

explosion problem. We introduce new techniques for decomposing distributed systems

by decomposing their specifications. A key challenge in compositional synthesis is to

identify the assumptions that one process 𝑝 must make about another process 𝑞, and

vice versa. Local synthesis for 𝑝 is only feasible once such assumptions are established;

with these in place, each process can be synthesized under the guarantee that the
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other will satisfy its respective assumption. Previous work on compositional synthe-

sis has primarily focused on inferring behavioral assumptions about a subsystem’s

environment [196, 54, 37, 156, 153, 88, 103]. However, behavioral assumptions are

often too restrictive to encompass all possible correct implementations of a component,

requiring an iterative process of refining assumptions [54]. We introduce a new class

of assumptions that capture information flow, a hyperproperty, between components,

rather than specific behavioral constraints. Based on these assumptions, we develop two

compositional synthesis algorithms, one for liveness and one for safety specifications,

outperforming existing approaches.

Furthermore, we propose a compositional synthesis method for a special case of

distributed systems, namely, controller synthesis. In controller synthesis, the sub-

components are one controller, whose implementation must be synthesized, and one

implementation of a plant that is already given. The controller and plant must be cor-

rect against all possible environment behaviors. The standard technique to synthesize

controllers uses a model of a plant [152, 209] and composes the plant with an automaton

for the temporal specification before utilizing a synthesis algorithm. This results in

an 𝜔-regular game that can be solved using standard algorithms from reactive synthe-

sis [2, 142, 143]. This method faces significant scalability challenges: Incorporating all
possible plant behaviors into the plant model to ensure a correct-by-design solution

leads to an enormous state space in the plant automaton, making the game-solving

process computationally infeasible. We present a new synthesis approach synthesizing

a universal controller. This generalized version of a controller is correct for every plant

for which a solution exists and abstracts away the plant’s explicit state space. The

abstraction, again, is knowledge guided: For every action that the controller could take,

we compute the knowledge that the controller must obtain about the plant and compile

it in a so-called prophecy. Whenever the prophecy holds, the associated controller

action is a correct move. In a second step, we adapt the universal controller to the

specific plant model. This new approach improves the scalability, adaptability, and

explainability of controller synthesis.

In a last step, we explore properties beyond standard knowledge and information-

flow reasoning by introducing a new formal logic for hyperproperties that can reason

about complex properties like common knowledge. Common knowledge is an intriguing

property in multi-agent systems and specifies a system-wide knowledge of a fact 𝜑 .

Assume that everyone knows that 𝜑 holds, meaning that each individual agent knows

the fact. Common knowledge then specifies that everyone knows that everyone knows
that ... 𝜑 holds, adding a possibly infinite chain of reasoning on top of the knowledge
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property. This way of reasoning occurs in many complex properties, e.g., asynchronous

hyperproperties and Markzukiewicz traces, that are second-order hyperproperties. In
second-order hyperproperties, an explicit quantification over sets of traces is necessary

in the specification. We introduce the first logic to reason about a large class of second-

order hyperproperties: An extension of HyperLTL that can quantify explicitly over

sets of traces, called Hyper
2
LTL. For Hyper

2
LTL, we present a monitoring algorithm

to verify if a system satisfies or violates a given Hyper
2
LTL formula while reasoning

over all previously observed executions.

In summary, we make the following contributions:

• We introduce a new class of assumptions for compositional distributed synthesis

that are based on information flow. We formalize their construction from LTL

specifications, and develop compositional synthesis algorithms for both liveness

and safety properties. Our approach enables more scalable synthesis by leveraging

hyperproperty-based assumptions instead of restrictive behavioral ones.

• We propose a novel compositional synthesis method for controller synthesis based

on knowledge. This method abstracts from the explicit plant state space, anno-

tates controller outputs with knowledge-based conditions, so-called prophecies,

and builds an explicit controller based on prophecy evaluations. This approach

improves scalability and adaptability compared to traditional approaches.

• We introduce Hyper
2
LTL, the first temporal logic with quantification over trace

sets, enabling the specification and monitoring of complex second-order hyper-

properties such as common knowledge.

• We present a monitoring algorithm for a class of second-order hyperproperties

and demonstrate its effectiveness on practical benchmarks.

The following sections introduce the underlying concepts of this thesis, including

distributed systems, hyperproperties, distributed synthesis, and monitoring of temporal

properties. We continue by giving a detailed overview of the contribution of this thesis.

1.1 Distributed Systems and Temporal Properties

Distributed reactive systems are models of multi-component systems that operate

independently and communicate with each other. Examples of distributed systems

include multi-agent systems [75], network protocols [198], and the execution of smart

contracts on blockchains. The usual way of modelling distributed systems is in terms
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e

a b

𝑖𝑛a 𝑖𝑛b

𝑐a

𝑐b

𝑜𝑢𝑡a 𝑜𝑢𝑡b

Figure 1.1 An architecture for the two-component bit transmission protocol [81] with

two processes a and b, the environment e, inputs 𝑖𝑛a and 𝑖𝑛b, outputs 𝑜𝑢𝑡a and 𝑜𝑢𝑡b
communication variables 𝑐a and 𝑐b.

of so-called reactive system [56], where each system component has a designated

finite-state model.

Distributed Reactive Systems. Reactive systems [56, 132] continuously react to

observations from an unrestricted environment. The execution of a reactive system

builds an infinite trace onwhich all environment outputs and system outputs are grouped

together. In a distributed system, a set of reactive systems is combined, each observing

different environment outputs and communicating via specific outputs with each other.

The topological structure of a distributed system is specified by an architecture.

Example 1. A simple example of a distributed system is the bit transmission protocol [81],
a 2-component system where input bits 𝑖𝑛a are transferred from component a to compo-

nent b. The architecture of this example is shown in Figure 1.1. The processes a and b

receive the inputs 𝑖𝑛a and 𝑖𝑛b from the environemnt, respectively. The can communicate

via 𝑐a and 𝑐b and output on the variables 𝑜𝑢𝑡a and 𝑜𝑢𝑡b, respectively.

Trace Properties. The correctness of distributed systems is commonly specified via

temporal properties [187], which are properties that specify the infinite behavior of a

system. Temporal properties traditionally use modalities over time to express properties

like something happens infinitely often or at some point in time, something happens. Trace
properties are temporal properties that specify the correctness of a system by reasoning

over all its executions individually. The most prominent logic for specifying temporal

properties is linear-time temporal logic (LTL) [183], which reasons about all executions

of a system in isolation and in discrete time steps.

Example 2. In the bit transmission protocol, the specification for process b requires

that its output 𝑜𝑢𝑡b always matches the value of process a’s input 𝑖𝑛a, resembling

the intended behavior that the input bit of a is transmitted to process b. This can be



1.1 Distributed Systems and Temporal Properties 7

expressed in LTL as

𝜑𝑏 = (𝑖𝑛a↔ 𝑜𝑢𝑡b),

stating that at every time step ( ), the value of 𝑖𝑛a is equivalent to 𝑜𝑢𝑡b in the following

step ( ). There are no constraints on a’s behavior, so 𝜑𝑎 = true. Figure 1.2 illustrates
an implementation, more specifically a Moore machine [180], for both processes that

together satisfy 𝜑𝑏 . State labels indicate process outputs, while edge labels represent

inputs. Since b controls 𝑜𝑢𝑡b but cannot directly observe 𝑖𝑛a (which is only visible to

a), it must react to information it does not directly receive. To enable this, a transmits

the value via the communication channel 𝑐a, which b can observe. In this specific

implementation, process a reacts to 𝑖𝑛a with 𝑐a and to ¬𝑖𝑛a with ¬𝑐a and process b

reacts to 𝑐a with 𝑜𝑢𝑡b and to ¬𝑐a with ¬𝑜𝑢𝑡b.

Temporal properties have long been applied in industry [205], starting with hard-

ware verification [111] and ranging to large-scale verification algorithms with symbolic

methods [50, 57]. The latest advances lift temporal logic verification to software [13],

where temporal specification languages like TLA+ [159] are successfully used by, for

example, Amazon [181] and Microsoft [39] to find errors in system implementations

before deployment.

Hyperproperties. Recent security breaches, most famously Meltdown [165] and

Spectre [147], raised awareness for a conceptually different class of properties, so-called

hyperproperties. The authors present powerful side-channel attacks, where multiple exe-

cutions of a system are compared to infer a secret. It is impossible to verify the absence

of such security leaks with trace properties as they only reason about single execu-

tions. Clarkson and Schneider introduced the notion of temporal hyperproperties [60],

predating Spectre and Meltdown, where correctness is stated over sets of traces via

existential and universal quantification over traces in the system. Hyperproperties cover

a wide range of properties, including information-flow [60, 192, 60], robustness [194],

fairness [64], and causality [62, 61], and knowledge [81]. The research area of temporal

hyperproperties has evolved drastically since the introduction of HyperLTL[59], the

first temporal logic for hyperproperties that extends LTL with trace quantification. On

the logical side, temporal hyperproperties have been developed for various system

models [74, 10, 182] and explored regarding expressiveness of the logics [63, 48], where

special focus has been put on decidability [41]. On the algorithmical side, verification

and model-checking [105, 31, 92, 73, 33], monitoring [53, 42, 95, 34], and synthesis [93,

40, 65, 9] techniques have been actively developed and span a wide range of applications.
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𝑠0

𝑐a

𝑠1

¬𝑐a¬𝑖𝑛a

𝑖𝑛a

𝑖𝑛a ¬𝑖𝑛a
(a) Process a

𝑠0

𝑜𝑢𝑡b

𝑠1

¬𝑜𝑢𝑡b¬𝑐a

𝑐a

𝑐a ¬𝑐a

(b) Process b

Figure 1.2 An implementation of a bit transmission distributed systems with 2 processes.

Process a receives an input bit from the environment on 𝑖𝑛a and transfers its value

to process b via the communication variable 𝑐a. Process b reacts to 𝑐a by setting 𝑜𝑢𝑡b
equivalent to 𝑐a.

Example 3. We formalize an information-flow hyperproperty that is satisfied by the

distributed system in Figure 1.2. It states that process a forwards the information on 𝑖𝑛a

to process b, specified as a HyperLTL formula.

𝜓 = ∀𝜋∀𝜋 ′.
( (
𝑖𝑛𝜋a ↮ 𝑖𝑛𝜋

′
a

)
→

(
𝑐𝜋a ↮ 𝑐𝜋

′
a

) )
The formula universally quantifies over a pair of traces 𝜋 and 𝜋 ′ and, for any chosen pair,

states that whenever the variable 𝑖𝑛a differs between 𝜋 and 𝜋 ′, shown by the annotation

of variable 𝑖𝑛a with the trace variables 𝜋 and 𝜋 ′, respectively. If this is the case, then

the variable 𝑐a must also be different. The implementation in Figure 1.2 satisfies this

hyperproperty since process a copies the exact value of 𝑖𝑛a to 𝑐a.

Knowledge. Epistemology, the symbolic reasoning about knowledge, dates back

to Lewis and Langford [162] in 1959 and has since had a significant impact on the

verification of distributed systems [136, 137, 116, 210]. We refer to [81] for a detailed

overview of knowledge reasoning. In terms of temporal properties, knowledge was

introduced as an extension of LTL, called LTLK [129], where the additional operator 𝐾𝐴

reasons about the knowledge of agent 𝐴 based on their observations: If, starting from a

trace 𝑡 , a fact holds on every trace that the agent cannot distinguish from 𝑡 , then the

agent knows this fact. Knowledge is a hyperproperty and can be specified in HyperLTL,

as we show in the following example.
1

Example 4. We state that process b knows at every point in time the value 𝑖𝑛a in the

previous time step, formulated in LTL extended with knowledge modalities [81]. The

1
While expressing knowledge in HyperLTL is possible for some variants of knowledge formalization,

this is not always the case, as shown in [46].
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knowledge operator𝐾 is annotated with b, denoting that we reason about the knowledge

of process b.

𝜑 =

(
𝐾b

(
𝑖𝑛a

)
∨ 𝐾b

(
¬𝑖𝑛a

) )
At every point in time, process b can either infer that 𝑖𝑛a was true at the time step ( ),

or was false at the previous time step. This property can also be stated as the HyperLTL

formula with temporal operators about the past

𝜓 = ∀𝜋∀𝜋 ′.
( (

𝑐𝜋a ↔ 𝑐𝜋
′

a

)
→

(
𝑖𝑛𝜋a ↔ 𝑖𝑛𝜋

′
a

) )
that specifes that on all trace pairs where process b had the same observations up to

some time point ( ), the value of 𝑖𝑛a is equivalent in the previous step on both traces.
2

Knowledge operators were also shown to be useful as conditionals in knowledge-

based programs [79] with applications in verification [12, 146, 160] and synthesis [206,

175, 80]. Temporal logics with knowledge can also be used to specify security proper-

ties regarding information-flow [14] and noninterference [131] where the absence of

knowledge is a witness for satisfying the security property.

1.2 Reactive Synthesis

An intriguing problem in formal methods is reactive synthesis, which dates back to

Alonzo Church in 1962 [55] and is, therefore, often referred to as Church’s problem. In

synthesis, the goal is to automatically construct a correct implementation solely from

the provided specification, e.g., formulated in LTL, which fascinatingly makes the task of

manual implementation superfluous. For specifications in LTL, this problem is decidable,

it is 2EXPTIME-complete [186], and a multitude of automata-based [84] and game-

based [38] algorithms have been proposed and implemented [141, 179, 191], fostering

an active research area that is driven by the yearly SYNTCOMP competition [141].

Distributed Synthesis. In modern reactive systems, distribution is the norm: Im-

plementations typically consist of multiple processes, each with its own set of inputs,

which may or may not be shared with other processes. Distributed synthesis extends

Church’s problem to this setting, aiming to automatically construct implementations

composed of several interacting processes. However, Pnueli and Rosner showed that

2
The standard HyperLTL definition does not contain past operators. For some verification techniques,

e.g., monitoring, extending the logic with past operators is straightforward [34].



1.2 Reactive Synthesis 10

distributed synthesis is undecidable even for simple architectures with just two indepen-

dent processes [185]. Despite this negative result, the search for practical algorithms

remains ongoing with substantial theoretical progress [171, 184, 154, 89, 168, 167].

Recent progress, particularly in compositional synthesis [196, 54, 37, 156, 153, 88, 103],
has led to promising new techniques that seek to avoid the inherent complexity of

distributed synthesis.

Example 5. The bit transmission implementation shown in Figure 1.2 is a possible result

of a distributed synthesis algorithm that constructs two implementations that comply

with the architecture in Figure 1.1 and to the LTL specification 𝜑 = (𝑖𝑛a↔ 𝑜𝑢𝑡b).
Note that there are infinitely many implementations that can be synthesized for 𝜑 :

Process a can, at every point in time, either copy the value of 𝑖𝑛a to 𝑐a, or copy the

negation of the value of 𝑖𝑛a to 𝑐a. A possible decomposition of 𝜑 is the following:

𝜑a = (𝑖𝑛a ↔ 𝑐a) 𝜑b = (𝑐a ↔ 𝑜𝑢𝑡b)

The individual synthesis tasks for 𝜑a and 𝜑b as monolithic (single process) synthesis

tasks build a solution for the distributed synthesis task, exactly the one in Figure 1.2.

Note that the output of a in time step 𝑛 is part of the input of b in step 𝑛 + 1, and vice

versa.

Controller Synthesis. Supervisory control [190], like reactive synthesis, seeks the

automatic construction of systems that are guaranteed to meet their formal specifica-

tions.
3
While reactive synthesis typically starts from a logical specification, supervisory

control is based on an open system model called the plant. In practice, both perspec-

tives are often combined: For instance, a robot’s behavioral objectives may be given

as a temporal logic formula, while its environment, including obstacles, humans, and

physical interactions, is described by a plant model. This has led to methods that either

automatically abstract physical constraints into a plant automaton [202, 26, 212] or

directly model the plant as an event-based automaton [152, 209]. The plant model

is then composed with the automaton that represents the logical specification. This

results in an 𝜔-regular game that can be solved using established reactive synthesis

algorithms [2, 142, 143].

Example 6. Assume the same specification of Example 5 and a controller synthesis

problemwhere process b in Figure 1.2b is provided as a model of the plant. The controller

synthesis task is to construct an implementation for the process a that, together with

3
See [78, 197] for a detailed comparison of the two approaches.



1.3 Monitoring 11

process b, satisfies the specification. Then, in contrast to the distributed synthesis

problem in Example 5, there is only one correct controller that can be synthesized,

namely the one shown in Figure 1.2a.

Not only must a controller be synthesized for the formula, but it must also be

suitable for the provided plant model. Controller synthesis is a special case of distributed

synthesis and is 2EXPTIME-complete since, provided with the implementation of the

plant, it can be encoded as a monolithic synthesis problem.

1.3 Monitoring

Monitoring is a widely employed technique to check, during execution, whether sys-

tems satisfy specified properties. A monitor, running alongside the deployed system,

observes its behavior and evaluates it against a given property. This approach is partic-

ularly valuable for systems that cannot be fully verified before deployment and may

therefore contain errors. In runtime monitoring, correctness properties define the set

of acceptable individual executions of a system. These properties can be specified using

a variety of formalisms, including language-based approaches such as extended regular

expressions [199], query languages [173], and rule-based systems [17].

Trace Property Monitoring. We consider the monitoring problem of temporal

properties. Bauer et al. [22] introduced a foundational framework for monitoring LTL

properties that is based on a three-valued semantics: A property can be determined as

already satisfied, already violated, or inconclusive, indicating that further observations

are needed to reach a verdict. The properties for which finding of a verdict is possible

are called monitorable.

Example 7. The specification of the bit transmission protocol is monitorable. Assume a

trace that is correct until time step 𝑛 and 𝑖𝑛a is true at 𝑛. A monitor can never conclude

that the execution satisfies the property: Every new time step raises a new obligation to

react correctly to 𝑖𝑛a. Now we add ¬𝑜𝑢𝑡b to the trace at position 𝑛 + 1. This trace now
violates the specification at time point 𝑛 + 1, and for no further execution, the trace can

satisfy the formula. Therefore, the specification is monitorable with a definite verdict in

case of a violation.
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satisfied / violated

inconclusive, wait for 
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(a) The parallel model.

Monitor

satisfied / violated

inconclusive, wait 
for more traces 

t1
t2
t3

(b) The sequential model.

Figure 1.3 The two models for monitors that verify hyperproperties during execution

of a system. In Figure 1.3b, finite traces are observed sequentially, one after another.

For every new trace, the monitor evaluates if the property holds. In the parallel model

in Figure 1.3a, 𝑛 traces are observed in parallel, and the monitor evaluates the traces

against the formula for every new time step.

Hyperproperty Monitoring. Monitoring hyperproperties [95] extends monitoring

of trace properties to complex hyperproperties, such as information security, robust-

ness, and knowledge. A fundamental question in hyperproperty monitoring is how

to present the input, which now consists of multiple execution traces, to the monitor.

Fundamentally, the monitor receives either all traces simultaneously or incrementally,

one at a time. The two input models we consider are the parallel, with simultaneous

traces, and the sequential model, with incremental traces [95]. A visualization can

be found in Figure 1.3. In the parallel model, the number of traces is fixed, and the

monitor observes the values of the next time step for all (possibly infinite) traces at

every computation step. In the sequential model, finite traces are provided one after

another, and the monitor computes verdicts for a potentially unbounded number of

observed traces.

Example 8. We return to the distinguishability hyperproperty presented before. Recall

the following formula

𝜓 = ∀𝜋∀𝜋 ′.
( (
𝑖𝑛𝜋a ↮ 𝑖𝑛𝜋

′
a

)
→

(
𝑐𝜋a ↮ 𝑐𝜋

′
a

) )
where𝜓 states that whenever on two traces the value of 𝑖𝑛a is different, then also the

values of 𝑐a are different. This property is monitorable; whenever it is violated, it will

remain violated for every future trace or extension. Consider the following two finite
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traces, which we monitor in the sequential setting.

𝑡1 = {𝑖𝑛a, 𝑐a}, {𝑖𝑛a, 𝑐a}, {𝑖𝑛a, 𝑐a}, {𝑖𝑛a, 𝑐a}
𝑡2 = {¬𝑖𝑛a,¬𝑐a}, {𝑖𝑛a, 𝑐a}, {¬𝑖𝑛a,¬𝑐a}, {¬𝑖𝑛a,¬𝑐a}

A monitor observing both traces will not yet come to a verdict and output inconclusive:
For these two traces, the formula is satisfied, but there might be executions of the system

that are not yet observed and violate the formula. One such execution is the following:

𝑡3 = {¬𝑖𝑛a,¬𝑐a}, {¬𝑖𝑛a, 𝑐a}, {¬𝑖𝑛a,¬𝑐a}, {¬𝑖𝑛a,¬𝑐a}

Even though the values of 𝑖𝑛a on 𝑡1 and 𝑡3 are different in the second time step, the

values of 𝑐a are equivalent. This is a violation of𝜓 and will remain a violation no matter

what traces are observed in future steps.

1.4 Contributions

This thesis presents novel algorithms for the synthesis and monitoring of distributed

systems, guided by the principles of knowledge reasoning. We develop new composi-

tional synthesis techniques based on information flow and prophecies, and introduce

a monitoring approach capable of verifying second-order hyperproperties, such as

common knowledge.

1.4.1 Distributed Synthesis with Information Flow Assumptions

The most promising technique for distributed synthesis is compositional synthesis,

where the overall synthesis task is decomposed into multiple sub-tasks that, combined,

solve the distributed synthesis problem. Compositional synthesis critically depends

on finding assumptions that a process 𝑝 must make about another process 𝑞, and vice

versa. The local synthesis of 𝑝 is impossible without such assumptions, but once the

assumptions are known, one can build each individual process while given the guarantee

that the implementation of the other process will satisfy the assumption. Earlier

research on deriving assumptions for compositional synthesis has focused on inferring

behavioral assumptions on the environment of a subsystem [54, 37, 169]. However,

behavioral assumptions are too strong to capture all possible correct implementations

of a component.
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Information Flow Assumptions. We present a novel class of assumptions that

formalize the information flow between components rather than specific behavioral con-

straints. Information flow is a hyperproperty that states that a component will receive

some information presented on the environment variables. We formalize information

flow in a distributed system by computing distinguishable traces, trace pairs on which

the goal formula dictates an observable difference; if they could not be distinguished,

the specification could not be satisfied. This technique is adapted from knowledge

reasoning, where a so-called agent knows a fact if and only if it holds on all traces that

are indistinguishable for this agent. We turn this reasoning into assumptions for the
agents during compositional synthesis. Based on the assumption that on two traces

that must be distinguishable for an agent, the agent will be able to distinguish them, it

will provide a correct implementation. Correctness, however, is trickier than for trace

property assumptions: The information-flow assumption only specifies that two traces

will be distinguishable, not how they will be distinguishable; this will be chosen by

the implementation of the agent that observes the difference. As a result, it is not yet

possible to construct an executable implementation for the process in question, since

such an implementation would need to correctly decode the information provided by its

partner process. However, determining how to decode this information is only feasible

once the encoding method used by the sending process is known.

Example 9. Recall the information-flow assumption that we stated for process b and the

LTL goal formula 𝜑 = (𝑖𝑛a↔ 𝑜𝑢𝑡b).

𝜓 = ∀𝜋∀𝜋 ′.
( (
𝑖𝑛𝜋a ↮ 𝑖𝑛𝜋

′
a

)
→

(
𝑐𝜋a ↮ 𝑐𝜋

′
a

) )
It relates all trace pairs that must be distinguishable by process a, namely those where

the values of 𝑖𝑛a are different at least once. The assumption that this difference will be

observable is on the right-hand side of the formula; whenever 𝑖𝑛a is different, then the b-

observable variables 𝑐a must also be different. There are infinitelymany implementations

of a that satisfy this hyperproperty: It can choose to copy the value of 𝑖𝑛a to 𝑐a or

its dual value in every time step. A correct implementation of b that assumes the

information-flow assumption has to provide correct reactions to every possible encoding

of information by process a.

Compositional Synthesis with Information Flow Assumptions. To address this

challenge, we synthesize a prototype implementation for the process that is correct

for any sender implementation, provided the sender fulfills the information-flow as-

sumption. This prototype, referred to as a hyper implementation, differs from a concrete
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implementation in that it has access to the original (unencoded) information. With this

access, a hyper implementation can always produce the correct output to satisfy the

specification. In the final implementation, the original information is no longer directly

available and must be reconstructed from the communication received. Nevertheless,

the information-flow assumption ensures that such reconstruction is always possi-

ble, making direct access to the original information unnecessary. Our compositional

algorithm operates as follows: We introduce necessary information-flow assumptions
for distributed systems with two processes and present a method for automatically

deriving these assumptions from process specifications given in linear-time temporal

logic (LTL). We strengthen information-flow assumptions to the notion of time-bounded
information-flow assumptions in the case of liveness LTL goals, which characterize in-

formation that must be received in finite time, and prefix information-flow assumptions

for safety LTL formulas. For both approaches, we present synthesis procedures that

compute hyper implementations and the respective composition and decomposition

techniques. Our findings are backed by experimental evaluations and a prototype

implementation that show the effectiveness of this conceptually new compositional

synthesis approach.

1.4.2 Controller Synthesis with Prophecies

We introduce a compositional synthesis approach for controller synthesis, a special

(and computationally easier) case of distributed systems. In this setting, the system

consists of a controller, whose implementation must be synthesized, and a plant, whose

behavior is already specified. The combined system must satisfy the specification

for all possible environment behaviors. Traditionally, controller synthesis composes

a plant automaton [202, 26, 212] or a plant model [152, 209] with an automaton for

the temporal specification, resulting in an 𝜔-regular game that can be solved using

established reactive synthesis algorithms [2, 142, 143]. However, this approach often

suffers from scalability issues: Exploring the full structure of the plant makes synthesis

computationally challenging. Our new approach circumvents this by synthesizing a

universal controller, which is correct for any plant for which a solution exists. In a

subsequent step, the universal controller is specialized to the given plant model. This

is achieved by annotating the controller’s output decisions with conditions, so-called

prophecies on the plant’s behavior, about the required knowledge of the plant to perform
the next action.
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Prophecies for Controllers. The major observation is that the exploration of the

plant’s state space can be avoided by solving the controller synthesis problem abstractly,
i.e., solely based on the specification. This is accomplished by introducing assumptions

about the plant’s branching structure, which we refer to as prophecies. To explain the

concept of prophecies, we take a detour via algorithms for reactive synthesis. Reactive

synthesis creates an implementation that satisfies some (LTL) specifications. The key

task of any synthesis algorithm is to provide sufficient memory for an implementation,

based on the given specification, so that the formula’s correctness can be guaranteed. For

example, obligations that depend on the future or past of a system’s branching structure

must be stored so that they can later be satisfied. The amount of memory needed to

guarantee correctness defines the maximal state space of the resulting implementation.

For controller synthesis, this task is accompanied by a second problem: The memory

of the plant must be aded to the controller’s memory. The structure of the plant

additionally restricts the behavior of an implementation. We use prophecies, abstract
conditions over the plant’s future branching structure, to avoid the full exploration of

the state space of the plant.

Example 10. Consider the controller c, the plant p, and the external environment e.

Each of these processes has a Boolean output variable: 𝑜c, 𝑜p, and 𝑜e, respectively. At

every time step, each process selects the value of its output variable based on the history

of all previous outputs of every component. The temporal specification is given by the

following LTL formula:

𝜑 B (𝑜c ↔ 𝑜p)W( ¬𝑜e). (1.1)

This formula requires the controller to match the plant’s output as long as the envi-

ronment’s output remains true (specified with the operator weak untilW). Since the

controller cannot observe the plant’s output before making its own decision, construct-

ing a correct controller independently of the plant is impossible: Unless the environment

sets its output to false, the controller must know the plant’s output one step in advance.

We capture this requirement using the prophecies: ⟨𝑜p⟩ indicates that the plant will
output true, and ⟨¬𝑜p⟩ indicates that the plant will output false in the respective cases.

A correct controller responds to ⟨𝑜p⟩ by setting 𝑜c to true, and to ⟨¬𝑜p⟩ by setting 𝑜c to

false at least until ¬𝑜e was observed.

Prophecies are a useful tool to make synthesizing a universal controller, a controller
whose outputs are conditioned under prophecies, feasible.
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Synthesis of Universal Controllers. Building on this insight, we introduce a new

synthesis method that decouples the construction of a universal controller, derived
solely from the temporal specification, from its subsequent adaptation to a concrete

plant model. The universal controller’s output choices are annotated with conditions

on the plant’s structure, referred to as prophecies: The controller selects an output only

if the plant fulfills the corresponding prophecy, which is verified in a later step. This

separation enables the universal controller to be synthesized without reference to the

plant, significantly improving scalability.

Example 11. We show a universal controller for the previous specification. For every

output and state, i.e., 𝑜p and ¬𝑜p and 𝑠0, 𝑠1, 𝑠2 for this example, the prophecies are shown

with ⟨𝑜p⟩ and ⟨¬𝑜p⟩, specifying that an output only gets picked if the plant satisfies

the condition in ⟨⟩. In state 𝑠0, the controller has to copy the value of 𝑜p to its own

output variable 𝑜c. In state 𝑠1, no obligation is left for the controller, and the controller

can choose the output under the condition true. State 𝑠2 is an unreachable state if the

controller behaves correctly.

𝑠0

𝑠1

𝑠2

¬𝑜e
𝑜e∧(𝑜p↔𝑜c)

∗

𝑜e∧(¬𝑜p ↮𝑜c)
∗

𝑜c↢ ⟨𝑜p⟩

𝑜c↢ ⟨true⟩

𝑜c↢ ⟨false⟩
¬𝑜c↢ ⟨¬𝑜p⟩

¬𝑜c↢ ⟨true⟩

¬𝑜c↢ ⟨false⟩

The universal controller can later be refined to an explicit plant by checking the plant’s

behavior against the prophecies.

We introduce an algorithm for synthesizing universal controllers from safety speci-

fications, representing prophecies using tree automata. Additionally, we demonstrate

that universal controllers are most permissive, encompassing all controller strategies

that are correct for any realizable plant model. We provide an exploration algorithm

that derives a concrete controller from the universal controller for a given plant model,

and prove that this algorithm is sound and complete for safety specifications. Finally,

we present experimental results using our prototype tool, unicon [107], which show

that our approach achieves better scalability than the standard method on synthesis

problems involving large plant models.
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1.4.3 Monitoring Second-Order Hyperproperties

Hyperproperties, as introduced by Clarkson and Schneider [60], encompass a broad

spectrum of requirements, including information-flow security policies and epistemic

properties that describe the knowledge of agents in distributed systems. The most

widely used specification language for expressing hyperproperties and providing a

semantic foundation for various verification techniques is HyperLTL [59]. HyperLTL

extends LTL with quantification over traces. Although HyperLTL and its variants

have been successfully applied in many contexts [105, 182, 74], their expressiveness is

inherently limited, leaving several important hyperproperties beyond their reach. A

notable example is common knowledge, which is essential in distributed systems for

ensuring coordinated actions [81, 130]. Common knowledge within a group of agents

means not only that each agent individually knows a condition 𝜑 holds, but also that

every agent knows that every agent knows 𝜑 , and so on, forming an infinite hierarchy

of nested knowledge.

The key limitation of HyperLTL is its restriction to first-order quantification: it can
only quantify over individual traces, not over sets of traces. While this suffices for

specifying individual knowledge, where the existence or absence of a single indistin-

guishable trace violating 𝜑 is relevant, it is insufficient for expressing properties like

common knowledge, which require quantification over sets of traces and the ability to

capture infinite chains of reasoning.

Temporal Logic for Second-Order Hyperproperties. We introduce Hyper
2
LTL,

a temporal logic for hyperproperties that allows for quantification over trace sets. In
Hyper

2
LTL, the existence of a trace 𝜋 where the condition 𝜑 is common knowledge

can be expressed as follows (using a slightly simplified syntax):

∃𝜋. ∃𝑋 . 𝜋 ∈ 𝑋 ∧
(
∀𝜋 ′ ∈ 𝑋 .∀𝜋 ′′.

( 𝑛∨
𝑖=1

𝜋 ′ ∼𝑖 𝜋 ′′
)
→ 𝜋 ′′ ∈ 𝑋

)
∧ ∀𝜋 ′ ∈ 𝑋 . 𝜑 (𝜋 ′).

The second-order quantifier ∃𝑋 asserts the existence of a set 𝑋 of traces such that: (1) 𝜋

is included in 𝑋 ; (2) 𝑋 is closed under the observations of each agent, meaning that for

every trace 𝜋 ′ in 𝑋 , all traces 𝜋 ′′ that are indistinguishable from 𝜋 ′ for some agent 𝑖 are

also in𝑋 ; and (3) every trace in𝑋 satisfies 𝜑 . The existence of such a set𝑋 characterizes

precisely when 𝜑 is common knowledge on 𝜋 . In our work, we demonstrate that

Hyper
2
LTL provides a natural and expressive framework for specifying a range of

hyperproperties beyond the capabilities of HyperLTL, including epistemic properties

like common knowledge.
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Monitoring Algorithm. We introduce a monitoring algorithm for second-order

hyperproperties for a finite trace semantics of Hyper
2
LTL, called Hyper

2
LTLf. Moni-

toring provides a practical and scalable approach to ensuring that a system’s execution

complies with its formal specification. Unlike traditional verification methods such as

model checking or theorem proving, monitoring operates directly on the execution

traces of the running system rather than analyzing a system model. For the parallel

model, we demonstrate that monitoring second-order hyperproperties specified in

Hyper
2
LTLf can be reduced to the monitoring of first-order hyperproperties. In the

sequential model, while the general monitoring problem is undecidable, we identify a

tractable subclass: Monotone second-order hyperproperties. A second-order hyperprop-

erty is called ⊕-monotone if its satisfaction on a set of traces guarantees satisfaction

on all supersets; it is ⊖-monotone if a violation on a set implies a violation on all

supersets. Monotonicity enables the monitor to provide conclusive results, regardless

of future traces. We present an inference system for monotonicity and a monitoring

algorithm that incrementally analyzes the observed traces until a definitive verdict

can be reached. This algorithm is implemented in the tool MoSo, which we evaluate

on benchmarks including common knowledge and planning scenarios, demonstrating

promising results.
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[99] Bernd Finkbeiner, Niklas Metzger, Satya Prakash Nayak, Anne-Kathrin Schmuck.

Synthesis of Universal Safety Controllers. 31st International Conference on
Tools and Algorithms for the Construction and Analysis of Systems (TACAS 2025)

1.6 Related Work

We survey the related work relevant to this thesis, with emphasis on knowledge rea-

soning, information-flow security, distributed and controller synthesis, and logical

frameworks for hyperproperties.

Knowledge Reasoning. Reasoning about knowledge dates back to the first epistemic

logics by von Wright [211] in 1951 and Hintikka [135] in 1962. The original work

on common knowledge dates back to Lewis [163] in 1959 and was first applied to

distributed systems by Halpern and Moses [130] in 1990. We refer to [81] for an in-

depth discussion. Regarding formal methods for knowledge reasoning, the fundamental

temporal logic LTL [183] was extended to epistemic operators in LTLK,C [81, 129]. The

logic was used for building verification algorithms for model checking [176, 200, 116]

and bounded model checking [210], also for strategic versions of the logic [139] and

probabilistic knowledge [138]. Regarding reactive synthesis for epistemic logics, there

exist explicit [177, 45] and symbolic [140] approaches for automatically constructing

one-component systems, and distributed systems [178]. Knowledge as conditions in

programs has been introduced as knowledge-based programs [79, 160], facilitating

correct-by-construction distributed systems via knowledge reasoning [206, 146, 12].

Information Flow Security. Information-flow security analyzes how sensitive data

propagates within a system. Key properties include noninterference [122], which

ensures that changes in high-security inputs do not affect low-security outputs, and ob-

servational determinism [213], which requires that identical sequences of low-security

inputs yield identical low-security outputs. Differential privacy is another important

property, guaranteeing that similar inputs result in only limited changes to the out-

puts [77]. Most related to our approaches is declassification, where some information

flow is permitted or even necessary; declassification properties specify the conditions

and extent to which information may be released [193]. These properties are inherently

relational, as they compare multiple system executions. Most research on information-

flow policies focuses on verification; see [25] and [151] for comprehensive overviews.

Many information-flow policies are universally quantified over traces, allowing the
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verification problem to be reduced to standard, non-relational property checking. A

common technique is self-composition [18, 70], which constructs a product system

from multiple copies of the original and applies conventional verification methods.

Variants of self-composition are central to many approaches for verifying hyperproper-

ties, including those beyond universally quantified cases [105, 82, 121, 33, 31, 66]. In

contrast to our contributions, previous information security approaches only verified

the absence of information flow, and do not analyze the required information flow.

Distributed Synthesis. Distributed synthesis was first explored by Pnueli and Ros-

ner [184], who immediately concluded that the problem is unrealizable. This result

was later refined in [158] to ring architectures and in [106] to information forks. In

recent years, bounded synthesis [24] and distributed synthesis via hyperproperty syn-

thesis [204], as well as synthesis of distributed systems with causal memory [100, 90,

134] have been the focus of distributed synthesis research.

Compositional synthesis has been extensively studied in the context of complete
information, where all processes have access to all environment outputs [156, 153, 88,

103], with recent advancements in [3]. However, in this work, we focus on composi-

tional approaches for distributed systems, where processes operate under incomplete

information about the environment outputs. Compositionality has been leveraged

to enhance distributed synthesis across various domains, such as reactive controller

synthesis [5, 134].

A closely related approach is assume-guarantee synthesis [54, 37], which relies on

behavioral guarantees for each process and assumptions about the behavior of other

processes. Recent advancements include an iterative refinement of assumptions for

distributed systems [169]. Another method is remorse-free dominance [69], avoiding

explicit assumptions and guarantees by using a weaker winning condition, resulting in

implicit assumptions. Additionally, certificates specifying partial behavior of compo-

nents have been proposed to guide synthesis iteratively [101]. Unlike these approaches,

which rely on behavioral assumptions, our work introduces the novel concept of using

information-flow assumptions for synthesis.

In reactive controller synthesis, compositionality offers significant improvements

over monolithic synthesis [5, 134]. Assume-guarantee control synthesis, which aligns

with our synthesis paradigm, enables local components to infer assumptions about

others to achieve their goals [54, 37]. When assumptions are insufficient, they can be

iteratively refined [169]. Alternative approaches include weakening acceptance condi-
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tions to dominance [69] or using certificates to iteratively specify partial component

behavior [101].

Controller Synthesis. Regarding universal controllers, a notable characteristic is

their permissiveness, which ensures they encompass all control strategies that are valid

for any realizable plant. This concept is well-established in supervisory control, where

permissiveness is a fundamental property of the computed supervisor [52]. However,

in this context, permissiveness pertains to enabling all behaviors that a single plant
satisfies. Similarly, permissive solutions have been explored in reactive synthesis [27,

44, 112], primarily to ensure variability in resulting implementations. Recent studies

have also examined permissiveness in control applications of reactive synthesis [145,

8], though these efforts remain focused on a fixed plant model.

Another area of research investigates the synthesis of control strategies that are

valid for a specific set of plant models. For instance, dominant strategies [68, 104] are
designed to work for all realizable plants, while admissible strategies [28, 20] are correct
for the largest possible set of realizable plants. Other approaches [7, 49, 97, 98] impose

reasonable assumptions on plant models to synthesize control strategies tailored to a

restricted set of plants. However, these methods are limited to computing a single control
strategy that must work for the entire set of considered plants. In contrast, our approach

synthesizes a universal controller capable of adapting to different control strategies based
on the specific plant model that only scales in the size of the specification.

Lastly, prophecy variables are a well-known proof technique used to access informa-

tion about future events [1], commonly used to (partially) eliminate non-determinism.

Recent work by Beutner and Finkbeiner [32] leverages prophecy variables to develop

a complete game-based algorithm for the automatic verification of hyperproperties.

Here, the existential player in the two-player game gains access to prophecies over the

future behavior of the universal player and bases its decision on those. Inspired by, but

in contrast to, this approach, we use the term prophecies to reason about the branching

structure of the plant.

Logics for Hyperproperties. In recent years, numerous logics have been introduced

for the formal specification of hyperproperties, often by extending temporal logics

with explicit path quantification. Examples include HyperLTL and HyperCTL
∗
[59],

HyperQPTL [188], HyperPDL [128], and HyperATL
∗
[29, 30]. Other approaches extend

first-order logics with equal-level predicates [66, 109], or investigate (𝜔)-regular [123,

43] and context-free hyperproperties [113], as well as hyperproperties over data and
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modulo theories [92, 65]. Hyper
2
LTL is the first temporal logic designed to reason about

second-order hyperproperties, enabling the expression of a wide range of existing and

prominent hyperproperties (including epistemic and asynchronous hyperproperties).

Regarding finite trace semantics for temporal logics, the semantics used when mon-

itoring systems against temporal hyperproperties, Giacomo and Vardi [119] introduced

LTL𝑓 , a logic for interpreting LTL on finite traces, tailored for AI systems. Since its

introduction, LTL𝑓 and its extensions have been applied to model checking [15, 189],

satisfiability analysis [110], synthesis [120, 126], and planning [51]. The logic com-

bining knowledge and LTL, called LTLK,C, originates from Fagin et al. [81] and has

been widely used in multi-agent systems (MASs) verification [149, 150, 86]. Similar to

infinite trace semantics, most finite trace logics for hyperproperties extend temporal

logics with explicit quantification over traces or paths, such as HyperLTLf [95] and

HyperLDL𝑓 [118]. Tools for model checking knowledge in MASs include MCK [116]

and MCMAS [166], with the latter also supporting finite trace semantics [150]. While

these tools and approaches are tailored for knowledge, Hyper
2
LTLf provides a general

framework for second-order hyperproperties that includes common knowledge.



Chapter 2

Preliminaries

In this chapter, we define the preliminaries for this thesis. The model of systems we

consider is discrete-time, where the system reacts to the outputs of an uncontrollable

environment.
1
The correctness of these systems is defined against temporal logic

properties that express behavior over infinite system executions.

2.1 System Models

Architectures. We consider distributed systems of two components that communi-

cate on shared variables. The architecture of a distributed system for two processes 𝑝

and 𝑞 is defined by a tuple (𝐼𝑝, 𝐼𝑞,𝑂𝑝,𝑂𝑞,𝑂𝑒), where 𝐼𝑝, 𝐼𝑞,𝑂𝑝,𝑂𝑞, and 𝑂𝑒 are all subsets
of the setV of boolean variables. The output variables of the components are the sets

𝑂𝑝 and 𝑂𝑞 . The environment, which is the uncontrollable component of the system,

has output variables 𝑂𝑒 that are observed by (a subset of) the system components. We

use the terms environment outputs and external inputs simultaneously for 𝑂𝑒 . 𝑂𝑝,𝑂𝑞

and 𝑂𝑒 form a partition ofV . Finally, 𝐼𝑝 and 𝐼𝑞 are the input variables of components 𝑝

and 𝑞, respectively. The inputs and outputs are disjoint, i.e., 𝐼𝑝 ∩𝑂𝑝 = ∅ and 𝐼𝑞 ∩𝑂𝑞 = ∅.
Each of the inputs 𝐼𝑝 and 𝐼𝑞 of the components is either an output of the environment

or an output of the other component, i.e., 𝐼𝑝 ⊆ 𝑂𝑞 ∪ 𝑂𝑒 and 𝐼𝑞 ⊆ 𝑂𝑝 ∪ 𝑂𝑒 . For a set
𝑉 ⊆ V , every subset 𝑉 ′ ⊆ 𝑉 defines a valuation of 𝑉 , where the variables in 𝑉 ′ have

value true and the variables in 𝑉 \𝑉 ′ have value false.

Strategies. A strategy for a process 𝑝 is a function 𝑓𝑝 : (2𝐼𝑝 )∗ → (2𝑂𝑝 ) that maps

finite traces over 𝑝’s input variables to a valuation of 𝑝’s output variables. The strategy

1
The notion of environment outputs is often called inputs in reactive system literature. For clarity, we

use the term outputs to distinguish the local inputs of the components from the uncontrolled variables.
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chooses the current output with respect to the (complete) history of inputs. Given two

strategies 𝑓𝑝 and 𝑓𝑞 , the composition 𝑓𝑝 ∥ 𝑓𝑞 of the two strategies is the function 𝑓 :

(2𝑂𝑒 )∗ → (2V) mapping finite traces over environment output variables to valuations

of all variables. We define 𝑓 (𝜖) = 𝑓𝑝 (𝜖) ∪ 𝑓𝑞 (𝜖) and, for 𝑣 ∈ (2𝑂𝑒 )∗, 𝑥 ∈ 2𝑂𝑒
, 𝑓 (𝑣 · 𝑥) =

(𝑓𝑝 (𝑔𝑝 (𝑣)) ∪ 𝑓𝑞 (𝑔𝑞 (𝑣)) ∪𝑥), where 𝑔𝑝 and 𝑔𝑞 map the sequences of environment outputs

to the respective sequences of process inputs. Formally, the functions are defined

as 𝑔𝑝 (𝜖) = 𝜖, 𝑔𝑝 (𝑣 · 𝑥) = 𝑔𝑝 (𝑣) · ((𝑥 ∪ 𝑓𝑞 (𝑔𝑞 (𝑣))) ∩ 𝐼𝑝) and 𝑔𝑞 (𝜖) = 𝜖, 𝑔𝑞 (𝑣 · 𝑥) =

𝑔𝑝 (𝑣) · ((𝑥 ∪ 𝑓𝑝 (𝑔𝑝 (𝑣))) ∩ 𝐼𝑞). The traces produced by the composition of two strategies

𝑓 = 𝑓𝑝 ∥ 𝑓𝑞 is defined as

Traces(𝑓 ) = {𝑥0𝑥1 . . . ∈ (2𝑂 )𝜔 | 𝑥𝑘 = 𝑓 (𝑖0𝑖1 . . . 𝑖𝑘−1) for all 𝑘 ∈ N
for some 𝑖𝑜𝑖1𝑖2 . . . ∈ (2𝑂𝑒 )𝜔 }.

For a trace 𝑡 ∈ Σ𝜔 and index 𝑖, 𝑗 ∈ N define, we define 𝑡 [𝑖] ∈ V as the 𝑖th element in 𝑡 ;

and 𝑡 [𝑖, 𝑗] as the fragment of 𝑡 from 𝑖 to 𝑗 .

Moore machines. For a set of variables (atomic propositions)V divided into inputs

𝐼 and outputs 𝑂 , with 𝐼 ∩ 𝑂 = ∅, a 2
𝑂
-labeled 2

𝐼
-transition system T is a 4-tuple

(𝑆, 𝑠0, 𝜏, 𝑜), where 𝑆 is a set of states, 𝑠0 ∈ 𝑆 is an initial state, 𝜏 : 𝑆 × 2
𝐼 → 𝑆 is

a transition function, and 𝑜 : 𝑆 → 2
𝑂
is a labeling function. An implementation

of an architecture (𝐼𝑝, 𝐼𝑞,𝑂𝑝,𝑂𝑞,𝑂𝑒) is a pair (T𝑝,T𝑞), consisting of T𝑝 , a 2
𝑂𝑝
-labeled

2
𝐼𝑝
transition system, and T𝑞 , a 2

𝑂𝑞
-labeled 2

𝐼𝑞
transition system. The composition

T = T𝑝 ∥ T𝑞 of the two transition systems (𝑆𝑝, 𝑠𝑝
0
, 𝜏𝑝, 𝑜𝑝) and (𝑆𝑞, 𝑠𝑞

0
, 𝜏𝑞, 𝑜𝑞) is the 2𝑂𝑝∪𝑂𝑞

-

labeled 2
𝑂𝑒
-transition system (𝑆, 𝑠0, 𝜏, 𝑜), where𝑇 = 𝑆𝑝 × 𝑆𝑞, 𝑠0 = (𝑠𝑝

0
, 𝑠
𝑞

0
), 𝜏 ((𝑠𝑝, 𝑠𝑞), 𝑥) =

(𝜏𝑝 (𝑠𝑝, (𝑥 ∪ 𝑜𝑞 (𝑠𝑞)) ∩ 𝐼𝑝), 𝜏𝑞 (𝑠𝑞, (𝑥 ∪ 𝑜𝑝 (𝑠𝑝)) ∩ 𝐼𝑞)), 𝑜 (𝑠𝑝, 𝑠𝑞) = 𝑜𝑝 (𝑠𝑝) ∪ 𝑜𝑞 (𝑠𝑞), where
𝑥 ∈ 2

𝑂𝑒
. An initial run 𝑇 (𝑖0, 𝑖1, . . .) = 𝑠0𝑠1 . . . ∈ 𝑆𝜔 for an infinite sequence of inputs

𝑖0, 𝑖1 . . . ∈ 2
𝑂𝑒

is an infinite sequence of states produced by the transition function

such that 𝑠𝑖 = 𝜏 (𝑠𝑖−1, 𝑖𝑖−1) for all 𝑖 ∈ N and 𝑠0 is the initial state. For a finite input

sequence 𝑡 = 𝑖0𝑖1 · · · 𝑖𝑘−1 ∈ (2𝑂𝑒 )∗ and process 𝑖 , T produces a finite path 𝑠0𝑠1 · · · 𝑠𝑘
and an output sequence 𝑜 (𝑠0)𝑜 (𝑠1) · · ·𝑜 (𝑠𝑘) ∈ (2𝑂𝑖 )∗ such that 𝜏 (𝑠 𝑗 , 𝑖 𝑗 ) = 𝑠 𝑗+1. We

write out (T , 𝑡) to denote the latest output, i.e., 𝑜 (𝑠𝑘). The set of traces Traces(T ) of an
implementation T = (T 𝑝,T 𝑞) is then defined as all (𝑜 (𝑠0) ∪ 𝑖0) (𝑜 (𝑠1) ∪ 𝑖1) . . . ∈ (2V)𝜔

where 𝑇 (𝑖𝑜𝑖1 . . .) = 𝑠0𝑠1 . . . for some 𝑖𝑜𝑖1𝑖2 . . . ∈ (2𝑂𝑒 )𝜔 . For T = (𝑆, 𝑠0, 𝜏, 𝑜) and 𝑠 ∈ 𝑆 ,
we denote a transition system T ′ = T (𝑠) as a shorthand for T ′ = (𝑆, 𝑠, 𝜏, 𝑜), where the
structure of the system is equivalent, but the initial state is changed to 𝑠 . We use the

term implementation and symbol I whenever we refer to a system that can be either a

strategy or a Moore machine.
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2.2 Automata

Finite Word Automata. A non-deterministic automaton A over an alphabet Σ is a

tuple (𝑄,𝑞𝑜 , 𝛿, 𝐹 ) where 𝑄 is a set of states, 𝑞𝑜 is the initial state, 𝛿 : 𝑄 × Σ→ 2
𝑄
is a

transition function, and 𝐹 is a set of accepting states. For an input word 𝜎0𝜎1 . . . 𝜎𝑘 ∈ Σ𝑘 ,
a finite word automaton (NFA) F accepts a finite run 𝑞0𝑞1 . . . 𝑞𝑘 ∈ 𝑄𝑘 where 𝑞𝑖 ∈
𝛿 (𝑞𝑖−1, 𝜎𝑖−1), if 𝑞𝑘 ∈ 𝐹 . An automaton is deterministic 𝛿 is deterministic.

InfiniteWordAutomata. An𝜔-automatonA over an alphabet Σ is defined as a tuple

(𝑄,𝑞0, 𝛿,Ω), where𝑄 is a finite set of states, 𝑞0 ∈ 𝑄 is the initial state, 𝛿 : 𝑄 × Σ→ 𝑄 is

the transition function, and Ω ⊆ 𝑄𝜔 is the acceptance condition. The unique run of A
starting from state 𝑞 on a trace 𝑡 ∈ Σ𝜔 , denoted by run(A, 𝑞, 𝑡), is a sequence of states
𝜌 ∈ 𝑄𝜔 such that |𝜌 | = |𝑡 | + 1, 𝜌 [0] = 𝑞, and 𝛿 (𝜌 [𝑖], 𝑡 [𝑖]) = 𝜌 [𝑖 + 1] for all 𝑖 ∈ dom(𝑡).
A run 𝜌 is accepting if 𝜌 ∈ Ω. The language L(A) consists of all traces 𝑡 for which the

unique run run(A, 𝑞0, 𝑡) is accepting.
A safety automaton (DSA) is a specific type of𝜔-automaton with a safety acceptance

condition Ω = safe(𝐹 ), where 𝐹 ⊆ 𝑄 is a set of safe states, and the set of runs only visits

states in 𝐹 . It is known that any LTL specification 𝜑 can be translated into an equivalent

𝜔-automaton A, such that L(𝜑) = L(A), with a double exponential blow-up [11]. A

safety LTL specification 𝜑 is an LTL specification for which the corresponding automa-

ton A is a safety automaton. The procedure for translating a safety LTL specification

into an equivalent safety automaton is denoted by LTLtoDSA [157, 161].

Given an automaton A = (𝑄,𝑞0, 𝛿,Ω) and a Moore machine T over inputs 𝐼 and

outputs 𝑂 with 2
𝐼∪𝑂 ⊆ Σ, the composition A × T is defined as a product automaton

(𝑄 × 𝑆, (𝑞0, 𝑠0), 𝛿′), where 𝛿′ : (𝑄 × 𝑆) × 2𝐼 → (𝑄 × 𝑆) is a partial transition function

given by 𝛿′((𝑞, 𝑠), 𝜎) = (𝛿 (𝑞, 𝜎 ∪ 𝑜 (𝑠)), 𝜏 (𝑠, 𝜎)). The set of runs of A starting from 𝑞

that correspond to runs of A × T is denoted by Runs(A, 𝑞,T). The set of reachable
states in A × T , starting from the initial state (𝑞0, 𝑠0), is denoted by reach(A × T),
where a state (𝑞, 𝑠) is reachable if there exists a run 𝜌 ofA×T such that 𝜌 [0] = (𝑞0, 𝑠0)
and 𝜌 [𝑘] = (𝑞, 𝑠) for some 𝑘 ≥ 0. We refer to a 2-tape automaton if the alphabet Σ of

an automaton is the product of a different alphabet Σ′, i.e., Σ = Σ′ × Σ′.

Universal Automata. A universal Büchi (or co-Büchi) automaton has the same

form (𝑄,𝑞0, 𝛿,Ω) as the non-deterministic automaton. The transitions are interpreted

universally, not existentially, meaning that not one transition can be chosen but all

transitions of the transition relation must be taken. A run on an input word 𝜎0𝜎1 . . .

of a universal automaton is a 𝑆-labeled Υ-tree 𝑟 : Υ∗ → Σ such that the root 𝑟 (𝜖) = 𝑞0,
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and for every node 𝑛 ∈ Υ∗ and every transition 𝛿 (𝑟 (𝑛), 𝜎 |𝑛 |) = 𝑞′ it holds that 𝑞′ is a
child of 𝑛: there exists 𝑣 ∈ Υ∗ such that 𝑟 (𝑛 · 𝑣) = 𝑞′. A run is accepting if all branches

of 𝑟 are accepting. Universal co-Büchi automata are the dual of nondeterministic Büchi

automata [125].

Tree Automata. A tree automaton over 2
𝑂
-labeled 2

𝐼
-trees is defined as a tuple

A = (𝑄,𝑞0,Δ,Ω), where 𝑄 is a finite set of states, 𝑞0 ∈ 𝑄 is the initial state, Δ ⊆
𝑄 × 2𝑂 × (2𝐼 → 𝑄) is the transition relation, and Ω ⊆ 𝑄𝜔 is the acceptance condition.

A run of the tree automaton A on a strategy 𝑠 : (2𝐼 )∗ → 2
𝑂
is a 𝑄-labeled 2

𝐼
-tree

η : (2𝐼 )∗ → 𝑄 such that η(𝜖) = 𝑞0 and, for every input sequence 𝑡𝛼 ∈ (2𝐼 )∗, there
exists a transition (η(𝑡), 𝑠 (𝑡), 𝑓 ) ∈ Δ where 𝑓 (𝛼) = η(𝑡𝛼). For an input sequence

𝛼0𝛼1 · · · ∈ (2𝐼 )∗, the run (tree) η : (2𝐼 )∗ → 𝑄 generates a path, i.e., a sequence of states

η(𝜖)η(𝛼0)η(𝛼0𝛼1) · · · . The run (tree) is considered accepting if every path generated

by the run satisfies the acceptance condition Ω. The language of the tree automaton,

L(A), is the set of all trees that are accepted by A.

2.3 Specifications

Trace properties. Our specifications are defined over the variablesV which instanti-

ate a set of atomic propositions. For a set𝑉 ⊆ V of variables, a trace over𝑉 is an infinite

sequence 𝑥0𝑥1𝑥2 . . . ∈ (2𝑉 )𝜔 of valuations of 𝑉 . A trace property 𝑃 over the variables

V is a set 𝑃 ⊆ (2V)𝜔 of traces, defining which traces belong to the trace property and

which ones do not. Two trace sets𝑉 ,𝑉 ′ ⊂ V that are disjoint, i.e.,𝑉∩𝑉 ′ = ∅, can be com-
bined by synchronously iterating over the time steps and unionizing the sets of variables

𝑥0𝑥1𝑥2 . . .⊔𝑦0𝑦1𝑦2 . . . = (𝑥0∪𝑦0) (𝑥1∪𝑦1) (𝑥2∪𝑦2) . . .. Likewise, projecting a trace onto
a set of variables𝑉 ′ ⊆ V , and thereby generating a new trace, is formed by intersecting

the valuations with 𝑉 ′ at each position: 𝑥0𝑥1𝑥2 . . . |𝑉 ′= (𝑥0 ∩𝑉 ′) (𝑥1 ∩𝑉 ′) (𝑥2 ∩𝑉 ′) . . ..
An implementation I satisfies a trace property 𝑃 if Traces(I) ⊆ 𝑃 . We classify into

sub-categories of trace properties with respect to the traces they contain. A finite trace

𝑡 ∈ (2V)∗ is a bad prefix of a trace property 𝑃 if 𝑡 · 𝑡 ′ ∉ 𝑃 for all 𝑡 ′ ∈ (2V)𝜔 .

Definition 1 (Safety properties). A trace property is a safety property if every violation
has a bad prefix.

Intuitively, a safety property is violated once some bad state is reached. The dual of

safety properties are co-safety properties, which must reach a good state at some point.

Let a finite trace 𝑡 ∈ (2V)∗ be a good prefix of a trace property 𝑃 if 𝑡 · 𝑡 ′ ∈ 𝑃 for all
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𝑡 ′ ∈ (2V)𝜔 . Co-safety properties are the dual of safety properties: once the formula is

satisfied, it will never be violated again.

Definition 2 (Co-safety properties). A trace property is a co-safety property if every
word in the language has a good prefix.

This characterization traces back to Halpern and Pearl’s characterization of temporal

properties into different expressivity classes [170].

Hyperproperties. A hyperproperty [60], again defined over a set of variablesV , is

a set 𝐻 ⊆ 2
(2V )𝜔

. It specifies a set of sets of traces such that each set of traces T ∈ 𝐻
defines the traces of a system. An implementation I satisfies a hyperproperty 𝐻 iff

the set of its traces is an element of 𝐻 , i.e., Traces(I) ∈ 𝐻 . Some hyperproperties,

namely 2-hyperproperties, can be defined by binary relations over traces. A relation

𝑅 ⊆ (2V)𝜔 × (2V)𝜔 of pairs of traces defines the hyperproperty 𝐻 , where a set T of

traces is an element of 𝐻 iff for all pairs 𝑡, 𝑡 ′ ∈ T it holds that (𝑡, 𝑡 ′) ∈ 𝑅. In HyperLTL,

2-hyperproperties are expressed as formulas with two universal quantifiers and no

existential quantifiers. 2-hyperproperties can conveniently be represented as 2-tape

automata whose accepting traces consist of all the tuples of traces that are related by 𝑅.

For the 2-hyperproperty defined by 𝑅, the language of the 2-tape automaton is then

L(A) = {(𝜎0, 𝜎′0) (𝜎1, 𝜎′1) . . . | (𝜎0𝜎1 . . . , 𝜎′0𝜎′1 . . .) ∈ 𝑅}.

2.4 Temporal Logics

Linear-time Temporal Logic. The most prominent specification language for trace

properties is linear-time temporal logic (LTL) [183]. LTL is defined with respect to a set

of atomic propositionsV , in our case, the variables of an architecture, and evaluated

over infinite traces. In contrast to the reactive systems we use in our distributed system

model, LTL formulas do not distinguish between inputs and outputs; this is left up to

the specifier. We define LTL in the standard way with the following syntax rules, where

atomic propositions 𝑎 are belong to a set of variablesV .

𝜑 F 𝑎 | ¬𝜑 | 𝜑 ∧ 𝜑 | 𝜑 | 𝜑U 𝜑

In addition to Boolean conjunction and negation, LTL contains the temporal operators

next specifying a formula over the next time-step, and the operator 𝜑1U 𝜑2 (named

until), where 𝜑1 has to hold until 𝜑2 holds. The semantic evaluation of an LTL formula

is as follows:
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𝑡, 𝑖 ⊨ 𝑎 iff 𝑎 ∈ 𝑡 [𝑖]
𝑡, 𝑖 ⊨ ¬𝜑 iff 𝑡, 𝑖 ⊭ 𝜑

𝑡, 𝑖 ⊨ 𝜑1 ∧ 𝜑2 iff 𝑡, 𝑖 ⊨ 𝜑1 and 𝑡, 𝑖 ⊨ 𝜑2

𝑡, 𝑖 ⊨ 𝜑 iff 𝑡, 𝑖 + 1 ⊨ 𝜑
𝑡, 𝑖 ⊨ 𝜑1U 𝜑2 iff ∃ 𝑗 . 𝑗 ≥ 𝑖 . 𝑡, 𝑗 ⊨ 𝜑2 and ∀𝑘. 𝑖 ≤ 𝑘 < 𝑗 . 𝑡, 𝑘 ⊨ 𝜑1

We use the usual derived Boolean operators disjunction 𝜑1 ∨ 𝜑2, implication 𝜑1 → 𝜑2,

and equivalence 𝜑1 ↔ 𝜑2, as well as the temporal operators eventually 𝜑 ≡ trueU 𝜑 ,

globally 𝜑 ≡ ¬ ¬𝜑 , weak until 𝜑1W 𝜑2 = (𝜑1U 𝜑2) ∨ 𝜑2, and release 𝜑1 R 𝜑2 =
𝜑2W 𝜑1. A finite trace 𝑡 of length 𝑛 satisfies an LTL formula 𝜑 iff the evaluation stops

at index 𝑛 with true.
LTL can be extended to reasoning about the past with the operators previously

and since S. We add the following two semantic rules to the previous ones:

𝑡, 𝑖 ⊨ 𝜑 iff 𝑖 > 0 and 𝑡, 𝑖 − 1 ⊨ 𝜑
𝑡, 𝑖 ⊨ 𝜑1 S 𝜑2 iff ∃ 𝑗 . 𝑗 ≤ 𝑖 . 𝑡, 𝑗 ⊨ 𝜑2 and ∀𝑘. 𝑖 ≥ 𝑘 > 𝑗 . 𝑡, 𝑘 ⊨ 𝜑1

With the past operators included, one can specifically specify conditions on the exact

previous time-step with . In addition, 𝜑1 S 𝜑2 specifies that sometime in the past 𝜑2

was true, and since then 𝜑1 is true. Although formulas in LTL with past operators can

be exponentially more succinct [172], it is known that LTL and LTL with past operators

have the same expressiveness [115].

Specifications over architectures are conjunctions 𝜑𝑝 ∧ 𝜑𝑞 of two LTL formulas,

where𝜑𝑝 is defined over𝑂𝑝∪𝑂𝑒 , i.e.,𝜑𝑝 relates outputs of the component 𝑝 to the outputs

of the environment, and 𝜑𝑞 is defined over𝑂𝑞 ∪𝑂𝑒 . We call these specifications the local
specifications of the component. An implementation satisfies a specification 𝜑 if the

traces of the implementation are contained in the specification, i.e., Traces(I𝑝,I𝑞) ⊆ 𝜑 .
We also use the abbreviation 𝑡 ⊨ 𝜑 if 𝑡, 0 ⊨ 𝜑 and say that 𝑡 finitely violates 𝜑 , denoted

by 𝑡 ⊭𝑓 𝜑 if there exists 𝑛 ∈ N s.t. for all𝑚 > 𝑛 it holds that 𝑡,𝑚 ⊭ 𝜑 .

Temporal Logic with Knowledge. The common specification logic for knowledge

properties follows temporal reasoning in LTL style, and adds operators for knowledge
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statements on top. The logic LTLK,C [81] extends LTL syntax with the operators for

knows K, everyone knows E, and common knowledge C:

𝜓 := 𝑎 | ¬𝜓 | 𝜓 | 𝜓1U𝜓2 | K𝐴𝜓 | E𝜓 | C𝜓

where 𝐴 is a set of agents. Let 𝑡, 𝑡 ′ be two traces, then 𝑡 [0, 𝑖] =𝑎 𝑗 𝑡 ′[0, 𝑖] if 𝑡 and 𝑡 ′ are
indistinguishable for agent 𝑎 𝑗 ∈ 𝐴 in the first 𝑖 steps. Given a set of traces T and a trace

𝑡 we define

𝑡, 𝑖 ⊨T 𝑎 iff 𝑎 ∈ 𝑡 (𝑖)
𝑡, 𝑖 ⊨T ¬𝜓 iff 𝑡, 𝑖 ⊭T 𝜓

𝑡, 𝑖 ⊨T 𝜓1 ∧𝜓2 iff 𝑡, 𝑖 ⊨T 𝜓1 and 𝑡, 𝑖 ⊨T 𝜓2

𝑡, 𝑖 ⊨T 𝜓 iff 𝑡, 𝑖 + 1 ⊨T 𝜓
𝑡, 𝑖 ⊨T 𝜓1U𝜓2 iff ∃ 𝑗 . 𝑗 ≥ 𝑖 . 𝑡, 𝑗 ⊨T 𝜓2 and ∀𝑘. 𝑖 ≤ 𝑘 < 𝑗 . 𝑡, 𝑘 ⊨T 𝜓1

𝑡, 𝑖 ⊨T K𝑎 𝑗𝜓 iff ∀𝑡 ′ ∈ T. 𝑡 [0, 𝑖] =𝑎 𝑗 𝑡 ′[0, 𝑖] → 𝑡 ′, 𝑖 ⊨ 𝜓

𝑡, 𝑖 ⊨T K𝐴′𝜓 iff 𝑡, 𝑖 ⊨T
∧
𝑎 𝑗∈𝐴′

K𝑎 𝑗𝜓

𝑡, 𝑖 ⊨T E𝜓 iff 𝑡, 𝑖 ⊨T
∧
𝑎 𝑗∈𝐴

K𝑎 𝑗𝜓

𝑡, 𝑖 ⊨T C𝜓 iff 𝑡, 𝑖 ⊨T E∞𝜓

The everyone knows operator E expresses that all agents know that 𝜓 holds. The

semantics of the common knowledge operator C correspond to the infinite iteration, or

transitive closure, of “everyone knows that everyone knows that ...” 𝜓 .

Temporal Logics for Hyperproperties. A convenient specification language for

hyperproperties is the temporal logic HyperLTL [59], which extends LTL with trace

quantification. In addition to the variablesV being the atomic propositions, the logic

is defined w.r.t. a set of trace variables 𝑉 .

𝜓 F ∀𝜋.𝜓 | ∃𝜋.𝜓 | 𝜑
𝜑 F 𝑎𝜋 | ¬𝜑 | 𝜑 ∧ 𝜑 | 𝜑 | 𝜑U 𝜑

where 𝑎 ∈ V and 𝜋 ∈ 𝑉 . The trace variables on atomic propositions make express-

ing properties like “𝜓 must hold on all traces” possible, expressed by ∀𝜋. 𝜓 . Dually,



2.4 Temporal Logics 31

one can express that “there exists a trace on which𝜓 holds”, denoted by ∃𝜋. 𝜓 and all

combinations of the quantifications. The semantics of HyperLTL is defined w.r.t. a set

of traces T, which are the traces of the system, and the variable assignment Π : 𝑉 → T.
During the evaluation of the trace quantifiers, the trace variables are assigned to explicit

traces of the trace set T.

Π, 𝑖 ⊨T 𝑎𝜋 iff 𝑎 ∈ Π(𝜋) (𝑖)
Π, 𝑖 ⊨T ¬𝜓 iff Π, 𝑖 ⊭T 𝜓

Π, 𝑖 ⊨T 𝜓1 ∧𝜓2 iff Π, 𝑖 ⊨T 𝜓1 and Π, 𝑖 ⊨T 𝜓2

Π, 𝑖 ⊨T 𝜓 iff Π, 𝑖 + 1 ⊨T 𝜓
Π, 𝑖 ⊨T 𝜓1U𝜓2 iff ∃ 𝑗 . 𝑖 ≤ 𝑗 .Π, 𝑗 ⊨T 𝜓2 and ∀𝑘. 𝑖 ≤ 𝑘 < 𝑗 .Π, 𝑘 ⊨T 𝜓1

Π, 𝑖 ⊨T ∀𝜋.𝜓 iff ∀𝑡 ∈ T.Π[𝜋 ↦→ 𝑡], 𝑖 ⊨T 𝜓
Π, 𝑖 ⊨T ∃𝜋.𝜓 iff ∃𝑡 ∈ T.Π[𝜋 ↦→ 𝑡], 𝑖 ⊨T 𝜓

An implementation I satisfies a HyperLTL formula𝜓 if ∅, 0 ⊨Traces(I) 𝜓 . Note that
we use two versions of trace variable annotations for variables, either as a subscript 𝑎𝜋

or as a superscript 𝑖𝑛𝜋a whenever a subscript already exists.

HyperQPTL [188] adds, on top of the trace quantification of HyperLTL, also propo-

sitional quantification (analogous to the propositional quantification that QPTL [201]

adds on top of LTL). For example, HyperQPTL can express a promptness property,

which states that there must exist a bound (which is common among all traces), up to

which an event must have happened. We can express this as ∃𝑞.∀𝜋. 𝑞 ∧ (¬𝑞) U 𝑎𝜋

which states that there exists an evaluation of proposition 𝑞 such that (1) 𝑞 holds at

least once, and (2) for all traces 𝜋 , 𝑎 holds on 𝜋 before the first occurrence of 𝑞. The

syntax obtains an additional element, the quantification over propositions:

𝜑 := ∃𝜋. 𝜑 | ∀𝜋. 𝜑 | ∃𝑞.𝜓 | ∀𝑞.𝜓 | 𝜓
𝜓 := 𝑎𝜋 | ¬𝜓 | 𝜓 ∧𝜓 | 𝜓 | 𝜓 U𝜓

where 𝑎 ∈ V is an atomic proposition in a set of propositionsV and ∃𝑞.𝜓 and ∀𝑞.𝜓
is the existential and universal quantification of atomic propositions, respectively. In

addition to the trace assignment of HyperLTL, the semantics of HyperQPTL is defined

w.r.t. a propositional assignment Λ : V → B𝜔 , where B is the set containing true and
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false. The following rules are added to the semantic evaluation

Π,Λ ⊨T ∃𝑞. 𝜑 iff ∃𝜏 ∈ B𝜔 .Λ[𝑞 ↦→ 𝜏] ⊨ 𝜑
Π,Λ ⊨T ∀𝑞. 𝜑 iff ∀𝜏 ∈ B𝜔 .Λ[𝑞 ↦→ 𝜏] ⊨ 𝜑,

where Λ[𝑞 ↦→ 𝜏] maps the propositional trace 𝜏 to the propositional variable 𝑞. All

other semantic rules are changed accordingly, introducing Λ to the evaluation.

2.5 Reactive Synthesis

Monolithic Synthesis. Reactive synthesis is the task of automatically constructing

an implementation that, given the outputs of an unconstrained environment, produces

its own outputs in response to satisfy a given specification. More formally, given a

specification𝜑 or trace property 𝑃 , the synthesis problem is to find an implementationI
that satisfies 𝜑 or 𝑃 , respectively.

Definition 3 (Monolithic Synthesis). Let𝜑 be an LTL specification. The synthesis problem
is to find an implementation I such that I ⊨ 𝜑 .

A specification 𝜑 or trace property 𝑃 is realizable in a given architecture if such an

implementation exists, and unrealizable if not. The synthesis problem for LTL with one-

component systems, also called full-observation synthesis, is 2EXPTIME-complete [186].

We refer to [91] for an overview. The synthesis problem for HyperLTL is known to be

undecidable [94].

Distributed Synthesis. Distributed synthesis extends monolithic synthesis to dis-

tributed systems, where an architecture specifies the interconnection of components.

Given an architecture and one specification 𝜑𝑖 for each component, the distributed

synthesis problem is to find an implementation for each component such that all

specifications are satisfied.

Definition 4 (Distributed Synthesis). Let (𝐼𝑝, 𝐼𝑞,𝑂𝑝,𝑂𝑞,𝑂𝑒) be an architecture and 𝜑𝑝, 𝜑𝑞
be LTL specifications. The two component distributed synthesis problem is to find a
2
𝑂𝑝 -labeled 2𝐼𝑝 transition system T𝑝 and a 2𝑂𝑞 -labeled 2𝐼𝑞 transition system T𝑞 such that
T𝑝 ∥ T𝑞 ⊨ 𝜑𝑝 ∧ 𝜑𝑞 .

For distributed systems that inherently contain partial observation of the compo-

nents, the problem of synthesizing systems for LTL specification is undecidable, even

for two-component systems [184].
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Controller Synthesis. Controller synthesis is a special case of two-component

distributed synthesis, where the implementation of one component is already provided.

We consider a special case of controller synthesis where each component observes all

outputs of the other components, i.e., input propositions of a process 𝑖 are the union of

the output propositions of all other processes 𝐼𝑖 =
⋃
𝑗≠𝑖 𝑂 𝑗 . We formalize the controller

synthesis problem as follows:

Definition 5 (Controller Synthesis). Let (𝐼𝑐, 𝐼𝑝,𝑂𝑐,𝑂𝑝,𝑂𝑒) be an architecture, 𝜑 be an
LTL specification, and the 2𝑂𝑝 -labeled 2𝐼𝑝 transition system T𝑝 be the implementation of
the plant. The controller synthesis problem is to find a 2𝑂𝑐 -labeled 2𝐼𝑐 transition system T𝑐
for the controller such that T𝑐 ∥ T𝑝 ⊨ 𝜑 .

The controller synthesis problem for LTL is 2EXPTIME-complete [186].

Assume-Guarantee Synthesis. A promising way to synthesize distributed systems

is assume-guarantee synthesis [54, 169]. It describes the problem of decomposing the

synthesis process into multiple synthesis procedures to benefit from the existing full-

observation synthesis techniques. This can be achieved by computing assumptions

and guarantees on the behavior of other components that, together with the goal

specification, are the input to the synthesis procedure. Assumptions can be defined in

the following way using trace properties and set theory.

Definition 6 (Assumptions). Let 𝑃 and𝐴 be trace properties. 𝐴 is a sufficient assumption
if 𝐴→ 𝑃 is realizable. It is a necessary assumption if for every sufficient assumption 𝐴′ it
holds that 𝐴′ ⊆ 𝐴.

An assumption𝜓 can also be specified in LTL and is sufficient for the LTL property

𝜓 ′ if the formula 𝜓 → 𝜓 ′ is realizable. We define assume-guarantee in the following

way:

Definition 7 (Assume-guarantee synthesis). Let 𝑃𝑝 and 𝑃𝑞 be the trace properties as the
goals of processes 𝑝 and 𝑞, respectively. The assume-guarantee synthesis problem is to find
two assumptions 𝐴𝑝 and 𝐴𝑞 s.t. 𝐴𝑝 → (𝑃𝑝 ∧𝐴𝑞) and 𝐴𝑞 → (𝑃𝑞 ∧𝐴𝑝) are realizable.

For goal specifications defined in LTL𝜓𝑝 and𝜓𝑞 , assume-guarantee synthesis is the

problem of finding LTL formulas 𝜑𝑝 and 𝜑𝑞 s.t. 𝜑𝑝 → (𝜓𝑝 ∧ 𝜑𝑞) and 𝜑𝑞 → (𝜓𝑞 ∧ 𝜑𝑝).
We will extend the assume-guarantee synthesis to hyperproperty assumptions and

guarantees in the following sections.



Chapter 3

Distributed Synthesis with
Information Flow Assumptions

Distributed Synthesis [184] is the problem of automatically constructing implementa-

tions for processes in a distributed architecture that, together, conform to an intended

behavior. This chapter introduces a new class of assumptions for compositional syn-
thesis of distributed systems. The new assumptions constrain the information flow

between components rather than behavior. Our work is motivated by the observation

that compositional synthesis can substantially improve the scalability of distributed

synthesis [196, 155, 87, 68, 102]. In compositional synthesis, the synthesis task is decom-

posed into local subproblems, one for each component (see Figure 3.1 and Chapter 1 for

further explanations). After decomposition, each process is synthesized individually,

with the goal of building a correct overall system after combination with the other

processes. The crucial point is that local processes assume certain behavior over the

other processes that suffices to synthesize a local solution. Finding these assumptions

is critical: They must be satisfiable by the other processes and must suffice for the

process to be realizable. After the local synthesis, the obtained local implementations

are composed to produce the overall system. When applicable, this decomposition

alleviates the state-explosion inherent in distributed synthesis.

Our key contribution is the introduction of information-flow assumptions, in contrast
to the behavioral assumptions used in the literature. Information-flow assumptions

are hyperproperties: They constrain relations between traces by requiring that cer-

tain differences in the environment become observable to particular processes. We

formalize this by identifying indistinguishable trace pairs for a process and by requiring

that whenever the goal formula demands an observable difference, the process can

distinguish the corresponding traces.
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𝜑𝑝

𝜑𝑞

𝜓𝑝

𝜓𝑞

synthesize

𝜓𝑝 → (𝜑𝑝 ∧𝜓𝑞)

synthesize

𝜓𝑞 → (𝜑𝑞 ∧𝜓𝑝)

H𝑝

H𝑞

H𝑝 ∥ H𝑞

T𝑝

T𝑞

Figure 3.1 An overview of the compositional synthesis algorithm with information-flow

assumptions for processes 𝑝 and 𝑞. The first step consists of computing the information-

flow assumption for each process. Afterward, the assumptions are exchanged and hyper

implementations are synthesized that assume their own assumption and guarantee the

local specification and the assumption of the other component. A final composition

and decomposition constructs the correct local implementations.

The approach builds on ideas from epistemic reasoning: An agent "knows" a fact

when it holds on all traces indistinguishable to that agent. We turn this insight into syn-

thesis assumptions by requiring that, whenever two traces must be distinguishable for

correctness, the implementation will make them distinguishable. Such an assumption

can be formulated as follows:

𝜓 = ∀𝜋∀𝜋 ′.
( (
𝑖𝑛𝜋a ↮ 𝑖𝑛𝜋

′
a

)
→

(
𝑐𝜋a ↮ 𝑐𝜋

′
a

) )
It specifies that on all trace pairs and at every point in time, whenever 𝑖𝑛a is different,

there must be an observable difference on the communication variables 𝑐a, i.e., their

values must be different in the same time step. This type of assumption leaves open the

encoding used by a sender: It specifies that a distinction will be observable, not how it

is encoded. That gap complicates the construction of a concrete, executable implemen-

tation for a receiver, because decoding depends on the sender’s chosen encoding.

To resolve this, we synthesize hyper implementations: Prototype components that

have access to the original (unencoded) information. A hyper implementation can

always produce the outputs required to satisfy the specification; the information-flow

assumption guarantees that a concrete implementation can later reconstruct the same

information from the communication actually received. Thus, hyper implementations

serve as correct blueprints that are independent of a sender’s internal encoding, while

the compositional synthesis ensures that a realizable decoding exists whenever the

assumption holds. Figure 3.1 shows a detailed overview of our compositional synthesis

approach, separated into the individual computation steps.
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Concretely, we introduce necessary information-flow assumptions for two-process

systems and provide automatic derivationmethods from LTL specifications. The chapter

is split into two parts, one for liveness specifications and one for safety specifications. For

liveness properties, we strengthen the information-flow assumptions to time-bounded

information-flow assumptions, where information must arrive within an arbitrary

bound. For safety properties, we use prefix information-flow assumptions that require

information-flow at certain fixed time points. We provide synthesis procedures for hyper

implementations and composition techniques that yield correct distributed systems

for both scenarios. Each approach is accompanied by experimental results and a

prototype implementation that demonstrate the practicality and scalability of the

proposed compositional synthesis approach.

Outline. We give an introduction to information-flow assumptions in Section 3.1. A

refined version for liveness specifications is shown in Section 3.2 with the corresponding

synthesis algorithm in Section 3.3. We refine information-flow assumptions for safety

specifications in Section 3.4 and provide a synthesis algorithm for such in Section 3.5.

Publications. Section 3.2 and Section 3.3 build on [97]; for this thesis, we have

expanded the presentation and included the previously omitted proofs. Section 3.4

and Section 3.5 correspond to [98] and here contain full proofs as well as additional

algorithms. The more general treatment of information-flow assumptions in Section 3.1

is new material introduced in this thesis.

[97] Bernd Finkbeiner, Niklas Metzger, Yoram Moses. Information Flow Guided
Synthesis. 34th International Conference on Computer-Aided Verification (CAV
2022)

[98] Bernd Finkbeiner, Niklas Metzger, Yoram Moses. Information Flow Guided
Synthesis with Unbounded Communication. 36th International Conference
on Computer-Aided Verification (CAV 2024)

3.1 Information Flow in Distributed Systems

In this section, we introduce the concept of information flow in distributed systems.

In such systems, processes must communicate locally available information to other

components to ensure correct behavior. We formalize information flow for linear

temporal logic specifications using the concept of distinguishability, which characterizes

when an agent must differentiate between specific situations.
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3.1.1 Trace Property Assumptions

Assume-guarantee synthesis for distributed systems [6, 37, 54, 169] addresses the chal-

lenge of decomposing a distributed synthesis problem into sub-specifications. These

sub-specifications serve as assumptions and guarantees for monolithic (single-process)

synthesis. If each process satisfies its respective sub-specification, the overall distributed

system is correct. Current methods for constructing such assumptions and guarantees

typically employ negotiation algorithms [169] among processes to derive sufficient
properties. After several negotiation rounds, the resulting trace properties are used

in monolithic synthesis to generate correct local implementations, provided the as-

sumptions are sufficient. We give an example for assume guarantee synthesis with LTL

formulas in the following:

Example 12. We recall Example 5. The bit transmission implementation shown in Fig-

ure 1.2 is a possible result of a distributed synthesis algorithm that is given the architec-

ture in Figure 1.1 and the LTL specification 𝜑 = (𝑖𝑛a↔ 𝑜𝑢𝑡b). Note that there are
infinitely many implementations that can be synthesized for 𝜑 : Process a can, at every

point in time, either copy the value of 𝑖𝑛a to 𝑐a, or copy the negation of the value of 𝑖𝑛a

to 𝑐a. A possible decomposition of 𝜑 into assumptions is the following:

𝜑a = (𝑖𝑛a ↔ 𝑐a) 𝜑b = (𝑐a ↔ 𝑜𝑢𝑡b)

The individual monolithic synthesis tasks for 𝜑a and 𝜑b build a solution for the dis-

tributed synthesis problem, exactly the one in Figure 1.2. However, the assumption 𝜑a

is not necessary: For all implementations of a where, at some point in time, the dual of

the value of 𝑖𝑛a is copied to 𝑐a, the assumption is not suitable for constructing a correct

implementation of b.

Assumptions formulated as trace properties inherently restrict the solution space

for component implementations, which is one drawback of trace property assume-

guarantee synthesis. This limitation necessitates negotiation procedures to compute

viable solutions. We formalize this observation in the following proposition:

Proposition 1. There exist LTL specifications for which no trace property assumption is
necessary and sufficient. Furthermore, the number of possible trace property assumptions
is unbounded.

Proof. We show Proposition 1 with the previously introduced example property 𝑖𝑛a ↔
𝑜𝑢𝑡b for process b in the architecture presented in Figure 1.1 : p. 6. Let 𝜑 = 𝑖𝑛a ↔
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𝑛 𝑐a be the parameterized assumption for a. It is easy to see that we can construct

infinitely many correct assumptions with 𝜑 by setting 𝑛 ∈ N to infinitely many specific

values. It remains to show that there is no necessary trace property assumption. Recall

that a necessary property must be satisfied by every implementation that realizes the

specification. Assume there exists a necessary and sufficient property. Then, for every 𝑛

it must contain 𝜑 = 𝑖𝑛a ↔ 𝑛 𝑐a and 𝜑
′ = 𝑖𝑛a ↮ 𝑛 𝑐a, as both specifications represent

sufficient solutions. A necessary trace property, therefore, must contain the traces

for both specifications. The inductive reasoning over 𝑛 immediately shows that this

property must contain all possible traces - the previous reasoning step can be done for

every 𝑛. The resulting necessary assumption is true and is not sufficient. □

Therefore, we define an alternative notion of assumptions based on information

flow: Local components must be able to obtain the information required to respond

correctly to environment outputs. We specify this in the following with the concept of

distinguishability.

3.1.2 Distinguishability

System correctness is typically defined with respect to behavioral properties, which

specify sets of input and output variables. A system is considered correct if all its

produced traces are contained within the specified behavioral property. In monolithic

reactive systems, this reduces to determining the correct output for each finite input

sequence. In distributed systems, however, each process has only a partial view: Some

inputs are observable, while others are hidden and must be communicated by other

processes. Thus, correctness involves two key aspects: Ensuring that each process

receives the necessary information and guaranteeing that it responds appropriately.

The given specification fundamentally determines both aspects.

We begin by examining how information is transmitted between components. A

key aspect is determining, for each pair of environment traces, whether a process must

produce different outputs in order to satisfy the specification. For trace properties

that describe the desired system behavior, a process must react differently to traces

whenever producing the same output would violate the property. This requirement

is captured by distinguishability: Two traces are distinguishable for a process if no

implementation exists that can produce the same output sequence for both traces while

still satisfying the specification [81]. Formally, we define the distinguishability relation

over pairs of environment traces as follows:
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Definition 8 (Trace distinguishability). Let 𝜑𝑝 be an LTL specification of process 𝑝 . The
corresponding trace distinguishability relation is defined as

𝜈𝑝,𝜑𝑝 = {(𝑡𝑒, 𝑡 ′𝑒) ∈(2𝑂𝑒 )𝜔 × (2𝑂𝑒 )𝜔 | ∀𝑡𝑝 ∈ (2𝑂𝑝 )𝜔 . 𝑡𝑒 ⊔ 𝑡𝑝 ⊭ 𝜑𝑝 or 𝑡 ′𝑒 ⊔ 𝑡𝑝 ⊭ 𝜑𝑝}

The trace distinguishability 𝜈 is parameterized in a component 𝑝 which must receive

the information, and a specification 𝜑 that defines the correctness of the system. In

more detail, exactly those infinite environment output traces are related that have no

shared reaction on process 𝑝 , namely an infinite trace over 𝑝’s outputs that satisfies the

specification 𝜑 for both traces. It is worth noting that this definition neither enforces

a specific point in time on one of the traces nor the violation or satisfaction of the

formula on an explicit trace.

Example 13. Consider the specification of the running example 𝜑 = 𝑖𝑛b ↔ 𝑜𝑢𝑡b,

where 𝑖𝑛b is unobservable for 𝑝 and 𝑜𝑢𝑡b is controlled by 𝑝 . To satisfy the specification,

𝑝 must distinguish trace pairs 𝑡, 𝑡 ′ on which the value of 𝑖𝑛b is different in the first

step. More concretely, the distinguishability relation corresponds to the following, more

simplified, set:

𝜈𝑝,𝜑𝑝 = {(𝑡𝑒, 𝑡 ′𝑒) ∈(2{𝑖𝑛b})𝜔 × (2{𝑖𝑛b})𝜔 | 𝑡𝑒 [0] ≠ 𝑡 ′𝑒 [0]}

The relation is symmetric, meaning that for every 𝑡𝑒 that must be distinguished from 𝑡 ′𝑒 ,

it also holds that 𝑡 ′𝑒 must also be distinguished from 𝑡𝑒 .

The (infinite) distinguishability relation defines a precise characterization of trace

pairs to be distinguished by some component. The definition is based on a global view
of the system, i.e., it accesses the environment outputs that are unobservable for the

component 𝑝 . In the following, we transform this relation into an assumption on the

behavior of other components in the system that is observed by 𝑝 . This yields the first

assumption on information flow that can be used for assume-guarantee synthesis.

3.1.3 Information Flow Assumptions

The literature on information flow is usually focused on the absence of information,

e.g., in [192]. The arguably most famous property to be verified is noninterference [122],
stating that a secret cannot be inferred from the observable outputs. One variant of

noninterference is observational determinism [213]. Observational determinism requires

that, whenever the low security inputs to a (one-component) system are equal, then
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the low security outputs must also be equal. The values of the high security inputs can,

therefore, not be inferred. A HyperLTL formula that states observational determinism

is the following

𝜓 = ∀𝜋∀𝜋 ′. (𝜋 |𝐼𝐿 = 𝜋 ′|𝐼𝐿 ) → (𝜋 |𝑂𝐿
= 𝜋 ′|𝑂𝐿

),

where 𝐼𝐿 and 𝑂𝐿 are subset of the variablesV for the low security inputs and outputs,

respectively. For any two traces, it must hold that if they are equal when projected

to the low security inputs, then they must also be equal when projected to the low

security outputs. If this property is satisfied, then there exists no information flow from

the variables in 𝐼𝐿 to the variables in 𝑂𝐿 .

We turn this argument of the absence of information flow to presence of information

flow. Conceptually, the property we consider is equivalent to observational determinism:

Given two relations 𝑅 and 𝑅′ over tuples of traces, we enforce that, if two traces

are related by 𝑅, then they are also related by 𝑅′. For observational determinism, 𝑅

captures the equivalence on the low security inputs, and 𝑅′ captures the equivalence

on low security outputs. In the general case, we build information flow properties as

2-hyperproperties defined by a relation. This resembles the structure of the HyperLTL

formula for observational determinism shown above.

Definition 9 (Information flow). Let 𝑅 and 𝑅′ be relations on tuples of traces in (2V)𝜔 .
Information flow is the 2-hyperproperty defined by the following relation

𝑅F = {(𝑡, 𝑡 ′) ∈ (2V)𝜔 × (2V)𝜔 | if (𝑡, 𝑡 ′) ∈ 𝑅 then (𝑡, 𝑡 ′) ∈ 𝑅′}

Recall that a 2-hyperproperty defined by a relation over pairs of traces is all trace

sets such that the pairs of traces in the trace set are elements of the relation. Informally,

Definition 9 imposes that there is information flow from 𝑅 to 𝑅′ in the sense that all

trace pairs that are in 𝑅 will also be in 𝑅′. A process that has access only to 𝑅′ can

ensure that two traces are not related by 𝑅 by checking if they are not related by 𝑅′. We

now instantiate the relations so that the information flow property can be used as an

assumption for a process’s observed information.

A viable assumption for the assume-guarantee synthesis of local component 𝑝

should state that process 𝑝 will be able to distinguish two traces 𝑡𝑒 and 𝑡
′
𝑒 if they are

related by 𝜈𝑝,𝜑 . All those traces are guaranteed not to have a single shared reaction

by 𝑝 . The component can then correctly assume that it will be able to distinguish

the traces based on some local inputs 𝐼𝑝 . The domain of the variables used to specify

the assumption must be different from the one for the distinguishability: While the
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distinguishability only refers to all environment outputs and the outputs of the process

𝑝 , the assumption has to be specified according to the observable variables of 𝑝 . Note

that 𝑝’s observable variables are all its input variables, i.e., the set 𝐼𝑝 . We now define

the trace information-flow assumption for a given trace distinguishability relation.

Definition 10 (Trace information-flow assumption). Let 𝜈𝑝,𝜑 be the trace distinguisha-
bility relation for 𝑝 . The trace information-flow assumption F𝑝,𝜑 is the 2-hyperproperty
induced by the relation

𝑅F𝑝,𝜑 = {(𝑡, 𝑡 ′) ∈ (2V)𝜔 × (2V)𝜔 | if (𝑡 |𝑂𝑒
, 𝑡 ′|𝑂𝑒

) ∈ 𝜈𝑝,𝜑 then 𝑡 |𝐼𝑝 ≠ 𝑡 ′|𝐼𝑝 }

Recall that 𝑡 ≠ 𝑡 ′ means that there is some time step 𝑖 such that 𝑡 [𝑖] ≠ 𝑡 ′[𝑖]. As
noted in the definition, the trace information-flow assumption defines a hyperproperty,
which is a set of sets of traces. Remark that relation 𝑅 ⊆ (2V)𝜔 × (2V)𝜔 of pairs of

traces defines the hyperproperty 𝐻 , where a set T of traces is an element of 𝐻 iff for all

pairs 𝑡, 𝑡 ′ ∈ T it holds that (𝑡, 𝑡 ′) ∈ 𝑅. It specifies all sets of traces over all variables (V)

that have different variables on 𝑝’s inputs (𝐼𝑝 ) on every two traces that are related by

the distinguishability relation.

Example 14. We specify the trace information-flow assumption of the distinguishability

relation presented in Example 13 : p. 39as a HyperLTL formula. There are two parts of

the formula: Identifying that two traces are related and, under this condition, that a

difference between these traces is observable for process 𝑝 .

∀𝜋∀𝜋 ′.(𝑖𝑛𝜋b ↮ 𝑖𝑛𝜋
′

b ) → (𝑐𝜋b ↮ 𝑐𝜋
′

b )

The premise of the implication specifies when two traces are related by 𝜈𝑝,𝜑 , namely

if the input bit is different in the first step. If this is the case, then there must be a

𝑝-observable difference between the communication bits 𝑐b at some point ( ) on the

traces 𝜋 and 𝜋 ′.

The trace information-flow assumption can, in general, be used for assume-guarantee

synthesis. There are, however, two crucial questions regarding assumptions: (1) Does

the assumption rule out viable solutions during the synthesis process, and (2) is the

assumption strong enough for a successful synthesis procedure? Specified in formal

terms, (1) corresponds to an assumption being necessary and (2) to an assumption

being sufficient. To formally reason about these properties, we lift the definition of

assumptions (see Definition 6 : p. 33) to hyperproperties.
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Definition 11 (Hyperproperty assumptions). Let 𝑃 be a trace property and 𝐻 be a
hyperproperty. 𝐻 is a sufficient assumption if ∀𝐴 ∈ 𝐻 it holds that 𝐴→ 𝑃 is realizable.
𝐻 is a necessary assumption if for all sufficient trace property assumptions 𝐵 and for all
𝐴 ∈ 𝐻 it holds that 𝐵 → 𝐴.

A hyperproperty assumption is therefore sufficient if all trace sets in the hyper-

property are sufficient to realize the problem. It is necessary that all trace sets in the

hyperproperty are subsumed by all sufficient assumptions. We now show that trace

information-flow assumptions are necessary and not sufficient.

Theorem 1. The trace information-flow assumption is necessary.

Proof. We show Theorem 1 by contradiction. Assume that there exists an implementa-

tion (𝑓𝑝, 𝑓𝑞) that satisfies 𝜑𝑝 but not F𝑝,𝜑 . Since F𝑝,𝜑 is not satisfied, there exists a pair

of traces 𝑡, 𝑡 ′ such that (𝑡 |𝑂𝑒
, 𝑡 ′|𝑂𝑒

) ∈ Δ𝑝 and 𝑡 |𝐼𝑝 = 𝑡 ′|𝐼𝑝 . Let 𝑡𝑒 = 𝑡 |𝑂𝑒
, and 𝑡 ′𝑒 = 𝑡 ′|𝑂𝑒

.

Since the inputs to process 𝑝 are the same on 𝑡 and 𝑡 ′, and since the strategies 𝑓𝑝 and 𝑓𝑞

are deterministic, the sequence of outputs is also the same. Let 𝑥0𝑥1𝑥2 . . . = 𝑡 |𝐼𝑝 = 𝑡 ′|𝐼𝑝
be the sequence of inputs. We construct the sequence of outputs 𝑜0𝑜1𝑜2 . . . generated

by the implementation as follows: 𝑜𝑘 = 𝑓𝑝 (𝑥0𝑥1 . . . 𝑥𝑘−1) for all 𝑘 ∈ N. Given that the

implementation satisfies 𝜑𝑝 , we have that both 𝑡𝑒 ⊔𝑜 and 𝑡 ′𝑒 ⊔𝑜 satisfy 𝜑𝑝 . This, however,
contradicts the assumption that (𝑡 |𝑂𝑒

, 𝑡 ′|𝑂𝑒
) ∈ Δ𝑝 . □

Proposition 2. The trace information-flow assumption is not sufficient.

We prove this Proposition by constructing an example that is realizable as an assume-

guarantee synthesis problem, but for which the trace information-flow assumption

does not suffice to find a solution.

Proof. Assume the architecture to be as shown in Figure 1.1 : p. 6and the local goal specifica-

tion of the transmitter to be 𝜑 = 𝑖𝑛b ↔ 𝑜𝑢𝑡b. The trace information-flow assumption

is as given in Example 14:

∀𝜋∀𝜋 ′.(𝑖𝑛𝜋b ↮ 𝑖𝑛𝜋
′

b ) → (𝑐𝜋b ↮ 𝑐𝜋
′

b )

This assumption includes all implementations that set 𝑐b if 𝑖𝑛b holds in the first step

and 𝑐b∧ (𝑐bU¬𝑐b) if 𝑖𝑛b is false in the first step, where some explicit time step greater

than 0 is chosen for ¬𝑐b. For this set of implementations, the receiver can never set

𝑜𝑢𝑡b to true: Whenever it decides to set the output to true in step 𝑛, to react correctly

to the input in the first step, it might be the case that it will be told in step 𝑛 + 1 that 𝑖𝑛b
was false initially. This is viable behavior for process a because the assumption allows



3.1 Information Flow in Distributed Systems 43

the implementations that respond to 𝑖𝑛b with 𝑐b ∧ (𝑐bU¬𝑐b). Therefore, the trace
information-flow assumption is too weak to suffice for building an implementation. □

We observed that, although necessary, this general definition of information-flow

assumptions does not suffice for the synthesis of many distributed systems. Instead, it

often must be strengthened in a way similar to what is shown in Section 3.1.3, where

the information flow must actively be observable on one trace and not the other. In

Section 3.2 and Section 3.4, we introduce strengthened versions of the information-flow

assumption that are suitable, in the sense of being effective for synthesis, for different

fragments of LTL. However, we first establish the fundamental automata constructions

for the distinguishability relation and the trace information-flow assumption. Those

are the building blocks for the assume-guarantee synthesis approaches that follow.

3.1.4 Computing Information Flow Assumptions

The analysis of information-flow properties on distributed systems builds on the com-

parison of infinite traces. Our model of choice for reasoning about relations of infinite

traces is two-tape Büchi automata, whose input alphabets are pairs of letters of the

LTL formulas’ alphabet. We annotate the symbols of the alphabet according to the tape

that they belong to. The annotation is in HyperLTL fashion with trace variable indexes.

The automata accept all related pairs of traces, which the component must be able to

distinguish.

Example 15. Figure 3.2a presents a Büchi automaton that accepts all pairs of traces that

are related by the trace distinguishability relation for the specification 𝜑 = 𝑖𝑛b ↔ 𝑖𝑛b.

The automaton in Figure 3.2a correctly accepts all pairs of traces that differ in the first

step. The Büchi automaton runs on a single trace with the alphabet Σ = {𝑖𝑛𝜋b , 𝑖𝑛
𝜋 ′

b }
which consists of two copies of the original variable 𝑖𝑛b, one for each trace. After

consuming the first letter, the automaton either proceeds to accept or reject all suffixes.

The automaton for the information-flow assumption is shown in Figure 3.2b. It accepts

all pairs of traces that are different on 𝑐b. If this automaton accepts all traces of a

self-composition of a system, then this system satisfies the trace information-flow

assumption.

We now show how to construct an automaton that accepts the distinguishability

for specifications formalized as LTL formulas.

Theorem 2. There exists a universal automaton accepting the distinguishability relation
of an LTL formula 𝜑 with exponential size in the size of the LTL formula 𝜑 .
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Figure 3.2 An NBA for the trace distinguishability relation on the running example (a)

and the corresponding NBA that recognizes the (b) information-flow assumption.

Construction 1. We begin with an automaton A¬𝜑 that accepts all traces that violate
the LTL formula 𝜑 . We self-compose this automaton to build B over the alphabet

2
𝑂𝑒∪𝑂𝑝 × 2

𝑂𝑒∪𝑂𝑝
, which accepts all pairs of traces that each violate the formula. To

restrict the automaton to pairs of traces that agree on the outputs, we intersect it with

an automaton over the alphabet 2
𝑂𝑒∪𝑂𝑝 × 2𝑂𝑒∪𝑂𝑝

that accepts all pairs of traces that

agree on the outputs, and obtain C. We combine C with a Büchi automaton over the

alphabet 2
𝑂𝑒∪𝑂𝑝 × 2𝑂𝑒∪𝑂𝑝

that accepts all traces that have a difference in the outputs

𝑂𝑝 at least once. The last operation must guarantee that only environment traces are

accepted for which the choice of the output is irrelevant, i.e., whatever the process

outputs, there will be a violation. We achieve this by universal projection of the 𝑂𝑝 ’s

and obtain the final universal automaton D. The automaton D is exponential in the

size of the LTL formula; the only blow-up is obtained in the construction of A¬𝜑 .

The distinguishability relation accepts all pairs of traces that a process must distin-

guish to implement the goal specification. The information-flow assumption adds to the

concept of distinguishability: For every two such traces, there must be an observable

difference in the process’s inputs. We can construct a Büchi automaton that accepts the

information-flow assumption.

Theorem 3. There exists a 2-tape Büchi automaton accepting the trace information-flow
assumption with exponential size in size of the LTL formula 𝜑 .

Construction 2. We follow the structure of Definition 10 : p. 41: Either two traces must not be

distinguished, or they will at some point be different on the observable inputs of the
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process. We first translate the LTL specification 𝜑 to a Büchi automaton A𝜑 over the

alphabet 2
𝑂𝑒∪𝑂𝑝

. This automaton accepts all traces that satisfy 𝜑 and has exponential

size in the size of 𝜑 [208]. After selfcomposition ofA𝜑 , we obtain an automaton B over

the alphabet 2
𝑂𝑒∪𝑂𝑝 × 2𝑂𝑒∪𝑂𝑝

that accepts all pairs of traces that satisfy 𝜑 . We restrict

B to pairs of traces that are equivalent on the values of 𝑂𝑝 and call it C. To remove

𝑂𝑝 from the alphabet of the automaton, we existentially project the values 𝑂𝑝 on both

traces and obtain D with alphabet 2
𝑂𝑒 × 2𝑂𝑒

. Automaton D accepts all pairs of traces

that are not in the trace distinguishability relation of 𝜑 . Recall that for all other traces,

we enforce a difference on the process inputs at some time point. A separate automaton

E over the alphabet 2
𝐼𝑝 × 2𝐼𝑝 accepts all pairs of traces that differ at some point. The

final automaton F over the alphabet 2
𝑂𝑒∪𝐼𝑝 × 2𝑂𝑒∪𝐼𝑝

is the product ofD and E. The size
of the automaton is exponential in the size of the LTL formula, as only the construction

of A𝜑 yields an exponential blow-up; all other operations are sub-exponential.

3.2 Time-Bounded Information Flow

In this chapter, we present compositional synthesis using information-flow assumptions

for specifications that do not impose an explicit deadline on message transmission. Such

properties are common in distributed systems, including protocols like the alternating

bit protocol [19], wheremessagesmust eventually be delivered but no fixed time bound is

specified. We introduce a strengthened form of information-flow assumptions to enable

their use in assume-guarantee synthesis, allowing the synthesis procedure to rely on

the existence of some (possibly unknown) deadline for message reception. In the second

part of this chapter, we describe a constructive assume-guarantee synthesis method for

specifications that require only a finite amount of information transmission. Here, we

instantiate the implicit deadline using ghost variables, which are later replaced by the

actual deadlines and encoding strategies determined by the synthesized transmitter.

3.2.1 Time-bounded Information Flow Assumptions

The starting point for our analysis of asymmetric information flow is the example

specification 𝜑 = 𝑖𝑛a ↔ 𝑜𝑢𝑡b. It specifies that 𝑜𝑢𝑡b must be set to true by process b

iff the input to a in the first step was true. In the distributed system, process a is in

charge of communicating its own input 𝑖𝑛a to process b and, to satisfy the specification,

a must eventually communicate the value of 𝑖𝑛a to b. In Section 3.1.3 : p. 42, we already

showed that the trace information-flow assumption cannot be sufficient in this scenario,
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simply because it can never be certain that the information of 𝑖𝑛a being true would

have already been communicated.

We solve this problem by strengthening the trace information-flow assumption

in a way that process b can rely on a time point for the information transmission.

The strengthening starts by refining distinguishability, which now relates two traces

that must be distinguished in an ordered way, in contrast to the symmetric trace

distinguishability in Section 3.1.2 : p. 38. The time-bounded distinguishability, as shown

below, relates two traces if every correct output sequence on the first trace yields a

finite violation on the second trace.

Definition 12 (Time-bounded distinguishability). Given a local specification 𝜑𝑝 for
process 𝑝 , the time-bounded distinguishability relationΛ𝑝 is the set of trace pairs (𝑡𝑒, 𝑡 ′𝑒) ∈
(2𝑂𝑒 )𝜔 × (2𝑂𝑒 )𝜔 of environment outputs such that every trace of local outputs 𝑡𝑝 ∈ (2𝑂𝑝 )𝜔

either violates the specification 𝜑𝑝 when combined with 𝑡𝑒 , or finitely violates 𝜑𝑝 when
combined with 𝑡 ′𝑒 :

Λ𝑝 = {(𝑡𝑒, 𝑡 ′𝑒) ∈ (2𝑂𝑒 )𝜔 × (2𝑂𝑒 )𝜔 | ∀𝑡𝑝 ∈ (2𝑂𝑝 )𝜔 . if 𝑡𝑒 ⊔ 𝑡𝑝 ⊨ 𝜑𝑝 then 𝑡 ′𝑒 ⊔ 𝑡𝑝 ⊭𝑓 𝜑𝑝 }

Recall that the 𝑡 ⊭𝑓 𝜑 means that there exists a finite prefix 𝑣 of 𝑡 such that every

infinite extension of 𝜔 violates the formula 𝜑 .

Example 16. Consider again the specification 𝜑 = 𝑖𝑛a ↔ 𝑜𝑢𝑡b for process b in the

architecture of Figure 1.1 : p. 6and the two traces 𝑡 = 𝑖𝑛a𝑖𝑛a𝑖𝑛a . . . and 𝑡
′ = ¬𝑖𝑛a𝑖𝑛a𝑖𝑛a . . .. It

holds that (𝑡, 𝑡 ′) and (𝑡 ′, 𝑡) are in the trace distinguishability relation (see Definition 8 : p. 38).

The time-bounded distinguishability relation, however, only contains the pair (𝑡, 𝑡 ′),
because every correct output sequence for 𝑡 will set𝑜𝑢𝑡b to true at some time point, which

immediately (and unrecoverably) violates the specification for 𝑡 ′. Conversely, the only

correct output sequence, which is (¬𝑜𝑢𝑡b)𝜔 , is not finitely violating the specification for

𝑡 . Every finite prefix of ¬𝑜𝑢𝑡b’s can be repaired by setting 𝑜𝑢𝑡b to true in the successor

time step.

We have imposed an ordering on the trace pairs within the distinguishability relation.

This distinguishes between traces where a process must actively commit to reacting to

information, and traces for which there exists an output sequence such that the process

does not need to change its output once the information is revealed. Consequently,

the time-bounded information-flow assumption is asymmetric: It requires that the

necessary information for a process is revealed on the first trace of the pair, while the

second trace does not require an explicit observation of this information.
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Assume there exists a function 𝑛 : (2𝑂𝑒 )𝜔 → N that, for each environment output

trace 𝑡𝑒 , determines the time point 𝑓 (𝑡𝑒) at which the process 𝑝 can distinguish 𝑡 from

𝑡 ′. The function 𝑛 is used in the definition of the time-bounded information-flow

assumption, and, since we do not know the function in advance, the assumption is the

infinite union of all 2-hyperproperties for every possible function 𝑛.

Definition 13 (Time-bounded information-flow assumption). Given the time-bounded
distinguishability relation Λ𝑝 for process 𝑝 , the time-bounded information-flow assump-

tion 𝜒𝑝 for 𝑝 is the (infinite) union over the 2-hyperproperties induced by the following
relations 𝑅𝑓 , for all possible functions 𝑛 : (2𝑂𝑒 )𝜔 → N:

𝑅𝑛 = {(𝑡, 𝑡 ′) ∈(2V)𝜔 × (2V)𝜔 |
if (𝑡 |𝑂𝑒

, 𝑡 ′|𝑂𝑒
) ∈ Λ𝑝, then 𝑡 [0..𝑛(𝑡 |𝑂𝑒

)] |𝐼𝑝 ≠ 𝑡 ′[0..𝑛(𝑡 |𝑂𝑒
)] |𝐼𝑝 }

Information flow in this context is asymmetric, determined by the time-bounded

distinguishability relation. Additionally, we require that the difference between the two

traces becomes observable on the process inputs precisely at the time point indicated

by 𝑛. Any implementation of a process responsible for transmitting the information

will realize such a function 𝑛.

Proposition 3. The time-bounded information-flow assumption is not necessary.

In contrast to the trace information-flow assumption, the time-bounded information-

flow assumption is not necessary. We give an example specification that shows the

claim in Proposition 3.

Example 17. The specification we present is realizable and does not satisfy the time-

bounded information-flow assumption. We show that there exists no function 𝑛 that

only depends on 𝑡 for the pair (𝑡, 𝑡 ′) and can output the time point when 𝑡 and 𝑡 ′ must

be distinguished. Consider an abbreviation of the example specification in Example 16

where a new environment output freea is introduced. This output is only visible to

process a and the specification is twofold: If 𝑖𝑛a is true in the first step, then 𝑜𝑢𝑡b must

be true two steps after freea is true for the first time. This is the environment behavior

for 𝑡 . In the opposite case where 𝑖𝑛a is false in the first step, b must set 𝑜𝑢𝑡b to false two
steps after freea became true, which is the case for 𝑡 ′. This specification is realizable: a

sets 𝑐a to false initially. Once freea is observed to be true, then a sets 𝑐a to true iff 𝑖𝑛a is
true. Process b starts by setting 𝑜𝑢𝑡b to false and waits for 𝑐a to become true, in which

case it switches 𝑜𝑢𝑡b to true. In both cases, the correct output is set by b two steps

after freea is set to true by the environment. Clearly, both environment output traces
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must be distinguished to satisfy the specification and every pair of traces on which the

first value of 𝑖𝑛a is different will have an unrecoverable violation on the second trace

for every correct output sequence on the first trace. Therefore, they are related by the

time-bounded distinguishability relation. However, if we analyze the time-bounded

information-flow assumption for these traces, no function 𝑛 exists that can provide

the time point when 𝑡 and 𝑡 ′ can be distinguished - this depends on the time point of

freea becoming true on the trace 𝑡 ′, and 𝑛 can only depend on 𝑡 . The specification is

realizable but does not satisfy the time-bounded information-flow assumption, which is

a counterexample to the time-bounded information-flow assumption being necessary.

The necessity of information-flow assumptions is rooted in their role as necessary

conditions for compositional synthesis. We therefore identify specifications where this

necessity persists. Informally, the assumption remains necessary if the finite violation

in the time-bounded distinguishability relation occurs within a bounded number of

steps. We refer to such distinguishability relations as uniform, and formalize this notion

as follows:

Definition 14 (Uniform distinguishability). A time-bounded distinguishability relation
Λ𝑝 is uniform if for every trace 𝑡𝑒 ∈ (2𝑂𝑒 )𝜔 of environment outputs, and every trace
𝑡𝑝 ∈ (2𝑂𝑝 )𝜔 of outputs of 𝑝 , there exists a natural number 𝑚 ∈ N such that for all
𝑡 ′𝑒 ∈ (2𝑂𝑒 )𝜔 such that (𝑡𝑒, 𝑡 ′𝑒) ∈ Λ𝑝 if 𝑡𝑒 ⊔ 𝑡𝑝 ⊨ 𝜑𝑝 then 𝑡 ′𝑒 ⊔ 𝑡𝑝 ⊭𝑚 𝜑𝑝 .

The specification 𝜑 = 𝑖𝑛a ↔ 𝑜𝑢𝑡b infers a uniform distinguishability relation, and

the time-bounded information-flow assumption built on it is a necessary assumption.

We generalize this result to all uniform distinguishability relations.

Theorem 4. Let Λ𝑝 be a uniform time-bounded distinguishability relation derived from
process 𝑝’s local specification 𝜑𝑝 . Every computation tree that satisfies 𝜑𝑝 also satisfies the
time-bounded information-flow assumption 𝜒𝑝 .

Proof. Let (𝑓𝑎, 𝑓𝑏) be an implementation that satisfies 𝜑𝑝 . We show that the time-

bounded information-flow assumption 𝜒𝑝 is satisfied by defining a function𝑛 : (2𝑂𝑒 )𝜔 →
N such that the 2-hyperproperty given by 𝑅𝑛 is satisfied. To compute 𝑛(𝑡 ′𝑒) for some

trace of inputs 𝑡 ′𝑒 ∈ (2𝑂𝑒 )𝜔 , we consider the trace of outputs 𝑡 ′𝑝 ∈ (2𝑂𝑝 )𝜔 obtained by

applying the implementation to the prefixes of 𝑡 ′𝑒 . Since Λ𝑝 is uniform, there is a natural

number𝑚 ∈ N such that for all 𝑡𝑒 with (𝑡𝑒, 𝑡 ′𝑒) ∈ Λ𝑝 , we have that 𝑡 ′𝑒 ⊔ 𝑡𝑝 ⊭𝑚 𝜑𝑝 . We set

𝑛(𝑡𝑒) to𝑚.

To convince yourself that 𝜒𝑝 is satisfied, suppose, by contradiction, that𝑅𝑛 is violated

on some pair (𝑡𝑒, 𝑡 ′𝑒) ∈ Λ𝑝 of input traces, i.e., the projection on 𝐼𝑝 is the same for 𝑡𝑒 and
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𝑡 ′𝑒 on the entire prefix of length 𝑛(𝑡 ′𝑒). But then, also the output of process 𝑝 must be

the same along the prefix; this, however, means that 𝑡 ′𝑒 will violate 𝜑𝑝 after𝑚 = 𝑛(𝑡 ′𝑒)
steps. This contradicts our assumption that the implementation satisfies 𝜑𝑝 . □

3.2.2 Automata for Asymmetric Information Flow

Automata-based computation of information-flow assumptions is essential for com-

positional synthesis in distributed systems. To enable synthesis algorithms that rely

on assumptions and guarantees, we present constructions for Büchi automata that

recognize the trace information-flow assumption, the time-bounded distinguishability

relation, and the time-bounded information-flow assumption. Additionally, we de-

scribe how to verify the uniformity of a time-bounded distinguishability relation using

automata emptiness checks.

We begin with the construction of an automaton that accepts the time-bounded

distinguishability relation of an LTL formula. This automaton is, as in Construction 1,

a two-tape automaton that runs on the alphabet 2
𝑂𝑒 × 2𝑂𝑒

. It accepts all pairs of traces

that are related by the time-bounded distinguishability relation.

Theorem 5. There exists a universal two-tape automaton accepting the time-bounded
distinguishability relation of an LTL formula 𝜑 with doubly-exponential size in the size of
the LTL formula 𝜑 .

Construction 3. We follow the if x then b structure of Definition 12 : p. 46for building the

automaton and change it to ¬x or b. The starting point is a deterministic 𝜔-automaton

A¬𝜑𝑝 over the alphabet 2
𝑂𝑒∪𝑂𝑝

that accepts all traces that violate 𝜑𝑝 . This can be

done by standard LTL to non-deterministic Büchi automata translations [207] and a

following determinization [195]. The second automaton is the deterministic finite-word

automaton B¬𝜑𝑝 over the alphabet 2𝑂𝑒∪𝑂𝑝
accepting all bad prefixes of 𝜑 obtained by the

standard monitoring construction [67]. We combine both automata into a deterministic

𝜔-automaton C over the alphabet 2
𝑂𝑒 × 2𝑂𝑒 × 2𝑂𝑝

that accepts triples of inputs 𝑡𝑒, 𝑡
′
𝑒, 𝑡𝑝

such that 𝑡𝑒 ⊔ 𝑡𝑝 violates 𝜑𝑝 or 𝑡 ′𝑒 ⊔ 𝑡𝑒 finitely violates 𝜑𝑝 . The automaton operation

to achieve C builds the product with an automaton that accepts all traces 2
𝑂𝑝

but

restricts the branching structure to follow either A¬𝜑𝑝 or B¬𝜑𝑝 . In the last step of

the construction, we have to eliminate the third input trace, namely the output of the

process. We universally project the trace 𝑡𝑝 from the automaton C and obtain the

universal automatonDΛ𝑝
with alphabet 2

𝑂𝑒 × 2𝑂𝑒
. ConstructingA¬𝜑𝑝 and B¬𝜑𝑝 is both

doubly-exponential in the size of 𝜑 , all other constructions are at most polynomial. The

final size of DΛ𝑝
is doubly-exponential in the size of 𝜑𝑝 .
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Before giving an explicit construction for time-bounded information-flow assump-

tions, we show how to check the uniformity of a time-bounded distinguishability

relation. Intuitively, those are the specifications where the time point of the finite

violation of the second trace of a trace pair can arbitrarily be pushed to the future (by

the environment). The following theorem provides a lower bound for this check.

Theorem 6. Whether a time-bounded distinguishability relation for an LTL formula 𝜑 is
uniform is checkable in quadruply-exponential time in the size of 𝜑 .

Proof. We construct an automaton that is non-empty if a trace exists that has no uniform

bound. It contains all traces of environment outputs and process outputs that have no

such bounds. LetA𝜑𝑝 be a universal 𝜔-automaton over alphabet 2
𝑂𝑒∪𝑂𝑝

that recognizes

all traces that satisfy the local specification 𝜑𝑝 . This automaton is exponential in the

size of 𝜑𝑝 . We build another universal automaton E over the alphabet 2
𝑂𝑒 × 2𝑂𝑒 × 2𝑂𝑝

by

combiningA𝜑𝑝 and the automaton for the time-bounded distinguishability relationDΛ𝑝
.

This automaton accepts all 𝑡𝑒, 𝑡
′
𝑒, 𝑡𝑝 if (𝑡𝑒, 𝑡 ′𝑒) ∈ Λ𝑝 and 𝑡𝑒 ⊔ 𝑡𝑝 ⊨ 𝜑𝑝 . The first condition is

embedded in the automaton for the time-bounded distinguishability relation, and the

second condition is by the automatonA𝜑𝑝 . Automaton E adds no exponential blow-up.

In a third step, we replace 𝑡 ′𝑒 with a fresh variable 𝑛 that becomes true at some time

point. The automaton F accepts all words over 2
𝑂𝑒 × 2𝑂𝑝 × 2𝑛 such that there exists a

𝑡 ′𝑒 for a given 𝑡𝑒, 𝑡𝑝 pair in E such that 𝑡𝑒 has a bad prefix after 𝑛 becomes true for the

first time. This yields another exponent because of the projection of 𝑡 ′𝑒 . 𝑛 now tells us

the latest time point for a finite violation of the second trace. Finally, we universally

project 𝑛 from the alphabet of F to obtain the universal automaton G over the alphabet

2
𝑂𝑒 × 2𝑂𝑝

. This automaton contains all traces 𝑡𝑒, 𝑡𝑝 that have infinitely many time points

for 𝑛 being true for the first time, which means that there is no bound on the finite

violation. The specification 𝜑 has a uniform time-bounded distinguishability relation if

G is empty, and we can check this in quadruply-exponential runtime. The last exponent

originates in the emptiness check of a universal automaton. □

The goal of this section is to compute the time-bounded information-flow assump-

tion. Compared to the trace information-flow assumption in Section 3.1.3 : p. 39, this is fairly

tricky. The reason is that the time-bounded information-flow assumption is not a

𝑘-hyperproperty for any value 𝑘 ∈ N. We explain this with the following proposition:

Proposition 4. The time-bounded information-flow assumption is not a 𝑘-hyperproperty
for any 𝑘 ∈ N.

Intuitively, the assumption requires that an unbounded number of traces must be

distinguishable at the same point in time. Consider an arbitrary chosen pair 𝑡, 𝑡1 s.t.
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(𝑡, 𝑡1) ∈ Λ𝑝 . We know that 𝑡1 must at some point be different from 𝑡 on the observable

inputs of process 𝑝 . Let’s further assume that there are 𝑡2, . . . , 𝑡𝑘 traces that all are related

to 𝑡 , i.e., (𝑡, 𝑡𝑖) ∈ Λ𝑝 . The time-bounded assumption now enforces that there is one time

point for all 𝑡𝑖 s.t. when compared to 𝑡 , there is an observable difference on 𝑝’s inputs.

For any 𝑘 traces, this leads to a 𝑘-hyperproperty since the time point must be equivalent

for all traces 𝑡𝑖 . The crucial observation is that the number of 𝑡𝑖 traces is unbounded,

as the difference in the traces can happen arbitrarily late. This yields arbitrarily many

traces to distinguish from. Therefore, the time-bounded information-flow assumption

is not a 𝑘-hyperproperty.

We circumvent this issue by introducing a fresh atomic proposition 𝑛 that is to be

read by process 𝑝 as a new input and is to be computed by process 𝑝’s environment. The

shift of responsibility for observing when the information on a trace is present reduces

the assumption to a 2-hyperproperty that can be computed from the time-bounded

distinguishability relation.

Theorem 7. For a process 𝑝 with local specification 𝜑𝑝 , there exists a non-deterministic
two-tape automaton with a doubly-exponential number of states in the size of 𝜑𝑝 that
recognizes the time-bounded information-flow assumption 𝜒𝑝 induced by 𝜑𝑝 .

Construction 4. We construct the automaton by following the same principles as in

Construction 2, either a pair of traces must not be distinguished, or we do so in a

time-bounded manner. The first step in the construction is the automaton AΛ𝑝
over

alphabet 2
𝑂𝑒 × 2

𝑂𝑒
that accepts all pairs of traces that must be distinguished time-

boundedly by process 𝑝 . We complement this universal automaton to AΛ𝑝
, which is a

non-deterministic automaton that accepts all pairs of traces that are not related by Λ𝑝 .

This operation is linear since the dual of a universal automaton is a non-deterministic

automaton with the same number of states [125]. We now check that on all traces that

are not accepted by AΛ𝑝
, there is a difference in the inputs by the time 𝑛 is observed to

be true. This can be done with an automatonH1 that checks that 𝑛 occurs on the left

trace, combined with a second automatonH2 that checks that the traces differ before 𝑛

occurs on the first trace. The final automaton is the disjunctive connection betweenAΛ𝑝

and the two automataH1 andH2. The size of the automaton is doubly-exponential in

the size of 𝜑𝑝 as no automaton operation increases the blow-up, and the final automaton

preserves the double-exponential size of AΛ𝑝
in the size of 𝜑 .

The automaton that accepts the time-bounded information-flow assumption has

the alphabet 2
𝑂𝑒∪𝑂𝑝∪{𝑛} × 2𝑂𝑒∪𝑂𝑝∪{𝑛}

and accepts trace pairs over all variables plus the

additional variable 𝑛. During compositional synthesis, the currently environmentally
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controlled variable 𝑛 will be replaced by the actual time point at which the information

is observed by some process.

3.3 Distributed Synthesis with Time-Bounded Infor-
mation Flow

We now present a compositional synthesis approach for distributed systems based

on time-bounded information-flow assumptions. Unlike traditional methods that use

trace property assumptions, where the synthesis algorithm constructs a solution that

satisfies a fixed trace property, our technique employs hyperproperty assumptions,

which specify sets of sets of traces. This means the synthesis procedure cannot simply

focus on a single trace set, but must account for the possibility that any one of the

sets defined by the hyperproperty could be implemented by the sender of information.

To address this, we introduce the concept of hyper implementations: Implementations

synthesized with respect to hyperproperty assumptions.

3.3.1 Hyper Implementations for Time-bounded Assumptions

A hyper implementation is produced by synthesizing a system with respect to a hyper-

property assumption. For time-bounded information-flow assumptions, this assumption

is computed as the initial step of the synthesis procedure. The synthesis process pro-

ceeds by first constructing an intermediate result—the local synthesis outcome. In

assume-guarantee synthesis for processes 𝑝 and 𝑞, the synthesis tasks are decomposed

into𝜓𝑝 → (𝜓𝑞∧𝜑𝑝) and𝜓𝑞 → (𝜓𝑝∧𝜑𝑞). The synthesized system for process 𝑝 responds

to all environment outputs, its own inputs, and the special variable 𝑛𝑝 provided by the

time-bounded information-flow assumption. The outputs consist of the local outputs

and the special variable 𝑛𝑞 , which indicates the time point at which traces become

distinguishable for 𝑞. This implementation is referred to as a hyper implementation.

Definition 15 (Time-bounded hyper implementation). Let 𝑝 and 𝑞 be processes and
𝑒 be the environment. A 2

𝑂𝑒∪𝐼𝑝∪{𝑛𝑝 }-branching 2
𝑂𝑝∪{𝑛𝑞}-labeled tree ℎ𝑝 is 𝑝’s hyper

implementation.

We reason about hyper implementations as infinite trees that branch according

to three types of variables: The environment outputs, the process inputs, and the

special variable 𝑛𝑝 . Most importantly, the hyper implementation reads in unobservable
outputs of the environment. At this stage of the synthesis process, these unobservable
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Figure 3.3 The hyper implementations of the bit transmission protocol. The bit trans-

mission protocol specifies that 𝑜𝑢𝑡b must eventually be true iff 𝑖𝑛a is true in the first

step. The hyper implementation of a in Figure 3.3a sets 𝑐a to false and 𝑛 to true in case

𝑖𝑛a is true. The hyper implementation of b in Figure 3.3b sets 𝑜𝑢𝑡b to false and waits for
𝑐a and 𝑛 to become true.

outputs must be artificially presented to the process to obtain a realizable local synthesis

task. The labels of the tree are the process outputs in combination with the special

variable of the other process, namely 𝑛𝑞 . In the following example, we show a hyper

implementation as a finite-state abstraction of the corresponding tree.

Example 18. We showcase the concept of hyper implementations with the bit trans-

mission protocol in Figure 3.3. The hyper implementations follow the architecture as

presented in Figure 1.1 : p. 6and the formula 𝑖𝑛a ↔ 𝑜𝑢𝑡b. The trees of the hyper implemen-

tations are pictured as finite-state Moore machines whose infinite unrolling builds the

trees. State labels correspond to the outputs of the process, and edge labels correspond

to the branching structure. The hyper implementation of process a in Figure 3.3a out-

puts the communication bit 𝑐a together with b’s special variable 𝑛b. Process b branches
according to the special variable 𝑛b and the output of the environment 𝑖𝑛a. We continue

with the explanation of the hyper implementations’ behavior after introducing the local

synthesis procedure.

The synthesis of hyper implementations is the problem of generating a system

that, assuming the time-bounded information-flow assumption is satisfied by the other

process, satisfies the local specification. The crucial part in this process is finding the

sweet spot between providing and restricting access to the unobservable environment

output. The local synthesis process must access the variables at some point to satisfy

the specification. On the other hand, accessing the variables must only be possible if the

assumption ensures that the information is provided. We transform this argument into
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a formal statement to be guaranteed by the local synthesis process and call it locality
condition.

Definition 16 (Locality condition). Given the time-bounded distinguishability relationΛ𝑝
for process 𝑝 , the locality condition𝜂𝑝 for 𝑝 is the 2-hyperproperty induced by the following
relation 𝑅:

𝑅 = {(𝑡, 𝑡 ′) ∈ (2𝑂𝑒∪𝐼𝑝∪{𝑛𝑝 })𝜔 × (2𝑂𝑒∪𝐼𝑝∪{𝑛𝑝 })𝜔 |
if (𝑡 |𝑂𝑒

, 𝑡 ′|𝑂𝑒
) ∈ Λ𝑝, then 𝑡 [0..𝑚] |𝑂𝑝

= 𝑡 ′[0..𝑚] |𝑂𝑝
and

if (𝑡 |𝑂𝑒
, 𝑡 ′|𝑂𝑒

) ∉ Λ𝑝, then 𝑡 [0..𝑚′] |𝑂𝑝
= 𝑡 ′[0..𝑚′] |𝑂𝑝

}

where𝑚 is the smallest natural number such that 𝑛𝑝 ∈ 𝑡 [0..𝑚] or 𝑡 [0..𝑚] |𝐼𝑝≠ 𝑡 ′[𝑚] |𝐼𝑝
(and∞ if no such𝑚 exists), and𝑚′ is the smallest natural number such that 𝑡 [0..𝑚′] |𝐼𝑝≠
𝑡 ′[0..𝑚′] |𝐼𝑝 or 𝑡 [0..𝑚′] |{𝑛𝑝 }≠ 𝑡 ′[0..𝑚′] |{𝑛𝑝 } (and∞ if no such𝑚′ exists).

The locality condition specifies until what time point the outputs of two traces must

be equivalent. The first case is the most intuitive: For traces related by the time-bounded

distinguishability relation, the outputs must be equivalent up to the point where 𝑛𝑝 is

observed on the left trace or until there is a difference on the local inputs. Note that

the second condition is necessary for environment outputs that are directly observed

by 𝑝 . In case the traces are not related by Λ𝑝 , then the outputs must be equivalent

until the local inputs to 𝑝 are different on those traces or there is a difference in 𝑛𝑝 .

Again, the first case implements standard distinguishability whenever local inputs are

different, whereas the second one guarantees that there must be an observable difference

because the other process sets 𝑛𝑝 differently. We now state that the correctness of

hyper implementations depends on the specification, the locality condition, and the

assumption for the other component.

Definition 17 (Local correctness of hyper implementations). Let 𝑝 and 𝑞 be processes,
let 𝜑𝑝 be the local specification of 𝑝 , let 𝜂𝑝 be its locality condition, and let 𝜒𝑞 be the
information-flow assumption of 𝑞. The hyper implementation ℎ𝑝 of 𝑝 is locally correct if
it satisfies 𝜑𝑝 , 𝜂𝑝 , and 𝜒𝑞 .

Example 19. We return to the example hyper implementations in Example 18 : p. 53and Fig-

ure 3.3. Process a in Figure 3.3a satisfies the locality condition, the time-bounded

information-flow assumption of process b. Note that its own specification is true, so no

further requirement must be satisfied, and no trace pair is related in Λ𝑎 . After reading

the first value 𝑖𝑛a, a sets 𝑛b in case it was 𝑖𝑛a and stays at ¬𝑛b in case of ¬𝑖𝑛. Similar to



3.3 Distributed Synthesis with Time-Bounded Information Flow 55

𝑛, 𝑐a switches to ¬𝑐a only in case of 𝑖𝑛a. Process b will be able to observe this difference

on 𝑛b and 𝑐a. In addition to 𝑖𝑛a ↔ 𝑜𝑢𝑡b, b now must also satisfy the locality condition

for its own assumption. Recall that while constructing b, the implementation of a is not

known. Even after observing that 𝑖𝑛a is true after the first stop, b has to wait to set 𝑜𝑢𝑡b

to true until 𝑛b is observed. Afterward, it can finally set 𝑜𝑢𝑡b in state ℎ𝑏
3
. This way, the

hyper implementation of b will be correct for whatever time point is chosen by a to

transmit the information of the value 𝑖𝑛a being true.

The next step in performing assume-guarantee synthesis with time-bounded infor-

mation-flow assumptions is the composition of the hyper implementations. We assume

that we obtained two correct hyper-implementations, one for 𝑝 and one for 𝑞. Recall

that these are trees branching over the inputs and labeled with the process’s outputs.

The main task for composing the implementations is the replacement of the artificial 𝑛𝑝

and 𝑛𝑞 and the unobservable inputs𝑂𝑒 ∩ 𝐼𝑝 and𝑂𝑒 ∩ 𝐼𝑞 with the actual transmittance of

information. Only afterward will we have two local, practical implementations of the

processes. In a first step, we build the composition of the two hyper implementations.

The composition observes every variable, but already limits the local views of the

processes and restricts the behavior to the actual implementations. It takes advantage

of the information-flow assumption, guaranteeing that the process will be able to

distinguish the scenarios before 𝑛 arrives.

Definition 18 (Composition of hyper implementations). Let 𝑝 and 𝑞 be two processes
with hyper implementations given as infinite 2𝑂𝑒∪𝐼𝑝∪{𝑛𝑝 }-branching 2𝑂𝑝∪{𝑛𝑞}-labeled tree
ℎ𝑝 for process 𝑝 , and an infinite 2𝑂𝑒∪𝐼𝑞∪{𝑛𝑞}-branching 2𝑂𝑝∪{𝑛𝑝 }-labeled tree ℎ𝑞 for process
𝑞. We define the composition ℎ = ℎ𝑝 ∥ ℎ𝑞 to be a 2𝑂𝑒 -branching 2𝑂𝑝∪𝑂𝑞 -labeled tree, where
ℎ(𝑣) = (ℎ𝑝 (𝑔𝑝 (𝑣)) ∪ ℎ𝑞 (𝑔𝑞 (𝑣))) ∩ (𝑂𝑝 ∪𝑂𝑞) and 𝑔𝑝, 𝑔𝑞 are defined as follows:

𝑔𝑝 (𝜖) = 𝜖 𝑔𝑝 (𝑣 · 𝑥) = 𝑔𝑝 (𝑣) · ((𝑥 ∩ 𝐼𝑝) ∪ (ℎ𝑞 (𝑔𝑞 (𝑣)) ∩ (𝐼𝑝 ∪ {𝑛𝑝})))
𝑔𝑞 (𝜖) = 𝜖 𝑔𝑞 (𝑣 · 𝑥) = 𝑔𝑞 (𝑣) · ((𝑥 ∩ 𝐼𝑞) ∪ (ℎ𝑝 (𝑔𝑝 (𝑣)) ∩ (𝐼𝑞 ∪ {𝑛𝑞})))

This composition needs a more detailed explanation before we show the outcome

in the example by composing the hyper implementations in Figure 3.3. We first analyze

the functions 𝑔𝑝 and 𝑔𝑞 that output the empty word 𝜖 of the empty input 𝜖 . For a finite

word 𝑣 · 𝑥 where 𝑣 ∈ (2𝑂𝑒 )∗ and 𝑥 ∈ 2𝑂𝑒
, 𝑔𝑝 computes the sequence of inputs that 𝑝 will

observe given 𝑣 · 𝑥 and given the implementation ℎ𝑞 of 𝑞. It, therefore, computes the

subset of the current set of variables 𝑥 that is observable by 𝑝 with (𝑥∩𝐼𝑝). Furthermore,

𝑝 observes the output of 𝑞 for the inputs of the environment until the previous step

– there is a one-step offset in the interaction between the two processes. The part
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ℎ0

𝑐a,¬𝑜𝑢𝑡b ℎ1

𝑐a,¬𝑜𝑢𝑡b

ℎ2

¬𝑐a,¬𝑜𝑢𝑡b

ℎ3

¬𝑐a, 𝑜𝑢𝑡b

¬𝑖𝑛a

𝑖𝑛a ∗

∗

∗

Figure 3.4 The result of composing the hyper implementations in Figure 3.3 as defined

in Definition 18.

(ℎ𝑞 (𝑔𝑞 (𝑣)) ∩ (𝐼𝑝 ∪ {𝑛𝑝})) realizes the previously explained computation by extracting

the output of ℎ𝑞 for the variable sequence 𝑔𝑞 (𝑣) (which recursively computes the inputs

to 𝑞) and intersects it with the observable inputs of 𝑝 combined with 𝑛𝑝 . The last part

of the function is a recursive function of 𝑔𝑝 on 𝑣 that generates the left part of the input

word. Provided with the correctly separated inputs to the processes, ℎ then computes

the outputs of the hyper-implementations and eliminates the additional variables 𝑛𝑝

and 𝑛𝑞 . Note that 𝑛𝑝 and 𝑛𝑞 are still needed while computing the output in ℎ𝑝 and ℎ𝑞 ,

but are not part of the output of the composition. Here, we solely rely on the fact that

there is information flow and the processes can react to it in time (as guaranteed by the

assumptions).

Example 20. Consider the hyper implementations in Figure 3.3 : p. 53which we compose

to the system in Figure 3.4. The initial state ℎ0 is the combination of states ℎ𝑎
0
and

ℎ𝑏
0
as they both start in the initial states, and we copy the outputs from the hyper

implementations to the composition while removing any 𝑛. In the first branching step,

the composition branches for the value of 𝑖𝑛a and moves process a to ℎ𝑎
1
or ℎ𝑎

2
for ¬𝑖𝑛a

and 𝑖𝑛a, respectively. For process b, we will never immediately go to ℎ𝑏
3
from state ℎ𝑏

0
:

We read the output of 𝑛b of ℎ𝑎 in the first step, which is ¬𝑛b, forcing b to not yet respond
to the information that 𝑖𝑛a is true and to go to ℎ𝑏

2
. Only after one more step, b gets the

output 𝑛b being true as input and branches to ℎ𝑏
3
.

The composition of the hyper implementations replaces the assumptions with the

actual implementations and behavior of the processes. It realizes the goal specification

for both processes as a combined, monolithic system. In a last step, we have to decom-

pose the system into two independent process implementations that together satisfy

the specification. Note that it is not immediately obvious that this is possible: The

composition has full observation of all environment outputs, which is the tree branch-

ing ℎ branching over 2
𝑂𝑒
, whereas the final implementations will only branch over 2

𝐼𝑝
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and 2
𝐼𝑞
. More intuitively, the composition can distinguish all traces, whereas the final

implementations must only distinguish the traces that are different for their respective

local inputs. We identify the set of (finite) traces for which the local process has the

same observation as is imposed by the definition of the architecture. Furthermore, we

only consider traces that show the other component’s actual output behavior, meaning

that some component output combinations are not present in the set of traces. We call

this set of traces the knowledge set for a given sequence of environment outputs.

Definition 19 (Knowledge set). Let 𝑝 and 𝑞 be two processes with composed hyper
implementations ℎ = ℎ𝑝 | |ℎ𝑞 . For a finite trace 𝑣 ∈ (2𝐼𝑝 )∗ of inputs to 𝑝 , we define the
knowledge set 𝐾𝑝 (𝑣) to be

𝐾𝑝 (𝑣) ≜ {𝑤 ∈ (2𝑂𝑒 )∗ | 𝑔𝑝 (𝑤) = 𝑣}.

Note that the restriction on the other component’s actual behavior is somewhat

hidden inside the function 𝑔𝑝 . It recursively calls ℎ𝑞 to extract its outputs for the

environment and 𝑞’s outputs. The crucial argument is that, in the composition, the

individual processes do not output differently and, therefore, react to unobservable

inputs. If this is the case, then we can simply collapse all those traces into one and

choose one of the respective outputs as the reaction. We formalize this property in the

following lemma.

Lemma 1. For all 𝑣, 𝑣′ ∈ (2𝐼𝑝 )∗, if 𝐾𝑝 (𝑣) = 𝐾𝑝 (𝑣′) then ℎ(𝑣) |𝑂𝑝
= ℎ(𝑣′) |𝑂𝑝

.

Proof. If 𝐾𝑝 (𝑣) is a singleton or empty, then the lemma is trivially true. Assume

|𝐾𝑝 (𝑣) | ≥ 1 and there exists 𝑤,𝑤 ′ ∈ 𝐾𝑝 (𝑣) s.t. ℎ(𝑤) |𝑂𝑝
≠ ℎ(𝑤 ′) |𝑂𝑝

. Since 𝑤 and

𝑤 ′ agree on the local inputs to 𝑝 , there exists at least one 𝑎 ∈ 𝑂𝑒\𝐼𝑝 s.t. 𝑤 |𝑂𝑎
≠ 𝑤 ′ |𝑂𝑎

.

Then, ℎ𝑝 (𝑤) ≠ ℎ𝑝 (𝑤 ′) has to hold following the function 𝑔𝑝 of Definition 18 : p. 55. Given

the locality from Definition 16 : p. 54, this is only possible if 𝑛𝑝 was observed in the input

to ℎ𝑝 , which is replaced by the output of ℎ𝑞 in Definition 18. Since ℎ𝑞 satisfies the

time-bounded information-flow assumption 𝜒𝑝 from Definition 13 : p. 47, ℎ𝑝 observes a differ-

ence in 𝐼𝑝 before it reacts to the global inputs. Therefore, ℎ(𝑤) |𝑂𝑝
= ℎ(𝑤 ′) |𝑂𝑝

which

contradicts the assumption. □

We now proceed with the decomposition, i.e., how to construct local implementa-

tions from the composition.

Definition 20 (Local implementations from hyper implementations). Let 𝑝 and 𝑞 be two
processes with time-bounded information-flow assumptions 𝜒𝑝 and 𝜒𝑞 , and ℎ = ℎ𝑝 ∥ ℎ𝑞 be
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the composition of their hyper implementations. For 𝑗 ∈ {𝑝, 𝑞} the strategy 𝑓 𝑗 , represented
as a 2𝐼 𝑗 -branching 2𝑂 𝑗 -labeled tree for process 𝑗 , is defined as follows:

𝑓 𝑗 (𝜖) = 𝜖 𝑓 𝑗 (𝑣) =
{
∅ if |𝐾 𝑗 (𝑣) | = 0

ℎ(𝑚𝑖𝑛(𝐾 𝑗 (𝑣))) |𝑂 𝑗
if |𝐾 𝑗 (𝑣) | > 0

where𝑚𝑖𝑛(𝐾 𝑗 (𝑣)) is the smallest trace based on an arbitrary order over 𝐾 𝑗 (𝑣).

The first case of the definition represents input traces that are impossible, given the

behavior of the other component. In this case, the knowledge set is empty as there is

no environment output trace for which the computed trace has this input; We set the

label of the process to a null value. For the second case, we compute the output of the

composition for one of the traces in the knowledge set and project it to the component

outputs. We choose the smallest trace in 𝐾 𝑗 (𝑣) for some order, as we already know that

the outputs will be equivalent for all those traces (see Lemma 1). The correctness of the

decomposition is stated in the following theorem:

Theorem 8. Let 𝑝 and 𝑞 be two processes with time-bounded information-flow as-
sumptions 𝜒𝑝 and 𝜒𝑞 , let ℎ = ℎ𝑝 ∥ ℎ𝑞 be the composition of the hyper implemen-
tations, and 𝑓𝑝 and 𝑓𝑞 be the local strategies. Then, for all 𝑣 ∈ (2𝑂𝑒 )∗ it holds that
ℎ(𝑣) = 𝑓𝑝 (𝑔𝑝 (𝑣)) ∪ 𝑓𝑞 (𝑔𝑞 (𝑣)) where 𝑔𝑝, 𝑔𝑞 are defined as follows:

𝑔𝑝 (𝜖) = 𝜖 𝑔𝑝 (𝑣 · 𝑥) = 𝑔𝑝 (𝑣) · ((𝑥 ∩ 𝐼𝑝) ∪ (𝑓𝑞 (𝑔𝑞 (𝑣)) ∩ 𝐼𝑝)
𝑔𝑞 (𝜖) = 𝜖 𝑔𝑞 (𝑣 · 𝑥) = 𝑔𝑞 (𝑣) · ((𝑥 ∩ 𝐼𝑞) ∪ (𝑓𝑝 (𝑔𝑝 (𝑣)) ∩ 𝐼𝑞)

Proof. Proof by induction over 𝑣 ∈ (2𝑂𝑒 )∗. Base case: Let 𝑣 = 𝜖 , then 𝑓𝑝 (𝑔𝑝 (𝜖)) ∪
𝑓𝑞 (𝑔𝑞 (𝜖)) = ℎ(𝜖) = 𝜖 . Induction Step: The induction step is shown from 𝑣 ∈ (2𝑂𝑒 )∗

to 𝑣 · 𝑥 ∈ (2𝑂𝑒 )∗, with 𝑥 ∈ 2
𝑂𝑒
. Inserting 𝑔𝑝 from Theorem 8 we obtain 𝑔𝑝 (𝑣 · 𝑥) =

𝑔𝑝 (𝑣) · ((𝑥 ∩ 𝐼𝑝) ∪ (𝑓𝑞 (𝑔𝑞 (𝑣) ∩ 𝐼𝑝)). Since 𝑓𝑞 (𝑔𝑞 (𝑣)) and 𝑔𝑝 (𝑣) are assumed to be correct,

we show that the input trace returned by 𝑔𝑝 and given to 𝑓𝑝 is correct: The input

is local to 𝑝 because 𝑥 ∩ 𝐼𝑝 and 𝑓𝑞 (𝑔𝑞 (𝑣)) ∩ 𝐼𝑝) remove unobservable inputs, and all

outputs of the previous step from 𝑞 are added to the current input. It remains to

show that the outputs of the local strategies combined are equal to the output of ℎ:

ℎ(𝑣 · 𝑥) = 𝑓𝑝 (𝑔𝑝 (𝑣 · 𝑥)) ∪ 𝑓𝑞 (𝑔𝑞 (𝑣 · 𝑥)). Let 𝑣′ · 𝑥′ = 𝑔𝑝 (𝑣 · 𝑥). Given Definition 20 : p. 57and

Definition 19 : p. 57, we know that 𝑓𝑝 (𝑣′ ·𝑥′) = ℎ(𝐾 (𝑤)) |𝑂𝑝
, with𝑤 ∈ 𝐾𝑝 (𝑣′ ·𝑥′). Since 𝐾𝑝 (𝑣′)

is assumed to be correct, we show that adding 𝑥′ to 𝑣′ still results in the correctness of

ℎ(𝐾 (𝑤)). Following Lemma 1, all elements in 𝐾 (𝑣′ · 𝑥′) and therefore all corresponding
paths in ℎ have the same label, and picking any with 𝑚𝑖𝑛(𝐾𝑝 (𝑣′ · 𝑥′)) is correct. It
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follows that ℎ(𝑣 ·𝑥) |𝑂𝑝
= 𝑓𝑝 (𝑔𝑝 (𝑣 ·𝑥)). Using the same argument for 𝑓𝑞 by interchanging

𝑝 and 𝑞 in every index yields the correctness of the theorem, i.e., for all 𝑣 ∈ (2𝑂𝑒 )∗ it
holds that ℎ(𝑣) = 𝑓𝑝 (𝑔𝑝 (𝑣)) ∪ 𝑓𝑞 (𝑔𝑞 (𝑣)). □

After showing the correctness of the decomposition, we can conclude with the

following corollary stating the correctness of the implementation.

Corollary 1. Let (𝐼𝑝, 𝐼𝑞,𝑂𝑝,𝑂𝑞,𝑂𝑒) be an architecture and 𝜑 = 𝜑𝑝 ∧𝜑𝑞 be a specification.
If the hyper iplementations ℎ𝑝 and ℎ𝑞 are locally correct, then the implementation (𝑓𝑝, 𝑓𝑞)
satisfies 𝜑 .

3.3.2 Synthesis with Finite Communication

The synthesis with time-bounded information-flow assumptions computes (hyper)

implementations by synthesizing processes with full observation of the environment

outputs. They, therefore, branch according to variables that are not actually observable

once the systems are deployed. This is a major drawback during synthesis: Only after

enforcing the complex locality condition can we guarantee that access to variables is

at least as restricted as in the architecture. In this section, we introduce a synthesis

approach that relies on only the variables that are observable by the process. This

includes all observable process outputs and the additional information guaranteed by

the information-flow assumptions. We achieve this by imposing two assumptions on the

architecture: Firstly, we assume that the time-bounded information-flow assumption

only relies on variables that the sending process can observe, and secondly, we assume

that the time-bounded assumption can be decomposed into a finite set of classes, so-

called information classes, on which the receiving process can react. These classes are

then encoded into a trace property, not a hyperproperty, as the locality condition would

be one, and, together with the goal specification, translated into an adapted synthesis

goal. We show promising experimental results for this approach, which shows that this

approach outperforms existing techniques for distributed synthesis.

We begin with the decomposition of a time-bounded information-flow assumption

into a (finite) set of information classes. Information classes work in the following way:

We group the traces into classes, so that the process must at some point get aware that

the current trace 𝑡 is in the class [𝑡]𝑝 . On these traces, there exists an output that is

not a finite violation for any other trace in the set. We define the information classes

with respect to the time-bounded distinguishability relation Λ, but take a detour to

define the set of traces on which the process will not see any difference. The so-called

ambiguous traces to a trace 𝑡 are exactly those that are not related to 𝑡 in Λ.
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Definition 21 (Ambiguous traces). Given a time-bounded distinguishability relation Λ𝑝

for process 𝑝 , we define the set of ambiguous traces 𝛼 (𝑡) of a trace 𝑡 ∈ (2𝑂𝑒 )𝜔 as follows:

𝛼 (𝑡) = (2𝑂𝑒 )𝜔 \ {𝑡 ′ ∈ (2𝑂𝑒 )𝜔 | (𝑡, 𝑡 ′) ∈ Λ𝑝}

Intuitively, this computes the dual of the time-bounded distinguishability relation

and a refinement on the information that the process gets: The least information a

process can get is that the observed trace could be any trace. This happens when the

set of ambiguous traces is the whole set of environment traces. Any ambiguous set

that is a subset of all the environment traces tells the process which traces are possible
for the ones that are in the set and impossible for the traces that are outside of the set.
We now turn ambiguous traces into information classes in order to read off enough

information from an observation to react correctly for a whole class of traces. Those

classes are built by grouping all traces that share the same ambiguous trace set and,

therefore, carry the exact same information. We call them information classes:

Definition 22 (Information classes). Given a time-bounded distinguishability relationΛ𝑝
for process 𝑝 , the information class [𝑡]𝑝 of a trace 𝑡 ∈ (2𝑂𝑒 )𝜔 is the following set of traces:

[𝑡]𝑝 = {𝑡 ′ ∈ (2𝑂𝑒 )𝜔 | 𝛼 (𝑡) = 𝛼 (𝑡 ′)}

Example 21. We illustrate the concept of information classes over ambiguous traces with

the bit transmission protocol for the formula 𝜑 = 𝑖𝑛a ↔ 𝑜𝑢𝑡b. The time-bounded

distinguishability relation implies two information classes for process b. The first

class contains all traces where 𝑖𝑛a is true in the first step and an arbitrary sequence of

environment outputs afterward. For any such traces, the ambiguous traces are exactly

those that start 𝑖𝑛a in the first step. It does not contain the traces with ¬𝑖𝑛a in the first

step, since for these traces satisfying the formula 𝜑 would immediately yield a violation;

hence, they are related by time-bounded distinguishability. The second class contains all

traces on which ¬𝑖𝑛a holds in the first step of the trace. For these traces, the ambiguous

traces are all environment traces, as setting ¬𝑜𝑢𝑡b will never be a finite violation on any

trace. Therefore, they are not related by time-bounded distinguishability and, hence,

are part of the ambiguous traces. Based on these two information classes, we will be

able to fully synthesize the process b.

In general, the information classes can be arbitrarily precise, and the total number

of information classes can be infinite. We enforce the assumption that the formulas we

consider only imply a finite number of information classes. For each of the information
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classes, we now change the goal specification to be a local specification. The reasoning

is similar to the locality condition in Definition 16 : p. 54, which restricts the process to only

access environment outputs once the time-bounded assumption allows it to. Here, we

constrain the reactions to be equivalent for all the traces in an information class.

Definition 23 (Relativized specification). For a process 𝑝 with specification 𝜑𝑝 and an
information class 𝜄, the relativized specification 𝜑𝑝,𝜄 is the following trace property over
(𝐼𝑝 ∩𝑂𝑒) ∪𝑂𝑝 :

𝜑𝑝,𝜄 = {𝑡𝑒 ⊔ 𝑡𝑝 | 𝑡𝑒 ∈ (2𝐼𝑝∩𝑂𝑒 )𝜔 , 𝑡𝑝 ∈ (2𝑂𝑝 )𝜔 s.t. ∀𝑡 ′𝑒 ∈ 𝜄. 𝑡 ′𝑒 ⊔ 𝑡𝑝 ⊨ 𝜑𝑝}

Compared to the locality condition, the relativized specification is a trace property,

not a hyperproperty. The information classes are explicit decompositions of the hyper-

property and have the benefit of being way more efficient to compute. We now assume a

finite set of information classes 𝐼𝐶 for a specification 𝜑 and use 𝐼𝐶 additionally as input

alphabet to the process. The remaining task is to replace unobservable environment

outputs by sequences of information classes in a way such that the reaction of the

process is correct. Once a process receives the information class input 𝜄 ∈ 𝐼𝐶 , then
the process can react to the information that the environment output trace is one of

the traces in 𝜄. In the actual implementation, after composition and decomposition,

the information class is replaced with the actual outputs of the other process. The

component specification, which is the trace property that we finally synthesize, requires

that the process satisfies the relativized specification, once revealed, assuming that the

correct information classes are provided on every trace.

Definition 24 (Component specification). For process 𝑝 with specification 𝜑𝑝 , the com-
ponent specification ⟨𝜑𝑝⟩ over (𝐼𝑝 ∩𝑂𝑒) ∪ 𝐼𝐶 ∪𝑂𝑝 is defined as

⟨𝜑𝑝⟩ = {𝑡 ∈ (2(𝐼𝑝∩𝑂𝑒 )∪𝐼𝐶∪𝑂𝑝 )𝜔 | if 𝑡 ⊨ 𝜓 then 𝑡 ⊨
∧
𝜄∈𝐼𝐶
( 𝑐 → 𝜑𝑝,𝜄)}

where𝜓 is the following trace property over (𝐼𝑝 ∩𝑂𝑒) ∪ 𝐼𝐶 ∪𝑂𝑝 :

𝜓 = {𝑡 ∈ (2(𝐼𝑝∩𝑂𝑒 )∪𝐼𝐶∪𝑂𝑝 )𝜔 | ∃𝑡 ′ ∈ (2𝑂𝑒 )𝜔 . 𝑡 |𝐼𝑝∩𝑂𝑒
= 𝑡 ′|𝐼𝑝∩𝑂𝑒

and 𝑡 ⊨ [𝑡 ′] and exactly one element of 𝐼𝐶 occurs on 𝑡}

Note that traces of the component specification only range over 𝐼𝑝 ∩𝑂𝑒 , instead of

the full set of environment outputs 𝑂𝑒 .
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𝑠0

¬𝑜𝑢𝑡b

𝑠1

𝑜𝑢𝑡b

𝑠2

¬𝑜𝑢𝑡b

𝜄0

𝜄1 ⊤

⊤
¬𝜄0 ∧ ¬𝜄1

Figure 3.5 The component specification for process b in the bit transmission example.

The information classes 𝜄0 and 𝜄1 will be replaced by the behavior of process a during
composition.

Example 22. We return to the running example of this chapter. Given the previously

created two information classes (see Example 21 : p. 60), we introduce a new alphabet 𝐼𝐶 =

{𝜄0, 𝜄1} to the inputs of b, where 𝑐0 represents the information class of traces where 𝑖𝑛a is

true in the first step and 𝑐1 the information class of traces where ¬𝑖𝑛a is true in the first

step. For ease of readability, we show the component specification as an LTL formula:

⟨𝜑𝑏⟩ =
( (

𝜄0 ∨ 𝜄1) ∧ ( ¬𝜄0 ∨ ¬𝜄1)
)
→

(
( 𝜄0 → 𝑜𝑢𝑡b) ∧ ( 𝜄1 → ¬𝑜𝑢𝑡b)

)
The left-hand side of the formula represents the assumption 𝜙 in the component specifi-

cation, stating global mutual exclusiveness of the information classes and the eventual

reveal of the information class on every trace. The right-hand side states the guaran-

tee of the respective relativized specifications, forcing either 𝑜𝑢𝑡b or ¬𝑜𝑢𝑡b. The
synthesized result of process b is depicted in Figure 3.5. In a last step, the information

class symbols are replaced by the behavior of a separately synthesized process a that

satisfies the time-bounded information-flow assumption of process a.

Composition and decomposition of the hyper implementations is analogous to the

hyper implementations, as shown in Definition 18 : p. 55and Definition 20.

We show how to compute automata for the component specification. The automaton

can then be used to synthesize the process that satisfies the component specification.

The algorithm starts by building an automaton for each information class. Recall that

the number of information classes is assumed to be finite, and the algorithm that

iteratively computes automata for information classes is guaranteed to terminate. The

starting points are the automata for the information classes, given the time-bounded

information-flow assumption. The number of information classes, although finite, is not
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Algorithm 1: Trace Information Classes for Process 𝑝

1 let traceInformationClasses(AΛ𝑝
):=

2 let infClasses = []

3 while L(AΛ𝑝
) ≠ ∅ do // Check if a distinguishable trace is left

4 let A𝑣 = acceptingTrace(AΛ) |𝑙 // Choose one trace 𝑣
5 let A𝑣

𝛼 =
(
AΛ𝑝

∩ (A𝑣 ⊕ A⊤)
)
|𝑟 // Traces not related to 𝑣 in Λ𝑝

6 let A0

𝛼 =
(
AΛ𝑝

∩ (A⊤ ⊕ A𝑣
𝛼 )
)
|𝑙 // Traces that share an undistinguished trace

7 let A+𝜄 =
(
(AΛ𝑝

∩ (A𝑜
𝜄 ⊕ A⊤)) ∩ (A⊤ ⊕ A𝑣

𝛼 )
)
|𝑙 // Disting. from more traces

8 let A−𝜄 =
(
(AΛ𝑝

∩ (A𝑜
𝜄 ⊕ A⊤)) ∩ (A⊤ ⊕ A𝑣

𝛼 )
)
|𝑙 // Disting. from less traces

9 let A𝜄 = A0

𝜄 ∩ A+𝜄 ∩ A−𝜄 // Remove all traces with different information classes

10 infClasses.append(A𝜄) // Store automaton for the information class

11 AΛ𝑝
= AΛ𝑝

∩ (A𝜄 ⊕ A⊤) // Remove all traces of the information class

12 return infClasses

known in advance. We build an iterative algorithm over the distinguishability relation

Λ𝑝 of 𝑝 that extracts automata accepting the traces of an information class one by one.

The algorithm is shown in Algorithm 1. The first step is to check whether a trace exists

for which the algorithm has not computed an information class yet. In this case, the

emptiness check of the distinguishability automaton returns false. With computing

an accepting trace of the distinguishability automaton, we extract one trace 𝑣 that is

distinguished from at least one other trace. Note that the accepting trace actually is a

tuple of traces, sinceAΔ𝑝
is a 2-tape automaton, but we project it to the left tape with |𝑙

(and in later steps of the algorithm to the right tape with |𝑟 ). We use the automaton for

the trace to compute the set of ambiguous traces for 𝑣 by intersectingA𝑣 , the automaton

that accepts only the trace 𝑣 , with the negation of the distinguishability relation. We

first composeA𝑣 with any possible trace to obtain a 2-tape automaton. The intersection

of this automaton with the negation of the distinguishability relation accepts all pairs

of traces (𝑣, 𝑥), where 𝑥 is any trace that is ambiguous to 𝑣 . After projecting this 2-tape

automaton to the right-hand side, we obtain the automaton that accepts all ambiguous

traces of 𝑣 . The next three steps are necessary to first find all traces that could be in the

same information class as 𝑣 and then compute all traces that can not be in the same

class because they have either fewer or more ambiguous traces. We start in Line 6

with an automaton that accepts all such candidates 𝑣′ and intersect the complemented

distinguishability automaton with a 2-tape automaton accepting every trace on the

left and the ambiguous traces of 𝑣 on the right. The resulting automaton contains all

𝑣′s that have at least one common ambiguous trace with 𝑣 . Lines 7 and 8 filter this

automaton by checking whether some 𝑣′ is distinguished from more traces and whether
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some 𝑣′ is distinguished from fewer traces. The former is done by intersecting it with

the left-hand side of the distinguishability automaton, and an intersection with the

ambiguous trace automaton afterward. The traces accepted by the automaton are all

𝑣′s for which the distinguishability relation has a trace in A0

𝜄 . The latter limits the

complement of the distinguishability automaton to the candidate traces and computes

the traces with a right-hand side trace that is not in the ambiguous trace set of 𝑣 . In a

last step, we complement the automaton from Lines 7 and 8 and intersect it with the

automaton for the candidate traces, thereby limiting the 𝑣′s in the automaton for the

information class to those that have an equivalent set of ambiguous traces.

Algorithm 1 does not terminate for all LTL specifications. Consider a specification

that has to output every input in the next step, which can be easily expressed in LTL,

which is (𝑖𝑛a → 𝑜𝑢𝑡b). In this case, every trace is its own information class as it must

be distinguished from every other trace according to the time-bounded information-

flow assumption: Any difference at any point will lead to a finite violation on the other

trace. However, for specifications that imply a finite number of information classes, the

algorithm terminates and computes the automata for the information classes. We can

state an upper bound on the size of the automaton.

Theorem 9. For a process p with local specification 𝜑𝑝 , there exists a non-deterministic
automaton with a quadruply-exponential number of states in the size of 𝜑𝑝 that recognizes
an information class of 𝑝 .

Proof. We show the complexity of Lines 4 to 11 in Algorithm 1, which, together, compute

an automaton for some information class of the distinguishability automaton. Recall

that the 2-tape automaton for the distinguishability relation has a doubly-exponential

number of states in the size of the specification, as proven in Theorem 5 : p. 49. Since we

build the automaton on top of the distinguishability automaton, we already obtain a

doubly-exponential blow-up, and any operation that builds on the distinguishability

automaton will have at least a doubly-exponential number of states. The distinguisha-

bility automaton is a universal automaton; complementing it to a non-deterministic

automaton will not increase the number of states. However, any operation with a non-

deterministic automaton forces us to nondeterminize the distinguishability automaton,

which implies an exponential blow-up. Negating any non-deterministic automaton is

also exponential, which happens in Lines 8 and 9. In total, A+𝜄 is exponential in AΛ𝑝

because of the non-determinization of AΛ𝑝
, and separately, A+𝜄 is also exponential in

AΛ𝑝
because of the complementation of A𝑣

𝛼 . Both are complemented in Line 10, such

that we conclude with two additional exponents in the number of states. □
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In the algorithm described above, the information classes are used to build the

relativized specification in Definition 23 : p. 61. For every environment trace that is observed,

the specification enforces that the output that is used to satisfy the specification on

this trace is also correct for any other trace in the information class. Since we already

computed the automata that accept all traces in an information class and have the

automaton for the LTL specification, we can immediately build the automaton for the

relativized specification.

Theorem 10. For a process 𝑝 with local specification 𝜑𝑝 and an automaton A𝜄 for
one information class 𝑐 , we can build a universal automaton accepting the relativized
specification 𝜑𝑝,𝜄 with a polynomial number of states in A𝜄 .

Proof. The automaton that we build reads in traces over (𝐼𝑝 ∩𝑂𝑒) ∪𝑂𝑝 and only accepts
a trace if the sequence of outputs (𝑜 ∈ 𝑂𝑝) is accepted by the specification 𝜑 and

works for all traces accepted by the automaton for the information class A𝜄 . We first

restrict A𝜑 to only accept traces in A𝜄 by intersecting both and obtain B. B accepts

all input sequences that are in 𝑐 and satisfy the specification. This condition is too

weak; we must also verify that the output is accepting for all other traces. Therefore,

we universally branch over the traces in the information class automatonA𝜄 and verify

that the sequence is in A𝜑 on all traces simultaneously. The resulting automaton R𝑐 is
a universal automaton that accepts the relativized specification and has a polynomial

number of states in the size of A𝜄 . □

We can use the construction above for all information classes that we obtained

from Algorithm 1 : p. 63. The automaton from the component specification, which is the input

to the synthesis process, then unifies all relativized specification automata and jumps

to the correct one once the information class is revealed. Note that we now use an

additional input alphabet 𝐼𝐶 , where each 𝜄 ∈ 𝐼𝐶 represents one information class. To

be more precise, even log( |𝐼𝐶 |) number of additional inputs is enough to represent

all information classes, but we use |𝐼𝐶 | for readability. We refer to the additional

proposition for information class accepted by the automaton A𝑖
𝜄 with 𝑐𝑖 for every

automaton A1

𝜄 , . . . ,A𝑘
𝜄 .

Construction 5. The construction of the automaton for the component specification starts

with the assumption𝜓 from Definition 24 : p. 61, which states that all locally (for 𝑝) observable

traces 𝑡 eventually observe exactly one 𝑐𝑖 on the local inputs if some environment trace

𝑡 ′ exists that looks like 𝑡 to the process 𝑝 . We transform each automaton accepting all

traces in the information class A𝑖
𝜄 to automata B𝑖𝜄 that accept traces over 𝐼𝑝 ∩𝑂𝑒 by



3.3 Distributed Synthesis with Time-Bounded Information Flow 66

existentially projecting the atomic propositions in 𝑂𝑝\𝐼𝑝 and by adding the condition

𝜑 = 𝜄𝑖 ∧
∧
𝜄 𝑗≠𝜄𝑖

¬𝜄𝑖 .

The automaton A𝜓 that accepts the assumption 𝜓 of the component specification is

then a disjunction over all B𝑖𝜄 . We now use this automaton to build an automaton for

the component specification of ⟨𝜑𝑝⟩. The implication in the definition is transformed

to a disjunction over the negation of the left-hand side and the right-hand side. The

negation of the left-hand side is the automatonA𝜓 . For the right-hand side, we first use
the automata for the relativized specification per information class R𝑖𝜄 and disjunctively
add the automaton for ¬𝑐𝑖 to obtain R𝑖

′
𝜄 . The conjunction over all R𝑖

′
𝜄 is the right-hand

side of the implication, and after disjunction with the negation of the left-hand side

A𝜓 , we obtain the automaton S for the component specification.

Theorem 11. For a process 𝑝 with local specification 𝜑𝑝 and information class automata
A1

𝜄 , . . .A𝑛
𝜄 , there exists an automaton recognizing the component specification ⟨𝜑𝑝⟩ with

an exponential number of states in the size of any A1

𝜄 .

Proof. Construction 5 : p. 65shows how to construct the component specification. During

computation, we have to negate all A𝑖
𝜄 and get the non-deterministic automata for the

universal automata R𝑖′𝜄 . Both operations are exponential in the size of the information

class automata. Therefore, the component specification automatonS has an exponential

number of states in the size of the information class automata. □

3.3.3 Experiments

We conclude the section on synthesis with time-bounded information-flow assumptions

with an experimental evaluation of the approach. The benchmarks we use make the

synthesis approach with finite communication usable and show the effectiveness of the

technique presented in Section 3.3.2. We presented automata constructions for all steps

of the synthesis approach with finite communication. Our evaluation uses manually

crafted translations from LTL formulas to information classes and to the component

specification afterward. The baseline is an encoding from distributed synthesis to the

synthesis of HyperLTL properties, and was presented in [94].

Distributed Synthesis as HyperLTL Synthesis. The encoding from distributed

synthesis as HyperLTL formulas was presented in [94]. In this monolithic (in compari-

son to compositional) synthesis procedure, the observation and absence of observation
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of variables is encoded in a HyperLTL formula called dependence in the following way:

𝐷𝐼 ,𝑂 = ∀𝜋∀𝜋 ′.
(∨
𝑖∈𝐼
(𝑖𝜋 ↮ 𝑖𝜋 ′)

)
R
(∧
𝑜∈𝑂
(𝑜𝜋 ↔ 𝑜𝜋 ′)

)
Recall that the release operator R of HyperLTL enforces that the right-hand side has to

hold as long as the left-hand side is violated. The formula 𝐷𝑝 states that as long as the

local inputs to the process are equivalent to the local variables of 𝑝 , the local outputs

must also be equivalent. If there is necessary information flow from 𝑞 to 𝑝 , then the

left-hand side must be released by process 𝑞 and process 𝑝 will be able to react to the

information. The formula to be synthesized in the two-process distributed synthesis

case is

∀𝜋∀𝜋 ′.𝜑𝑝 ∧ 𝐷𝐼𝑝 ,𝑂𝑝
∧ 𝜑𝑞 ∧ 𝐷𝐼𝑞,𝑂𝑞

.

After synthesizing this formula with a bounded synthesis technique [94], the obtained

implementation is a composition of both processes, with the guarantee that the outputs

of the local processes only depend on the local inputs. The system has then to be

decomposed into two implementations of two processes 𝑝 and 𝑞.

Encodings of Bounded Distributed Synthesis. The second approach we compare

against is a bounded synthesis approach for distributed systems [24]. This work builds

on the bounded synthesis techniques built for monolithic LTL synthesis [83], which

transform the synthesis problem into a constraint-solving problem for a given bound 𝑛

on the state space of the resulting implementation. If the constraint solver provides

a solution, then this is a solution for the synthesis problem; if not, then the bound is

increased and the process is repeated. For monolithic LTL synthesis, this process will

eventually terminate; there is an upper bound on the size of the system such that the

synthesis formula is satisfied if it is realizable. For distributed synthesis, the same does

not hold: As the problem is undecidable, the bound will be increased infinitely if the

constraint system is not satisfiable. In [24], the authors extend the encodings to also

limit the access to variables as defined in the architecture.

Benchmarks. The three benchmarks that we consider are variations of the bit trans-

mission protocol. We evaluate three parameterized specifications on two architecture

versions with the three different approaches. The composition of the two processes is

synthesized for the distributed synthesis of HyperLTL and the encodings of bounded

distributed synthesis approaches. Since synthesis with information-flow assumptions is
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𝑖𝑛1a . . . 𝑖𝑛
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a 𝑖𝑛1b . . . 𝑖𝑛

𝑛
b

𝑐1a . . . 𝑐
𝑛
a

𝑐1b . . . 𝑐
𝑛
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𝑜𝑢𝑡1a . . . 𝑜𝑢𝑡
𝑛
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𝑛
b

Figure 3.6 The parameterized architecture of a two-component distributed system.

There are 𝑛 inputs, outputs, and communication variables for each process.

a compositional approach, we have two separate synthesis tasks, one for each process.

The benchmarks are the following three categories:

Atomic Commit. The benchmark atomic commit is a simplified version of the atomic

commit protocol. In an atomic commit protocol, the processes must agree on a value,

either 0 or 1, depending on their knowledge of other processes’ inputs. The specification

is parameterized in 𝑛 and adheres to the following structure:

𝜑𝑏 =
( ∧
1≤𝑖≤𝑛
(𝑖𝑛𝑖a)

)
↔ 𝑜𝑢𝑡b

The formula 𝜑 is a big conjunction over indexed variables s.t. only if all of those are

true, then the output is also true. Process b has to commit if process a received true
as an input. As a further experiment, we use the same specification but changed for

process a.

𝜑𝑎 =
( ∧
1≤𝑖≤𝑛
(𝑖𝑛𝑖b)

)
↔ 𝑜𝑢𝑡a

We annotate the experiment with only𝜑𝑏 and𝜑𝑎 = true as dir and bidir if both processes
have to commit to the value.

Eventual Commit. The eventual commit benchmark is an extension of the atomic

commit, in which we do not enforce the value on the first step but on any future step.

We implement this change in the following formula 𝜑𝑎 .

𝜑𝑏 =
( ∧
1≤𝑖≤𝑛
( 𝑖𝑛a)

)
↔ 𝑜𝑢𝑡 𝑖b

Only if, at some point, all inputs were true, then the output of process b must be true

as well. Again, we use two variants of this benchmark, one for the dir version and one

for the bidir version.
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Benchmark Architecture n Sender Recipient Distributed Bosy [24] HyperLTL [94]

Atomic dir 1 0.92 0.70 1.41 2.31

Commit dir 2 0.36 1.28 2.86 2.30

dir 3 0.92 0.68 2.46 2.55

dir 4 0.92 0.79 720.60 3.41

dir 5 0.92 0.68 TO 9.27

bidir 1 1.45 - 0.96 9.27

bidir 2 2.49 - TO TO

bidir 3 79.18 - TO TO

bidir 4 TO - TO TO

Evenutal dir 1 0.68 1.87 0.92 2.56

Commit dir 2 0.94 1.85 0.96 3.90

dir 3 202.09 1.78 TO TO

dir 4 TO TO TO TO

bidir 1 3.77 - 4.63 147.46

bidir 2 TO - TO TO

Send dir 1 1.31 0.92 2.21 1.58
All dir 2 1.78 0.92 27.47 TO

dir 3 TO 1.08 TO TO

Table 3.1 This table shows the result of the experimental evaluation of the three ap-

proaches. The first column shows the benchmark name, the second column the archi-

tecture type, and the third column the parameter 𝑛 that initializes the specification.

We omit the entry of the receiver when every sender is also a receiver. The next two

columns show the time in seconds for the sender and recipient processes, respectively.

The last two columns show the time for the encodings of bounded distributed synthe-

sis, and the last column shows the direct encoding into HyperLTL. The best result is

highlighted in bold.

Send All. In the third benchmark, we change the specification to commit on isolated

inputs, not on a Boolean connection of those. The truth value must be copied to the

specific output independently of the other inputs. The formula is as follows:

𝜑𝑏 =
∧
1≤𝑖≤𝑛

(
𝑖𝑛𝑖a ↔ 𝑜𝑢𝑡 𝑖b

)
Process b can only set the outputs to true once the respective input is true, meaning that

we are in a certain information class. Note that the information class will be changed

every time we observe a new input being true.

We compare the evaluation of the three approaches in Table 3.1. Overall, the

experiments show that the synthesis process with time-bounded information-flow

assumptions scales to larger parameters than the other two approaches. In the atomic
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commit benchmarks, which we consider to be the easiest of the three, the information

flow synthesis terminates in under a second for all parameters, whereas the other two

approaches either time out quickly or increase steadily up to 9 seconds. For the bidir
case, we immediately beat the other approaches, but also time out for parameter 4. Note

that in the bidir case, we actually have a HyperLTL synthesis problem even for the

receiver, as the partner’s information-flow assumption must be satisfied together with

the receiver’s component specification. For the eventual commit benchmark, we see a

similar behavior, but the hyperproperty synthesis part is already hard for parameter 3,

as can be seen for the sender. However, the recipient can be produced within a second

until parameter 3. The bidir yields a timeout for parameter 2 for all approaches, but

the difference between the information-flow synthesis and the HyperLTL encoding is

still two orders of magnitude. The most complicated benchmark is send all, where the

number of outputs scales with the parameter𝑛, not only the number of inputs. This leads

to a timeout throughout all approaches already for parameter 3. Most interestingly,

the synthesis of the recipient can still be done in about 1 second - the component

specification of the recipient is only a trace property, and synthesis of trace properties

scales further than synthesis of hyperproperties. However, the sender is synthesized for

the information-flow assumption, and we cannot extract a full implementation without

the sender.

3.4 Prefix Information Flow

Time-bounded information-flow assumptions have two significant drawbacks. First,

they only guarantee that information will eventually be transmitted to the receiving

process without specifying an exact time point. While this suffices for liveness specifi-

cations, where reactions can be delayed until the information arrives, it is inadequate

for safety specifications, where delayed reactions can immediately violate the required

reaction window. Consequently, time-bounded information-flow assumptions are not

suitable for safety properties, and the compositional synthesis approach described

in Section 3.3.2 : p. 59is restricted to liveness specifications. Second, the previous synthesis

procedure limits the sender to transmitting only a finite number of information classes,

which in turn restricts the amount of information the receiver can react to. This further

narrows the range of applicable specifications. To address these issues, we introduce a

new class of information-flow assumptions specifically designed for safety specifica-

tions with precise deadlines for information reception. Instead of considering entire
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traces, we focus on prefixes of infinite traces and compute the latest possible time point

for information reception.

3.4.1 Prefix Information Flow Assumptions

We begin by analyzing the traces that must be distinguished by some receiver. The

example we use throughout this section is the formula 𝜑 = (𝑖𝑛a ↔ 𝑜𝑢𝑡b), which
states that every input to process 𝑎 must be copied to the output of process 𝑏 in the next

time step. The time-bounded information-flow assumption is not applicable here; it

would enforce that on traces 𝑡 and 𝑡 ′ where some 𝑎 on time step 𝑖 is true on 𝑡 but false on

𝑡 ′, there will at some point be a difference in the observable inputs to process 𝑏. This can

not be a sufficient condition: Whenever the synthesis procedure for the time-bounded

information-flow assumption produces an implementation of the sender that does not

immediately forward the input, it will not be correct for any recipient implementation.

It needs a more precise way of specifying the information flow between the processes.

We do so by introducing a new classification of distinguishable traces, based solely on

their prefix.

Definition 25 (Prefix distinguishability). Let 𝜑𝑝 be a safety LTL formula and the goal
for process 𝑝 . The prefix distinguishability relation is defined as

𝜌𝜑𝑝 = {(𝑡, 𝑡 ′) ∈ (2𝑂𝑒 )𝑚×(2𝑂𝑒 )𝑚,𝑚 ∈ N | ∀𝑡𝑝 ∈ (2𝑂𝑝 )𝑚 .
𝑡 ⊔ 𝑡𝑝 ⊭𝑚 𝜑𝑝 or 𝑡 ′ ⊔ 𝑡𝑝 ⊭𝑚 𝜑𝑝

and ∀𝑛 ∈N, 𝑛 < 𝑚. ∃𝑡 ′𝑝 ∈ (2𝑂𝑝 )𝑛 .
𝑡 [0 . . . 𝑛] ⊔ 𝑡 ′𝑝 ⊨𝑛 𝜑𝑝 and 𝑡 ′[0 . . . 𝑛] ⊔ 𝑡 ′𝑝 ⊨𝑛 𝜑𝑝}

The prefix distinguishability relation reasons about tuples of finite traces of arbitrary
length. The first condition states that, for the two related input traces of length𝑚, the

specification is violated for all possible output sequences for 𝑝 of the same length. The

second condition enforces that𝑚 is the first position at which the trace pair must be

distinguished. For all previous positions of the traces, there exists a common output

sequence that satisfies the specification on both traces. Every violation of a safety

specification has a minimal bad prefix [67], and hence every violation that originates in

the indistinguishability of two traces is captured by Definition 25.
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Example 23. We give an example of prefixes related by 𝜌𝜑𝑝 , where𝜑𝑝 = (𝑖𝑛a ↔ 𝑜𝑢𝑡b)
is the running example of this chapter. Consider the finite environment traces

𝑡 = {¬𝑖𝑛a}, {𝑖𝑛a}
𝑡 ′ = {𝑖𝑛a}, {𝑖𝑛a},

both of length 𝑚 = 2. These two traces are related by 𝜌𝜑𝑝 , since for every possible

output sequence 𝑡𝑝 of length𝑚 = 2, one of the traces will be violated, as the value of

𝑖𝑛a must be copied to the output of 𝑏 in the next time step and 𝑏 cannot set ¬𝑜𝑢𝑡b and
𝑜𝑢𝑡b at the same time. Let’s consider the extensions of the traces

𝑡 = {¬𝑖𝑛a}, {𝑖𝑛a}, {𝑖𝑛a}
𝑡 ′ = {𝑖𝑛a}, {𝑖𝑛a}, {𝑖𝑛a}.

Now, 𝑡 and 𝑡 ′ are not related by 𝜌𝜑𝑝 , since the second condition of Definition 25 : p. 71is

violated: There is no output sequence of length 𝑛 = 2 that satisfies the specification for

both traces. As a last example, we crop 𝑡 and 𝑡 ′ to length𝑚 = 1, i.e., 𝑡 = {¬𝑖𝑛a} and
𝑡 ′ = {𝑖𝑛a}. Again, the traces are not related by 𝜌𝜑𝑝 , there is a common output sequence

𝑡𝑝 of length 𝑛 = 1 that satisfies the specification for both traces, the output in step 0 is

not restricted by the specification.

For liveness specifications, no two traces are related by this definition: One can

inductively reason that for every (𝑡, 𝑡 ′) ∈ 𝜈𝜑𝑝 this pair of traces is not in 𝜌𝜑𝑝 , i.e.,

(𝑡, 𝑡 ′) ∉ 𝜌𝜑𝑝 , since for every chosen𝑚, one can find an output trace of 𝑝 that violates

the formula after time point𝑚.

We now turn the prefix distinguishability relation into an information-flow assump-

tion that must be guaranteed by the component that observes the information that is

needed by process 𝑝 . The assumptions include specific time points at which the infor-

mation must be present for the receiving process to react upon. The information-flow

assumption, again, is a 2-hyperproperty enforcing that pairs of traces that are related

by the prefix distinguishability relation have an observable difference for the process.

Definition 26 (Prefix information-flow assumptions). Let 𝜌𝜑𝑝 be the prefix distinguisha-
bility relation for 𝑝 . The corresponding prefix information-flow assumption P𝑝 is the
2-hyperproperty induced by the relation

𝑅𝜌𝜑𝑝 = {(𝑡, 𝑡 ′) ∈ (2V)𝜔 × (2V)𝜔 | if ∃𝑚 ∈ N s.t. (𝑡 [0 . . .𝑚], 𝑡 ′[0 . . .𝑚]) ∈ 𝜌𝜑𝑝
then 𝑡 |𝐼𝑝 [0 . . .𝑚 − 1] ≠ 𝑡 ′|𝐼𝑝 [0 . . .𝑚 − 1]}
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The information-flow assumption is a relation over infinite traces. For each such

trace pair, we search for the time point𝑚, on which the traces are distinguished by the

prefix distinguishability relation 𝜌𝜑𝑝 . If such a point in time exists, then there must be

a difference in 𝐼𝑝 before the deadline𝑚, and more specifically, on the time step𝑚 − 1.
Restricting the observable difference to happen before the deadline𝑚 is crucial for the

receiving component.

Example 24. We use the formula of the previous example 𝜑𝑝 = (𝑖𝑛a ↔ 𝑜𝑢𝑡b) on
the architecture in Figure 3.6 : p. 68. The information-flow assumption can be specified in the

HyperLTL formula

∀𝜋∀𝜋 ′.(𝑖𝑛𝜋a ↔ 𝑖𝑛𝜋
′

a )W(𝑖𝑛𝜋a ↮ 𝑖𝑛𝜋
′

a ∧ 𝑐𝜋a ↮ 𝑐𝜋
′

a ).

Compared to the time-bounded information-flow assumption, it is precise in the time

point at which a difference must be observed on 𝑐a, namely exactly when the inputs

on two traces are different. Recall that the weak until operatorW states that either

the left-hand side holds forever, or it holds until the right-hand side is true. The first

time the input to traces 𝜋 and 𝜋 ′ differ, the right-hand side must hold, and therefore the

difference will be communicated to process 𝑝 . Note that this immediate communication

of the information is only a special case. There can be an arbitrary distance between

the information being present on the inputs of 𝑎 before transmitting it to 𝑏 is necessary.

Unsurprisingly, every implementation of a distributed system satisfying safety LTL

specifications satisfies the corresponding prefix information-flow assumption.

Lemma 2. The prefix information-flow assumption is necessary for safety LTL formulas.

Proof. Assume that there exists an implementation (𝑓𝑝, 𝑓𝑞) satisfying the safety LTL

specifications 𝜑𝑝 and 𝜑𝑞 but not P𝑝 and P𝑞 . Since P𝑝 is not satisfied, there exists a
pair of traces 𝜋, 𝑡 ′ such that (𝑡 |𝑂𝑒

[0 . . .𝑚], 𝑡 ′|𝑂𝑒
[0 . . .𝑚]) ∈ 𝜌𝜑𝑝 and 𝑡 |𝐼𝑝 [0 . . .𝑚 + 1] =

𝑡 ′|𝐼𝑝 [0 . . .𝑚 + 1]. Therefore, the deterministic system must choose the same output for

the time step𝑚 + 1 since the inputs are the same. This contradicts the assumption:

Either 𝑡 [0 . . .𝑚 + 1] or 𝑡 ′[0 . . .𝑚 + 1] is a minimal bad prefix since, otherwise, the traces

would not be related by the prefix distinguishability relation. □

3.4.2 Automata for Prefix Information Flow Assumptions

We show how to compute automata that accept the prefix information-flow assumption

for a given LTL formula in the safety fragment. The prefix information-flow assump-

tions build on the distinguishability relation, which is a natural starting point for the
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construction. We will use the automata construction in the synthesis process that is

described in Section 3.5 : p. 76.

The biggest difference to trace distinguishability (see Definition 8 : p. 38) is that, although

the traces of the implementations are infinite, the traces related by the prefix distin-

guishability are finite. The automaton accepting pairs of traces is therefore a non-

deterministic finite automaton (NFA) instead of a non-deterministic Büchi automaton.

We can show that the following theorem holds.

Theorem 12. For a component 𝑝 and safety LTL formula 𝜑𝑝 , there exists a non-determi-
nistic finite 2-tape automaton with a doubly exponential number of states in the size of 𝜑𝑝
that recognizes the prefix distinguishability relation 𝜌𝜑𝑝 .

Proof. We construct a non-deterministic finite automaton (NFA)F that accepts precisely

all pairs of traces over (2𝑂𝑒 )𝑚×(2𝑂𝑒 )𝑚 , where𝑚 ∈ N, that are related by 𝜌𝜑𝑝 . Let𝜑′𝑝 be the
formula 𝜑𝑝 where all atomic propositions 𝑎 ∈ 𝐴𝑃 are renamed to 𝑎′, and letV′ be a set
containing a copy 𝑣′ of every variable 𝑣 ∈ V . We build the NBA B = A𝜑𝑝 ×A𝜑 ′𝑝 , where

A𝜑𝑝 and A𝜑 ′ are constructed with a standard LTL-to-NBA translation respectively,

and the operator × builds the product of two NBAs. B now accepts all tuples of traces

that each satisfy 𝜑𝑝 . Let C be the NBA that restricts the transition relation of B s.t.

edges are only present if the output variables of 𝑝 are equal, i.e.,

∧
𝑜∈𝑂𝑝

𝑜 ↔ 𝑜′ holds,

enforcing that both traces agree on the output while satisfying the specification. We

now existentially project to the set𝑂𝑒 ∪𝑂′𝑒 to buildD, whose alphabet does not contain

the components’ outputs. To accept the pairs of traces that do not satisfy the formula,

we negateD, denoted byD. In the last step of the construction, we transform the NBA

D to an NFA F using the emptiness-per-state construction of [22]. This yields an NFA

that accepts the prefix distinguishability relation. The size of the automaton is doubly

exponential in the size of the formula. The first exponent stems from the LTL to NBA

construction, and the second from negating the automaton F . □

Example 25. A simple automaton representing the prefix distinguishability relation for

the running example 𝜑𝑝 = (𝑖𝑛a ↔ 𝑜𝑢𝑡b) is shown in Figure 3.7a. The automaton

accepts all pairs of finite traces that are equal on 𝑖𝑛b until the second-to-last step, and are

different on 𝑖𝑛b in the last step. The automaton is a non-deterministic finite automaton

(NFA) with two states, 𝑞0 and 𝑞1, where 𝑞0 is the initial state and 𝑞1 is the accepting

state.

We continue by constructing automata that accept the prefix information-flow

assumptions.
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𝑞0 𝑞1

b𝑖𝑛𝜋 ↔ b𝑖𝑛𝜋 ′

b𝑖𝑛𝜋 ↮ b𝑖𝑛𝜋 ′

(a) The prefix distinguishability automaton.

𝑞0 𝑞1

a𝑖𝑛𝜋 ↔ a𝑖𝑛𝜋 ′

a𝑖𝑛𝜋 ↮ a𝑖𝑛𝜋 ′
∧a𝑐𝜋 ↮ a𝑐𝜋 ′

∗

(b) The prefix information-flow automaton.

Figure 3.7 The automaton (NFA) accepting the traces related by the distinguishability

relation for the running example is shown in Figure 3.7a. The automaton runs over

a tuple of inputs, annotated with 𝑡 and 𝑡 ′, respectively. The relation accepts all pairs

of finite prefixes that are equal on 𝑖𝑛b until the second-to-last step, and are different

on 𝑖𝑛b in the last step. In Figure 3.7b, the automaton for the prefix information-flow

automaton accepts all infinite traces, whose prefixes are in the automaton in Figure 3.7a,

but forced to have a difference on the communication variables before a violation of

the formula would happen.

Theorem 13. For a component 𝑝 and 𝜌𝜑𝑝 be the prefix distinguishability relation of 𝑝 .
There exists a non-deterministic 2-tape Büchi automaton with an exponential number of
states in the size of 𝜑𝑝 that recognizes the prefix information-flow assumption P𝑝 .

Proof. We use the automatonD from the proof of Section 3.4.2. This automaton accepts

all infinite traces on which there must not be a distinction in the observable inputs. The

part that is left to construct is the automaton that requires that, whenever the traces

are not in D, a difference is actually observable before there is a violation. We use an

automaton E that requires that, on two input traces, we only accept them if they are

different on the observable inputs to 𝑝 at some point. We then build the automaton

𝐹 of a composition of the bad prefix automaton of the formula 𝜑𝑝 such that 𝐹 rejects

whenever one of the traces reaches a bad prefix. Note that this is not a complement of

the automaton but only a relabelling accepting with rejecting states only. We then build

the automaton G that accepts a pair of traces only if they are accepted by E before

being rejected by F , meaning that the good prefix of 𝐸 is shorter than the bad prefix of

F . The final automaton is a disjunction between D and G, s.t., traces are accepted if

they must not be distinguished, or if they are different on the observable inputs before

some bad prefix is reached. The size of the resulting automaton is exponential in the

size of the formula 𝜑𝑝 , only the translation from 𝜑 to A𝜑 is exponential. □

Example 26. We conclude this section by showing the automaton for the information-

flow assumption of our running example. The automaton, whose alphabet is the set of

all variables in the architecture, is presented in Figure 3.7b. It must accept all trace pairs

on which there is a difference before one of the traces violates the formula, meaning that
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one output of a trace was set incorrectly. The automaton accepts exactly those traces by

checking if there is a difference in the step in which the process observes a difference in

𝑖𝑛a. Because of the formula stating that every environment output must be replied to

by the process correctly in the next time step, the transmission of the information must

happen at the same time as the difference is observed. All other traces are rejected.

3.5 Distributed Synthesis with Prefix
Information Flow

This section introduces a compositional synthesis approach for distributed systems

with prefix information-flow assumptions. The algorithms build upon the prefix distin-

guishability relation and the prefix information-flow assumption and their automata

constructions as presented in Section 3.4 : p. 70. We present a two-fold algorithm for composi-

tional synthesis that decomposes the goal specification (one for each process) into two

separate local specifications. The first is called assume specification and enforces that a

process can rely on the fact that some information will be transmitted to the process

in time. The second specification is called guarantee specification, as it, if it is realized
by the sender, guarantees the flow of information. We combine both specifications for

every process and obtain an overall specification that can be realized locally under full

observation of all variables. The new algorithm is evaluated with an automata-based

implementation of the presented approach against HyperBosy [94], a bounded synthesis

approach for hyperproperties.

3.5.1 Hyper Implementations for Prefix Assumptions

Hyper implementations, as introduced in Definition 15 : p. 52, are implementations that we

use as intermediate results in the compositional synthesis process. In Section 3.3.1, we

introduced hyper implementations for time-bounded information-flow assumptions

that branched under full observation and some additional variable 𝑛. In this section,

we define hyper implementations for the prefix information-flow assumptions and

concretize them by immediately branching over information classes. Conversely, the

safety hyper implementations will not branch over unobservable inputs but only over

the process’s inputs.

We begin by defining the prefix information class. Every class consists of all traces

that do not need to be distinguished by some process at a specific time point 𝑛. Recall

that those traces are exactly the ones that are not related to each other by the prefix
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𝑞0 𝑞1 𝑞2
𝑖𝑛a ¬𝑖𝑛a

(a)

𝑞0 𝑞1

∗

¬𝑖𝑛a

(b)

Figure 3.8 Figure 3.8a displays an automaton for a specific prefix information class

of length 𝑛, whereas Figure 3.8b shows an automaton that represents infinitely many

information classes of the running example specification. For every fixed time point 𝑛,

all traces of length 𝑛 that have the same environment output in the last step are in the

same information class.

distinguishability relation. In contrast to time-bounded information classes, the prefix

information classes are defined over finite traces instead of infinite traces.

Definition 27 (Prefix information class). Let 𝜌𝑝 be the prefix distinguishability relation
for 𝑝 . The information class of a trace 𝑡 at position 𝑛 ∈ N is the set of traces

[𝑡]𝑛𝑝 = (2𝑂𝑒 )𝑛\{𝑡 ′ ∈ (2𝑂𝑒 )𝑛 | (𝑡, 𝑡 ′) ∈ 𝜌𝑝}

In the example specification𝜑𝑝 = (𝑖𝑛a ↔ 𝑜𝑢𝑡b), the information class at position

𝑛 is the set of all traces that are equal on 𝑖𝑛b until time step 𝑛 − 1. Now, assume we

want to find the process’s output in the next step. We already know that we cannot

observe a difference in environment traces that must not necessarily be distinguished.

Therefore, the information class specification, which is the specification for one (of the

infinitely many) information classes, enforces that the next output of the process will
be correct for all traces in the information class in the previous step.

Definition 28 (Prefix information class specification). Let 𝜑𝑝 be the LTL specification
for component 𝑝 , 𝑛 ∈ N, and let 𝜄𝑛−1 be a prefix information class at position 𝑛 − 1. The
information class specification C𝑛𝑝 ⊆ (2V\𝑂𝑞 )𝜔 is defined as

C𝑛𝑝 = {𝑡𝑒 ⊔ 𝑡𝑜 | 𝑡𝑒 ∈ (2V\𝑂𝑝 )𝑛, 𝑡𝑜 ∈ (2𝑂𝑝 )𝑛

s.t. ∀𝑡 ′𝑒 ∈ 𝜄𝑛−1.𝑡 ′𝑒 [0 . . . 𝑛] ⊔ 𝑡𝑜 [0 . . . 𝑛] ⊨𝑛 𝜑𝑝}.

Example 27. We go back to the sequence transmission specification 𝜑 = (𝑖𝑛b ↔
𝑜𝑢𝑡b) of our running example. Regarding Definition 27, there are infinitely many

information classes, for each𝑛, all traces that are equal until𝑛 are in the same information
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class. Figure 3.8a displays the automaton for 𝑛 = 3, where the environment first outputs

𝑖𝑛a and then ¬𝑖𝑛a. Technically, this yields infinitely many automata, each with 𝑛 states

that proceed from state to state 𝑛 times before accepting the input trace. However, we

can find a finite representation of all such automata that summarizes the information

classes by some refinement: For the specification 𝜑 , it is sufficient to verify that the last

step is equivalent, since for all information classes that behave this way, the same output

will be a correct output. Figure 3.8b shows the automaton that accepts all prefixes for

which the next output must be ¬𝑜𝑢𝑡b. It unites all information classes that were equal

on all previous steps until state 𝑞1. We will show the computation of such automata for

information classes in the following section.

With the assumption that we are given a finite set of information classes as subsets

of (2𝑂𝑒 )∗, we are able to define the safety hyper implementation, branching over the

local inputs of the process and a new alphabet 𝜄𝑝 where 𝜄 ∈ C𝑝 is the variable that

represents information class 𝜄.

Definition 29 (Safety hyper implementation). Let 𝑝 and 𝑞 be components, 𝑒 be the
environment, and C𝑝 be a set of information classes. A safety hyper implementationH𝑝

of 𝑝 is a 2𝑂𝑝 -labelled C𝑝 ∪ 2𝐼𝑝 -transition system.

The remainder of this section is dedicated to the definition of specifications that,

if synthesized, produce safety hyper implementations that satisfy the process’s goal.

The assume specification, which we now introduce, is satisfied by the information

recipient and abstracts the actual information flow. It combines two intentions: It is a

trace property and not a hyperproperty, and, equally importantly, it restricts access to

information to the time point it will be present, not earlier.

Definition 30 (Assume specification). Let 𝜑𝑝 be the component specification and C be
the finite set of information classes, where each 𝜄 ∈ C is a subset of (2𝑂𝑒 )∗. The trace
property A ⊆ (C ∪ 2𝑂𝑝 )𝜔 is defined as

AC𝑝 = {𝑡C ∪ 𝑡𝑜 | 𝑡C ∈ C𝜔 , 𝑡𝑜 ∈(2𝑂𝑝 )𝜔 ,∀𝑛 ∈ N.∀𝜄 ∈ 𝑡C [𝑛 − 1] .
∀𝑡𝑒 [0 . . . 𝑛 − 1] ∈ 𝜄. if 𝑡𝜄 is consistent, then 𝑡𝑒 ⊔ 𝑡𝑜 [0 . . . 𝑛] ⊨𝑛 𝜑𝑝},

where a finite prefix 𝑡C ∈ C𝑛 is consistent if it holds that for all 0 ≤ 𝑚 < 𝑛, all finite traces
in 𝑡𝑒 [0 . . .𝑚] have a prefix in 𝑡𝑒 [0 . . .𝑚 − 1].

For a sequence of information classes, the assume specifications collect all process

outputs that are correct for all environment outputs in this information class. Similar to
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the synthesis approach in Section 3.3.2 : p. 59, we are mapping outputs to information classes,

but in a much more precise way. In every step, the process must react correctly to the

current information class on the input alphabet. This definitely contains sequences

of information classes that will not be present in the system’s final implementation;

the transmitter will decide how to communicate the information. However, the re-

cipient will provide a correct solution for every possible scenario. The consistency

criterion requires no traces to have the same output if they have been distinguishable

at 𝑛 − 1 but are indistinguishable at 𝑛; it is easy to see that this is impossible in actual

implementations.

Lemma 3. Let C𝑝 be the finite set of information classes for component 𝑝 . Every im-
plementation satisfying the assume specification AC𝑝 also satisfies the information class
specification C𝑛𝑝 for all 𝑛 ∈ N and 𝜄 ∈ C𝑝 .

Lemma 3 follows immediately from the definition of the assume specification. It

unites all information class specifications that are implied by the set of information

classes. Note that we specify the correctness only with respect to the information

classes, not the prefix information-flow assumption, which is a hyperproperty. If some

distinguished traces do not occur in some information class, then the receiver will not

be correct for all implementations of the sender; the assumed specification would not

be sufficient.

After defining a trace property for the assumption of information and the recipient’s

correct reaction to it, we continue by defining a trace property that guarantees the flow of

information. This yields another reduction from hyperproperties to trace properties, as

the sender’s synthesis problem is the combination of his own local specification and the

recipient’s information-flow assumption. However, there is a subtle difference between

the two problems: While the receiver has to be correct for every implementation of

the information-flow assumption, the sender can choose the strategy of sharing the

information. We use this observation to design certain communication strategies for

transmitters that simplify the synthesis problem immensely. Our first step is to classify

a given specification as a guarantee specification if all of its realizations, i.e., the results

of the synthesis process, satisfy the information-flow assumption.

Definition 31 (Guarantee specification). Let 𝑝 and𝑞 be components and P𝜑𝑝 be the prefix
information-flow assumption for 𝜑𝑝 . The set G𝜌𝑝 ⊆ (2𝐼𝑞∪𝑂𝑞 )𝜔 is a guarantee specification
if all 2𝑂𝑞 -labeled 2𝐼𝑞 -transition systems that satisfy G𝜌𝑝 also satisfy P𝜑𝑝 .

Guarantee specifications are strictly stronger requirements than information-flow

assumptions. This breaks one of the intentions of the information-flow assumptions;
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the requirement that we only impose necessary conditions on the sender. A direct

implication is the fact that even though there is a solution to the distributed synthesis

problem at hand, a guarantee specification might not be realizable. This happens

if the guarantee specification, in conjunction with the goal specification, builds an

unrealizable problem. For example, assume that the guarantee specification G𝜌𝑝 states

that the message must be sent at every even time step, while the goal specification states

that the communication channel must be empty at every even step. This contradiction

could be avoided by transmitting the information at every odd time step.

It is left to show that we can effectively construct a guarantee specification from

the prefix information-flow assumption. In the following, we will present two variants

of guarantee specifications that we found to be useful in practice. The first one is

called the full-information specification, which, as the name suggests, requires that the

sender copies all the information that is provided by the environment immediately to

the receiver. The concept of full-information was already introduced in [184] and was

extended in [117].

Definition 32 (Full-information specification). Let 𝑝 and 𝑞 be components, and 𝑔 :

𝑂𝑒 ∩ 𝐼𝑞 → 𝑂𝑞 ∩ 𝐼𝑝 be a bijection. The full-information specification for 𝑞 is the trace
property

F𝑝 = {𝑡𝑒 ⊔ 𝑡𝑜 | 𝑡𝑒 ∈ (2𝑂𝑒∩𝐼𝑞 )𝜔 , 𝑡𝑝 ∈ (2𝑂𝑞∩𝐼𝑝 )𝜔 ,∀𝑣 ∈ (𝑂𝑒 ∩ 𝐼𝑞),
either ∀𝑛 ∈ N.𝑣 ∈ 𝑡𝑒 [𝑛] iff 𝑔(𝑣) ∈ 𝑡𝑜 [𝑛]

or ∀𝑛 ∈ N.𝑣 ∈ 𝑡𝑒 [𝑛] iff 𝑔(𝑣) ∉ 𝑡𝑜 [𝑛]}

The two conditions on the output trace specify two possible ways of communicating

the values of the environment output. Either always the same value is communicated on

the communication bits, or always the negation. Note that, as we defined the semantics

of the distributed system, the process can react to its inputs in the same time step; the

requirement to have the reaction immediately at position 𝑛 is feasible. We can easily

follow that every full-information specification is a guarantee specification.

Lemma 4. The full-information F𝑝 specification is a guarantee specification.

Clearly, if every environment output is communicated, which exactly coincides

with all information that is present in a system, then the information-flow assumption

is satisfied which is weaker requirement. We proceed by defining a weaker and more

suitable guarantee specification that is based on the same abstraction of information that

the assume specification builds on. Instead of transmitting all information, the sender is

required to send the current information class of the trace’s current prefix. Assuming we
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have a finite set of information classes, we require a consistent, i.e., the same encoding

for the whole trace, transfer of the information classes to the communication variables.

Definition 33 (Information Class Guarantee). Let C′𝑝 be the finite set of information
classes of 𝑝 projected to the inputs of 𝑞, s.t. the information classes 𝜄 ∈ C′𝑝 are subsets of
(2𝑂𝑒∩𝐼𝑞 )∗. Let furthermore 𝑔 : C → 2

𝑂𝑞∩𝐼𝑝 be a bijection. The information class guarantee
IC𝑞 ⊆ (2(𝑂𝑒∩𝐼𝑞)∪(𝑂𝑞∩𝐼𝑝 ))𝜔 is defined as

IC𝑞 = {𝑡𝑒 ∪ 𝑡𝑜 | 𝑡𝑒 ∈ (2𝑂𝑒∩𝐼𝑞 )𝜔 , 𝑡𝑜 ∈ (2𝑂𝑞∩𝐼𝑝 )𝜔 ,∀𝑛 ∈ N,∀𝜄 ∈ C′𝑝
if 𝑡𝑒 [0 . . . 𝑛] ∈ 𝜄 then 𝑔(𝜄) ∈ 𝑡𝑜 [𝑛]}.

We, again, use a function mapping information classes to valuations of communica-

tion variables to ensure consistency. The requirement is that for every prefix that is

part of some information class 𝜄, the value of 𝜄, as defined by the function, is part of the

output of a process. The correctness of the information class guarantee highly depends

on the information classes to distinguish as many traces as necessary. We call a set

of information classes sufficient if no two traces that are distinguished by the prefix

distinguishability relation are in the same information class.

Lemma 5. If a set of information classes C is sufficient to synthesize 𝜑𝑝 , then IC𝑞 is a
guarantee specification for 𝜑𝑝 .

The information class guarantee is then one reduction from the prefix distinguishabil-

ity hyperproperty into a trace property. This is not always possible, as the environment

can force us to store unboundedly many increasing prefixes, but, for many specifica-

tions, the information classes are a valid abstraction of the hyperproperty. We now

return to safety hyper implementations and reason about their correctness.

Definition 34 (Correctness of safety hyper implementation). Let 𝑝 , 𝑞, and 𝑒 be the
components of a distributed system and the environment, 𝜑𝑝 , 𝜑𝑞 be the local specifications,
and𝐶 be a sufficient set of information classes for 𝜑𝑝 . A safety hyper implementationH𝑝

is correct if it implements A𝐶𝜑𝑝 and some G𝜑𝑞 .

We require that a safety hyper implementation correctly assumes the information

will arrive in the given information classes and that it transfers the information in some

way. There is a caveat to defining correctness in this regard: The dependence on some

explicit information class is a lot less general than the information-flow assumptions

and, therefore, not necessary. The transmitter of information must at least follow the

same information classes or some refinement of them. However, in the algorithms that
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we construct next, the information classes are constructed automata-based, which can

be done for both the sender and the receiver.

3.5.2 Synthesis with Unbounded Communication

We present automata-based algorithms to construct information classes, assume specifi-

cations, and guarantee specifications. We also show how to synthesize the prefix hyper

implementation, how to compute the composition of two safety hyper implementations,

and how to obtain the implementation of the distributed system afterward. An overview

of the overall synthesis approach is shown in Figure 3.9 : p. 85and consists of all the previously

mentioned steps.

The starting point for the synthesis algorithm is computing a set of information

classes for each process. Definition 27 : p. 77already shows that there are, in theory, unbound-

edly many information classes for LTL specifications. Most precisely, because of the

infinite branching, every time step 𝑛 + 1 has more information classes than time step 𝑛.

We show that we can group the information classes by the output that has to be chosen
in the time step, and therefore forget the explicit past of the time step. This, and the

fact that we use finite automata that accept traces of an arbitrary length, yield a finite

representation of the information classes. The classes will not be unique, as traces that

must not be distinguished from any other in some time step will be added to some

arbitrary information class, depending on the order of exploration in the automaton.

Algorithm 2 iteratively builds automata that accept the traces of information classes.

The starting point is the automaton for the prefix distinguishability relation (see Defini-

tion 25 : p. 71)A𝜌𝑝 for process 𝑝 over tuples of finite traces Σ×Σ. By choosing single left-hand
side traces of the 2-tape automaton and adding all traces that can be indistinguishable

from the specific trace, the algorithm iteratively removes traces from A𝜌 until it is

empty. In more detail, the function acceptingTrace in Line 4 returns an automaton A𝑣

that accepts exactly one input trace over the alphabet Σ that is part of the automaton.

It chooses one explicit proposition combination for each (randomly chosen) edge in the

automaton to some accepting state. Note that this can arbitrarily loop in the automaton.

Afterward, Line 5 collects all traces in the negation of the prefix distinguishability au-

tomaton for which the candidate is a proper left-hand side trace. Those are all prefixes

that are not related to the candidate in the prefix distinguishability. Before continuing

with the iteration, all traces that are now in the information class are removed from

the left-hand side of the prefix distinguishability automaton, as we already computed

the information class this trace belongs to. The algorithm terminates when the prefix

distinguishability automaton is empty, meaning that all traces are part of some infor-
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Algorithm 2: Prefix Information Classes for Process 𝑝

1 let prefixInformationClasses(A𝜌𝑝 ):= // Automaton for the prefix disting. relation

2 let infClasses = []

3 while L(A𝜌𝑝 ) ≠ ∅ do // Not all information classes computed

4 let A𝑣 = acceptingTrace(A𝜌𝑝 ) |𝑙 // Obtain one lhs trace

5 let A𝜄 =
(
(A𝑣 ⊕ A⊤) ∩ A𝜌𝑝

)
|𝑟

6 infClasses.append (A𝜄) // Add indistinguishable traces

7 A𝜌𝑝 = A𝜌𝑝 ∩ (A𝑣 ⊕ A⊤) // Remove traces of the information class

8 return infClasses

mation class. It is important to note that, depending on the choice and order of traces,

this algorithm groups different traces into different information classes. Assume, for

example, a trace that must not be distinguished from any other trace. This trace will

be added to the information class of the first trace that is chosen in the algorithm, and

to no other information class. This is valid. It will carry the same information as the

information class, but it could also be part of any other information class computed

later. Therefore, it is crucial that the same set of information classes is used for the

assume and guarantee specifications. Furthermore, we note that whenever we choose a

trace as a candidate, this trace will also be part of the information class, even though

we only obtain the right-hand side of the automaton in Line 5 — every trace is related

to itself in the complement of the prefix distinguishability relation.

We transform the 𝑛 information class automata C1, . . . , C𝑛 into the assume specifi-

cation and the guarantee specifications. The following construction first transforms

each automaton into the information class specification and then builds the assume

specification from it.

Construction 6. We transform the 𝑛 finite-word automata C1, . . . , C𝑛 that accept all finite
words in the language of the information classes to automata representing the informa-

tion class specification (see Definition 31 : p. 79). For every information class automaton, we

construct B𝑖 as the intersection of C𝑖 and the automaton for the goal specification A𝜑 .

The automaton B𝑖 accepts all traces in the information class with outputs as specified

by 𝜑 . Note that B𝑖 is an infinite word automaton, as specified by the goal specification 𝜑 .

In the next step, we add all input and output combinations on which information class

does not restrict the behavior, which is C𝑖 ’s environment inputs combined with A⊤
over the outputs of the process. These automata are calledD𝑖 . The assume specification

is then all traces in the intersection of all D𝑖 .
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This automaton serves as the basis for synthesizing the receiving component of a

process. In the complete synthesis approach, an additional constraint is imposed to

ensure the guarantee specification of the other process, which can be incorporated as

an extra requirement on the process behavior. Before presenting the synthesis algo-

rithm, we describe the construction of an automaton that accepts the full-information

guarantee for a process.

Construction 7. Let 𝐼 = 𝐼𝑞 ∩ 𝑂𝑒 be the inputs observed by 𝑞 and 𝑂 = 𝑂𝑞 ∩ 𝐼𝑝 . We

assume that the number of inputs is smaller than or equal to the number of 𝑞’s outputs;

otherwise, we cannot transmit all information. Let 𝑔 : 𝐼 → 𝑂 be an arbitrary bijection

mapping input variables to output variables. The LTL formula

𝜑 =
∧
𝑖∈𝐼
(𝑖 ↔ 𝑓 (𝑖)) ∨ (𝑖 ↔ ¬𝑔(𝑖))

enforces that, for every 𝑖 ∈ 𝐼 , either the value of 𝑖 is always written to 𝑔(𝑖) or the
complement of 𝑖’s value is written to 𝑔(𝑖). It remains to build an automaton for this for-

mula, which is a standard translation from LTL to NBA [207]. The resulting automaton

accepts a full-information guarantee specification.

The final step in the compositional synthesis algorithm involves composing and

decomposing the hyper implementations to derive the local implementations of the

components, and consequently, the distributed system’s implementation. During this

process, the information class variables must be replaced with the actual variables

and their respective values, as chosen by the synthesis procedure. The composition

may include unreachable states, which are inconsistent combinations of information

classes and environment outputs (i.e., the finite environment output trace does not

belong to the information class). These unreachable states are filtered out as described

in Definition 36 : p. 85. The composition is formally defined as follows:

Definition 35 (Composition). Let 𝑝, 𝑞 be components and H𝑝 = (𝑆𝑝, 𝑠𝑝𝑜 , 𝜏𝑝, 𝑜𝑝) and
H𝑞 = (𝑆𝑞, 𝑠𝑞

0
, 𝜏𝑞, 𝑜𝑞) be their respective safety hyper implementations. The composition

H = H𝑝 | |H𝑞 is a 2
𝑂𝑝∪𝑂𝑞 -labeled 2

𝑂𝑒 ∪ C𝑝 ∪ C𝑞-transition system (𝑆, 𝑠𝑝, 𝜏, 𝑜), where
𝑆 = 𝑆𝑝 × 𝑆𝑞 , 𝑠0 = (𝑠𝑝

0
, 𝑠
𝑞

0
), 𝑜 ((𝑠𝑝, 𝑠𝑞)) = 𝑜𝑝 (𝑠𝑝) ∪ 𝑜𝑞 (𝑠𝑝), and

𝜏 ((𝑠𝑝, 𝑠𝑞), 𝑥) = 𝜏𝑝 (𝑠𝑝, (𝑥 ∪ 𝑜𝑞 (𝑠𝑞)) ∩ (𝐼𝑝 ∪ C𝑝)), 𝜏𝑞 (𝑠𝑞, (𝑥 ∪ 𝑜𝑝 (𝑠𝑝)) ∩ (𝐼𝑞 ∪ C𝑞))

The state space is the cross product of the state space of the hyper implementations,

and the labeling function is the union of the local hyper implementations’ outputs. The

transition function ensures that the global inputs over 2
𝑂𝑒 ∪ C𝑝 ∪ C𝑞 are distributed
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Figure 3.9 An overview of the compositional synthesis algorithmwith prefix assumption

for processes 𝑝 and 𝑞. The first step consists of computing the prefix distinguishability

relation and the information classes of each process. Afterward, automata for the

assume specification and some of the possible guarantee specifications are built. After

the hyper implementations are synthesized, one obtains the local implementation via

composition and decomposition.

into the inputs of the hyper implementations, namely C𝑝 ∪ 𝐼𝑝 and C𝑞 ∪ 𝐼𝑞 . For every
state in the cross-product, the composition branches for every environment output and

information class to a local state of a component. Some of these states are, however,

unreachable. For our running example, the composition includes a transition with

¬𝑖𝑛b, 𝜄′, although the trace with ¬𝑖𝑛b in the last step cannot be in 𝜄′. We now filter states

according to such inconsistencies. We considerH(𝑥) as the hyper implementationH
terminating in 𝑥 .

Definition 36 (Filter). LetH = (𝑆, 𝑠0, 𝜏, 𝑜) be the composition of the 2𝑂𝑝 -labeled 2C𝑝∪𝐼𝑝 -
transition system H𝑝 and the 2𝑂𝑞 -labeled 2

C𝑞∪𝐼𝑞 -transition system H𝑞 . The consistent
composition ofH𝑝 andH𝑞 is the hyper implementationH ′ = (𝑆′, 𝑠′

0
, 𝜏′, 𝑜′), with 𝑆′ = 𝑆 ,

𝑠′
0
= 𝑠0, 𝑜′ = 𝑜 , and

𝜏′((𝑠𝑝, 𝑠𝑞), 𝑥) =
{
𝜏 ((𝑠𝑝, 𝑠𝑞), 𝑥) if ∀𝜄 ∈ 𝑥 .H(𝑠𝑝, 𝑠𝑞) ⊆ L(F𝜄)
∅ else

A finite trace 𝑡 of length 𝑛 over 2
𝑂𝑒 ∪ C𝑝 ∪ C𝑞 is considered unreachable if 𝜄 appears

in 𝑡 [𝑛], but 𝑡 |𝑂𝑒
does not belong to the information class represented by 𝜄. Determining

whether a state is unreachable involves checking language inclusion between the sub-

system terminating in that state and the automaton of the corresponding information

class, which is a costly task. However, consistency can be enforced more efficiently

by monitoring the current information class of a state during a forward traversal of

the composed hyper implementations. In the final step, the decomposition projects

the composition onto the observable outputs of a component. For a given input com-
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bination, this results in a set of reachable states, from which one is selected during

the decomposition. Note that all such states are valid successors for the given input

combination.

Definition 37 (Decomposition). LetH = (𝑆, 𝑠𝑝, 𝜏, 𝑜) be the consistent composition of the
2
𝑂𝑝 -labeled 2C𝑝∪𝐼𝑝 -transition systemH𝑝 and the 2𝑂𝑞 -labeled 2C𝑞∪𝐼𝑞 -transition systemH𝑞 .
Furthermore, let min be a function returning the minimal element for a subset of 𝑆 w.r.t. a
total ordering over the states of 𝑆 . The decompositionH|𝑝 is a 2𝑂𝑝 -labelled 2𝐼𝑝 -transition
system (𝑆𝑝, 𝑠𝑝

0
, 𝜏𝑝, 𝑜𝑝) where 𝑆𝑝 = 𝑆 , 𝑠𝑝

0
= 𝑠0, 𝑜𝑝 ((𝑠𝑝, 𝑠𝑞)) = 𝑜 ((𝑠𝑝, 𝑠𝑞)) ∩𝑂𝑝 , and

𝜏𝑝 (𝑠, 𝑥) = min{𝑠′ | ∃𝑦 ∈ 2(𝑂𝑒∪C𝑝 )\𝐼𝑝 . 𝑠′ = 𝜏 (𝑠, 𝑥 ∪ 𝑦)}

The overall synthesis procedure is displayed in Figure 3.9 The synthesis process

begins by computing the prefix distinguishability NFAs for the given local specifications.

These NFAs are then used to construct the assume and guarantee specifications for

both components, which serve as inputs to the local synthesis procedures. The guaran-

tee specification can represent any valid strategy that satisfies the information-flow

assumption, such as a specific scheduling paradigm. Next, the automata for the assume

and guarantee specifications are intersected. Each component must simultaneously

satisfy both the assume and guarantee specifications, which is achieved through trace

property synthesis on the intersected automata. If the synthesis problem is unrealizable,

it may indicate that the prefix information-flow assumption is insufficient (e.g., addi-

tional behavioral assumptions are required) or that the necessary information cannot

be communicated to the receiver. Finally, after performing composition, enforcing

consistency, and applying decomposition, the algorithm produces two local implemen-

tations. Together, these implementations form a distributed system that satisfies both

the original specifications.

Corollary 2. Let 𝑝 and 𝑞 be components with local specifications 𝜑𝑝 and 𝜑𝑞 . The dis-
tributed system implementation returned by the algorithm depicted in Figure 3.9 satisfies
the local specifications.

3.5.3 Experiments

We implemented the compositional synthesis algorithm described so far in our proto-

type called FlowSy. The implementation builds on the popular infinite word automaton

manipulation tool spot [4] for translation, conversion, and emptiness checking of NBAs.

FlowSy implements the support for the finite automata, the construction of prefix dis-

tinguishability in Construction 3.4.2, the construction of the information classes in
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Algorithm 2, and building automata for the assume specification in Construction 6 : p. 83and

full information specification Construction 7. The synthesis of the hyper implemen-

tations is performed by converting the Büchi automata to deterministic parity games

and solving them with the solver oink [72]. We report on two research questions:

(1) how do the prefix distinguishability automaton and the information classes scale

with respect to formula size and information flow over time, and (2) how does FlowSy

compare to the existing bounded synthesis approach for distributed system HyperBosy

presented in [94]. Note that, at the time of evaluation, HyperBosy was the only tool for

distributed synthesis that we were able to compare against. A comparison with the in-

formation flow guided synthesis algorithm with bounded communication in Section 3.3

is infeasible since the languages of goal specifications are disjoint. All experiments are

run on a 2.8 GHz processor with 16 GB RAM. The timeout was 600 seconds, and the

results are shown in Table 3.2.

We use benchmarks that scale in three dimensions: The number of independent

variables, time steps between information reception and corresponding output, and

combinatorics over input and output variables.

Sequence Transmission. The first one specifies the communication of 𝑛 input

variables in sequence transmission. This parametric version of this chapter’s running

example has 𝑛 subformulas that are conjunctively connected.

𝜑𝑏 =
∧
1≤𝑖≤𝑛

(𝑖𝑛𝑖a ↔ 𝑜𝑢𝑡 𝑖b).

Delay. In the delay benchmark, the number of input and output variables is constant,

but the number of time steps in between reception and response is parameterized.

𝜑𝑏 = (𝑖𝑛a ↔ 𝑛 𝑜𝑢𝑡b).

The parameter 𝑛 specifies the number of operators that precede the output variable

𝑜𝑢𝑡b.

Conjunctions and disjunctions. The final two benchmarks are Boolean combi-

nations of input and output variables. The conjunctions benchmark enforces that the

conjunctions over the inputs are mirrored in the outputs.

𝜑𝑏 = (
∧
1≤𝑖≤𝑛

𝑖𝑛𝑖a ↔
∧

1≤ 𝑗≤𝑛
𝑜𝑢𝑡

𝑗

b)
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Benchmark Parameter |𝜑 | |𝜌 | |C| FlowSy HyperBosy [94]

Delay 1 5 4 2 1.74 0.97

2 6 8 2 1.87 TO

3 7 16 2 1.84 TO

4 8 32 2 1.94 TO

5 9 64 2 2.36 TO

Sequence Transmission 1 5 4 2 1.83 1.42
2 11 6 4 5.28 TO

3 16 10 8 36.81 TO

Conjunctions 1 5 4 2 3.18 0.92
2 9 4 4 4.35 91.80

3 13 4 8 9.20 TO

4 17 4 16 TO TO

Disjunctions 1 5 4 2 3.25 6.26

2 9 4 4 5.63 60.08

3 13 4 8 12.14 TO

4 17 4 16 TO TO

Table 3.2 This table presents the experimental results. The "Benchmark" and "Par."

columns indicate the benchmark type and its parameter value, respectively. The columns

|𝜑 |, |𝜌 |, and |C| represent the size of the formula, the number of states in the prefix

distinguishability automaton, and the number of computed information classes, respec-

tively. The final two columns show the runtime of FlowSy and HyperBosy in seconds.

The disjunctions benchmarks have the same structure but with conjunctions replaced

by disjunctions.

𝜑𝑏 = (
∨
1≤𝑖≤𝑛

𝑖𝑛𝑖a ↔
∨

1≤ 𝑗≤𝑛
𝑜𝑢𝑡

𝑗

b)

We summarize the results of our experiments with regard to scaling and the com-

parison with HyperBosy.

Scaling. FlowSy scales primarily with the number of computed information classes.

Interestingly, in the delay benchmark, the number of information classes remains

constant at 2, even though the size of the prefix distinguishability automaton grows

exponentially. This is because the automaton for the information class only checks

that the current position matches the position 𝑛 steps earlier, which can be represented

by just two information classes. For the conjunction and disjunction benchmarks, the

situation is reversed. While the prefix distinguishability automaton remains constant,
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the number of information classes grows exponentially with the parameter, as it must

account for all possible combinations of input variables. In the sequence transmission

benchmark, all reported values scale with the input parameter, leading to a predictable

increase in runtime until a timeout occurs at step 4 (not shown in Table 3.2).

Comparison to HyperBosy. FlowSy demonstrates a clear advantage over Hyper-

Bosy in terms of scalability. This is particularly observable in the delay benchmark,

where FlowSy maintains an almost constant runtime. Since the number of information

classes remains unchanged, the synthesis process primarily scales with the transmission

of information. In contrast, HyperBosy must store all values for
𝑛
steps during synthe-

sis, which rapidly inflates the search space to an unmanageable size. For the conjunction

and disjunction benchmarks, although the number of information classes grows ex-

ponentially, FlowSy significantly outperforms HyperBosy. For instance, HyperBosy

already requires 91 seconds for parameter 2 in the conjunction benchmark, whereas

FlowSy completes the task much faster. In summary, the compositional approach of

FlowSy consistently proves advantageous, reducing execution time, especially when

complex communication in distributed systems can be abstracted into a small number

of information classes.



Chapter 4

Controller Synthesis with Prophecies

In this chapter, we present a compositional synthesis procedure for a restricted class

of distributed systems: The synthesis of controllers. Here, the system consists of a

controller, whose implementation is the result of the synthesis procedure, and a given

implementation of a plant. The controller and plant together must satisfy a target spec-

ification, a temporal logic specification, against every possible environment behavior.

The conventional approach constructs a model of the plant [152, 209] and composes it

with an automaton for the temporal specification before applying a synthesis algorithm.

This yields an 𝜔-regular game that can be solved using established techniques from

reactive synthesis [2, 142, 143]. However, this approach does not scale well: Modeling

all possible plant behaviors in an automaton makes the resulting game expensive to

solve. We propose a new algorithm for synthesizing controllers via the construction of

a universal controller instead. A universal controller is a generalized controller that

is correct for every plant for which a solution exists, and it avoids representing the

plant’s explicit state space.

The key idea is that one can avoid exploring the plant’s state space by solving the

controller synthesis problem abstractly from the specification alone. We do this by

introducing assumptions about the plant’s future behavior, which we call prophecies.
To motivate prophecies, consider reactive synthesis: Synthesis must build sufficient

memory to ensure satisfaction of the specification, since obligations that depend on past

or future behavior must be tracked. The memory required determines the required size

of the implementation’s state space. In controller synthesis, an additional complication

arises: The plant’s state and memory may affect what the controller must remember.

The plant’s behavior, therefore, restricts the controller’s correct actions. Prophecies,
abstract conditions on the future structure of the plant, let us avoid explicitly exploring
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the plant’s state space by computing the semantic criterion on the future of the plant

for certain moves.

Consider, for example, the controller be c, the plant p, and the external environment

e. Each process controls a Boolean output: 𝑜c, 𝑜p, and 𝑜e. At each step, every process

chooses its output based on the history of all outputs. The temporal requirement is

𝜑 B (𝑜c ↔ 𝑜p)W( ¬𝑜e). (4.1)

This formula requires the controller to match the plant’s output while the environment’s

output remains true (using weak untilW). Since the controller cannot observe the

plant’s current output before making its choice, synthesizing a controller independently

of the plant is impossible: Unless the environment eventually drives 𝑜e to false, the

controllermust anticipate the plant’s output one step ahead. We express this anticipation

via prophecies: ⟨𝑜p⟩ means “the plant will output true” and ⟨¬𝑜p⟩ means “the plant will

output false”. A correct controller reacts to ⟨𝑜p⟩ by setting 𝑜c to true, and to ⟨¬𝑜p⟩ by
setting 𝑜c to false.

Prophecies are semantic artifacts that make it possible to synthesize a universal
controller whose choices depend on conditions over the plant’s future. Based on this idea,
we develop a synthesis method that separates the construction of a universal controller,

obtained solely from the temporal specification, from the later step of adapting it to a

concrete plant model. In the universal controller, each output choice is guarded by a

prophecy: The controller only commits to an output when the corresponding prophecy

about the plant holds. This separation permits synthesizing the universal controller

without access to the plant, greatly improving scalability.

We give an algorithm to synthesize universal controllers for safety specifications,

encoding prophecies with tree automata. We prove that universal controllers are

most permissive: They capture all controller strategies that are correct for some re-

alizable plant. We also provide an exploration algorithm that, given a plant model,

refines a universal controller into a concrete controller; for safety specifications this

refinement is sound and complete. Finally, we report experiments with our prototype

tool, unicon [107], demonstrating that our method scales better than the standard

plant-composition approach on benchmarks with large plant models.

Outline. Section 4.1.3 introduces the concept of controllers with prophecy annota-

tions and the characterization of universal controllers. For safety LTL specification,

Section 4.1.4 shows an automata-based approach for computing appropriate prophe-

cies. Section 4.2 presents the synthesis algorithms for controllers based on prophecy
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annotations, including the computation of universal controllers, refinement to specific

plant behavior, and experimental evaluation.

Publications. The results on universal controller synthesis presented here build

on [99]. This thesis extends those findings with additional examples and further theo-

retical developments.

[99] Bernd Finkbeiner, Niklas Metzger, Satya Prakash Nayak, Anne-Kathrin Schmuck.

Synthesis of Universal Safety Controllers. 31st International Conference on
Tools and Algorithms for the Construction and Analysis of Systems (TACAS 2025)

4.1 Universal Controllers

We now turn to the controller synthesis problem. In the previous sections, we synthe-

sized solutions for distributed systems consisting of two components, where solutions

consisted of two implementations. In controller synthesis, one component is already

fixed, namely the plant, and we synthesize a controller that, together with the plant, is

correct for every environment output. We introduce the notion of universal controllers,

controllers that are correct for all plants, and prophecies, semantic conditions on the

branching structure of the plant for outputs of the universal controller. We describe

an algorithm for synthesizing universal controllers from safety specifications, using a

finite representation of prophecies as tree automata. Additionally, we demonstrate that

universal controllers are most permissive, encompassing all controller strategies that

are valid for any realizable plant model. Such universal controllers are also correct, as
they contain a correct explicit controller implementation for each plant.

4.1.1 Controller Synthesis

Logical controller synthesis is the problem of synthesizing a controller for a plant in a

distributed system. The input to the problem is a special case of the distributed synthesis

problem where an architecture is built over an unknown controller c, a plant p whose

implementation Tp is provided, and the usual environment e. For an architecture that

defines the observable variables of the different components and an LTL specification

𝜑 , the output of a controller synthesis procedure is a controller implementation Tc such
that the composition of controller and plant satisfies the specification, or the answer

unrealizable if no such controller exists. We use the following example specification

throughout this part of the thesis.
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𝑠0

𝑜p

𝑠1

¬𝑜p

¬𝑜e

𝑜e

𝑜e ¬𝑜e

(a) A plant.

𝑠0

𝑜c

★

(b) A controller.

Figure 4.1 The plant and controller of the running example of this part of the thesis.

Example 28. Consider the following specification: At every time step, each process

determines the values of its output propositions based on the history of all prior outputs.

The temporal specification is expressed as the LTL formula shown in Equation 4.1. The

formula specifies that the controller’s output matches the plant’s output as long as

the environment’s output remains true. However, since the controller cannot observe

the plant’s output before determining its own, it is impossible to construct a correct

controller independently of the plant. Specifically, unless the environment sets its output

to false, the controller must predict the plant’s output one time step ahead. Consider the

plant as given in Figure 4.1a that outputs 𝑜p as true whenever the environment outputs

true on the variable 𝑜e. A correct controller for this plant must output 𝑜c as true as long
as the environment outputs true on the variable 𝑜e. After the first time, the output of

the environment is satisfied, and the specification is unconditionally satisfied. A correct

explicit controller is presented in Figure 4.1b, which totally ignores the environment’s

output but sets its own output equivalently to the plant. Note that this controller is

correct for any plant that sets 𝑜p as long as 𝑜e holds, independent of what the plant does

whenever 𝑜e does not hold.

The standard algorithm to solve controller synthesis is computing the determin-

istic automaton for the specification 𝜑 , building the composition of the specification

automaton and plant, and then computing the implementation by solving a parity

game of environment against system over the product [168]. Building the deterministic

automaton ensures that the formula can be satisfied, and building the product with the

plant ensures that the controller can correctly react to the plant’s behavior. In contrast

to reactive synthesis of distributed systems, the plant’s state space in the product is

crucial for controller synthesis for the computed solution to be correct. As an example,

consider an extension of the plant in Figure 4.1a, where every third step the outputs

switch from true to false for the environment output being true, and from false to

true otherwise. To correctly reply to the plant’s behavior, the plant must be able to
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distinguish every third state from all the others. Therefore, the standard approach adds

the plant’s state space to the synthesis problem but remains 2EXPTIME-complete in

the size of the LTL formula.

4.1.2 Controllers with Prophecies

We begin by classifying plants into admissible and inadmissible ones. Admissible

plants are those for which there exists a controller that satisfies the specification.

Inadmissible plants are those for which no controller can satisfy the specification. We

are particularly interested in admissible plants, as on the one hand, a controller that

satisfies the specification together with the plant exists, and on the other hand, the

set of admissible plants builds the space of controller solutions. We define admissible

plants formally:

Definition 38 (Admissibility). Let 𝜑 be a specification. A plant Tp is called admissible

for 𝜑 if there exists a controller Tc s.t. Tc ∥ Tp ⊨ 𝜑 .

Recall that the realizability question in reactive synthesis is, for a given LTL spec-

ification, whether there exists an implementation that satisfies the specification. In

controller synthesis, realizability works differently. For a given specification and a

plant, the problem is realizable if there exists a controller that satisfies the specification.

More concisely, the problem is realizable if the specification is realizable in reactive

synthesis and the plant is admissible for this specification. As an implication, one can

infer that for every unrealizable specification, the set of admissible plants is empty.

For a given plant implementation Tp, the standard controller synthesis method

examines the entire state space of Tp to either construct a controller or determine unre-

alizability of either the plant or the specification. However, plants are often immensely

large, as they encode abstractions of real-world implementations of cyber-physical

system dynamics that require numerous states. This results in significant computational

overhead, making synthesis algorithms impractical for such cases. The key insight of

this chapter is that this exhaustive exploration can be avoided by addressing the con-

troller synthesis problem passively, without relying on a specific plant implementation.

This is accomplished by introducing assumptions about the plant, which we refer to as

prophecies.

Definition 39 (Prophecies). A prophecy 𝜃 ⊆ P is a set of plants.

Prophecies allow the controller to base its current output on predictions about

the plant’s future behavior. To clarify, consider the controller synthesis problem from
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𝑠0

𝑠1

𝑠2

¬𝑜e
𝑜e∧(𝑜p↔𝑜c)

∗

𝑜e∧(¬𝑜p ↮𝑜c)
∗

𝑜c↢ ⟨𝑜p⟩

𝑜c↢ ⟨true⟩

𝑜c↢ ⟨false⟩
¬𝑜c↢ ⟨¬𝑜p⟩

¬𝑜c↢ ⟨true⟩

¬𝑜c↢ ⟨false⟩

Figure 4.2 A controller with prophecies𝑊 with prophecy annotation 𝜅 (denoted by↢).

The annotations are 𝜅 (𝑠1, ∗) = ⟨true⟩ for the state 𝑠1, 𝜅 (𝑠2, ∗) = ⟨false⟩ for state 𝑠2,
and 𝜅 (𝑠0, 𝑜c) = ⟨𝑜p⟩ as well as 𝜅 (𝑠0,¬𝑜c) = ⟨¬𝑜p⟩ for the initial state. ⟨true⟩ denotes
the set of all plants, ⟨false⟩ the set of no plants, and ⟨𝑜p⟩ and ⟨¬𝑜p⟩ the sets of plants
that output 𝑜p and ¬𝑜p in the current time step, respectively.

Figure 4.1 : p. 93. The controller must output 𝑜c in the first time step if the plant outputs

𝑜p in the same step; otherwise, it must output ¬𝑜c. However, the controller cannot
observe the plant’s output before deciding its own. Therefore, it relies on a prophecy

about the plant’s behavior to determine its output, namely whether the plant outputs

𝑜p or ¬𝑜p. Plant strategies can be highly complex, involving complex branching and a

high number of propositions. By synthesizing a controller that conditions its output

on a prophecy, we isolate the relevant information about the plant’s future needed

for controller synthesis, independent of the plant’s specific implementation. When

a concrete plant implementation is provided, the controller verifies all prophecies to

determine the correct output at each time step. This approach results in what we call a

controller with prophecies, as formally defined below.
1

Definition 40 (Controllers with prophecies). A controller with prophecies (or short
prophecy controller)𝑊 over alphabet Σ and prophecy set F is a tuple (𝑆, 𝑠0, 𝜏, 𝜅) consisting
of a finite set of states 𝑆 , an initial state 𝑠0 ∈ 𝑆 , a transition function 𝜏 : 𝑆 × Σ→ 𝑆 , and a
prophecy annotation 𝜅 : 𝑆 × 2𝑂c → F.

Note that the transition function of a controller with prophecies operates over the

entire alphabet Σ, rather than being restricted to the controller’s inputs. Additionally,

each state is associated with a condition derived from a prophecy for every possible

controller output. When a specific plant is provided, these prophecies can be validated

1
Note that we used the term universal controllers for controllers with prophecies in [99]. For clarifica-

tion, we differentiate between prophecy controllers and universal controllers in the following.
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to determine the appropriate controller output for each state, thereby defining the

controller’s labeling function. Once the labeling function is established, the transition

function is refined to depend solely on the inputs.

Example 29. We revisit the controller synthesis problem from Figure 4.1 : p. 93. Consider the

controller with prophecies𝑊 depicted in Figure 4.2. In the initial time step, since the

environment’s future behavior is unknown (recall that this is a Moore machine), the

controller must set 𝑜c to true if the plant also sets 𝑜p to true. Thus, the prophecy for

the output 𝑜c at the initial state 𝑠0 in Figure 4.2, i.e., 𝜅 (𝑠0, 𝑜c) = ⟨𝑜p⟩, represents the set
of all plants that output 𝑜p in the current time step. Similarly, the prophecy for the

output ¬𝑜c at state 𝑠0, i.e., 𝜅 (𝑠0,¬𝑜c) = ⟨¬𝑜p⟩, represents the set of all plants that output
¬𝑜p in the current time step. Furthermore, if the environment outputs ¬𝑜e, the system
transitions to state 𝑠1, where the controller can choose any output since the specification

is satisfied regardless of the controller’s actions. The prophecy for both outputs 𝑜c and

¬𝑜c at state 𝑠1 is ⟨true⟩, indicating that any output is valid for any plant. Conversely,

if the environment outputs 𝑜e and the plant’s and controller’s outputs do not match,

the system transitions to state 𝑠2, where the specification is violated regardless of the

controller’s actions. Hence, the prophecy for both outputs 𝑜c and ¬𝑜c at state 𝑠2 is
⟨false⟩, indicating that no output is valid for any plant.

4.1.3 Universal Controllers

Controllers with prophecies contain prophecies over plant behavior, mapping the

controller’s output to a set of plants. These prophecy annotations can be used to derive

explicit implementations of controllers. However, without any additional constraints

on both the state space and the prophecies, the controller with prophecies cannot be

used for controller synthesis. We add two explicit requirements on controllers with

prophecies that qualify them as universal controllers; controllers with prophecies that

solve the controller synthesis problem. We begin with the definition of consistency:

Definition 41 (Consistency). Let𝑊 = (𝑆𝑠0, 𝜏, 𝜅) be a controller with prophecies and
Tp be a controller. A controller Tc = (𝑆c, 𝑠c

0
, 𝜏c, 𝑜c) is said to be consistent with𝑊 w.r.t.

Tp, denoted by Tc ⊨ 𝑊 ∥ Tp, if for all (𝑆, 𝑠p, 𝑡c) ∈ reach(𝑊 × (Tp ∥ Tc)), it holds that
Tp(𝑠p) ∈ 𝜅 (𝑆, 𝑜c(𝑆c)).

At each state of the universal controller, the plant’s structure starting from the

associated plant state must fulfill the prophecy corresponding to the controller’s output

from that state. Given a prophecy controller𝑊 and a plant Tp, an explicit controller Tc (if
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it exists) can be constructed by checking the plant against all prophecies in the current

state of the universal controller and selecting a controller output whose corresponding

prophecy is satisfied by the plant.

Example 30. Consider the controller with prophecies𝑊 depicted in Figure 4.2 : p. 95and the

plant implementation Tp illustrated in Figure 4.1a. To construct a controller implemen-

tation Tc consistent with𝑊 w.r.t. Tp, we verify the prophecies as follows: Starting

from the initial state 𝑠0, the plant Tp sets 𝑜p to true, satisfying the prophecy 𝜅 (𝑠0, 𝑜c).
Consequently, a consistent controller must set 𝑜c to true in the first time step. As long

as the environment outputs 𝑜e, the plant Tp continues to set 𝑜p to true. Therefore, a

consistent controller must also set 𝑜c to true under the same condition. When the envi-

ronment outputs ¬𝑜e, the controller with prophecies𝑊 transitions to state 𝑠1, where

the prophecies for both 𝑜c and ¬𝑜c are ⟨true⟩. This allows the controller to choose

any output. By selecting the prophecy 𝜅 (𝑠1,¬𝑜c), the controller Tc sets 𝑜c to false for

all subsequent time steps. This results in the controller implementation Tc shown in

Figure 4.1b, which is consistent with𝑊 w.r.t. Tp. Notably, since the controller outputs
are determined by verifying the prophecies for the plant Tp, there is no need to verify

prophecies at state 𝑠2 in the controller with prophecies𝑊 , where the specification is

violated.

Our primary objective is to identify a controller with prophecies such that, for any

admissible plant, the controller implementation consistent with it resolves the logical

controller synthesis problem. We refer to such a controller as correct, as defined below.

Definition 42 (Correctness). Let 𝜑 be a specification. The prophecy controller𝑊 is
correct for 𝜑 if for all plant strategies Tp, it holds that Tc ⊨𝑊 ∥ Tp implies Tp ∥ Tc ⊨ 𝜑 .

In addition to correctness, we also require the controller with prophecies to be

permissive. Permissiveness is a widely used concept in control problems [44, 27, 52,

112], emphasizing that a controller should be correct for as many plants as possible.

In the context of logical controller synthesis, we refine this notion: A controller with

prophecies is consideredmost permissive if all correct controllers for an admissible plant

are consistent with it. This is notably different from correctness: The controller must

contain not only one correct controller for each plant but also all correct ones.

Definition 43 (Permissiveness). Let 𝜑 be a specification. The controller with prophecies
𝑊 is most permissive for 𝜑 if for all plant strategies Tp, it holds that Tp ∥ Tc ⊨ 𝜑 implies
Tc ⊨𝑊 ∥ Tp.
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Example 31. Consider the controller with prophecies𝑊 depicted in Figure 4.2, the plant

implementationTp illustrated in Figure 4.1a, and the controller implementationTc shown
in Figure 4.1b, which is consistent with𝑊 w.r.t. Tp. The controller with prophecies

𝑊 satisfies both correctness and permissiveness for the specification 𝜑 in our running

example. Consequently, the controller implementation Tc provides a solution to the

logical controller synthesis problem for 𝜑 with the given plant implementation Tp.

We summarize this section by unifying the previous definition for controllers with

prophecies. The controller that satisfies both correctness and permissiveness is called a

universal controller.

Definition 44 (Universal controller). Let 𝜑 be a specification and𝑊 be a controller with
prophecies. The controller with prophecies𝑊 is called a universal controller for 𝜑 if it is
correct and most permissive for 𝜑 .

A universal controller preserves the same solution space as standard controller syn-

thesis but is independent of the plant’s state space. We continue with the computation

of prophecies for safety specifications.

4.1.4 Prophecies for Controller Synthesis

The computation of a universal controller is equivalent to determining appropriate

prophecies. The next section introduces an automata-based approach for deriving

prophecies tailored to safety specifications. These prophecies serve as the cornerstone

of our universal controller synthesis algorithm. Here, we define a specific category of

prophecies, referred to as safe prophecies, which are sufficient to construct a universal

controller for safety specifications that ensures correctness and most permissiveness.

Prophecies for Safety Specifications. Safe prophecies focus solely on the current

and next states of the execution to address the safety aspect of the given specification.

Conceptually, for a specific controller output, a safe prophecy identifies a set of plants

for which this choice is safe, meaning it can result in an accepting run within the

automaton. The fact that it can result in an accepting run, compared to it will result in
an accepting run, is a crucial distinction that we will later clarify. We formally define

these prophecies for a given automaton as follows:

Definition 45. Let A = (𝑄,𝑞0, 𝛿,Ω) be an automaton, 𝑞 ∈ 𝑄 be a state in A, and
𝛼 ∈ 2𝑂c be an output of the controller. The safe prophecy S𝑞,𝛼A is the set

S
𝑞,𝛼

A = {Tp ∈ P | ∃Tc ∈ C. out (Tc, 𝜖) = 𝛼 ∧ Runs(A, 𝑞,Tp ∥ Tc) ⊆ Ω}.
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Recall that out (Tc, 𝜖) refers to the current output of the controller. For a given

state 𝑞 ∈ 𝑄 and a controller output 𝛼 ∈ 2𝑂c
, the set S

𝑞,𝛼

A comprises all plant strategies

Tp for which there exists a controller implementation Tc starting from 𝑞 that aligns

with the output 𝛼 and ensures that all runs of the automaton with Tp are accepting,
i.e., Runs(A, 𝑞,Tp ∥ Tc) ⊆ Ω. In essence, the safe prophecy for a controller’s output

identifies all plant strategies where this choice is guaranteed to be safe. Thus, for any

safety LTL formula, safe prophecies impose the necessary constraints on the controller’s

decisions. We formalize this claim in the following theorem.

Theorem 14. Let 𝜑 be a safety LTL specification and A = (𝑄,𝑞0, 𝛿,Ω = safe(𝐹 )) its
equivalent safety automaton. The prophecy controller𝑊 = (𝑄,𝑞0, 𝛿, 𝜅) with𝜅 (𝑞, 𝛼) = S𝑞,𝛼A
for all 𝑞 ∈ 𝑄, 𝛼 ⊆ 2

𝑂c is most permissive for 𝜑 .

Proof. Let Tp = (𝑆p, 𝑠p
0
, 𝜏p, 𝑜p) be an admissible plant and let the controller implementa-

tionTc = (𝑆c, 𝑠c
0
, 𝜏c, 𝑜c) be such thatTp ∥ Tc ⊨ 𝜑 . We need to show thatTc ⊨𝑊 ∥ Tp. Con-

sider the composition𝑊 ′ =𝑊 × (Tp ∥ Tc) = (𝑆′, 𝑠′0, 𝜏′). Let 𝑠′ = (𝑠, 𝑠p, 𝑠c) ∈ reach(𝑊 ′).
Then, it is enough to show that Tp(𝑆p) ∈ 𝜅 (𝑠, 𝑜c(𝑆c)) = S𝑠,𝑜

c (𝑆c)
A . It follows that it

is enough to show that for implementation T ′c = Tc(𝑆c) and T ′p = Tp(𝑆p), it holds
Runs(A, 𝑞,T ′p ∥ T ′c ) ⊆ Ω.

Let 𝜌 be a run in Runs(A, 𝑞,T ′p ∥ T ′c ), then by definition, there exists a run 𝜌′ in

𝑊 ′ with 𝜌′[𝑖] = (𝜌 [𝑖], ∗, ∗) for all 𝑖 ≥ 0. Let 𝜌 𝑓 = (𝑞0, 𝑠p
0
, 𝑠c

0
) . . . (𝑞𝑘 , 𝑠p𝑘 , 𝑠

c
𝑘
) be a path

in𝑊 ′ from 𝑠′
0
to 𝑠′. Then, by construction, (𝜌 𝑓 [0, 𝑘 − 1])𝜌′ is a run from 𝑠′

0
in𝑊 ′.

As Tc ∥ Tp ⊨ 𝜑 and L(A) = L(𝜑), the corresponding run of (𝜌 𝑓 [0, 𝑘 − 1])𝜌′ in A is

accepting, i.e., 𝑞0𝑞1 . . . 𝑞𝑘−1𝜌 ∈ Ω. By the definition of safety acceptance, we have 𝜌 ∈ Ω.
As 𝜌 is arbitrary, we have Runs(A, 𝑞,T ′p ∥ T ′c ) ⊆ Ω, and hence, Tc ⊨𝑊 ∥ Tp. □

The theorem states that any controller implementation valid for a given plant is

included in the prophecy set. By ensuring the controller avoids unsafe decisions, the

controller can satisfy the safety specification. Furthermore, we can establish that safe

prophecies are adequate for synthesizing a correct universal controller that fulfills any

safety specification when a plant implementation is provided.

Theorem 15. Let 𝜑 be a safety LTL specification and A = (𝑄,𝑞0, 𝛿,Ω = safe(𝐹 )) its
equivalent safety automaton. The prophecy controller𝑊 = (𝑄,𝑞0, 𝛿, 𝜅) with𝜅 (𝑞, 𝛼) = S𝑞,𝛼A
for all 𝑞 ∈ 𝑄, 𝛼 ⊆ 2

𝑂c is correct for 𝜑 .

Proof. Let Tp = (𝑆p, 𝑠p
0
, 𝜏p, 𝑜p) be an admissible plant and let the controller implemen-

tation Tc = (𝑆c, 𝑠c
0
, 𝜏c, 𝑜c) be consistent with𝑊 w.r.t. Tp, i.e., Tc ⊨ 𝑊 ∥ Tp. We need

to show that Tp ∥ Tc ⊨ 𝜑 . Let 𝑡 ∈ Traces(Tp ∥ Tc) with 𝜌 = run(A, 𝑞0, 𝑡) being the
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corresponding unique run. As L(A) = L(𝜑), to prove 𝑡 ∈ L(𝜑), we only need to show
that 𝜌 ∈ Ω, i.e., 𝜌 [𝑖] ∈ 𝐹 for all 𝑖 ≥ 0.

Let Tp = (𝑆p, 𝑠p
0
, 𝜏p, 𝑜p) and Tc = (𝑆c, 𝑠c

0
, 𝜏c, 𝑜c). Then, as Tc ⊨𝑊 ∥ Tp, by definition,

for every (𝑞, 𝑠p, 𝑠c) ∈ reach(𝑊 ×(Tp ∥ Tc)), it holds that Tp(𝑆p) ∈ 𝜅 (𝑞, 𝑜c(𝑆c)) = S𝑞,𝑜
c (𝑆c)

A .

As 𝑡 ∈ Traces(Tp ∥ Tc), by construction, there exists a run 𝜌′ from the initial state in

𝑊 × (Tp ∥ Tc) corresponding to 𝑡 such that 𝜌′[𝑖] = (𝜌 [𝑖], 𝑠p
𝑖
, 𝑠c𝑖 ). Hence, for all 𝑖 ≥ 0, we

have 𝜌′[𝑖] ∈ reach(𝑊 × (Tp ∥ Tc)), and hence, Tp(𝑆p𝑖 ) ∈ S
𝜌 [𝑖],𝑜c (𝑆c

𝑖
)

A . Then, by definition

of safe prophecies, for each 𝑖 ≥ 0, there exists T 𝑖c ∈ C with out (T 𝑖c , 𝜖) = 𝑜c(𝑆c𝑖 ) and
Runs(A, 𝜌 [𝑖],T 𝑖c ∥ Tp(𝑆

p
𝑖
)) ⊆ Ω. This means, for each 𝑖 ≥ 0, there exist runs from 𝜌 [𝑖]

in A that are accepting, and hence, by the definition of safety acceptance Ω, we have

𝜌 [𝑖] ∈ 𝐹 . □

The prophecy controller depicted in Figure 4.2 : p. 95is annotated with safe prophecies,

ensuring both correctness and most permissiveness for the safety specification 𝜑 in our

running example. It is, indeed, a universal controller. We conclude with a corollary

that states that, with prophecies as defined in Definition 45 : p. 98, it is a universal controller,

which immediately follows from the previous theorems.

Corollary 3. Let 𝜑 be a safety LTL specification and A = (𝑄,𝑞0, 𝛿,Ω = safe(𝐹 )) its
equivalent safety automaton. The prophecy controller𝑊 = (𝑄,𝑞0, 𝛿, 𝜅) with𝜅 (𝑞, 𝛼) = S𝑞,𝛼A
for all 𝑞 ∈ 𝑄, 𝛼 ⊆ 2

𝑂c is a universal controller for 𝜑 .

Automata for Prophecies. We continue with an automata-based construction of

safe prophecies. Prophecies, as introduced in Definition 39 : p. 94and Definition 45, represent

sets of plants that align with a specific controller decision. Tree automata, which

recognize sets of trees (as opposed to word automata, which recognize sets of traces),

serve as appropriate models for representing prophecies. In the language of such an

automaton, each tree corresponds to a plant implementation, which itself is an infinite

tree. We demonstrate that it is possible to construct a tree automaton that accurately

captures the safe prophecy for a given controller decision. The construction follows a

similar approach to the automaton-to-two-player-game transformation used in LTL

synthesis [91]. A plant satisfies the prophecy if it provides a valid response to every

possible controller input. Furthermore, we constrain the controller’s output in the

automaton’s initial step to match the output for which the prophecy is being computed.

This leads to the following result.

Theorem 16. Let A = (𝑄,𝑞0, 𝛿,Ω) be a safety automaton for the safety LTL formula 𝜑
and 𝑞𝑠 ∈ 𝑄, 𝛼𝑠 ∈ 2𝑂c be an output of the controller. There exists a linear tree automaton
A′ s.t. L(A′) = S𝑞𝑠 ,𝛼𝑠A .
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Proof. We construct a tree automaton A′ over (2𝑂p)-labelled 2
𝐼p
trees that accepts all

plants for which a controller implementation exists with the current choice 𝛼𝑠 that

ensures the specification. The idea is to simulate the plant and controller behavior on

the word automaton A, where the automaton is implicitly labelled with both plant

and controller outputs, and only branches over environment outputs. To make the

tree automaton labelled with plant outputs, we remove each controller output 𝛽c from

the labels and make the corresponding node branch over all possible plant inputs,

i.e., outputs of both the controller and the environment, by taking all branches with

inconsistent controller outputs (i.e., ≠ 𝛽c) to an accepting sink state. In addition, we

simulateA from 𝑞𝑠 and restrict the initial choice of the controller to 𝛼𝑠 by introducing a

new initial state 𝑞′
0
. Formally, the automaton A′ = (𝑄′, 𝑞′

0
,Δ′,Ω′) is defined as follows:

• 𝑄′ = 𝑄 ⊎ {𝑞′
0
, 𝑞𝑠𝑖𝑛𝑘},

• Δ′ ⊆ 𝑄 × 2𝑂p × (2𝐼p → 𝑄) is the minimal set such that

– for all 𝛽p ∈ 2𝑂p
, there is a transition (𝑞′

0
, 𝛽p, 𝑔) such that for all 𝛽 ∈ 2𝐼p ,

𝑔(𝛽) =

𝛿 (𝑞𝑠, 𝛽p ∪ 𝛽) if 𝛽 ∩𝑂c = 𝛼𝑠,

𝑞𝑠𝑖𝑛𝑘 otherwise,

– for all 𝑞 ∈ 𝑄 , 𝛽p ∈ 2𝑂p
, and 𝛽c ∈ 2𝑂c

, there is a transition (𝑞, 𝛽p, 𝑔) s. t. for

all 𝛽 ∈ 2𝐼p , 𝑔(𝛽) =

𝛿 (𝑞, 𝛽p ∪ 𝛽) if 𝛽 ∩𝑂c = 𝛽c,

𝑞𝑠𝑖𝑛𝑘 otherwise,

– for all 𝛽p ∈ 2
𝑂p
, there is a transition (𝑞𝑠𝑖𝑛𝑘 , 𝛽p, 𝑔) s.t. 𝑓 (𝛽) = 𝑞𝑠𝑖𝑛𝑘 for all

𝛽 ∈ 2𝐼p .

• Ω′ = safe(𝐹 ′) with 𝐹 ′ = 𝐹 ∪ {𝑞′
0
, 𝑞𝑠𝑖𝑛𝑘}.

Compared to A, the automaton A′ has two new states 𝑞′
0
and 𝑞𝑠𝑖𝑛𝑘 . For all transitions

from 𝑞′
0
, we fix the controller output to be 𝛼𝑠 and quantify over all possible plant outputs.

Afterwards, we branch over all possible plant inputs but only simulate the automaton

A when the controller output is 𝛼𝑠 , otherwise, we go to the sink state 𝑞𝑠𝑖𝑛𝑘 . Similarly, in

the general case, we quantify over all possible controller outputs 𝛽c and plant outputs

𝛽p, but only use the plant output to explicitly label the tree. Then, we branch over all

possible plant inputs but only simulate the automaton A when the controller output is

𝛽c, otherwise, we go to the sink state 𝑞𝑠𝑖𝑛𝑘 . The runs of this automaton are all trees that

branch over environment and controller outputs and are labeled with plant outputs that

satisfy the prophecy S
𝑞𝑠 ,𝛼𝑠
A . Since the transition function follows a similar construction
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Figure 4.3 Parts of the tree automaton (without transitions of 𝑞0 and 𝑞𝑠𝑖𝑛𝑘 ) with safe

states 𝐹 ′ = {𝑞′
0
, 𝑞0, 𝑞1} for prophecy S𝑞0,𝑜cA𝜑

= ⟨𝑜p⟩ of Figure 4.2. Each function 𝑔𝑖 is

represented by dashed edges.

for reactive synthesis (without a plant) in [91], the correctness of the construction

follows immediately. As |𝑄′| = |𝑄 | + 2, the size of A′ is linear in the size of A. □

Example 32. Consider the universal controller depicted in Figure 4.2 : p. 95for the running

example. A tree automaton A′ representing the prophecy 𝜅 (𝑞0, 𝑜c) = S𝑞0,𝑜cA𝜑
is shown in

Figure 4.3. Since the prophecy originates from the initial state 𝑞0, a new initial state 𝑞′
0

is introduced as a copy of 𝑞0. From 𝑞′
0
, the controller output is fixed to 𝑜c for simulation,

and the automaton branches over all possible plant outputs. For instance, given the

plant output 𝑜p from 𝑞′
0
, the automaton A𝜑 is simulated using the function 𝑔1 when

the controller output is 𝑜c (otherwise, the automaton transitions to the sink state 𝑞𝑠𝑖𝑛𝑘 ).

This results in branching to the states 𝑞0 and 𝑞1 depending on the environment outputs.

Similarly, for the plant output ¬𝑜p from 𝑞′
0
, the automaton A𝜑 is simulated using the

function 𝑔2 when the controller output is 𝑜c. From all other states, the automaton

branches over all possible plant and controller outputs. For example, from state 𝑞1, the

controller output is fixed to 𝑜c (or ¬𝑜c), and the automaton A𝜑 is simulated using the

function 𝑔3 (or 𝑔4) with consistent controller output. Since every transition in A𝜑 from

𝑞1 leads back to 𝑞1, the function 𝑔3 maps every input with a consistent controller output

to 𝑞1 (and an inconsistent controller output to 𝑞𝑠𝑖𝑛𝑘 ).

It is not possible to represent safe prophecies with a word automaton, as we are

looking for an automaton that accepts all plant strategies of any size, which are infinite

trees. Intuitively, the word automaton that verifies if all traces of a plant are contained in

an automaton, i.e., the model checking problem, checks whether there exists a controller

trace rather than a controller implementation. This over-approximates the set of plants

and hence, the prophecy set. We formalize this observation in the following theorem.
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Theorem 17. There exists a safety automaton A such that for some state 𝑞 of A and
controller output 𝛼 the prophecy set S𝑞,𝛼A cannot be represented by a word automaton.

Proof. Assume that there is a word automaton A′ that accepts the prophecy set S
𝑞,𝛼

A .

This automaton must guess a controller trace for each plant trace and verify that they

satisfy the specification. Assume the specification 𝜑 = (𝑜c ↔ 𝑜p) and the set of

variables V = {𝑜e, 𝑜c, 𝑜p}. This specification enforces that the plant’s output only

depends on the inputs up to the previous step, since the controller can only output

based on the inputs up to that point. The automaton for the prophecy of any state 𝑞

must contain accepting runs for both of the following (continuation) traces, which are

part of different controllers as they react differently on the same inputs:

𝑡c = {𝑜e, 𝑜c}, {𝑜e, 𝑜c} . . .
𝑡 ′c = {𝑜e, 𝑜c}, {𝑜e,¬𝑜c} . . .

For a plant that sets 𝑜p in the third step independent of 𝑜e in the third step, 𝑡c is the

correct controller trace, and 𝑡 ′c is the correct trace for the plant that sets ¬𝑜p in that

scenario. Now, assume the plant that contains the following traces that cannot be in

any prophecy, since no correct controller can act correctly:

𝑡p = {𝑜e, 𝑜p}, {𝑜e, 𝑜p}, {¬𝑜e, 𝑜p} . . .
𝑡 ′p = {𝑜e, 𝑜p}, {𝑜e, 𝑜p}, {𝑜e,¬𝑜p} . . . ,

The word automaton, however, would still wrongly accept this plant as part of the

prophecy because 𝑡p will be matched with 𝑡c, and 𝑡
′
p will be matched with 𝑡 ′c even though

they originate from different controllers. Therefore, word automata cannot precisely

capture prophecies as they cannot enforce the structure of the implementations. □

4.2 Controller Synthesis with Universal Controllers

In this chapter, we introduce an automata-theoretic method for synthesizing universal

controllers that adhere to safety LTL specifications. Additionally, we describe an

algorithm that, given a plant and a universal controller, generates a controller compatible

with the plant while meeting the specified requirements. We continue to call the

controllers with prophecies universal controllers since the results of our algorithms

and procedures satisfy the requirements for universal controllers, i.e., correctness and

most permissiveness.
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Algorithm 3: Universal Controller Synthesis

1 let universalController(𝜑) :=
2 let A𝜑 = (𝑄,𝑞0, 𝛿,Ω) ← LTLtoDSA(𝜑) // Construct determistic automaton

3 let 𝜅 ← [] // Initialize prophecy annotation

4 for 𝑞 ∈ 𝑄 and 𝛼 ∈ 2𝑂c

5 let 𝜅 (𝑞, 𝛼) ← prophecy(𝑞, 𝛼,A𝜑 ) // Comute prophecy for every state − action pair

6 return𝑈 = (𝑄,𝑞0, 𝛿, 𝜅)

4.2.1 Computing Universal Controllers

We begin with an algorithm that computes the universal controller, relying on the tree

automaton construction that we presented in the previous chapter. Algorithm 3 outlines

this algorithm that takes the safety LTL specification 𝜑 as input and constructs the

universal controller. The process begins by generating a safety automaton A𝜑 whose

language is equivalent to the given specification 𝜑 . This is a standard translation from

LTL to deterministic safety automata (DSA). The states of this automaton form the state

space of the universal controller. Next, the algorithm iterates over all combinations

of states and controller outputs, constructing the corresponding prophecy using the

method described in Section 4.1.4 : p. 100. Once the map 𝜅 is populated with all state-output

pairs, the construction of the universal controller𝑈 is finished. The universal controller

operates as follows: For a given environment output and state 𝑠 , it selects an output 𝛼

such that the plant behaves according to the tree automaton 𝜅 (𝑠, 𝛼). Since the alphabet
of A𝜑 encompasses all propositions, the transition function 𝛿 is defined over the plant

outputs. During composition, the prophecy is verified to align with the plant’s current

output, ensuring consistency.

Instead of constructing a separate tree automaton for each state-output pair in

A𝜑 , we construct a global tree automaton that represents all possible plants for the

specification, modifying only the initial states and transitions as needed. This global

tree automaton is similar to prophecy(𝑞, 𝛼,A), but here 𝑞 is the initial state 𝑞0 of A𝜑 ,

and 𝛼 is not explicitly considered during the construction. The resulting tree automaton

Ω𝑠 = (𝑄,𝑞0,Δ, Σ) accepts all plant-controller pairs that satisfy the specification. Within

the loop of Algorithm 3, the construction is simplified to updating the initial state in

A𝑠 to a duplicate of 𝑞 and adding a transition from 𝑞 with 𝛼 to the transition relation 𝛿 .

For the implementation of this algorithm, as explained in Section 4.2.3, it is sufficient to

store the updated initial state and the controller outputs. The modified version of the

global tree automaton is computed only during the verification step in Algorithm 4, i.e.,

once this specific state and output pair are explored.
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4.2.2 Computing Controllers for Plants

After computing the universal controller, it can be composed with a plant to derive a

plant-specific controller that aligns with the plant’s behavior. In general, this can be

done by building the cross-product of the universal controller and plant and evaluating

the plant against the tree automata on each output of the universal controller. To avoid

the full cross-product, we elaborate on an on-the-fly exploration of the product state-

space of the universal controller and the plant, as described in Algorithm 4. The initial

state of the composed controller is the tuple (𝑞0, 𝑞′0), combining the initial states of the

universal controller and the plant. For clarity, we omit double parentheses in function

calls involving tuples of universal controller and plant states when the context is clear.

The algorithm employs a while loop to explore states in the composition until no

further states remain. Within the loop, spanning lines 5 to 12, a one-step composition

is computed for the current state (𝑞𝑐, 𝑞𝑝) using stepComposition(𝑞𝑐, 𝑞𝑝,𝑈 ,Tp). This

function takes the current states, the universal controller, and the plant as input, and

returns a list of edges, each consisting of an alphabet assignment and a future state

reachable in the composition. Not all computed edges are valid for the given plant, so

each edge’s prophecy must be verified before being added to the explicit controller. To

perform this verification, the tree automaton A𝑠 representing the prophecy is obtained

using 𝜅 (𝑞𝑐, 𝜎), and the plant is modified to T ′p , starting in 𝑞𝑝 with 𝜎 . The membership

check, performed in line 9 via isMember(T ′p ,A𝑠 ), confirms whether the tree generated

by T ′p is an accepting run of A𝑠 . If the check succeeds, the edge is added to the

controller’s edges, and its target state is queued for exploration if it hasn’t already been

visited. The algorithm ultimately returns all explored states and edges, with the starting

state being (𝑞0, 𝑞′0).

Tree Automata Checking. The most computationally intensive step is the verifica-

tion step, where the modified plant must be checked against the prophecy tree automa-

ton. In Algorithm 4, this verification is carried out by the function isMember(T ′p ,A𝑠 ).

As described in the literature [144], this procedure is encoded as a 2-player game where

the environment player selects the plant’s inputs, and the system player must respond

with valid outputs for each input. If the system player has a winning strategy, the

infinite tree generated by the plant’s Moore machine is guaranteed to be contained in

the language of the tree automaton. The game’s winning condition is a safety property,

derived from the acceptance condition of the tree automaton, and the state space of the

game is proportional to the combined size of the tree automaton and the plant.
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Algorithm 4: On-the-fly Composition

1 let composition(𝑈 = (𝑄,𝑞0, 𝛿, 𝜅), Tp = (𝑄 ′, 𝑞′0, 𝛿 ′, 𝑜)) :=
2 let s← (𝑞0, 𝑞′0), states← Set(), edges← Set()

3 let queue← Queue(s)

4 while (𝑞𝑐 , 𝑞𝑝) ← queue.pop() do // Pick state pair in controller and plant

5 let edgelist← stepComposition(𝑞𝑐 , 𝑞𝑝 ,𝑈 ,Tp) // One−step unrolling

6 for (𝜎, (𝑞′𝑐 , 𝑞′𝑝)) in edgelist do
7 A𝑠 ← 𝜅 (𝑞𝑐 , 𝜎) // Obtain the prophecy

8 T ′p ← modifiedPlant(Tp, 𝑞𝑝 , 𝜎) // Initialize plant for prophecy
9 if isMember(T ′p ,A𝑠 ) then
10 edges.add((𝑞𝑐 , 𝑞𝑝), 𝜎, (𝑞′𝑐 , 𝑞′𝑝 )) // Add action to explicit controller

11 queue.push(𝑞′𝑐 , 𝑞
′
𝑝 ) if not states.contains(𝑞′𝑐 , 𝑞′𝑝 )

12 states.add(𝑞′𝑐 , 𝑞
′
𝑝 )

13 return (states, (𝑞0, 𝑞′0), edges)

Hashing Intermediate Results. The number of automaton checks in Algorithm 4

is given by |Σ| × |𝑈 | × |Tp |, which corresponds to the product of the alphabet size, the

size of the universal controller, and the size of the plant. To significantly reduce the

number of automaton checks, we employ a hashing mechanism for intermediate results:

When solving a game, we identify sets of winning and losing states. These states are

then mapped back to the composition, allowing us to maintain a function h(𝜎, (𝑞𝑐, 𝑞𝑝))
that records whether a given edge-state pair has already been computed as winning or

losing. Before invoking isMember, we first check if the current edge has been hashed

and, if so, return the cached result. As shown in our experiments in Section 4.2.3 : p. 107, the

number of actual containment checks performed without hashing is reduced to one
for nearly all benchmarks. This occurs when every state is reachable for every initial

transition from (𝑞0, 𝑞′0), as the game is computed at least for this state first.

Early Termination. The local exploration of the state space enables the application of

heuristics for early termination during both the composition of the universal controller

with the plant and the construction of the game. One such heuristic is based on the

transition function of the currently discovered edges: If the explored set of edges

includes a transition for every possible environment output, we can stop exploring

the current edges and proceed to the next state in the queue. This check is performed

before returning to line 6 from line 11. Additionally, the edgelist is ordered to prioritize

already explored states, ensuring that such edges are processed before verifying edges

leading to new states.
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The semantics of the specification are leveraged to reduce the size of the game

solved during verification. Since the acceptance condition depends solely on the speci-

fication automaton, exploration of the plant’s state space can terminate early when a

clearly accepting or rejecting loop, such as a terminal state, is detected. These early

termination heuristics are particularly effective due to a key observation: The specific

implementation details of the plant can often be disregarded when solving the controller

synthesis problem.

To comply with existing tools for word automata, the controller is constructed as

a Mealy machine, where edge labels are used instead of state labels, as is standard

for automata. This representation can easily be converted into a Moore machine by

ignoring the first environment output and associating the controller output with the

source state of each edge.

Correctness and Complexity. Algorithm 3 and Algorithm 4 collectively synthesize

a controller for a given specification and plant using the automata constructions detailed

in Section 4.1.4. The correctness of the approach directly follows from corollary 3. Since

the tree automata for the prophecies are linear in size relative to the deterministic spec-

ification automaton, solving the game in polynomial time yields the same complexity

as the traditional controller synthesis problem [91]. Furthermore, as the number of

prophecies is proportional to the size of the specification automaton, the overall time

complexity of universal controller synthesis remains doubly exponential in the size of

the specification. To summarize, we derive the following result:

Corollary 4. Let 𝜑 be a safety LTL formula. Algorithm 3 returns a universal controller
𝑈 that is correct and most permissive for 𝜑 . Furthermore, given an admissible plant Tp,
Algorithm 4 returns a controller Tc such that Tc ∥ Tp ⊨ 𝜑 . The overall time complexity of
computing Tc using Algorithm 3 and Algorithm 4 is doubly-exponential in the size of the
specification 𝜑 and linear in the size of the plant Tp.

4.2.3 Experiments

We have developed a prototype tool, unicon [107], to implement our approach. For

benchmarking, unicon also includes the standard controller synthesis algorithm, which

reduces the synthesis problem to game solving [91]. The tool is written in F# and

leverages FsOmegaLib [114] and spot [76] for automata operations, as well as oink [72]

for game solving. All experiments were conducted on a machine equipped with an

Apple M1 Pro 8-core CPU and 16GB of RAM.
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We assess our approach using benchmarks where the controller directs a robot

through a maze-like environment, avoiding collisions with walls and a second (un-

controllable) robot. The workspace is modeled as a grid of cells, with walls between

some cells and along the grid’s boundary. The grid size is parameterized. Initially, the

controller robot starts at the grid’s center, while the plant robot begins in the bottom-left

corner. At each step, both robots can either stay in place or move in one of four direc-

tions: up, down, left, or right. The controller robot is equipped with sensors to detect

adjacent obstacles (walls or the plant robot) or collisions. The controller’s behavioral

objective is specified using LTL formulas. We evaluate three types of specifications:

Specification type 1 is an invariant ¬𝑐𝑜𝑙 , requiring the controller to always avoid

collisions. Specification type 2 extends this with the formula ¬𝑐𝑜𝑙W¬assumpp, where
assumpp assumes that a collision can only occur if, in the previous step, the controller

moved toward an obstacle or stayed in place with an obstacle nearby. In the latter

case, the uncontrolled robot could crash into the controller robot in the next time step.

Specification type 3 imposes a restriction on the first three steps of execution, requiring

that the robot does not detect an obstacle in the upward direction during these steps:

¬𝑢𝑜𝑏𝑠 ∧ ¬𝑢𝑜𝑏𝑠 ∧ ¬𝑢𝑜𝑏𝑠 .

Experiments on Robot Benchmarks The experimental results are summarized

in Figure 4.4, which compares the execution times of unicon (including the time for syn-

thesizing the universal controller and deriving a correct controller using Algorithms 3

and 4) with the standard controller synthesis approach. For all three specification types,

our approach demonstrates better scalability with increasing grid size, whereas the stan-

dard approach’s runtime grows rapidly and becomes impractical. This difference arises

because the standard synthesis method constructs the full composition of the plant

and the specification automaton to solve the problem, while the universal controller

synthesis performs the composition of the plant and the prophecies on the fly. Since the

size of the prophecies is independent of the plant size, the universal controller synthesis

handles larger grids more efficiently. Specification type 2 outperforms type 1 due to the

additional assumption, which simplifies the prophecies. The simplest specifications,

like type 3, are the most advantageous, as the prophecies only need to account for three

future steps.

Experiments on SYNTCOMP benchmarks. The benchmarks of the annual SYNT-

COMP reactive synthesis competition [141] are often used to evaluate synthesis algo-

rithms. Since the benchmarks do not contain plant models, we cannot use them to
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(a) Specification Type 1 (b) Specification Type 2

(c) Specification Type 3 (d) SYNTCOMP benchmarks

Figure 4.4 The execution times of unicon and the standard synthesis approach. Fig-

ure 4.4a to Figure 4.4c illustrate the results for three specification types across increasing

robot benchmarks. Figure 4.4d presents a cactus plot showing the number of SYNT-

COMP benchmarks solved within a given time budget.

evaluate the scalability of our approach, but we still include them here as a baseline

to evaluate the overhead caused by the computation of the universal controller. We

selected the 68 benchmarks that have safety requirements and explicit environment

assumptions, and translated the assumption formulas into plant models. As shown

in Figure 4.4d, unicon shows similar performance to standard synthesis. Because of the

small size of the plant models resulting from the assumption formulas, the overhead

for the universal controller is not compensated for by the improved performance in the

size of the plant model. Still, computation times remain close, showing that unicon is

able to scale to practical problem instances.



Chapter 5

Monitoring Second-Order
Hyperproperties

In this chapter, we move beyond standard epistemic reasoning and introduce a new

logic for hyperproperties that is capable of expressing more complex properties such as

common knowledge. The new logic is accompanied by a monitoring algorithm that

verifies whether a distributed system satisfies a given second-order hyperproperty

during execution time. Temporal hyperproperties, originally formalized by Clarkson

and Schneider [60], cover a wide range of system requirements, from information-flow

policies to properties about agents’ knowledge in distributed systems. The dominant

temporal logic for hyperproperties is HyperLTL [59], which extends LTL with trace

quantifiers. Despite its success in many applications [105, 182, 74], HyperLTL is in-

herently limited: It only permits first-order quantification over individual traces, not

over sets of traces. Once HyperLTL is combined with propositional quantification, the

logic captures individual knowledge (where a single set of indistinguishable traces is

relevant) but fails for notions like common knowledge that intrinsically quantify over

sets of traces and require reasoning about arbitrarily deep nestings of knowledge.
1

To overcome this, we introduce Hyper
2
LTL in Section 5.1, a temporal logic for

hyperproperties that permits quantification over sets of traces. Using a simplified

syntax, the fact that there exists a trace 𝜋 on which a temporal property expressed in

LTL 𝜑 is common knowledge can be defined as:

∃𝜋. ∃𝑋 . 𝜋 ∈ 𝑋 ∧
(
∀𝜋 ′ ∈ 𝑋 .∀𝜋 ′′.

( 𝑛∨
𝑖=1

𝜋 ′ ∼𝑖 𝜋 ′′
)
→ 𝜋 ′′ ∈ 𝑋

)
∧ ∀𝜋 ′ ∈ 𝑋 . 𝜑 (𝜋 ′).

1
We refer to [46] for a detailed expressiveness analysis between temporal logics with knowledge and

temporal hyperlogics.



111

Here the second-order quantifier ∃𝑋 defines a set of traces X such that (i) 𝑋 contains 𝜋 ;

(ii) X is closed under each agent’s indistinguishability relation—if 𝜋 ′ is in 𝑋 then any 𝜋 ′′

indistinguishable from 𝜋 ′ for some agent 𝑖 is also in𝑋 ; and (iii) every trace in𝑋 satisfies

𝜑 . The existence of such an 𝑋 exactly captures that 𝜑 is common knowledge on trace

𝜋 . Beyond common knowledge, Hyper
2
LTL enables specification of hyperproperties

outside HyperLTL’s expressiveness, including constructs arising in Mazurkiewicz trace

theory and asynchronous hyperproperties.

We also develop monitoring techniques for second-order hyperproperties over fi-

nite traces in Section 5.2, for a finite-trace semantics of Hyper
2
LTL, called Hyper

2
LTLf.

Runtime monitoring offers a scalable, model-free alternative to verification: It inspects

actual executions rather than a system model. Monitoring hyperproperties can follow

two execution paradigms: The parallel model (see Section 5.2.2), where a fixed collec-

tion of traces is observed concurrently, and the sequential model (see Section 5.2.3),

where traces arrive one by one [95]. For the parallel setting, we show that monitoring

Hyper
2
LTLf specifications can be reduced to monitoring first-order hyperproperties.

In the sequential setting, we show that the monitoring problem is undecidable. How-

ever, we identify a useful decidable fragment: Monotone second-order hyperproperties

(see Section 5.2.4). A property is ⊕-monotone if satisfaction on a set of traces persists

under supersets of the current trace set, and ⊖-monotone if a violation persists under

supersets of the current trace set. Monotonicity enables the monitor to reach defini-

tive verdicts that remain valid as more traces are observed. We present a syntactic

inference system to detect monotonicity and give an incremental monitoring algorithm

(see Section 5.2.5) that examines incoming traces until a conclusive result is obtained.

This approach is implemented in the tool MoSo, which we evaluate on benchmarks in-

cluding common-knowledge scenarios and planning problems in Section 5.2.6, yielding

encouraging performance.

Outline. Section 5.1 introduces Hyper
2
LTL illustrated by the muddy children puzzle.

We present the infinite trace semantics of Hyper
2
LTL and its restriction to quantification

over minimal and maximal sets of traces Hyper
2
LTLm in Section 5.1.2. The finite

trace semantics of HyperLTL with second-order quantification, called Hyper
2
LTLf,

is presented in Section 5.1.4. In Section 5.2, we show a monitoring algorithm for

Hyper
2
LTLf formulas that is based on themonotonicity (see Section 5.2.4) of the formula.

Publications. The logics Hyper
2
LTL and Hyper

2
LTLm were presented in [35]. While

the logic Hyper
2
LTL is a shared contribution with Raven Beutner, the fixpoint version of
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Hyper
2
LTL and model-checking results, which are part of [35], are no contributions of

this thesis. Monitoring second-order hyperproperties was presented in [34], including

the finite-trace semantics for Hyper
2
LTL in Hyper

2
LTLf. While fixpoints are a useful

part of the semantics of Hyper
2
LTLf, they were introduced by Raven Beutner for

Hyper
2
LTL.

[35] Raven Beutner, Bernd Finkbeiner, Hadar Frenkel, Niklas Metzger. Second-Order
Hyperproperties. 35th International Conference on Computer-Aided Verification
(CAV 2023)

[34] Raven Beutner, Bernd Finkbeiner, Hadar Frenkel, Niklas Metzger. Monitoring
Second-Order Hyperproperties. 23rd International Conference on Autonomous
Agents and Multiagent Systems, (AAMAS 2024)

5.1 HyperLTL with Second-Order Quantification

In the remainder of this thesis, we extend temporal reasoning in hyperlogics to encom-

pass properties that require common knowledge-style reasoning. We refer to these

as second-order hyperproperties, since they involve quantification over sets of traces,

in contrast to (first-order) hyperproperties that quantify over individual traces. To

illustrate the reasoning techniques behind second-order hyperproperties, we use the

notion of common knowledge [81] and apply it to a variation of the classic muddy

children puzzle [81]. We then introduce a new logic capable of specifying second-order

hyperproperties. This logic is analyzed with respect to model checking complexity and

expressiveness, particularly in comparison to linear temporal logic with knowledge

operators—an extension of LTL that can express knowledge and common knowledge.
2

In standard HyperLTL, trace quantification is first-order and ranges over all system

traces, which limits its ability to express properties. One such property is common

knowledge, which necessitates the definition of a set of traces, on which a certain

(first-order) hyperproperty has to hold. To address this, we extend HyperLTL with

second-order quantification by introducing variables that range over sets of traces

and allowing quantification over traces within these sets. We propose two variants

of this logic: One for infinite traces and one for finite traces. Both Hyper
2
LTL and its

finite-trace counterpart Hyper
2
LTLf are highly expressive and intuitive logics.

2
While LTL with knowledge is not designed as a hyperlogic, it can express one specific class of

hyperproperties, namely knowledge.
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5.1.1 The Muddy Children Puzzle

Consider a distributed system with three agents, Alice, Bob, and Suzy, in a variant of

the classic Muddy Children problem [81]. In this scenario, Suzy wears a blue helmet,

while Alice and Bob each wear black helmets. The agents stand in a circle so that each

can see the others’ helmets. The protocol requires that, in turn, each agent raises their

hand precisely when they know the color of their own helmet. It is common knowledge

that all helmets are either blue or black, and that there is at least one blue helmet. In

this example, there is exactly one blue helmet.

We now analyze the knowledge of the different agents, starting with Bob (B): Bob

observes that Suzy’s helmet is blue and Alice’s is black. Can he infer the color of his

own helmet? To answer this, Bob must consider all situations that are indistinguishable

to him based on his observations. There are two such possibilities: One in which only

Suzy wears a blue helmet and another in which both Suzy and Bob wear blue helmets.

Since the statement “Bob wears a blue helmet” is true in one scenario and false in the

other, Bob cannot yet determine the color of his own helmet. Using the knowledge

operator for Bob and the atomic proposition blue𝐵 (true if and only if Bob’s helmet is

blue), we write

𝐾𝐵 (blue𝐵)

to express that Bob knows that his helmet is blue. It is not true that Bob knows that

his helmet is blue. A similar argument applies to Alice. Suzy’s situation, however, is

different. From her perspective, neither of the other agents is wearing a blue helmet.

Given that it is common knowledge that there is at least one blue helmet, Suzy can

deduce that her own helmet must be blue. Since all scenarios that are indistinguishable

to her confirm this, she knows the color of her helmet and immediately raises her hand

to indicate her knowledge. This finished the first round of the muddy children puzzle.

The reasoning proceeds to the second round. Alice and Bob each observe only one

blue helmet and notice that Suzy raised her hand in the first round, indicating she

did not see another blue helmet. If she had, her action would not have been justified.

Consequently, after the second round, all agents are able to deduce the color of their

helmets, as there are no longer any indistinguishable scenarios.

Knowledge in Distributed Systems. In a multi-agent system, an agent is said to

know a fact if that fact holds on every execution of the system that the agent cannot

distinguish from the current one — this inherently relates multiple traces of the system.

HyperQPTL [188] is a logic specifically designed to express such hyperproperties, in-
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cluding knowledge. Using HyperLTL, we can formalize the requirement that whenever

an agent raises its hand, it must know the color of its helmet:

∀𝜋.∀𝜋 ′. (𝜋 ∼𝑆 𝜋 ′U raiseHand𝜋𝑆 ) → (blue
𝜋
𝑆 ↔ blue𝜋

′

𝑆 )

The relation ∼𝑆 specifies that all atomic propositions that Suzy can observe, including

the color of Alice and Bob’s helmets and whether they raised their hands, must be

equivalent on the traces 𝜋 and 𝜋 ′. This specifies the indistinguishability property. Note

that this is a similar property to distinguishability, as discussed in Section 3.1.2 : p. 38and

Section 3.4 : p. 70, where it is necessary that some traces can be distinguished from others.

The formula (blue𝜋𝑆 ↔ blue𝜋
′

𝑆 ) specifies that both traces must agree on the color of

Suzie’s helmet. The universal quantification over pairs of traces at the beginning of the

formula arbitrarily chooses pairs of traces in the system. If those traces happen to be

indistinguishable for Suzy, then she knows that her helmet is blue if it is true for every

such trace. This is specified by the formula’s implication and the fact that it has to hold

for every trace that is indistinguishable. We also call this set the set of indistinguishable

traces. Note that this set changes for different numbers of blue helmets in the system:

The formula specifies that Suzy knows her helmet’s color when raising her hand, which

can take 𝑛 + 1 time steps, where 𝑛 is the number of blue helmets.

Common Knowledge as a Hyperproperty. Quantification over pairs of traces

suffices to express knowledge and, more generally, relational properties between traces.

However, can we extend this by formalizing that everyone knows that everyone knows,

and so on, the color of their helmet? This property is called common knowledge. For

explanation, we first consider the property “everyone knows,” denoted as 𝐸𝜑 , which is

an operator in the temporal logic of knowledge (see Chapter 2 : p. 24). This property requires

verifying the knowledge of each agent individually, without relating the knowledge

states of different agents. For the muddy children scenario, it is evident that after two

steps, each agent knows the color of their own helmet. The corresponding formula is

similar to the one for individual knowledge, but includes a conjunction over all agents.

In general, for 𝑛 blue helmets, every agent knows their helmet color after 𝑛+1 steps [81].
Common knowledge, on the other hand, involves agents having knowledge about

the knowledge of others, recursively. The common knowledge operator 𝐶 in LTLK,C is

defined as

𝐶𝜑 iff 𝐸𝜔𝜑
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meaning that there is an infinite chain of 𝐸 operators: Everyone knows that everyone

knows that everyone knows, and so on, that 𝜑 holds. Thus, not only does everyone

know the fact, but everyone also knows that everyone knows it, and so forth. In our

example, we can state that after 𝑛 + 1 steps, each helmet color is common knowledge.

The process of establishing common knowledge is inherently iterative: Each agent

begins with their own limited perspective, and we systematically consider all worlds

that are indistinguishable to every agent based on their observations. For instance,

starting from Suzy’s viewpoint, she is aware of the helmet colors of the other agents

but not her own. If we then consider Alice’s perspective from Suzy’s view, we must also

include the scenario where Alice could be wearing a blue helmet, as this is a plausible

situation for Alice. Through this iterative process, we accumulate all possible worlds by

considering every agent’s local view and the corresponding indistinguishable scenarios.

In the muddy children example, common knowledge emerges only after the second

round of communication, at which point it coincides with the state where everyone

knows that everyone knows.

Common knowledge is not expressible in HyperLTL. In fact, it is not expressible in

any decidable hyperproperty language with first-order quantification over traces [176].

Instead, second-order quantification, i.e., quantification over sets of traces, is necessary.

In the following section, we introduce Hyper
2
LTL, which is a logic of second-order

hyperproperties. We give a first glimpse of the logic by observing its use for defining

common knowledge:

∃𝜋. ∃𝑋 . 𝜋 ∈ 𝑋 ∧
(
∀𝜋 ′ ∈ 𝑋 .∀𝜋 ′′.

( 𝑛∨
𝑖=1

𝜋 ′ ∼𝑖 𝜋 ′′
)
→ 𝜋 ′′ ∈ 𝑋

)
∧ ∀𝜋 ′ ∈ 𝑋 . 𝜑 (𝜋 ′).

The second-order quantifier ∃𝑋 asserts the existence of a set 𝑋 of traces such that: (1)

𝜋 is a member of 𝑋 ; (2) 𝑋 is closed under each agent’s observations, meaning that for

every trace 𝜋 ′ in 𝑋 , any trace 𝜋 ′′ that is indistinguishable from 𝜋 ′ for some agent 𝑖

must also be in 𝑋 ; and (3) every trace in 𝑋 satisfies 𝜑 . The existence of such a set 𝑋

precisely characterizes when 𝜑 is common knowledge on 𝜋 . Again, in our example,

𝜑 are the colors of the helmets as trace properties. With the formula above, we can

precisely express common knowledge and determine whether a system satisfies it. In

the following, we define the logic Hyper
2
LTL and its finite trace semantics, and show

an algorithm for monitoring second-order hyperproperties.
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5.1.2 Second-Order Quantification on Infinite Traces

We begin by defining an infinite trace logic that can be used to specify second-order hy-

perproperties over infinite traces. In addition to the set𝑉 of trace variables in HyperLTL,

we introduce a set𝔙 of second-order variables, typically denoted by uppercase letters

𝑋,𝑌, . . .. We designate a special variable𝔖 ∈ 𝔙 to represent the set of traces generated

by the system under consideration, and another variable 𝔄 ∈ 𝔙 to denote the set of all

possible traces.

Hyper2LTL. The syntax of Hyper
2
LTL is defined by the following grammar:

𝜑 := ∃𝜋 ∈ 𝑋 . 𝜑 | ∀𝜋 ∈ 𝑋 . 𝜑 | ∃𝑋 . 𝜑 | ∀𝑋 . 𝜑 | 𝜓
𝜓 := 𝑎𝜋 | ¬𝜓 | 𝜓 ∧𝜓 | 𝜓 | 𝜓 U𝜓

Here, 𝑎 ∈ V denotes an atomic proposition, 𝜋 ∈ 𝑉 is a trace variable, 𝑋 ∈ 𝔙 is a

second-order variable, and ∃,∀ are existential and universal quantifiers, respectively.

We also allow the standard derived Boolean constants (true, false), connectives (∨,
→, ↔), and temporal operators such as eventually ( 𝜓 := trueU𝜓 ) and globally
( 𝜓 := ¬ ¬𝜓 ). For a set of atomic propositions 𝑉 ⊆ V and trace variables 𝜋, 𝜋 ′, we

use the abbreviation 𝜋 =𝑉 𝜋 for the Boolean formula

∧
𝑎∈𝑉 (𝑎𝜋 ↔ 𝑎𝜋 ′), specifying the

equivalence of 𝜋 and 𝜋 ′ on the propositions in 𝑉 .

In addition to the trace assignment Π used in HyperLTL semantics, we introduce a

second-order assignment Δ : 𝔙 ⇀ 2
Σ𝜔
, which maps each second-order variable to a set

of traces. For 𝑋 ∈ 𝔙 and 𝐴 ⊆ Σ𝜔 , we write Δ[𝑋 ↦→ 𝐴] for the assignment that updates

𝑋 to 𝐴. Quantifier-free formulas 𝜓 are interpreted as in HyperLTL with respect to a

fixed trace assignment. The semantics for the quantifier prefix are defined as follows:

Π,Δ ⊨ 𝜓 iff Π ⊨ 𝜓

Π,Δ ⊨ ∃𝜋 ∈ 𝑋 . 𝜑 iff ∃𝑡 ∈ Δ(𝑋 ).Π[𝜋 ↦→ 𝑡],Δ ⊨ 𝜑
Π,Δ ⊨ ∀𝜋 ∈ 𝑋 . 𝜑 iff ∀𝑡 ∈ Δ(𝑋 ).Π[𝜋 ↦→ 𝑡],Δ ⊨ 𝜑
Π,Δ ⊨ ∃𝑋 . 𝜑 iff ∃𝐴 ⊆ Σ𝜔 .Π,Δ[𝑋 ↦→ 𝐴] ⊨ 𝜑
Π,Δ ⊨ ∀𝑋 . 𝜑 iff ∀𝐴 ⊆ Σ𝜔 .Π,Δ[𝑋 ↦→ 𝐴] ⊨ 𝜑

Second-order quantification modifies the assignment Δ by associating a variable with a

set of traces, while first-order quantification updates the trace assignment Π by ranging

over traces contained in the set specified by Δ.
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To evaluate a formula, we start with an empty trace assignment and assign the

special second-order variable𝔖 to the set of traces generated by the system, and 𝔄

to the set of all possible traces. Formally, for a system T and a Hyper
2
LTL formula 𝜑 ,

we write T ⊨ 𝜑 if ∅, [𝔖 ↦→ Traces(T ),𝔄 ↦→ Σ𝜔 ] ⊨ 𝜑 , where ∅ denotes the empty trace

assignment. The model-checking problem for Hyper
2
LTL asks whether this satisfaction

relation holds.

We introduce some syntactic sugar for Hyper
2
LTL formulas. While Hyper

2
LTL

allows quantification over traces within a second-order variable, it does not directly

permit expressing, within the body of a formula, that a particular trace belongs to a

second-order variable. To address this, we define the expression 𝜋 ⊲ 𝑋 as syntactic

sugar for ∃𝜋 ′ ∈ 𝑋 . (𝜋 ′ =V 𝜋); that is, 𝜋 is considered a member of 𝑋 if there exists a

trace in 𝑋 that matches 𝜋 on all atomic propositions. It is important to note that 𝜋 ⊲ 𝑋

may only be used outside the scope of temporal operators, ensuring that the resulting

formula remains in the syntactic fragment supported by Hyper
2
LTL.

Hyper2LTLm. The semantics of Hyper
2
LTL quantifies over arbitrary sets of traces,

making even approximations to its semantics challenging. We propose Hyper
2
LTLm as

a restriction that only quantifies over sets that are subject to an additional minimality or

maximality constraint.
3
For large classes of formulas, it has been shown that this admits

effective model-checking approximations. We define Hyper
2
LTLm with the following

syntax grammar:

𝜑 := Q𝜋 ∈ 𝑋 . 𝜑 | Q (𝑋, ≬ , 𝜑). 𝜑 | 𝜓
𝜓 := 𝑎𝜋 | ¬𝜓 | 𝜓 ∧𝜓 | 𝜓 | 𝜓 U𝜓

where 𝑎 ∈ V , 𝜋 ∈ 𝑉 , 𝑋 ∈ 𝔙, Q ∈ {∀, ∃}, and ≬ ∈ {⋏, ⋎} determines if we consider

smallest (⋎) or largest (⋏) sets. For example, the formula ∃ (𝑋, ⋎, 𝜑1). 𝜑2 holds if there
exists some set of traces 𝑋 that satisfies both 𝜑2 and is the smallest set that satisfies 𝜑1.

Such minimality and maximality constraints with respect to a (hyper)property arise

naturally in many properties. Examples include common knowledge (cf. Section 5.1.1 : p. 113),

asynchronous hyperproperties [23, 127, 48], and causality in reactive systems [62, 61].

For path formulas, the semantics of Hyper
2
LTLm is defined analogously to that of

Hyper
2
LTL and HyperLTL. We mainly adapt the semantics of Hyper

2
LTL to trace set

quantification for the expression Q(𝑋, ≬ , 𝜑1). 𝜑2.
3
In [35], this logic was called Hyper

2
LTLfp. For clarification, we refer to the same logic as Hyper

2
LTLm,

identified by the minimal and maximal set conditions.
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𝑏

𝑎 𝑑

𝑐

Figure 5.1 An example of a multi-agent system with two agents — agent 1 observes 𝑎

and 𝑑 , agent 2 observes 𝑐 and 𝑑 .

For the quantifier prefix, we define:

Π,Δ ⊨ 𝜓 iff Π ⊨ 𝜓

Π,Δ ⊨ ∃𝜋 ∈ 𝑋 . 𝜑 iff ∃𝑡 ∈ Δ(𝑋 ).Π[𝜋 ↦→ 𝑡],Δ ⊨ 𝜑
Π,Δ ⊨ ∀𝜋 ∈ 𝑋 . 𝜑 iff ∀𝑡 ∈ Δ(𝑋 ).Π[𝜋 ↦→ 𝑡],Δ ⊨ 𝜑
Π,Δ ⊨ ∃(𝑋, ≬ , 𝜑1). 𝜑2 iff ∃𝐴 ∈ sol(Π,Δ, (𝑋, ≬ , 𝜑1)) .Π,Δ[𝑋 ↦→ 𝐴] ⊨ 𝜑2
Π,Δ ⊨ ∀(𝑋, ≬ , 𝜑1) . 𝜑2 iff ∀𝐴 ∈ sol(Π,Δ, (𝑋, ≬ , 𝜑1)) .Π,Δ[𝑋 ↦→ 𝐴] ⊨ 𝜑2

where sol(Π,Δ, (𝑋, ≬ , 𝜑1)) denotes all solutions to the minimality/maximality condition

given by 𝜑1, which we define by mutual recursion as follows:

sol(Π,Δ, (𝑋, ⋎, 𝜑)) := {𝐴 ⊆ Σ𝜔 | Π,Δ[𝑋 ↦→ 𝐴] ⊨ 𝜑 ∧ ∀𝐴′ ⊊ 𝐴.Π,Δ[𝑋 ↦→ 𝐴′] ⊭ 𝜑}
sol(Π,Δ, (𝑋, ⋏, 𝜑)) := {𝐴 ⊆ Σ𝜔 | Π,Δ[𝑋 ↦→ 𝐴] ⊨ 𝜑 ∧ ∀𝐴′ ⊋ 𝐴.Π,Δ[𝑋 ↦→ 𝐴′] ⊭ 𝜑}

A set 𝐴 fulfills the minimality or maximality constraint if it satisfies 𝜑 and is

minimal (for ≬ = ⋎) or maximal (for ≬ = ⋏) among all sets satisfying 𝜑 . Note that

sol(Π,Δ, (𝑋, ≬ , 𝜑)) may contain multiple sets or even be empty; that is, there may not

always exist a unique minimal or maximal set satisfying 𝜑 . Note that, if the result is

unique, we may omit the preceding quantifier. Accordingly, Hyper
2
LTLm quantifies

over all sets that fulfill the minimality or maximality constraint.

Example 33. To illustrate the concept of common knowledge, we adapt an example

from [174] and formalize it in Hyper
2
LTLm. Figure 5.1 depicts a transition system with

two agents: Agent 1, who observes 𝑎 and 𝑑 , and agent 2, who observes 𝑐 and 𝑑 . We

are interested in the following property: starting from the trace 𝑡 = 𝑎𝑛𝑑𝜔 for some fixed
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𝑛 > 1, is it common knowledge among the two agents that 𝑎 holds at the second step?
While 𝑎 clearly holds on 𝑡 , common knowledge requires considering all traces that

are observationally indistinguishable to either agent, potentially forming an infinite

chain. For instance, agent 2 cannot distinguish between 𝑎𝑛𝑑𝜔 and 𝑎𝑛−1𝑏𝑑𝜔 , so agent 2

only knows that 𝑎 holds on 𝑡 if it also holds on 𝑡 ′ = 𝑎𝑛−1𝑏𝑑𝜔 . To achieve common

knowledge, agent 1 must also know that agent 2 knows 𝑎, which means that for all

traces indistinguishable from 𝑡 or 𝑡 ′ for agent 2, 𝑎 must also hold. This process adds

𝑡 ′′ = 𝑎𝑛−1𝑐𝑑𝜔 to the set of relevant traces, and the reasoning continues as follows:

𝑡 = 𝑎𝑛𝑑𝜔

𝐾2(𝑡) = 𝑎𝑛−1𝑏𝑑𝜔

𝐾1𝐾2(𝑡) = 𝑎𝑛−1𝑐𝑑𝜔

𝐾2𝐾1𝐾2(𝑡) = 𝑎𝑛−2𝑏𝑐𝑑𝜔

. . .

𝐾1𝐾2 . . . 𝐾2(𝑡) = 𝑎𝑐𝑛−1𝑑𝜔

Ultimately, the trace 𝑎𝑐𝑛−1𝑑𝜔 is included, demonstrating that 𝑎 is not common knowl-

edge.

We specify the common knowledge property in Hyper
2
LTLm. Let obs(𝜋1, 𝜋2) :=

(𝜋1 ={𝑎,𝑑} 𝜋2) ∨ (𝜋1 ={𝑐,𝑑} 𝜋2) defining two traces 𝜋1 and 𝜋2 to be observation-

ally equivalent for either agent 1 or agent 2.

∀𝜋 ∈ 𝔖.
( 𝑛−1∧
𝑖=0

𝑖 𝑎𝜋 ∧ 𝑛 𝑑𝜋
)
→(

𝑋, ⋎, 𝜋 ⊲ 𝑋 ∧
(
∀𝜋1 ∈ 𝑋 .∀𝜋2 ∈ 𝔖. obs(𝜋1, 𝜋2) → 𝜋2 ⊲ 𝑋

) )
.∀𝜋 ′ ∈ 𝑋 . 𝑎𝜋 ′

For a trace 𝑡 of the form 𝑎𝑛𝑑𝜔 , we call the set𝑋 the common knowledge set for 𝑡 , meaning

that it contains all traces on which we have to verify the property 𝑎 in order to verify

common knowledge. This set 𝑋 is the smallest set that contains 𝑡 , and is closed under

observations by either agent, as specified by obs(𝜋1, 𝜋2). If 𝑡 ∈ 𝑋 and 𝜋2 is a trace in

the system that is observationally equivalent to 𝑡1 for some agent, then 𝑡2 must also be

part of the set 𝑋 . Since we constrain this set to be minimal with the operator ⋎, this

defines a unique set. As the last operation, we verify that all traces in 𝑋 satisfy the

LTL formula 𝑎. Our given system is a counterexample to this formula, since 𝑋 must
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contain 𝑎𝑐𝑛−1𝑑𝜔 , and 𝑎 does not hold on this trace. This also means that no 𝑋 exists

that satisfies the defined property, and the formula evaluates to false.

5.1.3 Expressiveness

We continue by exploring the expressiveness of the proposed logics. Hyper
2
LTL extends

HyperLTL by introducing second-order quantification over arbitrary sets of traces.

Because these sets can be chosen freely, Hyper
2
LTL is expressive enough to capture

the full power of HyperQPTL.

Lemma 6. Hyper2LTL (and Hyper2LTLm) subsumes HyperQPTL and, therefore, also
subsumes HyperLTL.

Proof. HyperQPTL extends HyperLTL by allowing quantification over atomic propo-

sitions, which is equivalent to quantification over arbitrary traces—not just those

generated by the system. Any HyperLTL trace quantifier Q𝜋.𝜑 can be represented

as Q𝜋 ∈ 𝔖.𝜑 in Hyper
2
LTL, while a HyperQPTL propositional quantifier Q𝜏 .𝜑 corre-

sponds to Q𝜋𝜏 ∈ 𝔄.𝜑 where 𝜋𝜏 is a fresh trace variable. In the body 𝜑 of the formula,

we replace every occurrence of the propositional variable 𝜏 by 𝑎𝜋𝜏 for some fixed propo-

sition 𝑎 ∈ V . The propositional variable is, therefore, transformed into a trace variable,

and the variable 𝜏 now refers to all possible traces, not only the system traces. Here, 𝔄

denotes the set of all possible traces, unconstrained by the system. Therefore, every Hy-

perQPTL formula can be effectively translated into an equivalent Hyper
2
LTL formula.

The same proof shows that Hyper
2
LTLm subsumes HyperQPTL since Hyper

2
LTLm

only restricts second-order quantification to minimal and maximal sets and allows the

same first-order quantification as Hyper
2
LTL. □

Hyper
2
LTL is expressive enough to subsume a multitude of hyper logics, but a

definite order to the hierarchy of hyper logics [63, 48] is still an open problem. We now

relate Hyper
2
LTL and Hyper

2
LTLm.

Theorem 18. Any Hyper2LTLm formula 𝜑 can be effectively translated into a Hyper2LTL
formula 𝜑′ such that for all transition systems T we have T ⊨ 𝜑 iff T ⊨ 𝜑′.
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Proof. We translate the Hyper
2
LTLm formula 𝜑 into a Hyper

2
LTL formula ⟦𝜑⟧:

⟦𝜓⟧ := 𝜓
⟦∃𝜋 ∈ 𝑋 . 𝜑⟧ := ∃𝜋 ∈ 𝑋 . ⟦𝜑⟧
⟦∀𝜋 ∈ 𝑋 . 𝜑⟧ := ∀𝜋 ∈ 𝑋 . ⟦𝜑⟧

⟦∃(𝑋, ⋎, 𝜑1). 𝜑2⟧ := ∃𝑋 . ⟦𝜑1⟧ ∧
(
∀𝑌 .𝑌 ⊊ 𝑋 ⇒ ¬⟦𝜑1 [𝑌 ↢ 𝑋 ]⟧

)
∧ ⟦𝜑2⟧

⟦∀(𝑋, ⋎, 𝜑1). 𝜑2⟧ := ∀𝑋 .
(
⟦𝜑1⟧ ∧

(
∀𝑌 .𝑌 ⊊ 𝑋 ⇒ ¬⟦𝜑1 [𝑌 ↢ 𝑋 ]⟧

) )
⇒ ⟦𝜑2⟧

⟦∃(𝑋, ⋏, 𝜑1). 𝜑2⟧ := ∃𝑋 . ⟦𝜑1⟧ ∧
(
∀𝑌 .𝑌 ⊋ 𝑋 ⇒ ¬⟦𝜑1 [𝑌 ↢ 𝑋 ]⟧

)
∧ ⟦𝜑2⟧

⟦∀(𝑋, ⋏, 𝜑1). 𝜑2⟧ := ∀𝑋 .
(
⟦𝜑1⟧ ∧

(
∀𝑌 .𝑌 ⊋ 𝑋 ⇒ ¬⟦𝜑1 [𝑌 ↢ 𝑋 ]⟧

) )
⇒ ⟦𝜑2⟧

Path formulas and first-order quantification can be translated verbatim. To translate

(fixpoint-based) second-order quantification, we use additional second-order quantifi-

cation to express the fact that a set should be a least or greatest. We write 𝑌 ⊊ 𝑋 as a

shorthand for (
∀𝜋 ∈ 𝑌 .𝜋 ⊲ 𝑋

)
∧
(
∃𝜋 ∈ 𝑌 .∀𝜋 ′ ∈ 𝑌 . ¬(𝜋 =V 𝜋 ′)

)
and 𝜑1 [𝑌 ↢ 𝑋 ] denotes the formula where all free occurrences of 𝑋 are replaced by 𝑌 .

Note that above formula is no Hyper
2
LTL formula as it is not in prenex normal form.

However, no (first or second-order) quantification occurs under temporal operators, so

we can easily bring it into prenex normal form. It is easy to see that any system satisfies

𝜑 in the Hyper
2
LTLm semantics iff it satisfies ⟦𝜑⟧ in the Hyper

2
LTL semantics. □

The inverse direction does not hold, and Hyper
2
LTL is more expressive than

Hyper
2
LTLm: One can easily specify second-order sets that are neither maximal nor

minimal sets w.r.t. the semantics of Hyper
2
LTLm.

In the following, we point to a logic that can express knowledge and can naturally

be encoded within our second-order hyperlogics Hyper
2
LTL and Hyper

2
LTLm. The

logic we compare against is LTLK,C, which extends LTL with the knowledge operator

K and the common knowledge operator C. For some subset of agents 𝐴, the formula

K𝐴𝜓 holds in time step 𝑖 , if 𝜓 holds on all traces equivalent to some agent in 𝐴 up

to time step 𝑖 . LTLK and HyperCTL
∗
have incomparable expressiveness [46], but the

knowledge operator K, without the common knowledge operator, can be encoded by

either adding a linear past operator [46] or by adding propositional quantification (as

in HyperQPTL) [188].
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Using Hyper
2
LTLm we can encode LTLK,C, featuring the knowledge operator K and

the common knowledge operator C. Recall that C𝜓 requires that𝜓 holds on the closure

set of equivalent traces, up to the current time point [136]. Note that LTLK,C cannot be

encoded by only adding propositional quantification or the linear past operator.

Proposition 5. For every LTLK,C formula 𝜑 there exists an Hyper2LTLm formula 𝜑′ such
that for any system T we have T ⊨LTLK,C 𝜑 iff T ⊨ 𝜑′.

Proof. We follow ideas from [188] and extend the proof to common knowledge. We use

an abbreviated Hyper
2
LTLm syntax throughout this proof with explicit propositional

quantification as in HyperQPTL for readability. As shown by Lemma 6, this formula

can easily be translated to plain Hyper
2
LTLm. Let {𝐴1, . . . , 𝐴𝑛} be the set of agents

for the 𝑗th knowledge operator K ∈ {K,C} in 𝜑 . Furthermore, assume that 1, . . . , 𝑛

maintains the syntactic ordering of knowledge operators such that for 𝑖 < 𝑗 , K𝐴 𝑗
is

either a subformula of the knowledge operator with K𝐴𝑖
or syntactically independent.

Initially, we replace every knowledge operator K𝐴𝑖
by K𝜋

𝐴𝑖
to denote the reference trace

of the knowledge evaluation resulting in the formula 𝜑∗ and assume that 𝜑 was in

negation normal form. The starting formula is then 𝜓𝑛 = 𝜑∗𝑛 [𝜋] where [𝜋] adds the
trace variable 𝜋 to every atomic proposition.

We now replace every occurrence of knowledge operators starting from 𝑛 to 1 and

from 𝜓𝑛 with no quantifier prefix. For the 𝑗th step, assume the formula to be in the

form Q.𝜓 𝑗+1, where Q is the quantifier prefix and 𝜓 𝑗+1 is the quantifier-free formula

from the previous computation. We use fresh propositional variables 𝑘 and 𝑡 . For the

positive occurrence of K𝜋
𝐴 𝑗
𝜑 𝑗 , we translate Q.𝜓 𝑗+1 to

∃𝑘.∀𝑡 .
(
𝑌𝑗 ,⋎,

(
𝜋 ∈ 𝑌𝑗 ∧ ∀𝜋1 ∈ 𝑌𝑗 .∀𝜋2 ∈ 𝔖.(equivK(𝜋1, 𝜋2) U 𝑡 → 𝜋2 ⊲ 𝑌𝑗 )

) )
.

∀𝜋 ′ ∈ 𝑌𝑗 .Q.𝜓 𝑗+1 |K𝜋
𝐴𝑖
𝜑 𝑗→𝑘 ∧

(
(¬𝑡U(𝑘 ∧ 𝑡 ∧ ¬𝑡)) → ( (𝑡 → 𝜑 𝑗 |𝜋→𝜋 ′))

)
and for the negated knowledge operator, we translate𝜓𝑖 to

∃𝑘.∀𝑡 .
(
𝑌𝑗 , ⋎,

(
𝜋 ∈ 𝑌𝑗 ∧ ∀𝜋1 ∈ 𝑌𝑗 .∀𝜋2 ∈ 𝔖.(equivK(𝜋1, 𝜋2) U 𝑡 → 𝜋2 ⊲ 𝑌𝑗 )

) )
.

∃𝜋 ′ ∈ 𝑌𝑗 .Q.𝜓 𝑗+1 |K𝜋
𝐴𝑖
𝜑 𝑗→𝑘

∧
(
(¬𝑡U(𝑘 ∧ 𝑡 ∧ ¬𝑡)) → ( (𝑡 → ¬𝜑 𝑗 |𝜋→𝜋 ′))

)
, where

equivK𝐴𝑖
:= 𝜋1 ↔𝐴𝑖

𝜋2 equivC :=
∨
𝑖∈[𝑛]

𝜋1 ↔𝐴𝑖
𝜋2
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𝜋 ′ is a fresh trace variable, 𝜓 𝑗+1 |¬K𝜋
𝐴𝑖
𝜑 𝑗→𝑘 denotes that K𝜋

𝐴𝑖
𝜑 𝑗 is replaced by 𝑘 . This

adds a new variable for the operator such that the original temporal structure of the

knowledge operators is preserved. The formula 𝜑 𝑗 |𝜋→𝜋 ′ changes all occurrences of 𝜋 ,
the ones that are not yet bound to a particular knowledge proposition, to the new trace

variable 𝜋 ′.

The existentially quantified variable 𝑘 guesses the points on which the knowledge

condition holds for the current operator that will be replaced. Each such point is

represented by the universally quantified proposition 𝑡 . For each 𝑡 , we build a set

of traces 𝑌𝑗 that collects all traces that are equivalent (w.r.t. knowledge or common

knowledge). We then remove the subformula K𝜋
𝐴𝑖
𝜑𝑖 from the formula of the previous

step and replace it with the newly introduced 𝑘 . In the positive case, we have to verify

that (common) knowledge over the subformula holds, which is done by the right-hand

side of the formula. Whenever the 𝑡 is chosen as the until formula specifies, namely, it is

true at exactly one time point where 𝑘 is also true, then we verify the formula guarded

by the knowledge operator. If not, we immediately evaluate to true. Note that the

formula 𝜑 𝑗 may include further knowledge operators that we removed before, which

is the reason for the strict replacement order of the knowledge operators - innermost

before outer. In the negative case, we build the same sets but verify that, for all 𝑘-chosen

time-points, there exists a trace in the set that is correct on 𝑡 but violates𝜓 . The new

quantifiers are preceding the previous quantifiers Q as the old ones are restricted by

the new ones. Traversing from 𝑛 to 1 ensures that we correctly inherit the order of

knowledge operators and that we do not add new knowledge operators to the overall

formula by changing 𝜑 𝑗 . The final formula is ∀𝜋.Q.𝜓𝑛 , which is the formula obtained

after the 𝑛th step with an additional universal trace quantifier. This trace quantifier

resembles the LTLK,C semantics that implicitly quantifies over all traces of a system.

□

5.1.4 Second-Order Quantification on Finite Traces

We propose a finite trace logic for second-order hyperproperties for monitoring whether

system behavior is correct or incorrect, called Hyper
2
LTLf. Monitoring provides a prac-

tical and scalable approach to ensuring that a complex system’s behavior adheres to its

formal specification. In contrast to model checking, monitoring operates directly on

the execution traces of the running system rather than analyzing a system model. Mon-

itoring has been extensively explored for various classes of trace properties, including

invariants and properties expressible in standard temporal logics like LTL [108, 133, 21].
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Hyper
2
LTLf uses second-order trace quantification defined by fixpoints, guaranteeing

the uniqueness of second-order trace sets and the effective computation of such.

Hyper2LTLf. LetV be a finite set of atomic propositions and Σ := 2
V
. We introduce

Hyper
2
LTLf as the finite-trace analogue of Hyper

2
LTL. Let 𝑉 = {𝜋, 𝜋 ′, 𝜋1, . . .} denote

a set of (first-order) trace variables, and 𝔙 = {𝑋,𝑌, . . .} a set of (second-order) set

variables. We designate a special second-order variable𝔖 ∈ 𝔙 to represent the set of

all system traces. Formulas in Hyper
2
LTLf are defined by the following grammar:

𝜑 := 𝑎𝜋 | ¬𝜑 | 𝜑 ∧ 𝜑 | 𝜑 | 𝜑 | 𝜑U 𝜑 | 𝜑 S 𝜑
| ∃𝜋 ∈ 𝑋 . 𝜑 | ∀𝜋 ∈ 𝑋 . 𝜑 | ∃𝑋 . 𝜑 | ∀𝑋 . 𝜑

where 𝑎 ∈ V , 𝜋 ∈ 𝑉 and 𝑋 ∈ 𝔙. The logic includes the future temporal operators next
( ) and until (U), as well as their past counterparts previously ( ) and since (S). We also

use the standard derived Boolean constants (true, false), logical connectives (∨,→,↔),

and temporal operators such as eventually ( 𝜑 := trueU 𝜑), once ( 𝜑 := trueS 𝜑),
globally ( 𝜑 := ¬ ¬𝜑), and historically ( 𝜑 := ¬ ¬𝜑).

The semantics of Hyper
2
LTLf is defined with respect to a trace length𝑚 ∈ N and

a set of traces T ⊆ Σ𝑚. We restrict to traces of the same length to obtain a simple

semantics. Without this restriction, we would have to deal with combinations of traces

with different lengths, making the evaluation more difficult. In practice, we can either

pad traces to the length of the longest trace or crop them to the length of the shortest

trace, as is done in most HyperLTL monitoring tools [96, 95].

We, again, use a trace assignment Π : 𝑉 ⇀ Σ𝑚 mapping trace variables in𝑉 to finite

traces of length𝑚. Additionally, we maintain a second-order assignment Δ : 𝔙 ⇀ 2
Σ𝑚

mapping second-order variables to sets of finite traces of length𝑚. Note that, in contrast

to previously defined semantics, the semantics now also explicitly specifies a time-point

𝑖 since we are not only processing the suffixes of traces but also traversing backwards

with past operators. The semantics are defined as follows:

Π,Δ, 𝑖 ⊨T 𝑎𝜋 iff 𝑎 ∈ Π(𝜋) (𝑖)
Π,Δ, 𝑖 ⊨T ¬𝜑 iff Π,Δ, 𝑖 ⊭T 𝜑

Π,Δ, 𝑖 ⊨T 𝜑1 ∧ 𝜑2 iff Π,Δ, 𝑖 ⊨T 𝜑1 and Π,Δ, 𝑖 ⊨T 𝜑2

Π,Δ, 𝑖 ⊨T 𝜑 iff 𝑖 < 𝑚 − 1 and Π,Δ, 𝑖 + 1 ⊨T 𝜑
Π,Δ, 𝑖 ⊨T 𝜑 iff 𝑖 > 0 and Π,Δ, 𝑖 − 1 ⊨T 𝜑
Π,Δ, 𝑖 ⊨T 𝜑1U 𝜑2 iff ∃ 𝑗 . 𝑖 ≤ 𝑗 < 𝑚.Π,Δ, 𝑗 ⊨T 𝜑2 and
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∀𝑘. 𝑖 ≤ 𝑘 < 𝑗 .Π,Δ, 𝑘 ⊨T 𝜑1

Π,Δ, 𝑖 ⊨T 𝜑1 S 𝜑2 iff ∃ 𝑗 . 𝑗 ≤ 𝑖 .Π,Δ, 𝑗 ⊨T 𝜑2 and
∀𝑘. 𝑖 ≥ 𝑘 > 𝑗 .Π,Δ, 𝑘 ⊨T 𝜑1

Π,Δ, 𝑖 ⊨T ∃𝜋 ∈ 𝑋 . 𝜑 iff ∃𝑡 ∈ Δ(𝑋 ).Π[𝜋 ↦→ 𝑡],Δ, 𝑖 ⊨T 𝜑
Π,Δ, 𝑖 ⊨T ∀𝜋 ∈ 𝑋 . 𝜑 iff ∀𝑡 ∈ Δ(𝑋 ).Π[𝜋 ↦→ 𝑡],Δ, 𝑖 ⊨T 𝜑
Π,Δ, 𝑖 ⊨T ∃𝑋 . 𝜑 iff ∃𝐴 ⊆ T.Π,Δ[𝑋 ↦→ 𝐴], 𝑖 ⊨T 𝜑
Π,Δ, 𝑖 ⊨T ∀𝑋 . 𝜑 iff ∀𝐴 ⊆ T.Π,Δ[𝑋 ↦→ 𝐴], 𝑖 ⊨T 𝜑

The temporal and Boolean operators are interpreted as usual. An atomic formula 𝑎𝜋

holds at position 𝑖 if the atomic proposition 𝑎 is true at step 𝑖 on the trace assigned to 𝜋 .

Quantification over a trace 𝜋 ∈ 𝑋 ranges over all traces in the set currently assigned

to 𝑋 by Δ, while quantification over a set variable 𝑋 considers all subsets of T. A set

of traces T ⊆ Σ𝑚 satisfies 𝜑 , denoted T ⊨ 𝜑 , if ∅, [𝔖 ↦→ T], 0 ⊨T 𝜑 . Here, the special
second-order variable𝔖 is bound to T, so quantification over 𝜋 ∈ 𝔖 corresponds to

quantification over the traces in T, as in HyperLTL.

Fixpoint Formulas. Full second-order quantification is challenging to handle algo-

rithmically: Given 𝑛 observed finite traces, there are 2
𝑛
possible subsets to consider as

candidates, making exhaustive checking infeasible. However, most practical properties

do not require unrestricted second-order quantification. Instead, the relevant second-

order sets are typically characterized as monotone fixpoints. We extend the syntax

of Hyper
2
LTLf with an explicit fixpoint operator, enabling concise definitions of such

fixpoint-based trace sets. This also allows our monitoring algorithm to leverage the

monotonicity inherent in fixpoint constructions. The extended syntax of Hyper
2
LTLf

is then the following:

𝜑 := 𝑎𝜋 | ¬𝜑 | 𝜑 ∧ 𝜑 | 𝜑 | 𝜑 | 𝜑U 𝜑 | 𝜑 S 𝜑
| ∃𝜋 ∈ 𝑋 . 𝜑 | ∀𝜋 ∈ 𝑋 . 𝜑 | ∃𝑋 . 𝜑 | ∀𝑋 . 𝜑 | fix (𝑋, 𝜉1, . . . , 𝜉𝑘). 𝜑 .

The fixpoint operator fix (𝑋, 𝜉1, . . . , 𝜉𝑘) . 𝜑 constructs a unique set of traces 𝑋 ∈ 𝔙 that

can be used in 𝜑 . This set 𝑋 is uniquely defined by the fixpoint constraints 𝜉1, . . . , 𝜉𝑘 of

the form

∀𝜋1 ∈ 𝑋1 . . .∀𝜋𝑛 ∈ 𝑋𝑛 . 𝜑step → 𝜋 ∈ 𝑋,



5.1 HyperLTL with Second-Order Quantification 126

𝑑𝑠 𝑟

Figure 5.2 A transition system modeling a sender-receiver multi-agent system (MAS).

Agent 1 observes only the atomic proposition 𝑠 and therefore cannot distinguish between

the states within the blue (dotted) region. Agent 2 observes only the atomic proposition

𝑟 and thus cannot distinguish between the states within the orange (dashed) region.

where 𝑋1, . . . , 𝑋𝑛 ∈ 𝔙, 𝜋, 𝜋1, . . . , 𝜋𝑛 ∈ 𝑉 , and 𝜑step is a quantifier-free formula. To be

well-formed, (1) all trace variables used in 𝜑step must either be quantified outside or be

one of 𝜋1, . . . , 𝜋𝑛; (2) all second-order variables 𝑋1, . . . , 𝑋𝑛 must be quantified outside or

be equal to𝑋 , i.e., within the definition of𝑋 we can quantify over traces in𝑋 (as is usual

for fixpoint definitions); and (3) 𝜋 must be quantified outside or be one of 𝜋1, . . . , 𝜋𝑛.

Intuitively, the formula states a requirement on traces that should be included in 𝑋 .

If we find traces 𝑡1 ∈ 𝑋1, . . . , 𝑡𝑛 ∈ 𝑋𝑛 that, together with the sets and traces quantified

outside of fix (𝑋, 𝜉1, . . . , 𝜉𝑘). 𝜑 , satisfy 𝜑step, then trace 𝜋 should be added to 𝑋 . In our

semantics, we define

Π,Δ, 𝑖 ⊨T fix (𝑋, 𝜉1, . . . , 𝜉𝑘). 𝜑 iff Π,Δ
[
𝑋 ↦→ sol(Π,Δ, 𝑖, 𝑋, 𝜉1, . . . , 𝜉𝑘)

]
, 𝑖 ⊨T 𝜑,

where sol(Π,Δ, 𝑖, 𝑋, 𝜉1, . . . , 𝜉𝑘) denotes the unique solution to the fixpoint definition of

𝑋 . Formally, sol(Π,Δ, 𝑖, 𝑋, 𝜉1, . . . , 𝜉𝑘) is the smallest set of traces such that for all 𝜉𝑖 it
holds that

Π,Δ[𝑋 ↦→ sol(Π,Δ, 𝑖, 𝑋, 𝜉1, . . . , 𝜉𝑘)], 𝑖 ⊨T 𝜉𝑖 .

Note that the fixpoint solution sol(Π,Δ, 𝑖, 𝑋, 𝜉1, . . . , 𝜉𝑘) is uniquely determined. For

given Π,Δ, 𝑖 , define 𝑔 : 2
T → 2

T
as the function that, for a current candidate set

𝑋 , returns 𝑋 extended with all traces that must be included according to any of the

constraints 𝜉𝑖 . This function 𝑓 is monotonic with respect to set inclusion. Each fixpoint

of 𝑔 corresponds to a set 𝑋 satisfying all 𝜉1, . . . , 𝜉𝑘 . By the Knaster-Tarski theorem [203],

𝑔 has a unique least fixpoint, which is precisely sol(Π,Δ, 𝑖, 𝑋, 𝜉1, . . . , 𝜉𝑘).

Example 34. We demonstrate the use of our fixpoint construct in an example. Suppose

we wish to specify not just that, on all traces where (𝑟 ∧ 𝑟 ) holds, agent 1 knows that
𝑟 holds, but that it is actually common knowledge among agents 1 and 2 that 𝑟 holds.
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This requires iteratively constructing the set of all traces that are indistinguishable

to some agent. While previous formulas specifying common knowledge required full

second-order quantification, we observe here that the relevant set can be defined as a

fixpoint:

∀𝜋 ∈ 𝔖.
(
(𝑟𝜋 ∧ 𝑟𝜋 )

)
→

(
fix (𝑋, 𝜉1, 𝜉2).∀𝜋 ′ ∈ 𝑋 . 𝑟𝜋 ′

)
,

where 𝜉1 := true→ 𝜋 ∈ 𝑋 , and 𝜉2 is defined as

∀𝜋1 ∈ 𝑋 .∀𝜋2 ∈ 𝔖.
(
𝜋1 ∼1 𝜋2 ∨ 𝜋1 ∼2 𝜋2

)
→ 𝜋2 ∈ 𝑋 .

We define 𝜋 ∼2 𝜋 ′ := (𝑟𝜋 ↔ 𝑟𝜋 ′). For each 𝜋 , we define a set 𝑋 via a fixpoint

construction: 𝑋 initially contains 𝜋 (by 𝜉1), and is closed under the formula 𝜉2: If there

exists 𝜋1 ∈ 𝑋 and 𝜋2 ∈ 𝔖 such that some agent cannot distinguish between 𝜋1 and 𝜋2,

then 𝜋2 is also added to 𝑋 . We then require that every trace 𝜋 ′ in 𝑋 satisfies 𝑟𝜋 ′ .

Common knowledge does not hold for the multi-agent system depicted in Figure 5.2.

For example, consider the trace 𝜋 = 𝑠𝑟𝑛 . It can be seen that

𝑠𝑟𝑛 ∼1 𝑠𝑑𝑟𝑛−1 ∼2 𝑠2𝑟𝑛−1 ∼1 𝑠2𝑑𝑟𝑛−2 ∼2 . . . ∼2 𝑠𝑛𝑟 ∼1 𝑠𝑛𝑑.

Consequently, the trace 𝑠𝑛𝑑 will be included in 𝑋 , which is a counterexample to 𝑟

being common knowledge on 𝜋 .

5.2 Monitoring Second-Order HyperLTL

We now focus on monitoring a Hyper
2
LTLf formula, where we do not have complete

access to the system but instead observe its executions. Based on the set of traces

observed so far, we aim to determine whether we can already conclude satisfaction

or violation of the property. However, this is not always possible: Certain properties

are not monitorable, meaning the monitor may never be able to provide a definitive

positive or negative answer. We begin by recalling the definitions of monitorability for

trace properties, where a single trace is observed and, for every time step, whether a

specification holds or is violated is computed.

5.2.1 Monitorability of Trace Properties

Monitorability of a trace property is defined via good prefixes and bad prefixes of infinite

traces. We use the standard definition from the literature [67], where monitors observe
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traces time-step-wise and compute, for every new time step, whether the property

is satisfied, violated, or the evaluations are not yet conclusive. A visualization of a

monitor operating on a trace is shown in Figure 5.3a. We are interested in whether a

trace property is monitorable. Intuitively, a trace property is monitorable if, at some

time point, a monitor can switch from inconclusive to true or false; This is not possible
for all trace properties, e.g., for the LTL formula 𝑎 the variable 𝑎 has to occur

infinitely often, and the monitor could never switch to true or to false at any time point.

We formalize monitorability via good and bad prefixes.

Definition 46 (Good prefixes). Let 𝐿 ⊆ Σ∗ be a trace property. The set of good prefixes is

good (𝐿) := {𝑢 ∈ Σ∗ | ∀𝑣 ∈ Σ∗. 𝑢𝑣 ∈ 𝐿}

Intuitively, a finite prefix is a good prefix if all its extensions satisfy the specification.

Similarly, we define the set of bad prefixes.

Definition 47 (Bad prefixes). Let 𝐿 ⊆ Σ∗ be a trace property. The set of bad prefixes is

bad (𝐿) := {𝑢 ∈ Σ∗ | ∀𝑣 ∈ Σ∗. 𝑢𝑣 ∉ 𝐿}

A finite prefix is a bad prefix if all its extensions violate the specification. A trace

property is then monitorable if all prefixes can be extended to either a good prefix

or a bad prefix. Most notably, this does not mean that every possibility of satisfying

or violating the property must be monitorable, but it suffices if certain traces are

monitorable.

Definition 48. A trace property 𝐿 ⊆ Σ∗ is monitorable if

∀𝑢 ∈ Σ∗. ∃𝑣 ∈ Σ∗. (𝑢𝑣 ∈ good (𝐿)) ∨ (𝑢𝑣 ∈ bad (𝐿)) .

Example 35. Consider the LTL property 𝜑 = 𝑎 ∨ 𝑏. The first part of the formula

is not monitorable: It states that 𝑎 must occur infinitely often on a trace, meaning the

monitor can never conclude if the property is satisfied. However, the second part of 𝜑

is monitorable. For any prefix of a trace, once 𝑏 is observed, the monitor can conclude

that the property is satisfied. Regarding Definition 48, the suffix 𝑣 = {𝑏} can be added

to any prefix to make it a good prefix of 𝜑 .

For trace properties, effective algorithms that are based on this definition have been

introduced to monitor systems against specifications [22]. In this thesis, however, we
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(b) Monitoring hyperproperties sequentially.

Figure 5.3 A visualization for monitoring trace properties in Figure 5.3a and sequentially

monitoring hyperproperties in Figure 5.3b. For trace properties, the monitor computes

for one trace and every time step if the property is satisfied or violated. In the sequential

model for hyperproperty monitoring, an unbounded number of finite traces sequentially

arrive at the monitor. For every new trace, the monitor evaluates the formula for the

set of traces already observed.

address the monitoring of hyperproperties rather than trace properties, meaning that

multiple traces may need to be observed. The way these traces are provided to the

monitor depends on the deployment setting, leading to different monitoring models. We

consider two primary models: The parallel model and the sequential model [95]. In the

parallel model, the number of traces is fixed in advance, and the monitor observes each

time step across all traces simultaneously. In contrast, the sequential model presents

traces to the monitor one after another, incrementally increasing the set of observed

traces over time. In the following, we discuss both models and analyze their implications

for the monitorability of Hyper
2
LTLf properties.

5.2.2 The Parallel Model

In the parallel model, the number of traces (executions) is predetermined and fixed to

a bound 𝑏 ∈ N. At every time step, the monitor observes the next event from each of

these 𝑏 traces simultaneously. Figure 1.3a illustrates this setup. This approach closely

resembles the monitoring of trace properties, where the monitor incrementally receives

additional positions for a single, fixed trace.

In the parallel model, since the number of executions (traces) is fixed in advance,

second-order quantification does not increase the expressive power of the logic. In-

tuitively, quantifying over sets of traces can be reduced to quantifying over a finite

collection of at most 𝑏 traces, which can be expressed using first-order trace quantifi-

cation as in HyperLTL. Formally, for a given bound 𝑏 ∈ N and a Hyper
2
LTLf formula

𝜑 , we can systematically rewrite 𝜑 into an equivalent formula without second-order
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quantifiers, such that the two formulas agree on all sets of traces of size at most 𝑏. To

do this, we use a partial function𝑀 : 𝔙 ⇀ 2
𝑉
that maps second-order variables to sets

of trace variables. The translation ⟦𝜑⟧𝑏,𝑀 is then defined recursively as follows:

⟦𝑎𝜋⟧𝑏,𝑀 := 𝑎𝜋

⟦◦𝜑⟧𝑏,𝑀 := ◦⟦𝜑⟧𝑏,𝑀 for ◦ ∈ {¬, , }
⟦𝜑1 ◦ 𝜑2⟧𝑏,𝑀 := ⟦𝜑1⟧𝑏,𝑀 ◦ ⟦𝜑2⟧𝑏,𝑀 for ◦ ∈ {∧,U,S}
⟦∃𝑋 . 𝜑⟧𝑏,𝑀 := ∃𝜋1, . . . , 𝜋𝑏 . ⟦𝜑⟧𝑏,𝑀 [𝑋 ↦→{𝜋1,...,𝜋𝑏 }]
⟦∀𝑋 . 𝜑⟧𝑏,𝑀 := ∀𝜋1, . . . , 𝜋𝑏 . ⟦𝜑⟧𝑏,𝑀 [𝑋 ↦→{𝜋1,...,𝜋𝑏 }]

⟦∃𝜋 ∈ 𝑋 . 𝜑⟧𝑏,𝑀 :=
∨

𝜋 ′∈𝑀 (𝑋 )
⟦𝜑⟧𝑏,𝑀 [𝜋 ′↢ 𝜋]

⟦∀𝜋 ∈ 𝑋 . 𝜑⟧𝑏,𝑀 :=
∧

𝜋 ′∈𝑀 (𝑋 )
⟦𝜑⟧𝑏,𝑀 [𝜋 ′↢ 𝜋]

In this translation, 𝜑 [𝜋 ′↢ 𝜋] means that every free occurrence of 𝜋 in 𝜑 is replaced

by 𝜋 ′. For formulas without quantifiers, the structure remains unchanged. Because

the number of traces is limited to 𝑏, second-order quantification over a set 𝑋 can

be rewritten as first-order quantification over 𝑏 fresh trace variables 𝜋1, . . . , 𝜋𝑏 . The

mapping𝑀 keeps track of which first-order trace variables correspond to each second-

order variable 𝑋 . When handling first-order quantification ∀𝜋 ∈ 𝑋 (or ∃𝜋 ∈ 𝑋 ), we
replace it with a conjunction (or disjunction) over all 𝜋 ′ ∈ 𝑀 (𝑋 ), substituting 𝜋 with

each 𝜋 ′. By induction, we obtain:

Proposition 6. Let 𝜑 be any Hyper2LTLf formula and 𝑏 ∈ N. For any set of trace T with
|T| ≤ 𝑏 we have T ⊨ 𝜑 iff T ⊨ ⟦𝜑⟧𝑏,∅.

Thus, for any fixed bound 𝑏 ∈ N (as in the parallel model), Proposition 6 shows

that monitoring a Hyper
2
LTLf formula 𝜑 reduces to monitoring the first-order formula

⟦𝜑⟧𝑏,∅. Since ⟦𝜑⟧𝑏,∅ contains no second-order quantifiers, existing methods and tools

for first-order logics such as HyperLTL [95] can be directly applied.

5.2.3 The Sequential Model

We now turn to the sequential model, which is the primary focus of this section. In

this setting, finite traces are provided to the monitor one after another, and there is no

fixed upper bound on the total number of traces. This setup is illustrated in Figure 5.3b.

Our approach closely follows the sequential model described in [95] for HyperLTL, but

differs in that we consider traces of finite length. This emphasis on finite traces makes
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our framework and tool particularly suitable for multi-agent system scenarios, where

executions are typically finite and correspond to repeated system runs.

Definition 49. A hyperproperty 𝐻 ⊆ 2
Σ∗ is monitorable in the sequential model if

∀𝑈 ⊆ Σ∗. ∃𝑉 ⊆ Σ∗.
(
∀𝑊 ⊆ Σ∗. (𝑈 ∪𝑉 ∪𝑊 ) ∈ 𝐻

)
∨
(
∀𝑊 ⊆ Σ∗. (𝑈 ∪𝑉 ∪𝑊 ) ∉ 𝐻

)
.

In other words, for every set𝑈 , there exists a set𝑉 such that, after observing𝑈 ∪𝑉 ,
the monitor can provide a definitive answer: Either all further extensions of 𝑈 ∪ 𝑉
satisfy 𝐻 (first disjunct), or all further extensions violate 𝐻 (second disjunct).

Example 36. Consider the common knowledge formula in Figure 5.2. The formula is

monitorable in the sequential model: We can always add traces to ensure that common

knowledge does not hold, i.e., add some indistinguishable trace that does not satisfy 𝑟 .

No matter what additional traces are observed, common knowledge remains violated.

The question of whether a Hyper
2
LTLf formula is monitorable is undecidable:

Theorem 19. Deciding if a Hyper2LTLf formula is monitorable in the sequential model
is undecidable.

Proof. It was shown by Finkbeiner et al. [95] that monitorability is undecidable for

HyperLTL with finite traces in the sequential model. Since HyperLTL with finite-

trace semantics is strictly contained in Hyper
2
LTLf, it follows that monitorability for

Hyper
2
LTLf is also undecidable. □

It is, therefore, not immediately possible to infer amonitor for Hyper
2
LTLf. However,

we observe that we can further strengthen the condition from monitorability to a new

criterion called monotonicity, for which efficient, and more importantly, determined

algorithms exist.

5.2.4 Monotonicity in Hyper2LTLf

Theorem 19 demonstrates that it is impossible to construct a monitoring algorithm for

all Hyper
2
LTLf formulas in the sequential model. Therefore, we restrict our attention to

fragments of the logic where monitoring is feasible. Given a finite set of observed traces,

our goal is to provide amonitoring verdict that remains valid regardless of any additional

traces that may be observed in the future. To achieve this, the satisfaction of the formula

must be preserved under the addition of new traces; in other words, the property must

be monotone. We distinguish between ⊕-monotonicity and ⊖-monotonicity. A formula
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is ⊕-monotone if, once it is satisfied by a set of traces, it remains satisfied as more traces

are added. Conversely, a formula is ⊖-monotone if, once it is violated by a set of traces,

it remains violated regardless of any further traces.

Definition 50. A Hyper
2
LTLf formula 𝜑 is ⊕-monotone (resp. ⊖-monotone) if for any

set of traces T such that T ⊨ 𝜑 (resp. T ⊭ 𝜑), for any larger set T′ ⊇ T, we have T′ ⊨ 𝜑
(resp. T′ ⊭ 𝜑).

A formula is called monotone if it is either ⊕-monotone or ⊖-monotone. For such

formulas, once a ⊕-monotone formula is satisfied (or an ⊖-monotone formula is violated)

by the current set of observed traces, the monitor can immediately conclude that this

verdict will not change, regardless of any additional traces that may be observed in the

future. For example, the common knowledge formula in Example 34 : p. 126is ⊖-monotone: If

the current set of traces violates common knowledge, no additional traces can make

the property hold. In many situations, monotonicity ensures monitorability:

Proposition 7. Let 𝜑 be a Hyper2LTLf formula. If one of the following holds, then 𝜑 is
monitorable.

1. 𝜑 is ⊕-monotone and has at least one finite model (i.e., a finite set of traces T such
that T ⊨ 𝜑).

2. 𝜑 is ⊖-monotone and ¬𝜑 has at least one finite model.

This result is an immediate consequence of the definitions of monotonicity (Defini-

tion 50) and monitorability (Definition 49). Note, however, that the converse does not

hold, even for the first-order fragment of Hyper
2
LTLf.

Example 37. As an example, consider the formula

𝜓 := ∀𝜋.∃𝜋 ′.(𝜋 ≠ 𝜋 ′ ∧ (𝑎𝜋 ↔ 𝑎𝜋 ′)) ∨ ∃𝜋 ′′. (𝑏𝜋 ′′)

and the trace sets T :=
{
{𝑎, 𝑐}𝑚, {𝑎}𝑚

}
, T′ := T∪

{
{𝑐}𝑚

}
, and T′′ := T′∪

{
{𝑏}𝑚

}
. Clearly,

T ⊨ 𝜑 , T′ ⊭ 𝜑 , and T′′ ⊨ 𝜑 . The formula 𝜑 can therefore not be monotone. However, 𝜑 is

monitorable: For every set 𝑈 , we can the trace set 𝑉 :=
{
{𝑏}𝑚

}
, and every extension of

𝑈 ∪𝑉 satisfies 𝜑 (cf. Definition 49).

Our monitoring algorithm leverages monotonicity to deliver definitive verdicts. To

statically check the monotonicity of (sub)formulas, we employ a deductive inference

system reminiscent of a type system. Judgments are written as Γ ⊢ 𝜑 : 𝛼 , where
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Γ ⊢ 𝑎𝜋 : ⊕ Γ ⊢ 𝑎𝜋 : ⊖
Γ ⊢ 𝜑 : ⊕
Γ ⊢ ¬𝜑 : ⊖

Γ ⊢ 𝜑 : ⊖
Γ ⊢ ¬𝜑 : ⊕

◦ ∈ { , } Γ ⊢ 𝜑 : 𝛼

Γ ⊢ ◦𝜑 : 𝛼

Γ ⊢ 𝜑1 : 𝛼
◦ ∈ {∧,U,S} Γ ⊢ 𝜑2 : 𝛼

Γ ⊢ 𝜑1 ◦ 𝜑2 : 𝛼

𝑋 ∈ Γ Γ ⊢ 𝜑 : ⊕
Γ ⊢ ∃𝜋 ∈ 𝑋 . 𝜑 : ⊕

𝑋 ∈ Γ Γ ⊢ 𝜑 : ⊖
Γ ⊢ ∀𝜋 ∈ 𝑋 . 𝜑 : ⊖

Γ ∪ {𝑋 } ⊢ 𝜑 : 𝛼

Γ ⊢ fix (𝑋, 𝜉1, . . . , 𝜉𝑘). 𝜑 : 𝛼

Γ ⊢ 𝜑 : 𝛼

Γ ⊢ Q𝑋 . 𝜑 : 𝛼

Figure 5.4 The inference system used in Algorithm 5 to infer the monotonicity of a

Hyper
2
LTLf formula.

𝛼 ∈ {⊕, ⊖} and Γ = {𝑋1, . . . , 𝑋𝑛} is a set of context assumptions. Here, 𝑋 ∈ Γ indicates

that 𝑋 has a unique model that can only grow as more traces are observed (i.e., its

model is monotonically increasing). The judgment Γ ⊢ 𝜑 : ⊕ (resp. Γ ⊢ 𝜑 : ⊖) means

that, under the assumptions in Γ, 𝜑 is ⊕-monotone (resp. ⊖-monotone). The inference

rules for this system are shown in Figure 5.4. Most rules are straightforward: Atomic

propositions are both ⊕- and ⊖-monotone, temporal operators preserve monotonicity,

and negation inverts monotonicity.

The most interesting cases are the rules for quantification. A formula𝜑 = ∃𝜋 ∈ 𝑋 . 𝜑′

is ⊕-monotone if 𝜑′ is ⊕-monotone and 𝑋 ∈ Γ (i.e., the interpretation of 𝑋 can only

increase): suppose 𝜑 holds for the current set of traces T, meaning there is a trace 𝑡 ∈ 𝑋
that witnesses the satisfaction of 𝜑′. Since 𝑋 ∈ Γ, the set of traces assigned to 𝑋 can

only grow as more traces are observed, so 𝑡 remains a valid witness. Similarly, for

fixpoint-defined second-order variables 𝑋 , their interpretations only expand as new

traces are added, so we include 𝑋 in Γ. In contrast, for full second-order quantification,

we cannot make assumptions about how the interpretation of variables changes with

additional traces, so no assumptions are added to the context. In our inference system,

we start with the context Γ = {𝔖}, since the set of all traces (represented by the special

variable𝔖 ∈ 𝔙) only increases. A straightforward induction yields:

Proposition 8. Assume {𝔖} ⊢ 𝜑 : ⊕ (resp. {𝔖} ⊢ 𝜑 : ⊖), then 𝜑 is ⊕-monotone
(resp. ⊖-monotone).
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Algorithm 5:Monitoring Hyper
2
LTLf formula 𝜑

1 let monitor(𝜑) :=

2 let monMap = computeMonotonicity(𝜑)

3 let T = ∅
4 while 𝑡 = getNextTrace(): // Obtain current execution

5 T = T ∪ {𝑡}
6 let res = check(∅, ∅, 0, T, 𝜑) // Check the current set of traces against 𝜑

7 if res = true and ⊕ ∈ monMap(𝜑) then return SAT // True positive

8 if res = false and ⊖ ∈ monMap(𝜑) then return UNSAT // True negative

It is important to note that our inference system is not complete; that is, the converse

of Proposition 8 does not necessarily hold. Nevertheless, the system enables us to verify,

for example, that the common knowledge property in Example 34 is ⊖-monotone.

5.2.5 Monitoring Algorithm

Algorithm 5 presents our basic monitoring algorithm for a formula 𝜑 . Initially, we

(1) compute a monotonicity map monMap using the inference system from Figure 5.4,

wheremonMap assigns to each subformula𝜑′ of𝜑 a setmonMap(𝜑′) ∈ 2{⊕,⊖} indicating
whether𝜑′ is monotone in the current contextΠ,Δ, 𝑖; and (2) initialize the set of observed

traces T as empty. As the monitor runs, each newly observed trace 𝑡 is added to T,

and we check whether T satisfies 𝜑 by invoking the check function. As discussed in

Section 5.2.4, the monitor can only return a definitive SAT verdict if 𝜑 is ⊕-monotone

and the current traces satisfy 𝜑 , or UNSAT if 𝜑 is ⊖-monotone and the current traces

violate 𝜑 . If neither case applies, the monitor waits for additional traces and repeats.

Incremental Model Checking. At the heart of our monitoring approach is the

recursive model-checking function check, shown in Algorithm 6. Conceptually, the

algorithm check implements the semantics of Hyper
2
LTLf as an executable procedure.

For clarity, we temporarily disregard the code segments highlighted in gray, which

pertain to hashing-based optimizations discussed later in Section 5.2.5. In Line 6, the

function performs pattern matching on the structure of 𝜑 . We present only a subset of

cases here, as the remaining ones follow analogously. When 𝜑 is an atomic proposition,

its truth value can be determined directly (Line 7); for negation, conjunction, and

temporal operators, the function proceeds via the expected recursive calls. For first-

order quantification (Line 9), the function iterates over all traces assigned by Δ. In

the case of full second-order quantification (Line 16), it considers all subsets of T. For
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Algorithm 6: Incremental model-checking

1 let check(Π,Δ,𝑖 ,T,𝜑):=
2 if ⊕ ∈ monMap(𝜑) and ℎsat(Π, Δ, 𝑖 , 𝜑) = true then
3 return true // True positive hashed

4 if ⊖ ∈ monMap(𝜑) and ℎsat(Π, Δ, 𝑖 , 𝜑) = false then
5 return false // True negative hashed

6 let res =match 𝜑 with // Recursive checking of the formula

7 | 𝑎𝜋 : if 𝑎 ∈ Π(𝜋) (𝑖) then return true else return false

8 | ¬𝜑 ′: return (not (check(Π, Δ, 𝑖 , T, 𝜑 ′)))
9 | ∃𝜋 ∈ 𝑋 . 𝜑 ′: // Witness hashing

10 𝐴 = if ℎwit(Π,Δ, 𝑖, 𝜑) = 𝑡 then order(𝑡 , Δ(𝑋 )) else Δ(𝑋 )
11 for 𝑡 in 𝐴: // Try to find witness trace

12 if check(Π[𝜋 ↦→ 𝑡], Δ, 𝑖 , T, 𝜑 ′) then
13 ℎwit(Π, Δ, 𝑖 , 𝜑) = 𝑡 // Witness found

14 return true

15 return false

16 | ∃𝑋 . 𝜑 ′:
17 for 𝐴 ⊆ T: // Try to find witness trace set

18 if check(Π, Δ[𝑋 ↦→ 𝐴], 𝑖 , T, 𝜑 ′) then
19 return true

20 return false

21 | fix (𝑋, 𝜉1, . . . , 𝜉𝑘 ) . 𝜑 ′:
22 𝐴′ = if ℎfix(Π, Δ, 𝑖 , fix (𝑋, 𝜉1, . . . , 𝜉𝑘)) = 𝐴′′ then 𝐴′′ else ∅ // Fixpoint hashed

23 𝐴 = computeFix(Π, Δ, 𝑖 , T, fix (𝑋, 𝜉1, . . . , 𝜉𝑘 ),𝐴′) // Fixpoint computation

24 ℎfix(Π, Δ, 𝑖 , fix (𝑋, 𝜉1, . . . , 𝜉𝑘)) = 𝐴 // Hash the fixpoint

25 return check(Π, Δ[𝑋 ↦→ 𝐴],𝑖 ,T, 𝜑 ′)
26 ℎsat(Π, Δ, 𝑖 , 𝜑) = res
27 return res

fixpoint-based second-order quantification (Line 21), the function computes the unique

fixpoint solution (Line 23) using computeFix, and then recursively checks the remainder

of the formula (Line 25).

Fixpoint Computation. As discussed in Section 5.1.4 : p. 124, fixpoints offer sufficient

expressiveness for most practical properties while being significantly more tractable

algorithmically. Given a set T of 𝑛 traces, the fixpoint can be computed in polynomial

time using Knaster-Tarski fixpoint iteration [203], in contrast to the exponential 2
𝑛

possibilities required for full second-order quantification. Algorithm 7 describes the

fixpoint computation procedure. The algorithm receives the fixpoint formula and the

current candidate set 𝐴 (initially 𝐴 = ∅). The second-order assignment Δ is updated

to map 𝑋 to 𝐴 (Line 2). The algorithm then checks whether 𝐴 satisfies the fixpoint
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Algorithm 7: Fixpoint computation

1 let computeFix(Π, Δ, 𝑖 , T, fix (𝑋, 𝜉1, . . . , 𝜉𝑘 ),𝐴):
2 let Δ′ = Δ[𝑋 ↦→ 𝐴] // Initialization with previously computed fixpoint

3 for ∀𝜋1 ∈ 𝑋1 . . .∀𝜋𝑛 ∈ 𝑋𝑛 . 𝜑step → 𝜋 ∈ 𝑋 in {𝜉1, . . . , 𝜉𝑘 }:
4 for 𝑡1 ∈ Δ′(𝑋1), . . . , 𝑡𝑛 ∈ Δ′(𝑋𝑛): // All possible instantiations
5 let Π′ = Π[𝜋1 ↦→ 𝑡1, . . . , 𝜋𝑛 ↦→ 𝑡𝑛]
6 if Π′(𝜋) ∉ 𝐴 and check(Π′, Δ′, 𝑖 , T, 𝜑step) then // Find member of the fixpoint

7 return computeFix(Π, Δ, 𝑖 , T, fix (𝑋, 𝜉1, . . . , 𝜉𝑘 ), 𝐴 ∪ {Π′(𝜋)}) // Next fixpoint

8 return 𝐴

constraints 𝜉1, . . . , 𝜉𝑘 : For each constraint, it searches for traces 𝑡1 ∈ Δ(𝑋1), . . . , 𝑡𝑛 ∈
Δ(𝑋𝑛) that satisfy the step condition (checked recursively in Line 6). If such a trace is

found, it is added to 𝐴, and the process repeats recursively (Line 7).

Optimizations. Without optimizations, Algorithm 6 evaluates the Hyper
2
LTLf for-

mula on the entire current set of traces, repeating this process from scratch for each

new observed trace. This approach quickly becomes impractical, as the verification

time grows with the number of traces. To achieve efficient monitoring, it is crucial

to reuse intermediate results from previous iterations: When a new trace 𝑡 is added

to the set T, we aim to leverage as much of the prior computation on T as possible.

We identify three main opportunities for such reuse: Caching verification results for

subformulas, caching fixpoint computations, and caching witnesses.

SAT Hashing. Our first optimization is to cache the results of the check function

for subformulas using hashing. Specifically, for any evaluation context (Π,Δ, 𝑖), if a
⊕-monotone (resp. ⊖-monotone) subformula 𝜑 has previously been determined to be

satisfied (resp. violated), then this verdict remains unchanged for all future iterations

under the same assignments. To exploit this, we introduce a hash function ℎsat (initially

empty) that records the outcome for each tuple (Π,Δ, 𝑖, 𝜑), as shown in Algorithm 6,

Lines 2 and 4. For example, ℎsat(Π,Δ,𝑖 ,𝜑) = true indicates that (Π,Δ, 𝑖, 𝜑) is stored in

ℎsat with value true. If no cached result is available, 𝜑 is evaluated and the result is

stored in ℎsat in Line 26.

Fixpoint Hashing. The second optimization involves caching fixpoint solutions. For

any given context (Π,Δ, 𝑖), the fixpoint solution can only grow as new traces are added

to T. Therefore, when recomputing a fixpoint (Algorithm 6, Line 23), it is unnecessary

to start from scratch. Instead, we use a hash function ℎfix to store previously computed
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fixpoint solutions. If a solution for (Π,Δ, 𝑖, fix (𝑋, 𝜉1, . . . , 𝜉𝑘)) is already cached, we use

it as the initial set for the current computation; otherwise, we begin with the empty set

(Line 22). After invoking computeFix, we update ℎfix to map (Π,Δ, 𝑖, fix (𝑋, 𝜉1, . . . , 𝜉𝑘))
to the newly computed solution 𝐴 (Line 24).

Witness Hashing. Our final hashing-based optimization targets the handling of

first-order quantification. In Line 11, all traces in the current model must be considered.

Although this cannot be avoided in the general case, we can improve efficiency by

adjusting the order in which traces are explored. Specifically, when a witness trace 𝑡 is

found, it is cached using the ℎwit hash function (Line 13). During subsequent iterations,

we reorder Δ(𝑋 ) so that the previously discovered witness 𝑡 is checked first (Line 10).

The rationale is that if 𝑡 served as a witness for the satisfaction of a formula ∃𝜋.𝜑′ in a

prior iteration, it is likely to remain a suitable candidate as more traces are added to T;

prioritizing 𝑡 can therefore lead to performance gains.

Prefix and Postfix Trees. Our final optimization enhances all the aforementioned

hashing techniques. Rather than representing the set T of traces as a flat list, we

organize it as a tree structure, grouping traces by their shared prefixes (or postfixes).

This approach offers two main benefits: First, it reduces memory usage, especially when

many traces have overlapping segments. Second, it enables more efficient hashing

operations. For instance, when computing a fixpoint at time step 𝑖 that involves only

future temporal operators (i.e., without past modalities). For the purpose of fixpoint

computation, all traces that share the same suffix from step 𝑖 onward can be considered

equivalent. This allows us to perform computations directly on nodes of the postfix

tree, rather than on individual traces.

5.2.6 Experiments

We have developed an implementation of our monitoring algorithm, including the

optimizations described in Section 5.2.5, in a tool named MoSo. In this section, we show

Table 5.1 We monitor common knowledge in Example 34 for varying trace lengths and

trace numbers (# traces). We report MoSo’s average runtime in seconds (𝒕).

length 20 30 40 50 60 70 80

# traces 35 55 75 95 115 135 155

𝒕 0.51 1.51 5.98 18.40 48.83 111.52 230.71
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# children 2 3 4 5 6 7 8 9

𝒕 0.1 0.2 0.2 0.2 0.3 0.4 0.4 0.4

𝒕noFix 0.1 1.1 TO TO TO TO TO TO

Table 5.2 We evaluate the monitoring of common knowledge in the muddy children

puzzle. The table shows the average runtime of MoSo in seconds (𝒕). For comparison,

we also include the runtime for the non-fixpoint-based encoding of common knowledge

(𝒕noFix). A timeout (TO) is set to 1 minute.

that MoSo is capable of monitoring complex second-order hyperproperties that are

beyond the capabilities of existing monitoring and model-checking tools.

Running Example. We first evaluate the scalability of MoSo with respect to trace

length. Specifically, we monitor the formula from Example 34 : p. 126on traces generated from

the example in Figure 5.2. For each instance, we generate traces of lengths 20, 30, 40, ...,

80 and record the time required to detect a violation for the initial trace 𝑠𝑛𝑟𝑛 , as shown

in Table 5.1. In all cases, the monitor successfully detects that the common knowledge

formula is violated.

Common Knowledge in Multi-Agent Systems. We evaluate our monitor on the

classic muddy children puzzle [81] as presented in Section 5.1.1 : p. 113. In this multi-agent sys-

tem, 𝑛 children participate in rounds of communication to establish common knowledge

about which of them are muddy. Each child 𝑖 is associated with an atomic proposition𝑚𝑖

(indicating if 𝑖 is muddy) and 𝑑𝑖 (indicating if 𝑖 has declared being muddy). We formalize

the property that, after 𝑏 ∈ N rounds of communication (the communication-bound),
the muddiness of all children is common knowledge using the following Hyper

2
LTLf

formula 𝜑mud :

∀𝜋 ∈ 𝔖. 𝑏 fix
(
𝑋, 𝜉1, 𝜉2

)
.∀𝜋1 ∈ 𝑋 .∀𝜋2 ∈ 𝑋 .

∧
𝑎∈{𝑚1,...,𝑚𝑛}

(
𝑎𝜋1 ↔ 𝑎𝜋2

)
,

where 𝜉1 := true→ 𝜋 ∈ 𝑋 , and 𝜉2 is defined as

∀𝜋1 ∈ 𝑋 .∀𝜋2 ∈ 𝔖.
(∨
𝑖∈{1,...,𝑛}

(
∧

𝑎∈{𝑑1,...,𝑑𝑛}∪
{𝑚1,...,𝑚𝑖−1}∪
{𝑚𝑖+1,...,𝑚𝑛}

𝑎𝜋1 ↔ 𝑎𝜋2)
)
→ 𝜋2 ∈ 𝑋 .
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Intuitively, the fixpoint collects all traces that, for some child 𝑖 , are observationally

indistinguishable from 𝜋 during the first 𝑏 steps—that is, traces that match on all atomic

propositions except possibly 𝑚𝑖 . The formula 𝜑mud then asserts that all traces in 𝑋

must agree on the muddiness status of every child. The muddy children system fails to

satisfy 𝜑mud precisely when 𝑏 < 𝑛.

Scalability. To evaluate scalability, we sample random traces for the game with 𝑛

children and use MoSo to monitor common knowledge, setting the communication-

bound to 𝑏 = ⌈𝑛
2
⌉ so that common knowledge does not hold. The runtimes are shown

in Table 5.2. Even as the number of children increases, our monitor efficiently detects

violations of common knowledge. In contrast, existing model-checking approaches for

common knowledge [35] are currently limited to 𝑛 = 4. This demonstrates that moni-

toring second-order hyperproperties provides a lightweight and scalable alternative in

scenarios where full verification is impractical.

Fixpoints vs Second-Order Sets. The muddy children puzzle also demonstrates the

practical advantage of fixpoint-based encodings over general second-order quantifica-

tion. To evaluate this, we monitor the same common knowledge property, but encode

it using unrestricted second-order quantifiers (as in Section 5.1.1). The runtimes for

this non-fixpoint encoding are shown in Table 5.2 (𝒕noFix). With general second-order

quantification, MoSo already reaches a timeout for 4 children, due to the exponential

blowup from enumerating all subsets of traces. This highlights that fixpoint encodings

are essential for scalable monitoring of such properties.

Table 5.3 We depict the (average) number of traces the monitor processes before con-

cluding a violation of common knowledge.

communication-bound
0 1 2 3 4 5

#
ch

il
dr
en

2 1.3 7.0 - - - -

3 2.1 4.5 15.0 - - -

4 2.1 4.2 5.3 31.0 - -

5 2.9 3.9 5.7 33.1 63.0 -

6 4.3 4.3 8.1 12.7 43.3 127.0
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Figure 5.5 We compare the optimizations implemented in MoSo as a cactus plot. The
timeout is set to 60 seconds.

Impact of Communication-bound. The ability of the monitor to detect violations

of the common knowledge formula is strongly influenced by the communication-bound.

As the communication-bound increases, each child observes more information, making

it less likely to sample traces that violate common knowledge. Consequently, the

monitor typically needs to observe more traces before it can conclude that common

knowledge does not hold. To evaluate this effect, we empirically monitor the muddy

children puzzle for different numbers of children and communication bounds, recording

the average number of traces (over 10 runs) required for the monitor to detect a violation.

The results are shown in Table 5.3. Clearly, a higher communication bound leads to an

increase in the number of traces processed before a violation is reported.

Impact of Optimizations. Common knowledge also serves as a useful baseline to

highlight the importance of our hashing-based optimizations. To demonstrate this, we

check the following common knowledge formula

∃𝜋 ∈ 𝔖. fix
(
𝑋, true→ 𝜋 ∈ 𝑋,∀𝜋1 ∈ 𝑋 .∀𝜋2 ∈ 𝔖.(

(𝑎𝜋1 ↔ 𝑎𝜋2) ∨ (𝑏𝜋1 ↔ 𝑏𝜋2)
)
→ 𝜋2 ∈ 𝑋

)
.∀𝜋 ′ ∈ 𝑋 . 𝑐𝜋 ′,

which states that on some path 𝜋 , 𝑐 is eventually common knowledge, given that one

agent observes AP 𝑎 and one agent observes AP 𝑏. We use MoSo to check the above

formula on randomly generated instances with a varying number of traces. We depict

the results in Figure 5.5. We observe that all optimizations improve upon the baseline.
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size 55 70 85 100 115 130

t-sen. 𝒕 1.66 4.08 5.44 38.1 35.52 88.19

# traces 1.03 1.76 3.2 3.91 4.86 5.04

t-ins. 𝒕 45.2 61.45 72.15 112.15 76.5 137.95

# traces 52.15 77.35 98.25 83.95 125.75 104.55

Table 5.4 We analyze the detection of a path from source to target by observing random

paths in randomly generated graphs. For each graph size, we generate 1000 random

traces and report the average number of traces processed by MoSo to reach a verdict (#
traces) as well as the average runtime in seconds (𝒕).

Planning Analysis. In our final experiment, we apply our monitor to the problem of

detecting reachability in a graph by observing random paths. For instance, if we observe

the traces 𝑡1 = abc and 𝑡2 = bbd, we can infer the existence of the trace 𝑡 = abd in the

graph, even if it has not been directly observed. Note that each atomic proposition

identifies a state in the graph. This inference can be naturally expressed using a fixpoint

constraint. We distinguish between time-sensitive (t-sen.) and time-insensitive (t-
ins.) paths. In the time-sensitive setting, two paths can be combined only if they visit

the same state at the same time step. In contrast, the time-insensitive setting allows

combining paths that visit the same state at possibly different time steps. Table 5.4

reports the average runtime and the number of traces required to detect a valid plan.

As expected, the time-insensitive case typically requires fewer traces to reach a verdict,

since more combinations are possible and the likelihood of inferring a path from source

to target increases.



Chapter 6

Discussion

We conclude with a summary of the main contributions of this thesis and an outlook on

both immediate and long-term directions for future research. This thesis demonstrated

that incorporating reasoning about knowledge and information flow fundamentally

improves the design of algorithms for correct-by-construction systems. Focusing on dis-

tributed systems and their necessary decomposition for scalability, we have presented

several new solutions for reactive synthesis, one of the most challenging problems

in formal methods, that explicitly leverage knowledge and information flow. The

improvements in scalability show the potential of knowledge-based approaches for

decomposing distributed systems. To extend our reasoning techniques and algorithms

to more complex properties, particularly common knowledge, we have extended ex-

isting temporal hyperlogics to express second-order hyperproperties. The new logics

and monitoring algorithm lay the foundation for further reasoning techniques and

algorithms to achieve the ultimate verification goal: Formal guarantees for correct

distributed systems.

6.1 Conclusion

Distributed Synthesis. The presented compositional synthesis algorithms introduce

a new class of distributed synthesis methods, where assumptions are formulated in

terms of information flow and expressed as hyperproperties. Unlike previous work, we

concentrated on the necessary assumptions required for assume-guarantee synthesis,

which turn out to be hyperproperties. We developed techniques for analyzing the

necessary information flow between components based only on the desired specifica-

tion. Based on the computed information flow, we showed how to construct effective

information-flow assumptions for both liveness and safety specifications. For liveness
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specifications, we assumed an arbitrary time-bound until which the information was

received. For safety, we compute specification-defined deadlines after which the infor-

mation will be present to the receiver. For both approaches, we designed compositional

synthesis algorithms that leverage these hyperproperty assumptions during the local

synthesis of system components. After the local synthesis, an additional composition

and decomposition step refines the local solutions to overall solutions to the distributed

synthesis problem.

Controller Synthesis. We introduced a novel controller synthesis method that

abstracts away from the specific size of the plant by constructing a universal controller,

one that is correct for any plant where the synthesis problem is realizable. Prophecies,

which are knowledge-based assumptions about the plant’s implementation, enable

optimizations that are independent of the particular plant. When composing with the

explicit plant, these optimizations significantly reduce the exploration of the plant’s

state space. Our results demonstrate that this approach is compositional, complete, and

achieves improved execution times in our experiments.

Logics for Hyperproperties. Knowledge and information flow are hyperproperties

that can be expressed by existing logics for hyperproperties, logics that quantify over

the traces on which relational properties are required to hold, called first-order quan-

tification. Motivated by the property of common knowledge, a shared agreement that is

widely used in the verification of distributed protocols, this thesis extended hyperlogics

beyond first-order quantification, like HyperLTL, by investigating second-order hy-

perproperties. Second-order hyperproperties require quantification over sets of traces

rather than individual traces. We introduced Hyper
2
LTL as a natural and expressive

language for specifying second-order hyperproperties. Hyper
2
LTL provides a general

framework that captures a wide range of relevant hyperproperties, including common

knowledge and asynchronous hyperproperties, which previously required specialized

logics for specification.

Monitoring Second-Order Hyperproperties. We further explored algorithms for

second-order hyperproperties by introducing a monitoring algorithm that verifies

whether a system satisfies a specification during its execution. In a first step, we intro-

duced Hyper
2
LTLf, the first logic capable of expressing second-order hyperproperties

over finite traces. We categorized a subclass of monitorable second-order hyperproper-

ties, for which we designed an algorithm that automatically verifies executions of a

system. Our experimental results demonstrate that the proposed monitoring algorithm
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scales to large problems. Consequently, monitoring complex and practically relevant

second-order hyperproperties, especially in the multi-agent system domain, offers a

promising compromise between rigorous guarantees and scalability.

6.2 Future Work

The key direction for future work is to expand the application of knowledge and

information flow reasoning to a broader range of algorithms for verifying distributed

systems. While this thesis has demonstrated the benefits of such reasoning in the

synthesis and monitoring of distributed systems, similar reasoning principles can

be leveraged to improve general verification techniques, enabling more scalable and

expressive analysis of complex applications. By systematically integrating knowledge-

based and information-flow reasoning into verification algorithms, we can address

major challenges: Compositionality, scalability, and the specification of rich system

properties. This has the potential to advance the state of the art in distributed system

verification in many application domains.

6.2.1 Algorithms

We first outline possible extensions and open problems of the algorithms presented in

this thesis.

Assumptions. While compositional synthesis benefits from the expressiveness of

hyperproperties, synthesizing from hyperproperties is significantly more difficult than

from trace properties. To mitigate this, Section 3.3 : p. 52and Section 3.5 present more practi-

cal approaches that substitute the hyperproperties with approximating trace properties

that can be synthesized more easily. However, this approach is currently limited to

information flow assumptions involving only a finite amount of information in the live-

ness case and information flow assumptions that can be separated into a finite number

of information classes in the safety case. In practice, it is often necessary to handle

cases where an unbounded amount of information must be repeatedly transmitted. We

believe that our method can be generalized to accommodate such scenarios, where the

overarching challenge is the sound approximation of hyperproperty synthesis by trace

property synthesis.

Components. A second important direction is to extend our approach to distributed

systems involving more than two processes. While the two-process scenario allows
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each process’s assumptions to be directly guaranteed by the other, and is a useful proof

of concept for information-flow assumptions, the situation becomes more complex

with additional processes. In such cases, localizing assumptions is more challenging

or may even be infeasible, especially when multiple processes have (partial) access

to the necessary information. A possible solution is negotiation algorithms, where

processes refine assumptions in a turn-based manner. During negotiation, assumptions

can be safely strengthened without introducing contradictions, and components can be

assigned to provide certain information flow. Extending the algorithms in this thesis to

negotiation algorithms is a promising next step for the synthesis of distributed systems

with many components.

Prophecies. Prophecies, as introduced in Section 4.1.3 : p. 96, are a general concept of as-

sumptions over plant behavior. We show that, for safety LTL formulas as goal properties,

we can construct necessary and sufficient prophecies represented by tree automata.

While preserving the completeness of the problem, this is a complex formalism with

little tool support. Obvious next steps include finding prophecy representations that

are similarly useful but easier to minimize and verify, e.g., the branching-time logic

CTL. While CTL cannot satisfy the condition of completeness, CTL formulas are more

succinct and easier to verify than tree automata. Another obvious next step is algo-

rithms for constructing prophecies for liveness. Here, the main problem is to verify

progress in the plant, meaning that the prophecy must include all plants that reach

accepting states arbitrarily late. Finding an algorithm and proper representation for

such prophecies remains an open problem.

Logics. Hyperlogics are actively developed to further support properties in different

system formalisms. Regarding Hyper
2
LTL, the main question is whether there exist

efficient fragments of the language that capture relevant properties and can be verified

easily. Possible underlying systems can include cyber-physical, strategic, and asyn-

chronous systems, where multiple-component systems add another layer of complexity.

While Hyper
2
LTL is most expressive and general, lifting the concept of second-order

properties to large-scale systems, as in hardware and program verification, by adapting

the logic, is interesting future work.

6.2.2 Applications

To conclude, we highlight promising applications of knowledge and information-flow

reasoning for the practical development and verification of systems. These approaches
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have the potential to enhance specification-driven analyses of system requirements

and strengthen verification techniques, particularly in the context of security.

System Development. Our reasoning techniques can have a positive impact on the

semi-automatic construction of correct system implementations. While our work has

demonstrated the effectiveness of these techniques for synthesis, a fully automatic

approach, more practical, application-oriented methods for generating correct solutions

can also benefit from our algorithms: A promising application area is hardware-software

contracts [124], which specify the interface between hardware and software and ensure

certain guarantees. Such contracts have already been adapted to mitigate side-channel

attacks, and information-flow analyses can further enhance their formalism. A similar

perspective applies to programming languages for asynchronous distributed systems,

where components operate independently rather than in lock-step. Widely used lan-

guages for distributed system design, such as P [71], could leverage information-flow

and knowledge-based analyses to improve requirement specification and implementa-

tion evaluation prior to deployment.

Information Flow Security. Information flow security is a primary application

area for hyperproperty specification and verification, and information flow itself was a

key motivation for the development of hyperlogics. Reasoning about knowledge and

information flow enables more nuanced correctness analyses for security properties:

Rather than verifying a single property, one can check whether an attacker knows or

does not know a particular fact, which has important implications for security analysis.

Additionally, analyzing the required information flow for a given functional property

provides a generalized way to determine whether certain information flows are permis-

sible. Any additional information flow, such as that caused by timing side-channels,

should be prevented. For example, in a password checker, the fact that a password

is correct must necessarily be revealed when the correct password is entered; This

represents necessary information flow, which is closely related to declassification [193].

A different potential application area is zero-knowledge proofs [85], distributed systems

that communicate about a shared secret over a public channel, without revealing it

to an observer. Our information-flow analysis is applicable as the components can be

checked to distinguish the different secrets, whereas they should be indistinguishable

for the observer. Lastly, the security of machine learning models that support decision-

making algorithms is widely applied but can unintentionally reveal secret information

about components, e.g., inferring salaries by observing personal attributes in hiring
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algorithms. Monitoring the information flow and the knowledge of observers during

the execution of the hiring procedure could shield this information from an attacker.

Our algorithms can help to further enhance the security of systems both before and

after deployment.
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