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Zusammenfassung

Reproduzierbarkeit und Verantwortung von Forschung sind Grundlage guter Wis-
senschaft, stellen jedoch im Bereich der Websicherheit oft Hiirden dar. In dieser Dis-
sertation beleuchten wir beide Aspekte im Kontext von Web Measurements.

Im ersten Teil konzentrieren wir uns auf Reproduzierbarkeit von Forschung und un-
tersuchen, inwiefern Webarchive als Datenquellen fiir Web Security & Privacy Measure-
ments geeignet sind. Wir vergleichen Datenqualitdt und zeigen grundlegende Probleme
auf, etwa mangelnde Genauigkeit und Defizite mit dynamischen Inhalten. Zur Uberwin-
dung dieser Probleme stellen wir ein neues Vorgehen vor, das Seitenaktivitdten erfasst
und reproduzierbarere Web Measurements ermoglicht.

Im zweiten Teil widmen wir uns der Forschungsverantwortung. Wir betrachten
rechtliche und ethische Uberlegungen bei Web Measurements und diskutieren Per-
spektiven von verschiedenen Expert:innen. Darauf aufbauend skizzieren wir Hand-
lungsstrategien fiir Forschende und demonstrieren diese in einer Fallstudie iiber Access
Control Issues. Abschlieend werfen wir einen Blick auf fithrende Konferenzen und ihre
Ziele und Praktiken hinsichtlich der Forderung verantwortungsvoller Forschung.

Zusammenfassend bietet diese Dissertation Strategien fiir Forschende, um Web Mea-
surements durchzufithren, die sowohl reproduzierbar als auch verantwortungsvoll sind.






Abstract

Reproducibility and responsibility are the foundation of rigorous scientific research,
yet both present challenges for web security and privacy researchers. In this dissertation,
we view these challenges through the lens of large-scale web measurements.

We first focus on reproducibility, exploring how web archives can serve as valuable
data sources for web security and privacy measurements. We analyze which archives
provide the most comprehensive data for researchers, while also highlighting obstacles
these archives present, such as limited accuracy and problems with dynamic content.
To address these shortcomings, we present a new tool and format that captures page
activities, enabling more reproducible measurements.

We then turn to responsibility, examining the legal and ethical considerations in-
volved in measuring web security and privacy at scale. Drawing on insights from an
interview study with legal experts, ethics committee members, and site operators, we
outline strategies one can use when facing these challenges. We demonstrate the appli-
cation of these strategies in a case study on access control issues. Lastly, we take a look
at the side of top-tier conferences, to see what their goals and practices are in terms of
fostering responsible research ethics.

Together, these contributions provide strategies for researchers to conduct web se-
curity and privacy measurements that are both reproducible and responsible.
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1.1. CHALLENGES IN WEB S&P MEASUREMENT RESEARCH

1.1 Reproducibility and Responsibility Challenges in Web
Security and Privacy Measurement Research

Public confidence in science has shown signs of decline in recent years. In the United
States, survey data indicate a decline from earlier levels of trust, particularly following
the periods of high public confidence and attention during the Covid-19 pandemic [142].
While the confidence in science is still stable in Germany, a slight decrease in trust can
also be observed there, most notably among individuals with an intermediate level of
formal education [132]. Populism is being cited as one of the main contributing factors
to this decline [265], yet studies further point to people’s concerns about scientific
views that may not align with their own beliefs, and also to ethical concerns — more
broadly, questions regarding the responsibility of scientists [142]. For example, one
survey shows that only 65% of the surveyed population perceives scientists as acting
ethically, placing this attribute in the middle range compared to other professional
characteristics [142]. In addition, concerns about human error, methodological bias, and
insufficient transparency, and thus about reproducibility of scientific practices, further
undermine confidence in research results [142, 192]. Although scientists cannot directly
influence the broader political dynamics, such as populism, they can strengthen the
credibility of science itself. This requires them to particularly understand more and
care about the responsibility and the reproducibility of their scientific methods.

The questions around responsibility and reproducibility in scientific research are
not new. Historical incidents like the Tuskegee Syphilis Study [30], or the human
studies during World War 11, have demonstrated how scientific progress detached from
ethical responsibility can lead to severe harm. During World War I, Nazi physicians
forced prisoners to undergo inhumane procedures and experiments in the name of clin-
ical research, like extreme freezing or injections of typhus bacteria and other toxic
substances [244, 63]. These abuses caused profound moral concerns about the role of
science in society and prompted a response in the form of the Nuremberg Doctors’ Tri-
als, which in turn led to an increased awareness of ethical issues in research and efforts
to improve oversight, such as the creation of Institutional Review Boards (IRBs).

In a similar vein, a more recent challenge concerns the reproducibility and replicabil-
ity of scientific findings — the so-called reproducibility crisis, also known as replication
crisis [105, 19]. Researchers have found that many published scientific results cannot
be reproduced when other teams repeat the same studies, leading to findings of limited
value. Widespread media coverage (e.g.,[263, 241]) suggests that this crisis may nega-
tively affect public trust in science [202]. At the same time, the crisis has led to efforts
to make science more transparent and reproducible, for example, by encouraging au-
thors to pre-register studies and provide complete access to their study material [202].
Such open science practices have been shown to increase public trust in science [195].
Overall, an ongoing shift in culture within science towards valuing reproducibility more
highly is recognizable [19].

These mentioned issues, often associated with social sciences, are also highly relevant
in the domain of Security and Privacy (S&P) research, a highly applied field embedded
in socio-technical systems involving users and organizations. Incidents such as the
Hypocrite Commit paper [95], in which researchers attempted to submit malformed
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commits to the Linux kernel, as well as voices criticizing the state of reproducibility in
the S&P research domain [205, 71, 126, 57|, illustrate these concerns. In response, an
increasing number of conferences (e.g., [18, 187, 139]) now require ethical considerations
in papers, sections about open-science, and artifact evaluation. Moreover, workshops
about meta research (e.g., [8]) are created, demonstrating an increasing commitment to
self-reflection and continuous improvement within the S&P research domain to address
reproducibility and responsibility challenges.

Reproducibility and responsibility challenges, of course, differ across research fields
within the S&P domain. In this dissertation, we focus on web S&P research, specifically
on measurement studies — empirical analysis of trends such as the adoption of Transport
Layer Security (TLS) or the deployment and effectiveness of the Content Security Policy
(CSP). The Web is a platform used by most individuals daily for activities ranging from
travel planning and social communication to interactions with public administrations
or banks. As an integral part of everyday life, measuring and understanding evolving
issues with S&P trends on the Web is critical to improve how society is protected
against malicious activities (e.g., through informed campaigns that promote TLS or
CSP adoption). At the same time, this ubiquity makes web S&P measurement research
ethically challenging as flaws in methods quickly affect hundreds of thousands of users.
Moreover, the fast evolution of websites and technologies complicates making findings
reproducible; yesterday’s findings may already look different today (e.g., due to the
browsers’ shift from warning to blocking or upgrading mixed content as we learn later).
These challenges motivate a closer look at current practices.

In this dissertation, we address these two central challenges, reproducibility and
responsibility in web security and privacy measurement research, to improve the public
confidence in our research. With respect to reproducibility, we establish an evidence-
based understanding of the problem and propose and evaluate solutions in the form
of web archives and a novel archiving format. On the responsibility side, we look into
the challenges regarding ethics and law in server-side measurement research, broaden
the understanding of how to conduct such type of research in a responsible way, and
lastly analyze what top-tier S&P conferences currently do — and could do — to foster
ethical considerations among S&P researchers. Overall, our goal is to improve the way
web S&P measurement researchers plan and execute their studies to enable them to
deliver impactful results while meeting the highest standard of reproducibility, ethical
responsibility, and thus improve the public confidence in their findings.

1.2 Contributions

This thesis is motivated by the question of how to conduct reproducible and responsible
web security and privacy measurements. To answer this question, we split the question
into two threads. First, we discuss the problems of reproducibility, propose and evaluate
web archives as a solution by analyzing which is the best source for archival data and
whether we can trust their correctness (RQ1). Following observations of issues with
dynamic web content on archives, we then study how an accurate, reproducible, and
general-purpose archiving format for web security and privacy measurements should
look and thus propose a new web archiving tool and format and evaluate its accuracy
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improvements compared to traditional archiving formats (RQ2).

With respect to responsibility, we first discuss ethical and legal challenges in server-
side web measurement research and answer the question of how this kind of research
could be conducted responsibly and lawfully (RQ3). Lastly, we zoom out and ask
the broader question of what our communities’ perceived goals are regarding ethics-
fostering interventions and how top-tier conferences do in regard to promoting ethical
considerations and ethics-fostering interventions (RQ4).

RQ1: What Are the Best Sources of Archival Data Available to Date and
Can We Trust Their Correctness?

To address the reproducibility challenge in web security and privacy measurement stud-
ies, we systematically investigate the potential of using web archives as a reproducible
data source. We first evaluate 38 web archives by querying 5,000 highly ranked do-
mains, demonstrating how the Internet Archive clearly outperforms its competitors in
terms of freshness and completeness. Next, we assess how correct the data on the
Internet Archive is for historical web security measurements, since reproducibility is
only meaningful if the underlying data is accurate. This evaluation highlights several
limitations and potential pitfalls that researchers need to keep in mind. Finally, we
investigate whether recent archival data of the Internet Archive could serve as a sub-
stitute for live security measurements. Our results indicate that archive-based security
and privacy measurements make a promising, reproducible-by-design alternative to tra-
ditional live measurements. At the same time, they show inherent challenges, such as
data originating from various uncontrolled vantage points with unknown configurations,
or dynamically negotiated web content. Based on these findings, we therefore identify
insights and best practices for future archive-based measurement studies.

RQ2: How Should an Accurate, Reproducible, and General-Purpose
Archiving Format for Web S&P Measurements Look Like?

To address the limitations identified in RQ1, we introduce an open-source web mea-
surement tool, WebREC, together with a novel archiving format .web, that extends
common archival data with additional page activities. We first present a comprehen-
sive overview of web measurement and archive tools commonly used in research, along
with their limitations. Based on this overview, we then compare WebREC against ex-
isting tools and show that it is more accurate, as it correctly measures and attributes
events that cannot be captured with existing tools; more general, as its archived data
is reusable for a broad range of measurements without modifications; and comprehen-
sive, as it handles events from all relevant page behaviors. We empirically validate
these claims by replicating past web measurement studies and experiments on track-
ing requests, JavaScript API calls, and DOM event handlers. The results support the
accuracy improvements, especially the coverage of JavaScript APIs. The results show
that .web captures nearly 100% of the analyzed JavaScript API calls, whereas HAR
and WARC archives miss appearances for around 40% of the APT calls. To assess the
practical utility of WebREC and .web for the security and privacy community, we then
analyze in the last part a set of papers presented in a 2024 web crawling SoK paper.
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We find that 70% of the surveyed studies could be conducted using WebREC as is, and
that 48% could directly use .web archives without requiring any new crawling.

RQ3: How Can We Enable Server-Side Scanning Research Within a Frame-
work That Prevents Harm for All Stakeholders?

On the responsibility side, we first need to better understand challenges, potential solu-
tions, and legal and ethical boundaries of web S&P measurements. To this end, we turn
to challenging server-side scanning research and present a qualitative interview study
with 23 participants, including legal experts, members of Research Ethics Committees
(RECs), and website and server operators. The study explores diverse perspectives
through a set of semi-structured questions and five typical server-side scanning scenar-
ios. We complement the findings with a quantitative survey study of website operators,
drawing from 119 responses. Our analysis across these stakeholder groups indicates
that the lack of judicial precedent and the absence of clear ethical guidelines create
substantial obstacles in overcoming the risks associated with server-side scanning. To
support the community in addressing these challenges, we then present best practices
for future server-side scanning research and demonstrate their applicability through a
practical server-side scanning study that adheres to these practices.

RQ4: What Ethics-Fostering Interventions Do S&P Conferences Have and
Need to Achieve Their Ethical Goals?

As RQ3 reveals, the research community lacks clear and widely adopted ethics guide-
lines. We therefore examine how top-tier conferences currently address ethics in practice
and in their reviewing processes. To foster a shared understanding within our commu-
nity and to inform conference-level decisions, we perform a content analysis of 99 calls
for papers of the top four conferences and conduct in-depth, semi-structured interviews
with 20 senior and junior community members, including 10 (former) chairs of programs
and RECs. In these interviews, we explore reasons for ethics procedures, their intended
goals, and discuss participants’ experiences with existing ethics interventions, as well
as potential new approaches proposed by our team. Building on these insights, we then
present four identified goal groups, a collection of existing and proposed ethics-fostering
interventions, and evaluate them against the identified goals and findings from the in-
terviews. To bring the community forward, we argue for coordinated, community-wide
ethics steering efforts and take a first step by introducing an open ethics wiki.

1.3 Open Science

To promote transparency and reproducibility in security and privacy research, we pub-
lish the code and artifacts used throughout this dissertation whenever possible. Some
materials, such as interview transcripts, cannot be made publicly available in order to
protect the privacy of interview participants.

For Chapter 3, we publish our data collection code [87], for Chapter 4 we publish
the pipeline of our experiments [91] and parts of the datasets to Zenodo [90]; full
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datasets that are too large to host are available upon request. To support future web
measurement research, we also maintain and publicly release our measurement tools
from Chapter 4, including WebREC and its associated crawler and query framework [32,
33]. For the qualitative studies (Chapters 5 and 7), we publish supplementary materials
such as interview guides, survey instruments, and codebooks used for analysis in the
appendix (Appendix C and Appendix D) and on GitHub [92, 88].

1.4 Outline

This thesis is organized into eight chapters. Following this introduction, in Chapter 2,
we provide the theoretical and technical background on web technology and measure-
ments, and introduce the concepts related to reproducibility, and responsibility. In
addition to that, we discuss prior work relevant to this thesis. Chapter 3 investigates
web archives as a data source for reproducible web security and privacy measurements.
It evaluates multiple archives, assesses the correctness of archival data for historical
measurements, and analyzes whether recent archival data can serve as a substitute for
live measurements. Following an observation of issues with dynamic data on these
archives, Chapter 4 introduces the new archiving tool WebREC and format .web. It de-
scribes the system design and evaluates its accuracy in comparison to existing archival
formats and measurement tools. Chapter 5 then moves on to discuss to responsibility
in server-side web measurement research. It presents findings from interviews with le-
gal experts, REC members, and web operators and concludes with best practices for
conducting such measurements responsibly. Chapter 6 demonstrates the practical appli-
cability of these best practices and insights through a server-side measurement of access
control issues. Chapter 7 analyzes how top-tier conferences address ethics in practice.
It presents a content analysis of call for papers, and semi-structured interviews with
community members to explore reasons and goals of ethics procedures and to discuss
existing and proposed ethics-fostering interventions. Finally, Chapter 8 concludes this
thesis by reflecting on what we learned about reproducibility and responsibility, and
elaborates on future work.
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2.1. WEB SECURITY AND PRIVACY

In this chapter, we present the background for this thesis and review the relevant
literature. The chapter is organized into four parts. First, we introduce relevant web
technologies and concepts of web security and privacy. Second, we describe what web
measurements are and the methods used to measure them. Third, we examine re-
producibility in the context of scientific research and specific challenges in web-based
studies. Lastly, we define what we mean by responsibility in the context of this thesis
and outline the ethical and legal background that guides our work.

e 2
Contribution of the Author

This chapter compiles background material from all the main papers [P1, P2, P3,
P4, S1] presented in this thesis. These sections were originally contributed by
the thesis author and various co-authors, and have been combined, extended, and
adapted for this overview by the thesis author.

2.1 Web Security and Privacy

To understand web security and privacy concepts, we first give an overview of the core
web technologies. Afterwards, we introduce client-side and server-side attacks, security
headers for mitigating them, and concepts of web privacy.

2.1.1 The Web

The Web began as a decentralized network for sharing information among scientists.
Since then, it has developed into a highly dynamic ecosystem which touches nearly
every aspect of modern life [44]. Still, the core concept is simple: the Web consists
of a vast number of web servers that provide resources and information, which can be
requested and viewed by a web client such as a browser.

2.1.1.1 Hypertext Transfer Protocol

Communication between web servers and web clients is based on the Hypertext Transfer
Protocol (HTTP), a protocol introduced in 1991 by Tim Berners-Lee and first standard-
ized by the Internet Engineering Task Force in 1996 [25]. Via HTTP, a client sends a
request to a server and receives a response back. A request, as in Listing 1, contains a
method, a path, a set of headers, and optionally a message body. The method specifies
the desired action, for example, retrieving a resource (GET), submitting data (POST),
updating a resource (PUT), or deleting it (DELETE). The path identifies the resource
on the server that the client requests or wants to interact with. Headers provide addi-
tional metadata, such as the addressed host (Host), the content length and format of
transmitted data (Content-Length, Content-Type), or response formats expected
by the client (Accept). If present, the message body, following an empty line after
the headers, contains additional data transmitted to the server. In response, the server
returns, as in Listing 2, a status code such as 200 for success, response headers similar
to the request headers, and an optional message body.
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Listing 1 Example for a HTTP Request.

GET /welcome.html HTTP/1.1
Host: example.com
Accept: text/html

Listing 2 Example for a HTTP Response.

HTTP/1.1 200 OK
Content—-Type: text/html
Content-Length: 1337

<!doctype html>
[...]

Early HTTP traffic was transmitted in plain text, meaning that anyone with ac-
cess to the communication channel could read or manipulate the exchanged data. To
address this limitation, the Secure Sockets Layer (SSL) was introduced in 1994 and
later evolved into Transport Layer Security (TLS). TLS provides encryption, authen-
ticity, and integrity protection for HT'TP traffic, commonly known as HTTP Secure
(HTTPS).

Another aspect of HT'TP is that it is a stateless protocol. Each request is processed
independently, and the server does not store information about previous interactions.
To enable stateful interactions such as authentication, modern web applications rely on
additional mechanisms. One common approach is the use of cookies: small pieces of
user-related information are stored on the client side and transmitted via the Cookie
header with each request to the corresponding server. Other mechanisms include au-
thentication headers stored in the browser’s localStorage.

2.1.1.2 Hypertext Markup Language

To present the requested information to a web client in a structured format, the
most common document format is Hypertext Markup Language (HTML). Modern
documents follow the HTML Living Standard [254], maintained by the Web Hypertext
Application Technology Working Group. The standard defines the syntax, semantics,
and processing of HTML.

A typical HTML document (see Listing 3) begins with a document type declara-
tion (<!DOCTYPE html>), followed by a hierarchical tree of HTML elements. Each
element consists of an opening tag and, in most cases, a corresponding closing tag such
as the HTML root element (<html>). Some elements are self-closing elements (e.g.,
<img>, <br>), meaning they do not require a closing tag. Many elements support
attributes that further specify their behavior or reference external resources. For ex-
ample, media elements, such as image and video elements (<img> and <video>), use
the src attribute to indicate the location of the resource to be loaded.
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Listing 3 Example for an HTML document.

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8" />
<title>Welcome Page</title>
<link rel="stylesheet" href="/styles/main.css" />
<script src="/js/main.js"></script>
</head>

<body>
<hl id="header">Hello, Reader!</hl>
<img
src="/imgs/welcome.png"
onload="console.log('Img loaded!")">
<script>
console.log('Document loaded!");
</script>
</body>
</html>

2.1.1.3 JavaScript

To enable dynamic behavior and interactive functionality on a web page, developers
use JavaScript (JS). Typically, JS code is either directly embedded inline within the
HTML document using <script> elements ( Listing 3 in line 15) or loaded from an
external file referenced by a src attribute of a <script> element ( Listing 3 in line
7). If external files are loaded from another domain, they are called third-party scripts.
Another way to execute JS is to trigger it via (user) events with event handlers (e.g.,
onclick or onload). As Listing 3 and Listing 4 demonstrate, such handlers may be
specified directly as element attributes or added programmatically via JS.

JS enables developers to inspect and modify the structure and content of a loaded
HTML document. This is performed through the browser’s internal, in-memory tree
representation of the document, known as the Document Object Model (DOM) [162].
By accessing and modifying DOM nodes, scripts can dynamically update text, insert
or remove elements, or change styling at runtime.

Beyond DOM manipulation, JS provides access to a rich collection of web APIs
that give access to browser and device functionalities. For instance, developers can use
fetch to send network requests, or use the Battery API to retrieve information about
the device’s battery state. These APIs enable web applications to implement complex
behavior within the browser environment.

2.1.1.4 Browser Boundaries

Because web applications can get complex and often handle sensitive data, such as user
session tokens stored in cookies, the Web and browsers require isolation mechanisms
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Listing 4 Example for a JavaScript file.

let t = '"GlzIHRoOYXQgb2YgY3VyaW9zaXR5bEfQ==";
alert (atob ('SGFudGt1Q1RGe215IGNyaWllI"' + t));

const b=document.createElement ("button");
b.textContent="Show Battery";
header.after (b);

b.onclick=()=>navigator.getBattery ()
.then (x=>header.insertAdjacentHTML ("afterend",

T .<p>Battery: ${Math.round(x.level*100)}%</p>"
)) i

to prevent one application from accessing another application’s data. The fundamen-
tal browser-enforced security mechanism for this purpose is the Same Origin Policy
(SOP) [164], which establishes this security boundary at the level of an origin.

An origin is defined as a combination of a protocol, a hostname, and a port. Two
resources are considered to have the same origin only if all three components match.
Under SOP, data owned by an origin is isolated from read and write accesses by scripts
running in a different origin, e.g., a script running at https://foo.com/bar cannot
access the DOM or any storage of a page at https://baz.com.

When a web page loads external JS code using a <script> element, the loaded
script executes with the origin of the rendered page, rather than with the origin from
which the script was fetched. Consequently, such scripts inherit the full privileges of
the including page and can access all resources permitted to that origin. This design
enables the use of external libraries and content delivery via third-party servers, but it
also poses a significant security risk by allowing the inclusion of untrusted scripts.

A related security concern arises when a secure web page (served over https)
includes resources from an insecure web page (served over http). Such inclusions are
referred to as mized content [163]. Because insecure resources are delivered without
encryption, they can potentially be modified by network attackers and thereby attack
the security and integrity of a secure page.

Browser handling of mixed content has evolved over time. Prior to around mid-
2010s, browsers would load insecure JS resources referenced via http on a secure
web page [257, 239]. After this change, such insecure scripts were blocked and no
longer executed on a secure page. This change strengthened the security of the Web
by preventing insecure sub-resources from attacking the integrity of secure origins, yet
made the reproducibility of older experiments challenging.

2.1.2 Web Privacy

With the Web becoming a platform for many of our everyday tasks, like shopping
or banking, the user leaves traces of personal information that reveal aspects of their
behavior, preferences, and identity. Various actors on the Web collect and analyze
such data, often with the goal of enabling user profiling, targeted advertising and other
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forms of behavioral tracking. Privacy can be understood as the ability of individuals
to control how their personal information is collected, processed, and shared [21].

One central privacy risk on the Web is tracking. While there are various forms of
tracking on the Web, in this thesis, we focus only on third-party tracking, a technique in
which activity data is transmitted to external tracking domains. Such data transmission
is typically performed via HTTP requests initiated by loaded (third-party) resources,
such as scripts, images, or frames. With enough data collected across many sites, these
tracking providers can create a detailed profile of the user.

To counter these tracking practices, a variety of privacy-enhancing technologies
exist, such as ad and tracker blockers (e.g., uBlock Origin [84]) or privacy-focused web
browsers (e.g., Brave [31]). These technologies reduce unwanted data collection by
blocking requests to known tracking domains, thereby preventing sites from embedding
such trackers. Request blocking is often based on community-collected filter lists such
as the EasyList [66] or diconnect.me [59].

Privacy also plays a critical role in terms of researchers’ responsibilities. Beyond
technical concerns, ethical and legal aspects must be taken into account. Researchers
often collect, analyze, and store web measurement data and must therefore consider
potential impacts and adhere to data protection regulations, such as the General Data
Protection Regulation (GDPR).

2.1.3 Client-Side Web Vulnerabilities

The large volume of private and confidential data that websites handle makes them
attractive targets not only for tracking companies but also for malicious actors. The
objective of an attacker is usually to find flaws in the implementation of a website and
then either get access to confidential information, break the integrity of information,
or threat their availability (CIA Triad). In this thesis, we do not aim to provide
an exhaustive overview of client-side web vulnerabilities. Instead, we provide a brief
summary of the vulnerabilities mentioned in this thesis and motivate the relevance of
the security mechanisms discussed later.

2.1.3.1 Cross-Site Scripting (XSS)

Probably the most well-known web vulnerability is Cross-Site Scripting (XSS), a vul-
nerability that has been extensively studied in academic research [174, 235, 38, 118,
231, 122, 233, 22|. In an XSS attack, the attacker injects malicious script code into a
web page, causing it to be executed in the context of the victim’s browser and with
the privileges of the vulnerable page’s origin. Such injections may be caused by flaws
in server-side input handling or from insecure client-side logic. They can be reflected
per request or stored persistently on the server or client, enabling attackers to steal
sensitive data, manipulate page content, or perform actions on behalf of the victim.

2.1.3.2 Clickjacking

Clickjacking is a vulnerability in which a victim is fooled into interacting with a hidden
element of another web page [178, 40]. Typically, the attacker embeds the target page
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within a transparent frame positioned above a benign-looking element the victim is
fooled into clicking. For example, an attacker-controlled page may promise free in-
game credits, if a button is clicked, while a transparent overlay causes the click to be
delivered to an embedded YouTube page, resulting in the victim to subscribe to the
attacker’s channel. Although the attacker cannot directly access the victim’s YouTube
data due to SOP, clickjacking still enables unauthorized actions to be performed on
behalf of the user.

2.1.3.3 DOM Clobbering

DOM clobbering is a vulnerability in which an attacker manipulates the structure of
the DOM to overwrite JS variables that the web application uses [180, 116]. By in-
jecting specially crafted HTML elements through unsanitized user input, an attacker
can create DOM nodes with names and identifiers that collide with existing JS vari-
ables, thereby manipulating the code’s execution (e.g., <input name="isAdmin"
value="true"> affects let is_admin = window.isAdmin || false;). This
can lead to security bypasses and enable XSS-like exploitation, even if traditional XSS
is not possible.

2.1.3.4 Cross-Site leaks (XS-Leaks)

Cross-Site leaks (XS-Leaks) are a class of vulnerabilities that enable adversaries to
leak cross-origin information about a user, thereby threatening the user’s privacy [179,
127, 190]. The vulnerability exploits side channels such as differences in response
codes or frame counting. In a typical scenario, an attacker runs JS code on their
controlled page and observes these side channels while making cross-site requests to
learn information about the visiting victim. In the past, attacks demonstrated that
attackers could determine whether a victim is logged in to a targeted private GitHub
account or whether the Google Mail application contains emails with a certain subject.

2.1.4 Client-Side Security Mechanisms

To prevent or mitigate vulnerabilities such as those mentioned above, web browsers
implement many security mechanisms. In addition to the earlier-mentioned SOP and
mixed-content policy, HI'TP security headers play a prominent role in web application
security. These headers are sent in HT'TP responses, setting the additional configurable
security policies that the web browser can enforce. In this thesis, we consider five
security headers, which are among the most popular in the wild. They also received
significant attention from the research community [197, 131, 264, 72].

2.1.4.1 X-Frame-Options (XFO)

The XFO header allows a web page to restrict the set of pages authorized to load it
within an iframe. This is useful to prevent clickjacking or other types of frame-based
attacks [98, 40]. The XFO header (X-Frame-Options) can be set to three different
values: (i) SAMEORIGIN only allows framing on web pages sharing the same origin of
the page setting the header; (i7) DENY entirely forbids framing on every web page; (ii7)
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ALLOW-FROM ori only allows framing on web pages hosted on the origin ori. The last
option is now deprecated and unsupported by modern web browsers.

2.1.4.2 Content Security Policy (CSP)

The CSP header allows a web page to enforce declarative security policies, addressing
a range of different threats [227, 197]. In particular, existing literature identifies three
key use cases for the CSP header (Content-Security-Policy): (i) XSS mitigation:
CSP allows the specification of a set of allowed origins for remote script inclusions and
can block a page’s ability to run inline scripts, inline event handlers, and string-to-code
transformation functions like eval, which are the most common XSS vectors; (i) Fram-
ing control: the frame-ancestors directive of CSP is intended as a modern replacement
of XFO since it allows the specification of a set of origins which are allowed to frame the
page; (iii) TLS enforcement: CSP supports the upgrade—insecure-requests and
block-all-mixed-content directives to forbid plain HTTP requests and enforce
the use of HT'TPS.

2.1.4.3 HTIP Strict Transport Security (HSTS)

As an alternative to CSP TLS enforcement, the HSTS header can be used to enforce the
HTTPS protocol and upgrade all requests made via HT'TP automatically to HTTPS [94,
131]. HSTS uses the max-age directive to specify the duration of protection in sec-
onds, i.e., how long the web browser should perform the HT'TP-to-HTTPS upgrade.
The protection can be extended to all subdomains of the activating host using the
includeSubDomains option. For example, if the homepage of https://foo.com
activates HSTS with max—age equal to 31536000 and the includeSubDomains op-
tion, any request towards a subdomain of foo.com will be automatically upgraded
to HTTPS for one year (31536000 seconds). To prevent attacks against the very first
response before observing the HSTS header, site operators can ask for inclusion in the
HSTS preload list!, which major web browsers use to determine which communications
they should automatically upgrade.

2.1.4.4 Cross-Origin Policies

Attacks like XS-Leaks frequently rely on the attacker having a handle to the victim ap-
plication’s window object [127, 190]. This can be done, e.g., by using the window.open
functionality in browsers to open another domain and using the return value for that
call to observe the other domain’s behavior through side channels and timing. To
protect a site from this, operators can nowadays specify the Cross-Origin-Opener-
Policy (COOP) header [157]. This enables fine-grained control of whether the opener
can retain a handle. It can be unsafe-none, i.e., any opener can keep the han-
dle. Alternatively, it can be set to same—origin, same-origin—-allow-popus, or
noopener—allow-popus, allowing the opener to retain the handle if it shares the
opened document’s origin or other strict conditions.

"https://hstspreload.org/

17


https://hstspreload.org/

CHAPTER 2. BACKGROUND AND RELATED WORK

In addition to COOP, sites can also ensure inclusion behavior for other types of
content, e.g., images. To do so, they can set the Cross-Origin-Embedder-Policy (COEP)
header [156] to either require-corp (requiring cross-origin resources to set the CORP
header), credentialless (ensuring that cross-origin resources are requested without
credentials, i.e., cookies) or unsafe-none (default behavior, it allows any inclusion).

The Cross-Origin-Resource-Policy (CORP) [158], in turn, allows an operator to
disallow access from other origins unless requests are CORS-enabled. CORP can be set
to cross-origin (allowing any page to include the resource), same-origin (only
same-origin pages can embed the file), or same-site.

2.1.4.5 Referrer-Policy

Browsers send along the so-called Referer (sic) header in outgoing requests. This
header indicates the URL of the page that caused the request, e.g., when clicking a
link, it includes the page from which the user came. Similarly, when including subre-
sources such as images or scripts, browsers also provide the current document’s URL.
This has obvious privacy implications, in particular in cases where session manage-
ment is implemented through tokens in the URL. To overcome this privacy threat,
browsers have long since implemented the more privacy-friendly Origin header [159].
Rather than the full URL, this header only contains the document’s origin. With
Referrer-Policy (RP) [161], a web operator can control if the Referer header is sent
along and what information it shall contain. The option unsafe-url sends the
full URL in all outgoing requests. In contrast, origin only provides the origin,
whereas no—-referrer strips the header entirely. Additional policies regulate cross-
origin requests and protocol downgrades: no-referrer-when—-downgrade sends
the full URL if the resource’s protocol is at least as secure the current URL (e.g.,
HTTPS to HTTPS); origin-when-cross—-origin sends the full URL for same-
origin requests and only the origin for cross-origin requests; same-origin sends
the referrer only for same-origin requests; strict—-origin only sends the origin
if the protocol remains the same (and nothing in case of protocol downgrade); and
strict-origin-when-cross—-origin sends the full URL to same-origin resources,
the origin to equal-protocol cross-origin URLS, and nothing in less secure protocols.

2.1.4.6 Permissions-Policy

Permissions-Policy (PP) [160] allows a website a fine-grained control over the APIs
accessible by JS, both for first- and, more importantly, third-party resources. This
allows site operators to constrain the use of sensitive features, such as geolocation or
camera use. For example, by configuring the PP header as geolocation=(self
"trusted.com"), the site’s own origin resources, as well as those in frames coming
from trusted.com, are allowed to access the device’s geographical location. Note that
the policy applies only to documents, i.e., if the first party includes a script from
untrusted.com, it runs in the context of the first party. That is, it has the same
capabilities as the first party (in this case, that script can access the geo location).
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2.1.5 Server-Side Web Attacks

This chapter has so far focused mainly on client-side technologies and security issues.
While crucial to the web ecosystem, a significant part of a web application’s logic runs
and stores sensitive data on the server side. Although web security researchers have
been analyzing client-side vulnerabilities in the wild, studies often avoid analysis of
server-side issues on a large scale due to legal concerns and uncertainties [76].

Server-side vulnerabilities are flaws in the design and implementation of a web ap-
plication’s underlying backend infrastructure. Such flaws can be exploited by attackers
to compromise the earlier-mentioned CIA Triad not only for an individual user, but
potentially for all users of an affected application. For example, XSS, widely studied
on the client side [174, 235, 231, 38], can also be considered a server-side vulnerability
if the vulnerable logic to inject the attacker-controlled data lies in the server backend.
In the following, we present common classes of server-side vulnerabilities.

2.1.6.1 SQL Injections (SQLi)

SQL Injections (SQLi) [119] is a class of server-side vulnerabilities that occurs when
user input is concatenated to database queries without proper validation or sanitiza-
tion. In a vulnerable case, attackers can craft payloads that escape the intended SQL
statement and inject arbitrary SQL commands. Successful SQL injection attacks can
allow attackers to read sensitive data from a database, manipulate information, or, in
the worst case, execute operating system commands to gain full control over the server.

2.1.5.2 Path Traversal

Path traversal [175] is a server-side vulnerability in which attackers can control input
data used to construct file system paths without proper validation or sanitization. It
allows for manipulating path parameters (e.g., by using sequences such as ../) to
escape the intended directory context and access arbitrary files on the server. Attackers
can use this attack to exfiltrate the application’s source code, access sensitive files, or
read other operating system information.

2.1.5.3 Authentication, Authorization, and Access Control Issues

In the context of web applications, authentication refers to verifying a user’s identity,
whereas authorization checks whether a user is permitted to perform a specific inter-
action or access data. Flaws in the implementation of either mechanism can allow
unprivileged individuals to access information or perform actions they are not allowed
to do, so-called access control (AC) issues.

One common instance of this vulnerability class is the Insecure Direct Object Ref-
erence (IDOR) [176]. IDOR vulnerabilities occur when a web application exposes ref-
erences to data objects, for example, via an ID without validating user authorization
(e.g., user 1337 can access /profile/403/messages without permission). Attackers
can exploit this by simply enumerating such IDs and thereby accessing or modifying
data belonging to other users.
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Broken access control vulnerabilities are widespread in practice and regularly ap-
pear among the most critical web security risks [177]. Numerous incidents demonstrate
their impact; for instance, a flaw in Instagram that allowed attackers to access phone
numbers and user details by abusing a contact import API endpoint [93], or a vulnera-
bility in NordVPN that allowed attackers to change user IDs and leak users’ payment
histories [54].

2.2 Web Measurements

Web measurements are a central methodology for understanding the prevalence of
security and privacy flaws and mitigation strategies. Examples of prior work span
from demonstrating the prevalence and impact of critical vulnerabilities like XSS [136,
235], studying mitigation techniques like HTTP Strict Transport Security (HSTS) [131]
and cookie security attributes [35], criticizing fundamental design flaws in policies like
CSP [250, 197], up to studying the adoption of privacy-related issues and regulations
like the web tracking ecosystem [67] and cookie consent banners [146]. Such mea-
surements can be used as empirical evidence in political discussions [210, 213] or the
standardization process of web technologies [253].

2.2.1 Web Measurement Techniques

Researchers use a variety of web measurement techniques. These techniques range
from sending simple HTTP requests with command-line tools like curl to large-scale
crawling infrastructures that orchestrate instrumented browsers like Puppeteer [83].
Observed artifacts typically include HTTP traffic, headers, or JavaScript usage. Each
technique has its own trade-offs, which we discuss in more detail in Chapter 4.2. Despite
their differences, all techniques have one thing in common: they collect and observe data
from a large number of websites (usually using lists such as Tranco [135] or CrUX [200])
to highlight the relevance of the findings.

In the context of this thesis, we distinguish between two broad classes of measure-
ments. Client-side scans collect and analyze client-side artifacts (e.g., security headers
and client-side JS code executions) that are observable within the browser during nor-
mal page execution or under controlled client-side modifications. On the other hand,
we define server-side scans (3S) as an automated series of specially crafted requests
and probes to a large number of web servers and sites to systematically assess them
for specific server-side behavior, such as potential vulnerabilities like SQL injections or
similar vulnerabilities.

2.2.2 Web Archives

Some measurements, in particular longitudinal experiments that aim to understand
behavior from the past and over time (e.g., remote JavaScript inclusion [170], or
CSP [197]), leverage Web archives. Web archives are services that periodically store
copies of public web pages, associate them with their archival date, and make them
available to requesting clients. A variety of archives exist on the Web; however, in
this thesis, we primarily focus on those supporting the standard Memento archiving
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protocol [222, 221]. Our focus on Memento has the advantage of defining a systematic
criterion for identifying existing web archives for use in Chapter 3, with the additional
benefit that they can be accessed using the same standardized protocol.

In addition, we consider Common Crawl as an alternative archival source. Common
Crawl collects large portions of the Web monthly and stores them as snapshots. At the
time of our study, the October 2022 snapshot contained over 2.55 billion pages, with
an index exceeding 2TB, and has been used in prior web security measurements [197,
S4]. The archived content is stored in compressed files containing WARC records with
metadata (e.g., request time, content type, and size) followed by the captured content.

In the area of web archives, there exists academic work; however, it is largely based
on the Internet Archive (IA) alone, without any strong motivation, and provides just
limited insights on how to use it correctly for security analyses. The studies presented
in this dissertation instead consider a plethora of different web archives, compare their
effectiveness and accuracy, and present potential pitfalls of archive-based security mea-
surements. In a sense, our analysis extends to the web security setting prior work on
web privacy by Lerner et al., leveraging the IA to study the evolution of web tracking
from 1996 to 2016 [138]. Their work has already documented challenges in using the
IA, such as the bubble escapes that return responses from the live web. However, we
extend their work by evaluating an extensive list of web archives and not just the TA,
identifying new pitfalls in the use of the IA coming from the existence of different con-
tributors therein, and investigating the use of the IA as a reproducible alternative to
traditional live security measurements.

Further studies also examined the quality and quantity of archival data. Murphy
et al. presented the first validity study of the A with respect to archived web pages,
website age, and website updates in 2008 [165]. More recent studies took a more in-
depth look into the accuracy of archived copies of popular web pages, detecting that
only one out of five pages actually existed as presented [5], and proposed solutions to
mitigate this problem [34, 124]. Remarkably, [5] first suggested the combination of mul-
tiple archives to improve the completeness of web archiving, although at the expense of
temporal coherence. Other work also proposed the use of aggregate information from
multiple web archives: AlSum et al. showed that the top three web archives in their
experiments could provide coverage comparable to their full set of twelve archives [7].
None of these studies, however, studied the use of web archives for security measure-
ments.

Orthogonally, Soska and Christin used archival data to train classifiers for detect-
ing vulnerable websites before they turn malicious [223], while other research teams
identified several flaws in how the IA stored archived data, which allowed attackers to
compromise the users’ view of an archived web page [137, 121]. Though security-related,
these are not related to web security measurements.

2.3 Reproducibility

After introducing the foundational concepts of web measurements, we now turn to the
topic of reproducibility in scientific research. Researchers should take care to make their
studies reproducible, as reproducibility constitutes a fundamental pillar of scientific
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trust. It enables independent verification of results, makes self-correction within the
scientific community possible, and provides a reliable basis for follow-up research [168].

The term reproducibility is often used broadly and inconsistently in the literature.
To address this, several organizations have proposed more precise terminology, including
the U.S. National Academies of Sciences, Engineering, and Medicine (NASEM) [168]
and the ACM [3]. To clarify the goals and scope of this thesis, we adopt their largely
aligned definitions: (i) Repeatability: the same research team can reliably repeat its
own computational results using the same experimental setup; (i) Reproducibility: a
different research team can obtain the same results using the original authors’ artifacts;
(7i1) Replicability: a different research team can obtain the same results using newly
developed artifacts that implement the same experimental methodology.

While replicability represents the ideal case for scientific findings, in this thesis,
we are primarily motivated by transparency aspects and the question of whether inde-
pendent teams can validate prior methods and have the chance to potentially uncover
errors with prior work. Therefore, unless stated otherwise, we focus on reproducibility.

2.3.1 A Brief History of Reproducibility in Science

The reproducibility of scientific research has long been a problem. As mentioned in the
motivation, the reproducibility crisis, also known as the replicability crisis, has become
a defining event in recent scientific history. Concerns about the validity of existing
research findings increased in the early 2000s, most prominently with Toannidis’s 2005
essay “Why Most Published Research Findings Are False” [105]. The essay attributes
unreproducible results to factors such as small study sizes, biases in study designs, and
the publication incentive that discourages the publication of negative findings.

The 2005 essay has sparked a debate that has led to numerous replication efforts
across disciplines. In psychology, for example, researchers tried to replicate 13 clas-
sical and contemporary effects across 36 samples, failing to replicate 3 (23%) of the
effects [125]. Even worse, in cancer research, a study managed to replicate only 6 of 53
“landmark” studies in their field [20]. In economics, replication efforts found that only
one-third of the analyzed top-tier studies replicated successfully [42]. These studies
represent only the tip of the iceberg in documenting the challenges of replicability and
reproducibility across disciplines.

Although often associated with the social, behavioral, and health sciences, repro-
ducibility challenges also affect computer science, including security and privacy re-
search. In the field of usable security, for instance, Klemmer et al. [126] reports that
one-third of analyzed papers omit essential information or artifacts, such as question-
naires or software details, needed to replicate findings. Also in more technical domains,
such as fuzzing research [205] or machine learning in top-tier security conferences [172],
attempts to reproduce prior findings often failed due to poor artifacts. Recent work
further highlights pitfalls in the reproducibility of LLM research in the security and
privacy domain [71]. Finally, research also shows problems with the reproducibility of
web measurement studies, first surveying 117 security and privacy web measurement
papers and second demonstrating in an impact study how minimal experimental setup
changes can substantially influence results [57].
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2.3.2 Reproducibility in Webb Measurement

The challenge with reproducibility in web measurements is that the Web itself was
initially not designed as a scientific instrument for conducting experiments, but rather
as a flexible way to share scientific knowledge and documents. The Web is ephemeral:
what we observe today is not what we will observe tomorrow, as live websites are
routinely subject to changes. The Web is also erratic: different vantage points might
yield different observations of web pages at the same time, due to modern technologies
such as content delivery networks [112]. This means that even when authors tried to
do everything correctly, describe their experiment setup in detail, and share all their
code, other research teams might not be able to reproduce and validate the findings.

This effect is demonstrated by a number of publications. Ahmad et al. first ob-
served that the choice of a specific web crawler might have a significant impact on
web measurements and the inferences drawn from them [4]. Jueckstock et al. simi-
larly showed that specific browser configurations and network access methods might
affect web security and privacy measurements [113]. These works pointed out that web
measurements are generally hard to reproduce, which motivated additional work by
Demir et al. [57]. Their research further confirmed the problem and identified general
guidelines to improve the reproducibility of web measurements. However, not only the
web crawler but also the location it crawls from plays a role in the measured outcome.
In the earlier-mentioned paper [57], the research team presents experiments conducted
from various locations. They show that the USA, EU, and Japan note a variance of
up to 65% affecting privacy measurements due to different legislation. Similar work
shows similar effects for client-side security mechanisms assessing different browsers, lo-
cations, and configurations [198] or differing tracking and ad behavior and thus differing
JavaScript code [113].

All these papers made the important contribution of identifying relevant shortcom-
ings in published research, however, they only provided limited insights in terms of
actionable steps to improve on this limitation. In particular, while guidelines are great
for supporting the reproducibility of the measurement methodology, they do not suffice
to counter the inherent irreproducibility coming from the ephemeral and erratic nature
of the Web. One study [56] even argues that only open datasets can enable reproducibil-
ity in web measurements. Motivated by these observations, this dissertation focuses on
web archives, which offer a promising countermeasure to these challenges.

2.4 Responsibility

In addition to ensuring reproducibility, researchers must act with moral responsibility
to keep public trust. Researchers aim to understand and explain phenomena and make
predictions that can inform the decisions of policymakers, society, or individuals. In
many cases, such knowledge is produced through empirical studies and experiments.
However, as history has shown (e.g., during World War II), not all ends justify the
means, and research activities can have serious implications for individuals. For this
reason, responsibility must be considered an integral part of conducting research.
Responsibility can be understood as the moral obligation to take ownership of the

23



CHAPTER 2. BACKGROUND AND RELATED WORK

foreseeable consequences of one’s actions, especially when those actions affect other
people’s lives, society, or the conditions for future human life [69]. Ethics and ethical
frameworks provide guidance for evaluating what counts as responsible by offering prin-
ciples for judging what is right and what is wrong. Kohno, Acar, and Loh [128] provide
a detailed deep dive into the ethical frameworks in security research to which we refer
the interested reader. In our work, the aim is not to define what is ultimately right or
wrong (a philosophical challenge discussed for hundreds of years), but instead, our goal
is to understand what people within and outside the security and privacy community
think about the ethics of security and privacy research and web measurement, and
about ways to foster ethical thinking within the community. Relevant ethical concepts
are therefore introduced and clarified as they arise throughout this dissertation.

To provide more background on this topic, the following sections offer a brief
overview of ethics and ethical considerations in security and privacy research, and
outline the closely related German legal context relevant to web measurement research.

2.4.1 Ethics in Security and Privacy Research

The importance of research ethics became widely recognized following the Nuremberg
trials after World War II. It was a reaction to unethical (and criminal) medical and other
human-subject experiments conducted in Nazi Germany [211]. The 1945 Nuremberg
Code led to ethical principles and guidelines, such as the Belmont Report [245]. In an
attempt to support researchers struggling with these complexities, many universities
have established Institutional Review Boards (IRBs), often also known outside the
US as Ethical Review Boards (ERBs). IRBs serve as independent committees that
evaluate research methods involving human subjects. They review research proposals,
provide constructive feedback, and suggest methodological improvements to ensure
ethical standards. The significance of IRBs is growing, as many academic conferences
now ask for IRB approval for research involving human subjects — a development that
has led to new proposals for how such boards should be structured [58].

Still, security research often encounters unique ethical dilemmas that extend beyond
direct human interactions [128, 182]. Due to the nature of the digital world, these
studies may have broader, indirect implications for individuals, often not recognized
by IRBs. For example, the Encore paper [36], which was IRB approved, raised ethical
concerns in the review process, as the research method potentially led to browsers
of individuals living in suppressive regimes sending requests to censored websites [39,
110]. Similarly, the Hypocrite Commits paper [262], in which researchers introduced
vulnerabilities into the Linux kernel, triggered extensive ethical debates and was finally
withdrawn from the conference’s proceedings [95].

In response to such incidents, leading computer security conferences like the USENIX
Security Symposium (USENIX Security) [37] and the IEEE Symposium on Security
and Privacy (IEEE S&P) [100] have implemented Research Ethics Committee (REC).
Equipped with a more profound understanding of the ethical nuances in security re-
search than IRBs, these committees discuss moral aspects of submitted papers and help
clarify ethical questions before making a decision on a paper’s acceptance. In contrast
to IRBs, RECs only evaluate submitted research and thus do not prevent potentially
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harmful research in the first place.

Security and privacy researchers have also tried, even before these prominent cases,
to better understand the concerns within the community. The first papers discussing
research-ethics concerns and proposing corresponding standards came from the network
community [60, 61]. This early work and some informal debates surrounding it led to
the Menlo Report [14] and its companion [63]. It is a major framework document
promulgating ethical principles for all Information and Communication Technology
(ICT) studies, including S&P research, and is still referenced today.

Since the early papers in the network research community, the interest in ethics
has further increased within the S&P community. The body of domain-specific work
is growing in areas such as network measurements [181, 182], with our work in 3S
research [P2], and censorship research [110]. The community has also discussed ethical
implications of using datasets of illicit origin, such as password leaks [243]. Ethical
considerations emerged even in areas where they may not be self-evident, for example,
with regard to cryptographic research [194]. These papers often argue for controlled
pre-tests before experimenting on live systems, informing participants in advance and
obtaining their consent, practicing mindful and minimized data collection, considering
broader societal implications, and engaging in responsible, coordinated vulnerability
disclosure.

Another body of work reasons about research ethics through the lens of concrete
cases. Kohno, Acar, and Loh [128] use the philosophical construct known as trolley
problem to discuss ethical dilemmas that can arise in S&P research, pointing out that
there is often no consensus on morally acceptable decisions in S&P research. Macnish
and van der Ham [143] highlight problems affecting institutional aspects of research
ethics, in particular the lack of technical expertise in IRBs. They ground their criti-
cism in two concrete cases: the academic Encore study [36] and the industry-related
MedSec case [224]. Both groups advocate for an active discourse regarding ethics in
cybersecurity research to raise awareness of these problems.

Ramulu et al. [188] study this discourse by inquiring how ethical reasoning is prac-
ticed within the S&P research community. They analyzed how ethical considerations
are reported in papers published in 2024 and interviewed authors about research ethics
and its challenges. Their findings indicate that ethics in S&P research is often difficult
to define, very context-dependent, and commonly guided by the researchers’ instincts,
prior research, and personal experience. Interviewees further mentioned a lack of for-
mal guidance about what is considered ethical and reported difficulties in identifying
relevant stakeholders. Chapter 7 builds on this work. It re-examines and contextual-
izes several of the findings by empirically identifying a set of perceived ethical goals
for the S&P research community. Based on this goal-centered perspective, we further
discuss in our interviews new interventions aimed at structuring and advancing ethical
discourse and practice within the community.

Zhang et al. [268] analyzes how ethical considerations are reflected in security pa-
pers, specifically focusing on discussions of IRB approvals and other references to ethics.
Its authors further surveyed researchers in China about their understanding of ethical
principles, IRBs or similar boards, and recommendations for ethical considerations in
security research. They recommend domain-specific best practices, ethics courses at

25



CHAPTER 2. BACKGROUND AND RELATED WORK

universities, and obtaining ethical advice from peer reviewers. However, the paper
leaves some open questions, such as how to establish ethics standards within our com-
munity and how the community could provide more technical assistance to researchers
in terms of ethics. We take up these questions in our interviews and address them in
Chapter 7.

While prior work has discussed challenges to ethical research practices in security
and privacy research and proposed improvements, domain-specific considerations for
the web measurement domain remain underexplored. Moreover, taking a broader per-
spective, there is limited discussion of an explication of goals that these practices are
intended to achieve within the S&P research community. Similarly, little attention has
been given to evaluating the ethics-related procedures that conference organizers design
and implement.

2.4.2 Ethics Practices at Conferences

In this dissertation, particularly in Chapter 7, we discuss general ethics-fostering prac-
tices at the leading S&P conferences. As such, we define all activities of individual or
collective actors within conference contexts in which they consider, discuss, and evolve
the ethical aspects of S&P research.

These practices are implemented in the form of research ethics-fostering interven-
tions which constitute specific institutionalized and formalized efforts to modify pat-
terns of actions, specifically behavior or decision-making regarding ethics in our research
community. They include formal mechanisms and policies introduced by conferences to
promote ethical reflection and accountability, e.g., a section in calls for papers, research
ethics committees, or standardized review forms that include ethics-related items.

For review forms, we speak of ethics-fostering instruments as concrete operational
tools such as evaluation scales, qualitative feedback fields, and ethics information for
authors and reviewers.

For simplicity, we use the terms ethics interventions and ethics instruments through-
out this dissertation. When we speak of ethics without any further qualifications, this
refers to research ethics.

2.4.3 Legal Aspects of Web Measurements

Part of conducting responsible research is ensuring that it is carried out within the
bounds of the law [14]. While web measurement research on client-side issues (e.g., se-
curity headers) can largely be conducted in a legally safe manner using the researchers’
controlled browser, for server-side issues, it is more challenging. Prior work has shown
that uncertainties in legal regulations can create a chilling-effect, where security re-
searchers avoid certain types of research, e.g., 3S, due to the concerns about potential
legal repercussions [76]. Indeed, legal action has been taken against researchers in the
past [12, 145, 85].

The legal permissibility of 3S research is highly complex, as such scans are typically
performed at a large scale over the Internet, potentially affecting many jurisdictions.
Since this dissertation includes interviews with legal experts from Germany, we use the
German legal framework as an illustrative example to outline potential legal challenges
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researchers may encounter when conducting 3S. Germany follows a civil law system
rooted in Roman legal tradition, and thus primarily relies on legal codes as its main
source of law. As a member state of the EU, its legal system is deeply embedded in
EU legislation and judicial institutions.

Criminal Offenses. German criminal law is mainly laid down in the German Criminal
Code (Strafgesetzbuch, StGB [79]); Bohlander [27] provides an introduction. Offenses
potentially committed via 3S activity include data espionage (Sec. 202a StGB), which
is the unauthorized circumvention of access protection to data not intended for the
perpetrator and “specially protected against unauthorized access.” Sec. 202b criminal-
izes “phishing,” defined as “[the unauthorized interception of data] not intended for [the
perpetrator] by technical means from non-public data transmission” [...]. Sec. 202c¢ pe-
nalizes preparatory actions to data espionage and phishing. Due to its wide applicability
that also covers the creation of software that could be used for hacking with malicious
intent, it has been dubbed the “hacker provision” and widely criticized [45, 80]. The
potential for harm caused by 3S research opens the door to offenses related to property
damage. Sec. 303a (data manipulation) punishes “/w/hoever unlawfully deletes, sup-
presses, renders unusable or alters data [Sec. 202a (2)]” and 303b (computer sabotage)
interference “with data processing operations [...] of substantial importance” conducted
by means including acts under Sec. 303a (1) or 202a (2) or “destroying, damaging,
rendering unusable, removing or altering a data processing system or a data carrier”.

Damages. Further, researchers could be held liable under civil law for harm caused
through 3S activity. Damages can be issued based on German tort law, as codified in
Sec. 823 of the German Civil Code (Biirgerliches Gesetzbuch, BGB [78]). This requires
an intentional or negligent unlawful violation of another person’s right, including prop-
erty, or alternatively, a breach of a statute intended to protect another person, such as
criminal law provisions.

Other. Aside from these fundamental legal risks, server-side research could be at odds
with other more specialized areas of law, including data protection law. In Germany,
this comprises European laws including the GDPR [70], but also data protection laws
at the federal and state level, which, in turn, may constitute additional offenses and
legal bases for liability.
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This chapter is based on “You Call This Archaeology? Evaluating Web Archives
for Reproducible Web Security Measurements” [P1]. Stefano Calzavara, Alvise Ra-
bitti, and Ben Stock designed and executed a pre-study for this work. Building on
this, Florian Hantke, Stefano Calzavara, Moritz Wilhelm, and Ben Stock designed,
(re-)executed further experiments, and analyzed the collected data. Ben Stock
mainly implemented experiments evaluating what the best sources of archival data
is, Florian Hantke primarily implemented the correctness and live-data analysis,
with support from Moritz Wilhelm. Stefano Calzavara and Ben Stock supervised
the study. All authors contributed comments and text to individual sections.

3.1 Motivation

As described earlier, web measurements are a popular tool in the security and privacy
community for assessing the prevalence of vulnerability classes like XSS, the adoption of
state-of-the-art mitigation mechanisms such as CSP, and whether security and privacy
best practices like security.txt are gaining traction in the wild. However, experiments
are hard to design reproducibly due to the ephemeral and erratic nature of the Web.

Looking beyond the field of web measurements to other research areas such as
machine learning, many fields benefit greatly from shared and reusable datasets. Be-
sides enabling true reproducibility, such datasets encourage incremental improvements
(instead of “reinventing the wheel” for each paper) and allow results to be easily, ob-
jectively, and accurately compared across papers (instead of results that are specific
to particular measurement tools and per-study datasets). But what reusable datasets
could we use in web S&P measurement research?

In this chapter, we address this question and explore a solution to design repro-
ducible web measurements — a global archive of web data. Past web security and
privacy measurements have made use of web archives to study historical and longitudi-
nal studies to understand the evolution of technologies [170, 138, 232, 197]. We suggest
that these archives are already an effective countermeasure to the ephemeral and erratic
nature of the Web as they periodically crawl web pages and archive a copy, which is
later made available to requesting clients, thus enabling everyone to access the same
data and reproduce findings easily.

Although the idea of using web archives for web security measurements has been
explored in the past, prior work has only focused on applying them for historical mea-
surements. Yet, we are interested in the correct use of these archives for reproducible
measurements. We focus on three leading questions:

o What are the best sources of archival data available to date, and how can we
compare their effectiveness? Prior security studies are all based on data from the
Internet Archive (IA) alone, with the exception of [197], which also used Common
Crawl (commoncrawl.org) as a second data source. However, these are not the
only available options. The idea of web archives is, in fact, so well established that
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the Memento protocol provides a standard access interface to archival data [222,
221] and more than 30 web archives are included in the Memento Time Travel
project in 2022.! Having multiple data sources may be useful to improve the
coverage of archive-based measurements with respect to different domains and
historical periods, hence their quality should be rigorously evaluated.

e Can we trust the correctness of archival data and, in particular, the security con-
clusions drawn by their analysis? Prior studies normally assumed archival data to
be largely correct, most notably due to the lack of a ground truth. While assum-
ing that archives operate correctly sounds like an acceptable practice, we are not
just concerned about archives failing at crawling time, exhibiting buggy behavior,
or being actively tampered with, but we are also interested in the bias introduced
by the over-reliance on a specific archive. Indeed, each archive operates from a
specific vantage point and by means of periodic snapshots. Hence, the points of
view of different archives might legitimately be different and biased.

o Can we leverage recent archival data as an effective substitute for live data for web
security measurements? Although web archives have been used for historical mea-
surements, they have never been used to emulate traditional live measurements.
Still, if recent archival data closely matched live data (at least in terms of the
enabled security inferences), archive-based measurements could be a viable, re-
producible alternative to otherwise ephemeral live measurements. This approach
might enable new web measurements that are easily reproducible by design.

We thus make the following contributions in this chapter:

1. We systematically analyze a set of public web archives with respect to the quantity
and freshness of their archival data collected from January 2016 to July 2022. Our
analysis shows that the IA dominates all competitors, crawling more domains and
doing so more frequently. Notably, combining the IA with all the other analyzed
archives only gives a negligible additional coverage. Hence, the use of the IA as
a single source of archival data is a plausible option (Section 3.2).

2. We assess the correctness of the data available in the TA for historical security
measurements. Our analysis is based on two case studies (security headers and
JavaScript inclusions), where we identify a few subtleties and pitfalls that may
affect the correctness of security inferences (Section 3.3).

3. We investigate the feasibility of performing web security measurements on top of
the data from the IA in place of traditional live data, i.e., we assess whether one
can make live web measurements reproducible by using archival data, temporally
close to the live measurement date. Our experiments show that archival data
are crawled often enough to support fine-grained analyses, enable reproducibility,
and allow one to draw security inferences close to those of live data, while also
revealing important limitations of archive-based approaches (Section 3.4).

!The project was taken offline in 2026; however, the data remains available here: https://web.
archive.org/web/20250829170432/https://timetravel .mementoweb.org/
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4. We distill insights and best practices for future archive-based security measure-
ments based on the results of our systematic investigation (Section 3.5).

3.2 Assessment of Existing Web Archives

In this section, we measure the effectiveness of different web archives with respect to
the quantity and freshness of their archival data.

3.2.1 Archive Selection

Besides Common Crawl, we consider a public list?> of web archives supporting the
Memento protocol, provided as part of the Memento Time Travel project. We parse
the list to collect a set of 64 API endpoints from 38 web archives and we perform a
preliminary experiment to identify a set of archives for our study. In particular, we
contact all the endpoints to access archival data for the homepage of the top 5,000
domains in the Tranco list [135] downloaded on February 25th, 2022 (ID Z2QWG). We
ask for data archived on July 15th, 2022, with a connection timeout of 40 seconds. Note
that, since web archives may provide both older and newer content than the requested
date in their responses, we are not penalizing archives that did not crawl the Web
around July 2022.

At the end of our experiment, we associate to each endpoint a corresponding num-
ber of hits, i.e., the number of domains for which we successfully received a response
from the archive; the more hits we get, the better the archive provides coverage of pop-
ular domains. However, this information alone is moot because archival data are not
necessarily fresh enough to support useful conclusions. We thus recompute the num-
ber of hits for the different archives after setting a mazximum temporal threshold of six
weeks on the collected responses, i.e., if the temporal distance between the requested
date and the archival date (available in the Memento-Datetime header) exceeds six
weeks, we disregard the archival data. We use the term fresh hits to refer to hits within
the temporal threshold. Note that, since archives may return responses archived on a
later date than the requested one, the six weeks threshold actually enforces a rather
large window of twelve weeks (+6 weeks). We argue that any archival data falling out
of this window is useless for realistic web measurements as it would be too far away
from the requested date.

We report all endpoints which had at least one hit in Table 3.1, along with their
number of hits and fresh hits. The table is sorted by the decreasing number of hits and
supports several interesting observations. First, although we contacted 38 endpoints,
only 13 endpoints had at least one hit, i.e., roughly two-thirds of the tested endpoints
are likely outdated, leading to timeouts or other types of failures for all requests sent. As
for the remaining endpoints, the four worst-performing ones are operated by libraries
and museums, hence they likely index just a small number of resources of interest,
i.e., at most 379 domains, amounting to around 8% of the Tranco top 5,000. These
archives are certainly not amenable for general web measurements. As for the other
nine endpoints, we exclude the End of Term Web Archive because it turned out to be

’http://labs.mementoweb.org/aggregator_config/archivelist .xml (visited in 2022)
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Archive ‘ API Endpoint ‘ Hits Fresh Hits

End of Term Web Archive http://eot.us.archive.org/e | 4,061 3,713
ot/ [DATE]/ [URL]

Internet Archive https://web.archive.org/we | 4,061 3,713
b/ [DATE] / [URL]

Archive-It http://wayback.archive-it.o | 3,531 2,786
rg/all/[DATE]/ [URL]

Arquivo.pt https://arquivo.pt/wayback | 3,412 338
/ [DATE Jmp_/ [URL]

Library of Congress http://webarchive.loc.gov/a | 2,496 O
11/ [DATE]/ [URL]

Croatian Web Archive https://haw.nsk.hr/wayback | 2,064 202
/ [DATE] / [URL]

Stanford Web Archive https://swap.stanford.edu/ | 2,020 96
[DATE]mp_/ [URL]

Archive-It (10702) http://wayback.archive-it.o | 1,948 0
rg/10702/ [DATE] / [URL]

Icelandic Web Archive http://wayback.vefsafn.is/w | 1,846 986
ayback/ [DATE] / [URL]

York University Digital Library https://digital.library.yo | 379 216
rku.ca/wayback/ [DATE] / [URL]

Bibliotheksverbund Bayern https://langzeitarchivieru | 50 1
ng.bib-bvb.de/wayback/ [DATE
1/ [URL]

Bibliotheque et Archives nationales | https://waext.bang.qgc.ca/w | 42 0

du Quebec ayback/ [DATE]/ [URL]

Museum of the Czech Web https://wayback.webarchiv.| 1 1
cz/wayback/ [DATE] / [URL]

Table 3.1: Working endpoints of the different Memento-based web archives, with their
corresponding number of hits (for 2022-07-15). The shaded rows represent archives
which are further evaluated in this work.

a mirror of the more popular IA and a second endpoint of Archive-It, which indexes
just a subset of its resources. The seven archives we consider for further evaluation
are shaded in gray in the table. Note that all the shaded archives show an appropriate
performance in terms of the number of hits, i.e., they archive data from a significant
amount of domains, but some provide just a low number of fresh hits. The reason we
do not filter them more aggressively is that even archives with very few fresh hits in
2022 may still be useful for historical measurements performed in previous years.

3.2.2 Coverage and Freshness of Archival Data

Our analysis covers a six-year timeframe from January 15th, 2016, to July 15th, 2022,
and is based on periodic archival snapshots of the Tranco top 5,000, taken every twelve
weeks. For this experiment, we store all responses in our dataset, but discarded re-
sponses lacking the Memento-Datet ime header because we have no information about
their freshness.

For each archive and snapshot, we count the number of fresh hits, i.e., hits for which
the archival date is within +6 weeks from the requested date. Note that the chosen
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Figure 3.1: Number of fresh hits for different archives

window ensures that all the content fetched from the archives was archived between two
consecutive snapshots (twelve weeks away) while avoiding overlaps between snapshots.
This is important for meaningful measurements, otherwise a snapshot for June 2020
might, e.g., retrieve data archived in December 2019. Figure 3.1 shows the number of
fresh hits for different archives over time. The figure shows that the IA performs much
better than all the other archives across all the temporal snapshots that we considered.
To further highlight the superiority of the TA, the figure shows in the “Combined”
line the number of fresh hits that we would achieve by combining the TA with all the
other archives: as we can see, the advantage enabled by the introduction of additional
archives is negligible. Finally, the figure also shows that the performance of archives is
not always invariant over time and some archives show significantly worse performance
in 2022 than in 2016. This is interesting because one might expect that some of the
popular domains in the recent Tranco list that we use were not so popular in 2016 and
hence were not crawled by the archives. As it turns out, however, some archives just
slowed down archiving over time or even stopped doing that entirely, e.g., the Library
of Congress does not seem to crawl fresh data anymore. For Common Crawl, the July
2022 snapshot was still not added at the time of our data collection, leading to its line
stopping one snapshot earlier.

To better investigate the freshness of archival data, we report in Figure 3.2 a box
plot of the temporal distances between the requested dates and the corresponding
archival dates observed for fresh hits in our dataset. We consider all snapshots which
were available for any of the requested dates. The figure shows that the IA could serve
fresh archival data for most of our requests, because its distribution is strongly skewed
towards 0, i.e., the requested date and the archival date coincide in most cases, while
the other archives suffer from larger fluctuations in general. An exception is Archive-
It, which also has a high density around the requested date; this archive covers fewer
domains overall (see also Figure 3.1), but for those covered, it provides a high freshness.
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Figure 3.2: Distribution of the observed gaps between requested date and archival
date for different archives

3.2.3 Impact of Domain Popularity

Our previous experiment just provides a partial picture of the state of archives because
it is based just on the top 5,000 domains of Tranco. To mitigate this bias, we randomly
sample 5,000 domains from Tranco (which includes one million domains) and we create
a new list of domains with varying levels of popularity. We use stratified random
sampling for this task, i.e., we randomly sample 500 domains from each of the ten
buckets of 100k domains from the full Tranco list. We then collect two snapshots for
the top 5,000 domains of Tranco and the random list of 5,000 domains, one at the
beginning (January 15, 2016) and one at the end (July 15, 2022) of our time window.
The reason why we consider two snapshots is because we showed that the performance
of archives is not invariant over time. We finally compute the number of hits, the
number of fresh hits, and the average temporal distance between the requested date
and the archival date. As it turns out, the IA is the only archive that is powerful
enough to provide reasonable performance on the random set of domains sampled from
Tranco because it could provide fresh data for around 2,700 domains in both snapshots
(roughly 55%); as for the other archives, the best result was 341 domains (7%). Note
that we exclude Common Crawl here given that it does not provide a feasible and
cost-efficient way to query for all available snapshots, but rather those within a small
time window. Hence, it could only ever produce fresh hits.

Most security papers conduct analyses on the top 10k or top 100k [197, 40, 170].
Notably, however, a few studies also focus on the entirety of the top 1M domains [251,
133]. Hence, we investigate the utility of the analyzed archives for the long tail of
domains. For that, we analyze the hit rate per sampled 100k bucket in Figure 3.3.
The figure shows that the IA is again superior to all its competitors for all buckets.
Note that, although Archive-It and Arquivo.pt apparently show good performance on
the top 100k domains, their performance drops when focusing on fresh hits. The only
archive able to provide fresh hits for a significant number of domains across the Tranco
top 1M is again the IA.
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Figure 3.3: Hit rates across popularity buckets

3.3 Historical Security Measurements

We now focus on the correct use of the IA for historical security measurements, as
performed by prior work which measured the evolution of different web security aspects
over time [170, 232, 197]. We just focus on the IA because we showed that it is
unquestionably superior to its competitors in terms of both coverage of domains and
content freshness.

3.3.1 Methodology

We investigate the quality of the data available in the IA to assess the correctness of
historical web security measurements performed on top of them. We are particularly
concerned about the bias that might be introduced by the over-reliance on this single
data source, since prior research showed that web measurements can be influenced by
the choice of a specific vantage point [57, 198]. Our first idea to investigate this was
the following: for each snapshot in our dataset, compare the data from the IA against
the temporally closest data returned by an independent data source, i.e., any other
web archive considered in our prior evaluation. Unfortunately, this simple idea does
not work, because the IA is so much better than its competitors that it is impossible
to find fresh (£6 weeks from the requested date) independent data for comparison in
the vast majority of cases.

We thus leverage the observation that the IA actually aggregates information from
multiple data sources (including some of the archives in Table 3.1). For each stored
response in the IA, the corresponding source filename is given in the x—archive—-src
header. A source is a collection of multiple responses provided by the same contributor.
Feeding this filename to the Metadata API (https://archive.org/metada
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ta/<source>) shows more information about the source, such as the contributor
or the crawler name. Since the TA aggregates data from multiple contributors, we
can cross-compare its data to reason about the bias coming from the use of specific
contributors. In particular, while we cannot directly request and cross-compare data
from various archives with the IA as we originally planned, we can reason on how
different contributors (including archives) inside the IA might affect our historical view
of the Web. Concretely, for each URL v and timestamp ¢, we collect up to 20 additional
nearby snapshots, where with “nearby” we mean within +5 days from ¢; we denote with
N (u, t) such set of archived responses, called neighborhood. Since all the responses in the
same neighborhood are close in time, we expect them to coincide in the vast majority
of cases, thus enabling their comparison. We perform both syntactic comparisons,
where we compare the raw content of responses up to straightforward normalization of
dynamic elements (e.g., CSP nonces), and semantic comparisons, where we compare
the security inferences drawn from the collected data. This way, we can estimate both
the quality of the available data and the sensitivity of web measurements with respect
to small temporal drifts - an essential property for their generalization.

Our investigation is performed on the top 5,000 domains of Tranco, using the
archival data of the TA from January 2016 to July 2022, collected as described be-
fore (including all response status codes). We focus on two significant case studies:
security headers and JavaScript inclusions. These case studies are representative be-
cause security headers received considerable attention in the literature [250, 131, 40]
and some historical measurements even used archival data [232, 197]. As for JavaScript
inclusions, a prior study [170] used the number of remote hosts used for script inclu-
sion as valuable information to reason about JavaScript security because any script
included in a web page runs within its origin and inherits the corresponding privileges,
hence script inclusion from a single malicious host is enough to completely compromise
security. We perform a similar analysis at the site level rather than at the host level
because the notion of site better captures the concept of a third party [229]. We also
investigate the prevalence of trackers among the sites used for script inclusion, similar
as performed in prior work [138]. Note that although we borrow from prior work to
design case studies worth considering, our focus is different: we are primarily interested
in the result of such measurements to reason about the correctness of archival data and
historical analyses performed over them. Hence, we do not dive deep into the historical
implications of the results themselves, but we rather check how the use of data in the
IA may affect (and have affected) such experiments to provide methodological advice.

3.3.2 Security Headers

We first use the TA to investigate the deployment of security headers in the wild from
2016 to 2022.

3.3.2.1 Syntactic Analysis

Our first experiment focuses on the syntactic differences in header values observed
within neighborhoods (after header normalization). The graphs in Figure 3.4 plot the
average and maximum number of different header configurations observed in neighbor-
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Figure 3.4: Maximum and average number of different security header configurations
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41



CHAPTER 3. EVALUATING WEB ARCHIVES FOR REPRODUCIBLE WEB SECURITY
AND PRIVACY MEASUREMENTS

hoods over time. We include only neighborhoods that make use of the specific header
at least once. Thus, the graphs show that the newer headers have only been appearing
regularly for the last three years. They also show that the more recent headers show a
less stable trend for the average differences. This can be explained by the low number
of neighborhoods that use these headers (Table 3.2), i.e., already a few differences have
high impact on the average. Nevertheless, the average number of different header val-
ues is close to 1 for all headers, i.e., responses within one neighborhood largely agree
w.r.t. the configuration of security headers. This is a positive finding because it means
that the bias coming from the use of specific contributors of archival data is limited
when measuring this aspect. However, the maximum number of different header values
within one neighborhood can be much higher than the average: we found neighborhoods
where XFO was configured in 5 different ways, CSP was configured in 16 different ways,
and HSTS was configured in 6 different ways. In contrast, the other five headers only
show a maximum of three different configurations, likely due to their simpler syntax.

We now investigate which fraction of neighborhoods may observe syntactic differ-
ences for the respective security mechanisms. The second group of lines in Table 3.2
shows this: we find that across all headers, at least 10% of the neighborhoods have
at least two configurations. The second line highlights that many sites are affected in
multiple snapshots since the number of affected sites is much lower than the affected
neighborhoods. Notably, though, the vast majority of syntactic differences originate
from the respective header not being observed in some snapshots. This has signifi-
cant implications for works that rely on syntactic changes (e.g., [197]), which should
in future work aggregate multiple data points in neighborhoods rather than relying
on singular snapshots. The more mature headers, such as XFO, HSTS, and CSP, are
more coherently deployed within one neighborhood. Newer mechanisms like COEP and
COOP show much higher variance within one neighborhood: in Chapter 3.4, we show
that this is related to the fact that these headers are not always collected correctly by
the TA, due to specific behavior of Google-owned servers acting as early adopters, thus
skewing results.

We discuss a few examples where we observed different header configurations within
one neighborhood:

e Some XFO headers are incorrectly populated with different numbers of occur-
rences of the same directive, e.g., DENY vs. DENY, DENY. This wrong configuration
of the web server may lead to a lack of framing control in legacy browsers [40].

e Some CSPs make use of nonces without putting them within single quotes, as
required by the standard, leading to different header values even after our nor-
malization routine (which only operates on correctly quoted nonces). This wrong
configuration may void mitigating capabilities for XSS or introduce breakage in
web applications.

e Some HSTS headers make use of dynamic max—-age values, hence different header
configurations are archived upon multiple crawls. This dynamic behavior was
already observed for live data in the past [198].

Again, a measurement that considers only singular requests could suffer from errors.
Instead, we recommend collecting multiple responses for a single snapshot (neighbor-
hoods) and aggregating them to improve robustness, as discussed in this section.
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| XFO CspP HSTS COEP
Nbh. setting header at least once 38,417 14,463 31,090 26
- Sites setting header at least once 2,646 1,399 2,464 9
Nbh. w. syntactically different headers | 3,870 (10.1%) 2,587 (17.9%) 3,486 (11.2%) 12 (46.2%)
- Affected sites 1,133 (42.1%) 716 (51.2%) 1,044 (42.4%) 6 (66.7%)
- only because of missing header 968 (36.4%) 398 (28.4%) 832 (83.8%) 6 (66.7%)
Nbh. w. semantically different headers | 3,555 (9.3%) 1,210 (8.4%) 522 (1.7%) 9 (34.6%)
- Affected sites 1,077 (40.7%) 377 (26.9%) 210 (8.5%) 5 (55.6%)
- only because of missing header 938 (35.4%) 250 (17.9%) 141 (5.7%) 5 (55.6%)

(a) XFO, CSP HSTS, COEP

| coop CORP PP RP
Nbh. setting header at least once 157 163 1,451 6,780
- Sites setting header at least once 48 47 437 875
Nbh. w. syntactically different headers | 72 (45.9%) 36 (22.1%) 272 (18.7%) 704 (10.4%)
- Affected sites 35 (72.9%) 18 (38.3%) 168 (38.4%) 313 (35.8%)
- only because of missing header 29 (60.4%) 16 (34.0%) 162 (37.1%) 275 (31.4%)
Nbh. w. semantically different headers | 3 (1.9%) 16 (9.8%) - 505 (7.4%)
- Affected sites 2 (4.2%) 4 (8.5%) - 223 (25.5%)
- only because of missing header 2 (4.2%) 3 (6.4%) - 193 (22.1%)

(b) COOR CORR PR RP

Table 3.2: Neighborhoods (Nbh.) affected by different header configurations

3.3.2.2 Semantic Analysis

We next abstract from purely syntactic differences between header values and focus on
measuring the security guarantees offered by the headers. In particular, we consider
the following definitions of security:

e XFO: we consider an XFO header to be safe if and only if it provides some
restriction on framing, i.e., framing is forbidden on some origins. Concretely, we
consider an XFO header safe when it is set to SAMEORIGIN or DENY. We do not
consider ALLOW-FROM safe because it is unsupported by modern browsers and
was never supported by Chrome in the first place, so its effectiveness in practice
is questionable.

o CSP: since CSP has three use cases, we consider different definitions of safety: (7)
XSS mitigation: the CSP does not suffer from trivial bypasses, e.g., the CSP does
not allow script inclusion from any web origin as required by the definition of safe
CSP in [41]; (74) Framing control: similar to XFO, we require the policy to provide
some restriction on framing, i.e., stop framing on some origins; (iii) TLS enforce-
ment: we require the policy to use either the upgrade-insecure-requests
or block—-all-mixed-content directives, which have the same effect of for-
bidding plain HTTP communication.

e HSTS: we consider an HSTS header to be safe if and only if it satisfies the neces-
sary conditions required for inclusion in the HSTS preload list, i.e., the max-age
directive is set to a duration of at least one year and the includeSubDomains
option is activated.

« COOP, COEP, and CORP: since COOP is meant to restrict access from cross-
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origin openers, we argue that same-origin and same-origin-allow—popups
are deemed safe, while unsafe-none is deemed unsafe?. Similarly, COEP and
CORP are unsafe when set to unsafe—none and to cross—-origin.

e For RP, the primary threat model is to not leak sensitive URL parameters to
third parties. Therefore, unsafe-url and no-referrer-when-downgrade
are deemed unsafe, whereas all other values are deemed safe.

Finally, for PP, there is not clear binary choice between safe and unsafe configura-
tions. Therefore, rather than attempt to come up with an arbitrary definition, we omit
it from further analysis.

Based on these definitions of safety, responses in N(u,t) can be partitioned in a
safe subset N (u,t) and an unsafe subset N~ (u,t), and we can estimate how much the
responses in N (u,t) agree with respect to safety by computing the Gini impurity score

as follows: N ) )
. |INT(u,t)] |IN~ (u,t)]
Gini(N(u,t)) =1 ( N D) ) < N D] )

The value of Gini impurity ranges from 0, when all the responses in N (u,t) belong
to the same class, to 0.5, when responses are equally split between the two classes. We
first estimate the number of cases where the Gini impurity is greater than 0: these cases
can compromise the correctness of security measurements because different responses in
the same neighborhood enable different security inferences. The results for each security
mechanism are shown in the lower three rows of Table 3.2. Across all neighborhoods,
we find that between 1.7% (for HSTS) and 34.6% (for COEP?) are impure, i.e., they
contain observations which have differing security implications. We note, compared to
the fraction of impure neighborhoods, that a higher percentage of sites that deployed
the respective mechanism at least once are affected. However, the results also show
that for the vast majority of sites, this is because they were simply missing the header
in at least one snapshot. Considering how many sites are affected (in a potential
longitudinal measurement, e.g., [197]), we find that relying on a single snapshot for

each site threatens the validity of measurement results. We further study the reasons
for these cases in the following section.

3.3.2.3 Attribution of Differences

To investigate why such significant differences occur between neighbors, we identify the
response feature f which contributes the most to impurity by computing the informa-
tion gain (reduction of Gini impurity) obtained by splitting N (u,t) in two subsets (i.e.,
safe and unsafe) based on the value of f. We consider the following features of the
responses as potentially important for Gini impurity:

1. Contributor: different contributors of archival data might influence the response
content due to its vantage point and generic reasons, e.g., bugs in a crawling
script;

2. Status code: for example, error pages might enforce different security policies than
normal web pages;

3noopener—-allow-popus was only introduced after this study was conducted.
“COEP likely is an outlier due to its low prevalence.
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3. Final origin: different origins (after redirects) may point to different applications,
enforcing different security policies;

4. Archival time: changes to security policies might occur even in our short time
window of ten days.

Note that this analysis does not come without caveats. First, multiple features may
contribute to explaining the same security difference: for example, different contributors
may be redirected to different origins due to their geolocation. We address this issue
by considering all these features as equally important when they lead to the same
information gain. Moreover, it is also possible that none of the considered features
leads to a clear information gain: when none of the features leads to an information
gain of at least 0.1, we do not perform any attribution.

Figure 3.5a shows that the contributor is the most important feature to explain
security differences within neighborhoods for almost all the headers, followed by the
status code. The final origin and the archival time play a less significant role in the
attribution of security differences (except for HSTS and CSP-TLS). We observe that:

1. The impact of the contributor is significant, yet it can be mitigated by restrict-
ing the set of trusted contributors within the web measurement. In our dataset,
we observe that many responses (24%) do not bear any information about their
contributor, which is set to NULL. Remarkably, the NULL contributor is the
one that contributes to explaining most of the contributor-related security dif-
ferences, i.e., it often disagrees with the other contributors. Web measurements
can be made more robust by filtering out the NULL contributor: this does not
significantly affect the feasibility of historical analyses, as less than 3% of the
considered neighborhoods include only data provided by this contributor.

2. The impact of the status code is significant, yet it can be easily mitigated by
focusing just on responses with a specific status code, e.g., in the 2XX class.
Figure 3.5b shows a variant of Figure 3.5a where we only keep responses with 2XX
status code. As we can see, the picture is not very different, and the contributor
is still the most important feature to attribute security differences even when
filtering out error pages.

3. The impact of the final origin is often limited, yet it should be zeroed out in correct
web measurements. This particularly holds true for measurements related to TLS
enforcement (CSP-TLS and HSTS), for which the results show it as having high
explanation power. This is to be expected, given that, e.g., HSTS headers have no
meaning when sent through HTTP. While different recipes may be used to select
the final origin to analyze, e.g., its inclusion in Tranco, it is important to ensure
the chosen final origin is always the same across the web measurement because
the TA aggregates responses for different final origins under the same URL.

4. The impact of the archival time is often limited in our time window of ten days.
We can nevertheless further limit the impact of archival time by making neigh-
borhoods smaller, e.g., using a time window of just five days.
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Figure 3.5: Feature importance for the attribution of security differences within neigh-
borhoods (that show at least one difference)
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Figure 3.6: Script inclusion statistics for third-party sites

3.3.3 JavaScript Inclusions

In this section, we use the A to investigate the state of JavaScript inclusions. We focus
on inclusions from remote sites, given their security implications according to SOP. To
this end, we parse the static HTML content available in our dataset and collect every
URL that is loaded in any script element. Additionally, we use this information to
estimate the prevalence of web tracking in the wild (as done in [138]). In particular,
we tag a site as a tracker if it belongs to the Disconnect [59] or EasyPrivacy [66] filter
lists to estimate how often web trackers are included in popular websites.

In our first experiment, we measure how the average number of remote sites used
for script inclusion changed over time. This is shown in Figure 3.6. The plot has three
lines: the first one uses the responses which are temporally closest to the analyzed date,
while the other two lines show the union of sites detected in each neighborhood (i.e., a
site appeared in at least one snapshot within the neighborhood), and the intersection of
detected sites (i.e., a site appeared in all snapshots within the neighborhood). This way,
we can estimate upper and lower bounds for the sets of sites used for script inclusion,
thus estimating the bias coming from the use of the specific data point corresponding to
the temporally closest date. All three lines in the plot show that the number of remote
sites used for script inclusion did not change a lot over the years. However, although
the lines agree on the general trend, the actual number of detected sites may differ.
At most, we detect 8% fewer sites when taking the temporally closest response instead
of the union of sites, while we detect 12% fewer sites when taking the intersection of
sites instead of the temporally closest response. We thus recommend using multiple
data points within a neighborhood to make web measurements more robust, e.g., by
reporting lower and upper bounds, as discussed in our experiment.

We now zoom in on the prevalence of trackers over time. In particular, we plot how
many of the trackers of Disconnect and EasyPrivacy were found at least once in our
dataset at different points in time. This is shown in Figure 3.7a. The plot uses the
same three types of observations (temporally closest, union, and intersection) as before.
The figure shows that the number of unique trackers observed over the years appears to
be decreasing. Figure 3.7b additionally shows that the number of websites that do not
include any tracker has been slowly increasing over the years. In particular, it shows
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Figure 3.7: Prevalence of web tracking in the wild based on archival data
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2016 2022
static dyn. static dyn.
Average number of trackers 1.95 6.80 1.71 7.23
Average number of remote inclusions 3.41 6.63 3.51 7.04
Unique trackers 465 851 405 899
Websites with trackers (total) 1,497 1,931 1,481 1,855
Websites with trackers (perc.) 73.89% 95.31% | 73.10% 91.56%

Table 3.3: Static vs. dynamic crawls of the |A for the set of 2,026 sites available in both
2016 and 2022

the percentage of websites that do not include any tracker directly peaked at around
40% in 2022. This trend seems counterintuitive at first glance. However, prior work
showed that as of 2021, more than 60% of websites dynamically load third parties [229].
With this in mind, we conjecture that our original focus on static HTML content was
introducing a bias in our findings.

We thus implemented a dynamic approach and crawled the archived pages from our
previous experiments using Chromium via Playwright. Due to the nature of modern
websites (e.g., loading additional scripts during execution), the dynamic analysis sig-
nificantly increased the number of requests sent to the IA. Instead of one request per
website, we now measured more than 100 requests per site on average. This increase
in requests for dynamic analyses not only means more use in bandwidth but, more
importantly, it also means a drastic increase in the time it takes to request all websites
and a significant risk of being rate-limited by the IA. Therefore, to put less load on
the TA, we added a 5s sleep after each page request and conducted our experiment just
on the oldest and the newest snapshot in our experiments, i.e., January 2016 and July
2022. Despite all the care put into preventing rate-limiting, our crawler still frequently
got responses with status code 429 (Too Many Requests). Therefore, we could only
compare 2,026 sites. This shows that large-scale analyses of dynamic HTML content
are particularly difficult to perform using the IA, which is a significant bottleneck.

Regardless of the bottleneck, we highlight the importance of dynamic approaches
for some measurements (e.g., tracking behavior), as the comparison of the static and
dynamic crawls in Table 3.3 shows. The first two rows of the table show the average
number of remote script inclusions and trackers. In both rows and for both years, the
crawler was able to find more trackers with the dynamic approach compared to the
static approach. The other rows in the table show a similar picture for the number of
unique trackers and the number of websites with trackers. Importantly, the dynamic
crawl revealed that the number of websites that include some tracker is much higher
than expected according to the static crawl. While both 2016 and 2022 statically show
around 73% of sites with trackers, the dynamic ones reveal 95% and 92%. Counterin-
tuitively, the number of sites with a tracker also seems to decline in the dynamic crawl
of 2022 (albeit the fluctuation is similar to what was observed in [138]). To confirm
the correctness of the IA, we ran another experiment, visiting both live and archived
versions of an April 2023 sample of sites. For the overlapping sites which returned a
200 status code in both live and archived versions, 1571 (archived) and 1574 (live) sites
contained trackers, thus confirming the accuracy of the IA.
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3.4 Live Security Measurements

We now investigate whether archive-based measurements can be a feasible and repro-
ducible alternative to traditional live security and privacy measurements. We just
focus on security headers here since our previous experiments showed that JavaScript
inclusions need to be studied dynamically, which would put even more load on the IA.

3.4.1 Stability of Live Data

The TA operates by means of periodic snapshots and cannot crawl every website every
day. Its view of the Web is potentially coarse-grained: any change taking place between
two consecutive snapshots cannot be observed by the [A, i.e., security can be realistically
measured through the IA only if it does not change too frequently.

To understand whether the granularity of the snapshots taken by the IA makes it a
reasonable vantage point to measure security, we collect live data from the top 20,000
domains of Tranco once per day for fifteen days, and we store them in a local database.
We refer to such live data collections as L; for 1 <14 < 15 and we use the notation L;(d)
to denote the response from domain d in L;, if any. We then assess to which extent
data collected from live domains are stable over our time window, where we say that
domain d is stable in the time window if and only if for every two live data collections
L;, L; we have that L;(d) and L;(d) are equivalent from a security perspective. We
measure the stability of security headers in two ways. Syntactic stability requires
equality over (normalized) header values, while semantic stability just ensures that a
safe header configuration does not turn unsafe or vice-versa. Having a high number
of stable domains is a necessary condition to ensure that security can be meaningfully
measured using periodic snapshots like those taken by the TA.

Figure 3.8 shows how the syntactic stability rate of domains changes across the live
data collections L1, ..., L for increasing values of k. We only compute this rate with
respect to the number of domains making use of a given security header at least once
within that month. The figure shows that syntactic stability is above 98% after fifteen
days for all headers except CSP, while semantic stability (that we do not plot to improve
readability) is even higher, ranging above 99%. The header facing the most changes is
CSP, the most complex mechanism out of those considered in terms of syntax, however,
syntactic stability is above 94% even for CSP. Given this extended period of stability
for the vast majority of domains, we conclude that live security headers can realistically
be analyzed by means of periodic archival snapshots. Recall from Figure 3.2 that the
distance between the requested date and the archival date is normally less than one
day for the IA; hence stability over our conservative time window of fifteen days gives
strong assurance that security can be measured through archival data. Remarkably,
stability does not seem to differ for mature headers such as XFO, CSP, and HSTS and
newer headers such as COOP and PP. This is interesting because one might expect that
less mature headers undergo more changes, for example, as the result of preliminary
testing of header deployment in the wild.
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Figure 3.8: Syntactic stability of security headers found in live data between
22/03/2023 and 05/04/2023

3.4.2 Stability of Archival Data

Measurements performed on top of the IA are expected to be reproducible by design;
however, reproducibility might break when the IA updates its content. On the one
hand, the IA routinely gets updated as the result of its periodic web crawling: even if
data is missing for one exact date, a snapshot close after that date might be crawled. On
the other hand, requesting data for a particular date (rather than an exact timestamp)
might also change the archived content. For example, introducing a snapshot (e.g.,
from Common Crawl) closer to the requested date may lead to a different conclusion
to be drawn with respect to security analyses.
To understand whether the IA can be useful for reproducible measurements, we
ask for the same archival data (based on the same requested day r) for the top 20,000
domains of Tranco once per day for fifteen days, and we store them. We only consider
fresh data archived within +1 days from the requested date r, given our current focus on
emulating live measurements. We refer to such live data collections as A; for 1 <4 <15
and we use the notation A;(d) to denote the (fresh) response from domain d in A;, if
any. We then assess to which extent archival data are stable over time, where we say
that domain d is stable in the time window if and only if for every two data collections
A;, Aj we have that A;(d) = A;(d). This means that three cases can violate stability:
1. Insertions: a snapshot for a previously non-archived domain d has been archived,
i.e., there exists ¢ such that A;(d) is undefined, but A;11(d) is fresh;

2. Updates: existing archival data for a domain d are replaced by new archival data,
i.e., there exists ¢ such that both A4;(d) and A;11(d) are fresh, but the latter has
a more recent timestamp;

3. Deletions: archival data for a domain d become unavailable, i.e., there exists some
i such that A;(d) is fresh, but A4;11(d) returns a response with a status code other
than 200.

The latter two operations are particularly dangerous for reproducibility because they
imply that the exact data used within a web measurement may become unavailable at
a later time. Insertions are easier to deal with during experiment design, given that
researchers can delay their analysis until the data has become stable, i.e., no new
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Figure 3.9: Insertions, deletions, and updates of snapshots

snapshots are added closer to the requested date.

Figure 3.9 shows the number of domains with at least one working (i.e., status
code 200) snapshot over time (as the blue line, with the left y-axis). Note that given
our threshold of +1 day, we only find data for 11,364 domains. Here, we observe that
within the first three days after the requested date, saturation is already reached since
there are virtually no snapshots for domains that lacked a previous entry, i.e., no more
new insertions. Notably, though, we observe three distinct spikes in updates (shown
in the green bars, right-hand y-axis): 1,332 domains, which had been archived before,
get a temporarily closer snapshot on day 1. Moreover, after 2 and 3 days, respectively,
another 1,720 and 1,760 domains receive updates. This can be attributed to the TA
consuming external sources to update its own database. After four days, where a
very small number of domains still undergo updates, further updates are negligible in
number and become invisible in the figure. Note that the figure also indicates deletions,
yet they are always invisible and thus negligible in practice. This leads us to conclude
that by consuming external archives, the IA gets fresher data which only in very rare
cases leads to a previously archived result becoming unavailable, hence reproducibility
is not at stake.

3.4.3 Live Data vs. Archival Data

Having assessed the potential effectiveness of the IA for realistic and reproducible live
security analyses, we run a final experiment to establish whether archival data actually
matches live data. In particular, we perform both a syntactic and a semantic compari-
son between archival data and live data, similar to what we performed when measuring
the stability of live data. For this, we collect live data of the top 20,000 sites for April
14, 2023 and compare it with archival data for that day, collected on April 17, 2023
(taking into account our previous findings about delayed additions to the TA). We then
compare the collected security headers for those URLs with a valid response from both
the live crawl and the archived version. Here, we again rely on the tolerance of +1 day
from the requested date. Since prior work [198] showed that web measurements could
be affected by the choice of a specific vantage point, we perform three different live data
collections from Germany, California, and Australia, respectively, in this experiment.
The results for the security header comparison are shown in Tables 3.4, 3.5, and 3.6.
For each vantage point, the table shows the number of sites successfully visited in both
the live and archived versions, i.e., both returned status codes 200. At first glance, we
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usage syn. diff. sem. diff.
X-Frame-Options 4,923 198 (4.0%) 190 (3.9%)
Content-Security-Policy 2,640 214 (8.1%) 159 (6.0%)
Strict Transport Security 5206 378 (7.3%) 367 (7.0%)
Referrer-Policy 1,845 77 (4.2%) 60 (3.3%)
Permissions-Policy 774 228 (29.5%) 228 (29.5%)

Cross-Origin-Opener-Policy 295 207 (70.2%) 205 (69.5%)
Cross-Origin-Resource-Policy | 93 33 (35.5%) 25 (26.9%)
Cross-Origin-Embedder-Policy | 23 1 (4.3%) 0 (0.0%)

Any header ‘ 6,935 602 (8.7%) 536 (7.7%)

Table 3.4: Germany (9,056 sites): Differences between live data and archival data

usage syn. diff. sem. diff.
X-Frame-Options 4,493 160 (3.6%) 153 (3.4%)
Content-Security-Policy 2,417 162 (6.7%) 118 (4.9%)
Strict Transport Security 4,766 311 (6.5%) 297 (6.2%)
Referrer-Policy 1,741 51 (2.9%) 36 (2.1%)
Permissions-Policy 755 219 (29.0%) 219 (29.0%)

Cross-Origin-Opener-Policy 301 209 (69.4%) 209 (69.4%)
Cross-Origin-Resource-Policy 102 28 (27.5%) 20 (19.6%)
Cross-Origin-Embedder-Policy | 22 0 (0.0%) 0 (0.0%)
Any header | 6,412 512 (8.0%) 447 (7.0%)

Table 3.5: USA (8,487 sites): Differences between live data and archival data

usage syn. diff. sem. diff.
X-Frame-Options 4,465 177 (4.0%) 173 (3.9%)
Content-Security-Policy 2,411 188 (7.8%) 140 (5.8%)
Strict Transport Security 4,746 334 (7.0%) 322 (6.8%)
Referrer-Policy 1,742 54 (3.1%) 40 (2.3%)
Permissions-Policy 754 219 (29.0%) 219 (29.0%)

Cross-Origin-Opener-Policy 306 212 (69.3%) 212 (69.3%)
Cross-Origin-Resource-Policy 101 28 (27.7%) 20 (19.8%)
Cross-Origin-Embedder-Policy | 22 1 (4.5%) 0 (0.0%)
Any header | 6,381 541 (8.5%) 484 (7.6%)

Table 3.6: Australia (8,457 sites): Differences between live data and archival data
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observe that relative to the usage of headers, Germany has the highest syntactic and
semantic differences, closely followed by Australia. US shows the smallest number of
differences. Given the IA is primarily fed from crawls in the US, this is to be expected.
For the following discussion, we thus focus on the differences for the US-based crawl.

Notably, when using the TA or crawling live data, the URL initially visited does not
necessarily belong to the same registered domain as the final URL. As with our previous
analysis, we therefore first looked at cases in which the host of the requested URLs after
redirects matched between live and archive. Out of the 512 cases of differences in the
US analysis, 283 had a differing final origin. As expected, the numbers for Germany
and Australia were even higher (344 and 316, respectively) because of geo-specific
registered domains. Of the remaining 229 domains, 17 had a much older snapshot in
the TA (beyond one day of tolerance). This leaves us with 212 (out of 6,412, i.e., 3.3%)
domains for which no obvious explanation exists.

Looking at the table in more detail, it also highlights that more recent additions of
security headers, such as Permissions-Policy or COOP, show differences of up to 70%
when comparing live with archival data. To understand potential reasons for these
(and all other differences), we investigated the sites affected. This revealed that the
very large majority of domains deploying these newer security mechanisms are Google
domains (google.tld), which selectively send the header or are based on user-agent
sniffing. Based on this finding, we conduct an additional check against all 212 domains
with unexplained header differences; making one request against the live site with the
User-Agent set to archive.org_bot (https://archive.org/details/arch
ive.org_bot) and one pretending to be a recent Chrome browser. This revealed
that a total of 93 sites employed User-Agent sniffing, simply not returning security
headers at all for the TA bot. Of the remaining 119 sites, 34 had a different title (mostly
indicating error pages in one case and the actual site in the other), and further four had
a similar title, yet the content varied significantly (most likely returned from another
server with another configuration). Overall, this leaves us with 81 cases of differences
(across all headers) that cannot be explained. Relative to the number of sites that
deployed any header, this leaves us with 1.26% (81/6,412) without explanation. These
findings are in line with recent work from Roth et al. [198], who showed that 127 out
of 8,174 sites (1.55%) with any security header in their study had seemingly random
differences. Hence, while the TA may show differences of up to 9% compared to live
analysis, researchers can a priori design their experiment to limit the impact or filter
out bogus data (e.g., caused by User-Agent sniffing). This way, the IA can be used to
get similar quality data to live measurements.

3.4.4 Performance Evaluation

The TA can represent a bottleneck for large-scale measurements. In live measurements,
requests are spread across different web servers, while in archive-based measurements,
all the requests are sent to the IA. This also means that the rate-limiting policy of the
IA may hinder the amount of parallelism that would be required to carry out large-
scale measurements in a reasonable amount of time. Of course, testing the rate-limiting
policy of the IA would be unethical because it would necessarily require sending a high
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number of concurrent requests to the TA, which may affect its functionality. We thus
limit our investigation to request duration, i.e., the amount of time passed between the
creation of an HTTP request and the reception of the corresponding HTTP response.

Figure 3.10 shows the distribution of the request time for live measurements and
archive-based measurements from the three vantage points for a total of 13,107 domains
that could successfully be retrieved (both live and archive) from all vantage points.
Requests to the TA are fastest from the US, requiring, on average 3.3s, compared to
3.9s from Australia and 4.0s from Germany. Considering the live requests, which took,
on average 0.92, 1.74, and 0.75 seconds, respectively, we note a significant slowdown for
single requests. Hence, the slowdown varies from 2.2x (Australia) to 5.3x (Germany).
The seemingly lower slowdown for Australia, however, actually relates to the high
latency that occurred for live requests, likely because many popular services primarily
serve customers from Europe and US (and hence optimize their content distribution
accordingly).

3.5 Best Practices for Researchers

Our principled investigation of web archives provides many relevant insights that future
research may leverage.

3.5.1 Sources of Archival Data

We experimentally showed that the TA is unquestionably superior to all its competitors
for web measurements. Compared to other archives, the IA: (i) provides higher coverage
of domains in the Tranco top 5,000; (ii) provides fresher data on average on the Tranco
top 5,000; and (7i3) is the only archive that can realistically generalize beyond Tranco
top 5,000, thus enabling large-scale studies. Moreover, we showed that combining the
information in the IA with additional data sources only provides a negligible advantage
in practice (Figure 3.1). Our analysis thus shows that using the IA as a single source
of archival data is a reasonable choice for archive-based measurements.
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3.5.2 Correct Use of Archival Data

We showed that we can mostly trust the data available in the TA. However, leveraging
it for research purposes is not as straightforward as one might think. In particular, for
syntactic analysis, even for mature headers, measured results might be off for up to
20%. Therefore, our analysis identified several potential pitfalls which may affect the
precision of archive-based measurements, and we thus propose a few recipes to improve
future studies:

1.

The IA aggregates information from multiple sources, hence its point of view of
the Web might not reflect any actual vantage point. To improve the robustness
of web measurements and mitigate the risk of bias, it is useful to collect neigh-
borhoods of temporally close data rather than single data points, using different
aggregation and filtering techniques as discussed in this chapter. Since the major-
ity of incorrect conclusions comes from missing headers (see Table 3.2), checking
more snapshots is a simple way to rectify that issue.

. Different contributors to the IA might disagree with each other. This might come

from their specific vantage point or be attributed to other issues, e.g., bugs in
their data collection. Restricting the set of trusted contributors might reduce
the study’s variance and improve its conclusions’ robustness. Concretely, we
observed that the NULL contributor is the one that is most often in disagreement
with other observations.

. The IA stores responses with different status codes, including error pages. Re-

stricting the focus to 2XX status codes might improve the robustness of web
measurements, although we note that some studies may want to also consider
error pages. For example, XSS protection should also be applied to error pages
to protect the web origin.

. The same neighborhood of archival data might include responses coming from

different origins, yielding responses that are generally incomparable. This is sub-
tler to deal with than status codes because the choice of the final origin to be
preferred is not necessarily straightforward. However, it is crucial to always focus
on the same origin throughout a longitudinal measurement to avoid “apples to
oranges” comparisons between different points in time.

. The dynamic nature of script inclusions and web tracking complicates archive-

based measurements because the static HTML content from the IA only provides
limited insights. Unfortunately, the rate-limiting policy of the IA makes dynamic
analysis via standard web browsers challenging to perform. Requesting just a
subset of resources of interest, e.g., substituting images with placeholders, may
help reduce the amount of traffic generated toward the IA.

3.5.3 Archives for Live Measurements

Our investigation showed that the IA can be used to perform security measurements
that closely approximate traditional live measurements while being easily reproducible
by design. However, archive-based measurements have specific limitations. In particu-
lar, our experiments showed that:

1.
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distance between the requested date and the archival date even drops to zero for
most domains after a few days of waiting. This implies that the archival snapshots
cover popular domains roughly on a daily basis and are thus frequent enough to
measure security because live data exhibit just small security differences even
after a window of fifteen days.

2. When requesting archival content for a given date, the TA does not seem to
undergo content changes after a stabilization window of around four days from
that date. Hence, archive-based measurements performed after stabilization are
largely reproducible. To further mitigate the effect of IA updates, researchers
should share the TA URLs from collect data in addition to original request URLs.

3. Archival data closely match live data from multiple vantage points for the vast
majority of domains and a number of security headers, including XFO, CSP, and
HSTS. This means that archives are almost as good as traditional crawlers for
security measurements to measure security trends when following the previously
mentioned best practices (Chapter 3.5.2), yet they better support reproducibility.

4. Some domains cannot be analyzed by means of the IA as they implement user
agent sniffing, causing different responses for crawlers, which are not representa-
tive of live data. While this practice is not particularly widespread, our analysis
specifically for COOP showed that by a single large entity (i.e., Google) deploy-
ing this mechanism, results could be significantly skewed. This can be accounted
for by testing live domains for such behavior. Such domains can then simply be
skipped to avoid biases.

5. Archive-based measurements are slower than traditional live measurements. The
average overhead of archive-based measurements over live measurements ranges
from 2.2x to 5.3x, depending on the vantage point. Also, the rate-limiting policy
of the TA may impact the amount of parallelism in the crawling phase. Still, con-
sidering mid-to-large scale studies, the increased runtime is offset by the ability to
have reproducible measurement results. Notably, though, given the rate-limiting
enforced by the TA, it is not feasible to replace full-blown dynamic live crawls given
the significant overhead caused by loading vast amounts of resources beyond the
static HTML content.

3.6 Summary

In this chapter, we investigated the use of web archives as an approach to conduct repro-
ducible security and privacy measurements. After showing that the Internet Archive
is more complete and has fresher data than other alternative archives, we analyzed
its correctness by performing historical measurements. We also showed the potential
of archive-based measurements as a reproducible alternative to traditional live mea-
surements. Our analysis identified insights and best practices for future archive-based
security measurements, providing useful guidance to other web security researchers.

While the Internet Archive is a promising source of archival data, we also showed
that dynamic analyses can be difficult to perform on top of it. This brings us to the
next chapter (Chapter 4) in which we design and implement a reliable archiving tool
and format to overcome dynamic challenges for archival data.
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This chapter is based on “Web Execution Bundles: Reproducible, Accurate, and
Archivable Web Measurements” [P3]. Florian Hantke, Peter Snyder, Hamed Had-
dadi, and Ben Stock designed and executed the study. Peter Snyder, together with
colleagues at Brave, developed the initial version of PageGraph, the underlying
technology we build on in this chapter, and contributed core parts to the collec-
tion of tools and techniques in web measurements. Florian Hantke contributed to
PageGraph and its surrounding tooling through bug reports and small code contri-
butions. All authors designed the experiments, while Florian Hantke implemented
and executed them and led the literature review. Hamed Haddadi and Ben Stock
supervised the study. All authors contributed comments and text to individual
sections.

4.1 Motivation

As we have seen in the previous chapter (Chapter 3), dynamic content makes it chal-
lenging to leverage current web archives as all-purpose tools. Besides this challenge
of dynamic content, more fundamental problems exist. For example, consider the fol-
lowing as a demonstrative example to understand how the most common current web
measurement tools and web archive formats invite more errors. If a researcher wanted
to measure how the Web behaved in 2010, the common way would be to use a browser
automation framework like Puppeteer to automate a browser and load a website from
a structured HTTP archive such as a WARC file, the structured archiving format used
by the Internet Archive. Current implementations of Puppeteer use the current ver-
sion of Chromium by default and are incompatible with very old browser versions,
meaning that websites archived in 2010 will be executed in a 2026 (or later) version
browser. However, browser behavior has changed significantly over time, e.g., around
2015 browsers modified how they handle certain “mixed content” resources (see Chap-
ter 2.1.1.4). The effect of this change is that measuring how the Web behaved in 2010
by using modern Chromium versions will cause several subtle but categorical measure-
ment errors. It will under-count JavaScript sub-resource requests while over-counting
the number of failed HTTP requests, among other errors. This is just one example.

Current measurement tools can potentially cause many other errors of this kind, as
well as other entirely different classes of errors. The lack of accurate, general-purpose
web measurement tools and archive formats weakens the field of web security and pri-
vacy measurement in at least the following ways: ¢. by encouraging, or sometimes
requiring, measurement errors; 4. by making it difficult to compare results across mea-
surement studies (since differing results could be introduced by changes in measurement
tools, measurement vantage point, etc.); éii. by preventing accurate and reproducible
historical measurements; and 7v. by consuming an enormous amount of researcher time
on developing similar-but-bespoke measurement tools for each task.

In this chapter, we make a step towards improving the state of security and privacy
measurement in two ways. First, by presenting WebREC, a system for accurately
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measuring how browsers execute websites, in a manner robust to page circumvention,
and covering a broad enough range of browser behaviors (e.g., rendering, network,
script execution, etc.) that WebREC can be used without modification for extensive
measurements. And second, with .web, a novel archival format for recording how a
browser fetched, rendered, and executed a website.

More broadly, in this work, we make the following contributions to the goal of
accurate and reproducible security and privacy web measurements:

1. A comprehensive overview of the web measurement and archiving tools
commonly used in research, along with the limitations, why each is insufficient
for the goal of generating accurate, reusable, achievable web data (Chapter 4.2);

2. The design of WebREC and .web, a reusable tool and format for measuring
and archiving how browsers execute websites accurately and robustly to allow re-

producible measurements beyond what current tools and archival formats provide
(Chapter 4.3);

3. Multiple empirical evaluations of WebREC’s and .web’s accuracy, com-
pared against existing commonly used tools, finding that WebREC more accu-
rately matches baseline counts of events (Chapter 4.4);

4. An empirical measurement of WebREC’s generality, by surveying recent
security and privacy web measurement papers and evaluating which could have
been performed with WebREC directly, or .web archives, avoiding the need to
create new, custom measurement tools (Chapter 4.5);

4.2 Tools and Technigues for Welb Measurements

In this section, we provide a brief overview of existing tools, techniques, and formats
commonly used in web security and privacy measurements, based on a literature review
of top-tier papers, such as those listed in crawling SoK and survey papers [225, 4]. Our
goal is to be demonstrative of the common approaches used in research and discuss
why these are insufficient for the replication, accuracy, and iterative needs of scientific
research. We then follow by describing common formats used for archiving websites,
so that measurements can be done retrospectively, after websites have been changed
or are no longer available on the Web. We highlight each approach’s strengths and its
limitations that make it insufficient as an accurate, general-purpose archiving format.

4.2.1 Existing Web Measurement Tools

We first describe four general categories of tools commonly used in web measurement.
Based on our literature research, we find that all web measurement tools used in top
security and privacy papers fall into one of these categories.
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4.2.1.1 Recording HTTP Requests

The simplest, and earliest, approach used in web measurement research is to record
the HTTP communication for each page being measured. In this approach, researchers
select a tool for issuing an HTTP request to a URL (e.g., curl [51], wget [82], among
many others), use the tool to request the HTML document for the webpage being
measured, and record the outgoing HTTP request and the server’s HT'TP response.
Numerous examples can be found in literature [28, 40, 193, 104].

This approach can be extended to use the same tools to record the HTTP commu-
nication for sub-resources (e.g., images, or script files) referenced in the HTML of the
webpage, either by searching for URL patterns or parsing the HTML.

The defining feature of this approach is that tools are being used to understand
or approximate how users experience the Web, but without actually incorporating the
main tool people use to interact with the Web; web browsers.

Limitations: Measuring the Web based on raw HTTP request data has important
benefits; hundreds of instances of curl can be run in the amount of resources needed
to load a single webpage in Chrome. However, this approach also comes with serious
limitations; Evaluating HT'TP and HTML without using a web browser will give, an ex-
tremely lossy approximation of peoples’ web experience (as we have seen in Chapter 3),
making it unsuited for answering many web-related research questions.

As example, web browsers use complicated rules for deciding which sub-resources
to fetch, affected by many factors like a page’s Content Security Policy [260], prel
oad [255] instructions given on previous pages, among others. Concretely, consider a
dynamically added image element; the image is typically fetched when the element’s
src attribute is set, regardless of whether it has been appended to the DOM. These
edge cases require an extreme amount of domain-specific expertise, leading to accidental
but preventable errors.

In short, tools in this category focus on HI'TP communications but do not consider
how web browsers parse and execute those websites. Therefore, they are only suited to
answer questions about server responses, but not accurate enough to measure how the
Web is experienced by most people.

4.2.1.2 Browser Instrumentation

A second approach is to leverage the browser itself, either through automation APIs
(i.e., WebDriver [258] and DevTools [47]) and popular libraries for interacting with
these APIs (e.g., Puppeteer [83]), or through browser extensions. These approaches
are used in a variety of web research [186, 203, 55, 190] and account for the limitations
of the previously discussed approach by measuring websites as executed by browsers.

All of these browser instrumentation techniques are able to measure how a website
is rendered, cookies and other values are stored, and execute and inspect JavaScript in
the page by injecting proxies into global JavaScript structures. Some tools also measure
network requests made by the page.

Limitations: While these approaches are extremely common in web security and
privacy measurement research, they have important limitations, making them unsuited
for measuring certain phenomena researchers investigate. Broadly speaking, browser
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instrumentation tools lack APIs to directly measure many page behaviors, requiring
researchers to try and write code that replicates browser behavior. In the best of cases,
this invites preventable implementation errors; in many worst cases, measurement errors
are unavoidable or unpreventable.

For example, browser-instrumentation-based measurement tools are not able to
observe JS execution directly, requiring researchers to rely on indirect best-effort tech-
niques (e.g., modifying the execution environment). These techniques lead to incom-
plete or incorrect results for a range of reasons. Measurements that rely on modifying
a script’s execution environment fail when page scripts regain access to unmodified JS
prototypes (e.g., by storing a reference to the original prototype early during page ex-
ecution), something extremely difficult to prevent and a pattern utilized by real-world
advertising libraries or anti-debugging techniques [166]. Furthermore, measurements
relying on interposing of non-configurable global JS elements cannot capture the inter-
action with these (read-only) Web API properties, like window.location, making
errors unpreventable and leading to a lack of comprehensiveness with current tools.

These are just some examples of phenomena that browser-instrumentation-based
measurement tools have difficulties in accurately measuring. While suitable for func-
tional tests (the task these tools were initially designed for [208]), these tools have
significant limitations preventing them from being the general purpose solutions in
web measurement research.

4.2.1.3 Browser Orchestration

A third category of web measurement tools builds on browser-instrumentation tools,
relying on the same browser capabilities and intervention points but creating reusable
and improvable instrumentation code for consistent measurement tasks. This allows
a common body of code to improve over time by benefiting from the collective knowl-
edge of multiple researchers. In short, this third category of web measurement tools
improves measurement accuracy by pushing the level of abstract up another layer, allow-
ing researchers to conduct measurements more easily and accurately without needing
to personally understand the peculiarities of the web platform.

The most popular example of this category of web measurement tool is Open-
WPM [67], used by studies all across the community [28, 107, 41, 267]. In addition
to the main benefit of providing an open and reusable code base that researchers can
use and improve, Open WPM also has additional benefits. First, Open WPM provides
standardized inputs and outputs for conducting measurements, further aiding replica-
tion. And second, it also includes scheduling functionality, making it easier to measure
websites in parallel across different machines.

Limitations: Open WPM relies on the same underlying systems and capabilities as
the previously discussed browser-instrumentation-based tools and so shares many of the
same limitations. While Open WPM’s reusable, iteratively-improved code base reduces
the chances that researchers will make preventable errors, Open WPM and similar sys-
tems fundamentally cannot address the unpreventable errors caused by the limitations
of the underlying capabilities OpenWPM relies on (see limitations in Chapter 4.2.1.2),
e.g., not accurate enough to comprehensively measure all Web API properties.
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4.2.1.4 Browser Modification

A fourth approach to web measurement is to try and avoid the limitations of the APIs
available to browser instrumentation approaches by directly adding instrumentation to
the browser’s code base, for example the DOM construction. Since all popular browsers
are (in part or in full) open source [240, 155, 248], researchers can accurately measure
any browser functionality by modifying their code.

This browser-modification approach has been used for a wide range of measurement
tasks, generally to measure lower-level browser behaviors that are not directly visible
to page-executed JS or the APIs available to the Puppeteer libraries. Researchers have
published research depending on browser modifications to log script compilation and
fine-grained JS execution [111], detect XSS attacks [235], the behavior of injected style
sheets [134], and to perform taint analysis in JS code [123], to measure the behavior of
client-side sanitizing libraries among many other examples.

Limitations: Measurement tools that modify how browsers are implemented pro-
vide researchers with powerful measurement capabilities. However, this flexibility im-
poses a wide range of limitations on these tools. Primarily, the correct implementation
of such tools requires an extremely high amount of domain knowledge in the implemen-
tation and esoteric standardized behaviors of modern browsers, making preventable
errors easy when instrumenting target behaviors. And while some of these errors may
be obvious to researchers, e.g., build errors, other errors can be extremely subtle, and
require domain expertise to catch, e.g., miss-attribution of edge cases.

As a demonstrative example of the difficulties of correctly implementing browser-
modification-based measurement tools, consider the task of modifying Chromium to
log access to browser APIs (the goal of several projects, such as [106, 111]). Measuring
which script is calling which API completely and correctly requires understanding (1)
the low-level implementation details, (e.g., the differences between a V8 Isolate, a
V8 Context, a V8 ScriptState, and a blink ExecutionContext) (2) subtleties
in the browser application model (e.g., the difference between the calling and receiving
execution contexts), and (3) a comprehensive knowledge of all code interacting with
these details. This task is not uniquely difficult, and comparable difficulties exist for
instrumenting the parsing behaviors, JS ordering, among others.

We emphasize that these are not criticisms of existing research tools, which often
aim for a general understanding of one phenomenon rather than complete correctness.
Instead, we note these difficulties to show how current tools are not well suited for the
tasks of a generalized web measurement tools, i.e., they are not reusable for everyone
for a wide range of measurement tasks without modifications.

4.2.2 Existing Web Archiving Formats

We next provide a brief overview of common archiving formats used in web security
and privacy measurement and highlight their limitations.

65



CHAPTER 4. EVALUATING A REPRODUCIBLE WEB SECURITY AND PRIVACY
MEASUREMENT TOOL

4.2.2.1 URLs and Raw Resources

The simplest archive form generated by web crawls is a list of visited pages’ URLs,
allowing revisits and re-measurements in the future (e.g., the Tranco list [135]). Lists
like this are used to analyze phenomena like typosquatting [237] or similar.

Other archival datasets might include the actual resources described by the URL at
measurement time, such as an image dataset containing both the URLs and the image’s
content. Including both makes the dataset more robust, since, even if the hosting server
no longer returns the resource from the URL, the resource of interest is still available
in the dataset.

Limitations: Such datasets are popular because they are easy to generate and
to use. However, this approach has profound limitations, making it poorly suited as
a general approach to web archiving. Most fundamentally, such datasets lack many
other resources and information present when the website was loaded and rendered
(e.g., HTTP headers), limiting the ability to ask new questions about old data.

4.2.2.2 HTIP Archives with Metadata

The other common form of web archiving is to record the HT'TP headers and bodies
of all requests and responses during the page’s execution, along with metadata like
timestamps. Frequently used formats are the web Archive format (WARC), used by
the Internet Archive, and the HTTP Archive format (HAR), e.g., exportable from many
browsers’ devtools. Both formats record largely the same kinds of information, though
with minor differences, such as WARC de-duplicates requests while HAR does not.

Sites archived in these formats record the communication while executing a target
web page. As we presented earlier, researchers can use such archives for reproducible
measurements or historical analysis [186, 197, 138, 232]. They replay responses by
loading the initial request and the loaded sub-requests from the archive instead of from
the network. Effectively, researchers attempt to re-run the web site from the archive
to approximate how the site operated at measurement time.

Limitations: These archives are very useful for measurements that study the re-
sources loaded by a page, as sub-resources are archived exactly. While extremely com-
mon in web S&P research, these approaches, however, are significantly inaccurate when
trying to replicate how websites behaved during execution.

There are multiple reasons why these archive formats do not accurately enable
future researchers to replicate how archived websites behaved. For example, the web
platform involves many sources of non-determinism (e.g., the current time, random
values, available system resources, etc.) which can cause websites to behave differently
on re-execution — an unpreventable issue when this behavior was not captured.

Similarly, changes in browsers and archiving tool behavior over time further intro-
duces errors and inaccuracies. Browsers’ behavior at archiving time may differ sig-
nificantly from how browsers behave at replay time, introducing entire categories of
potential inaccuracies. For example, consider the aforementioned change of the mized
content policy. Modern browsers block insecure JS files while browsers ten years ago
had no such restrictions [259]. This change means replaying such archives in modern
web browsers will cause categorical inaccuracies, making it seem like users historically
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encountered far more blocked requests than they actually did.

This change is just one example of how such archives can lead to systematic errors
in historical web measurement. Differences in the archiving and the replaying environ-
ments in any of the following will cause measurement errors: differences in i. browser
(e.g., Firefox v.s. Chrome), ii. browser version, iii. operating system, iv. updates in
available Web APIs, v. headless or headed browser modes, and vi. browser language
and locale preferences, among many others. These errors might be preventable when
the exact infrastructure is replicatable, in many cases it is not [57].

4.2.3 Summary: Limitations and Requirements

Finally, we note the overall challenges facing researchers attempting to conduct accu-
rate, replicable, shareable web research, given the limitations in existing web measure-
ment and archiving tools, leading to requirements for a new tool.

Prohibitive Required Domain Expertise: The vast majority of non-trivial
measurements of web behaviors require a large amount of domain expertise. Accu-
rate measurements demand understanding and often re-implementing various browser
behavior, challenging even for the industry teams implementing browsers, let alone
academic web researchers.

In the best of cases, the expertise needed for accurate measurement means re-
searchers must familiarize themselves with esoteric browser concepts to accurately ap-
proximate how users experience the Web. In the worst of cases, the high level of
required expertise results in incorrect results.

Redundancy and Correctness: The current web measurement field lacks tools
that are both general for use across a wide range of measurements, and implemented
in a manner that yields accurate results, i.e., avoid aforementioned comprehensiveness
limitations (Chapter 4.2.1.2). Instead, projects typically implement a new instrumented
browser, typically without correctness tests beyond checks by the researchers themselves.
The systematic result of such redundancy is a worst of all worlds situation: a lot of
time spent (i.e., research teams re-implementing similar tools) creating tools of unknown
correctness (i.e., often no correctness verification).

Limited Dataset Sharing: Despite the enormous amount of web measurement
work conducted and published, our field lacks general datasets for comprehensive mea-
surement tasks. The closest our field has are URL lists or collections of archive files,
both with discussed limitations. The lack of general datasets of website behavior hin-
ders iterative improvements that we typically see with datasets in other fields like ML.

Tool Requirements: As a result, web measurements result in independent exe-
cutions of (often) different websites in independently implemented measurement tools,
making it difficult to confidently compare results across papers.

To address this, a new tool is needed, especially to handle the unpreventable errors
from Web API restrictions and replicability problems with dynamic behavior. We
developed the following requirements for such a tool. First, it must be comprehensive
and support a wide range of measurements out of the box, including JS executions,
without requiring specialized domain expertise. Second, it must be accurate, also when
handling JS observations. And third, the tool must be general, producing reusable
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archives that go beyond only storing a site’s resources but also provide all the executions
to enable accurate replication of experiments.

4.3 WebREC and .web Archives

In this section, we introduce Web Ezecution Bundle RECorder (WebREC), a tool for
accurately measuring a wide range of browser behaviors during the execution of a
webpage, and .web, a three-part archive bundle format that WebREC uses for recording
its observations. The following subsections detail the designs of WebREC and .web and
how they overcome the limitations of existing tools described in Chapter 4.2.

4.3.1 Overview and Goals

WebREC is designed to be accurate, general, and comprehensive, i.e., it can capture a
wide range of browser behaviors and events, making it suitable for a large fraction of
security and privacy web measurements without the need for modification; we expect
that data necessary for diverse studies is a subset of what WebREC currently measures.

WebREC records its measurements as a single .web archive, which is a bundle of
three child files, described in more detail in the following subsections. The format of
these files is consistent and well structured so that common tooling can be used to
query the page behaviors and events recorded in each .web archive.

We note that .web archives contain all observed events that occurred during We-
bREC’s execution of the page and not a subset of behaviors specified at measurement
time. This has the cost of making .web larger than needed for the immediate measure-
ment task but brings two corresponding benefits.

The first benefit of WebREC producing comprehensive recordings of page behav-
ior is that .web archives are ideal for long-term, cross-purpose archiving. These rich
and comprehensive archives allow researchers to ask a wide range of questions about
historical data, including questions that might have been unanticipated at archiving
time. We note that this makes .web archives very different from the existing archive
formats discussed in Section 4.2.2, where datasets are generally narrowly focused on a
particular research question. Moreover, no replaying of requests is needed, a limitation
that we showed with WARC and the TA in Chapter 3.

And second, .web is general, allowing it to generate archives to support reproducible
studies beyond what existing common measurement tools and archive formats allow.
Consider the demonstrative “mixed content” example from earlier, for instance. Be-
cause WebREC directly records how the browser behaved when executing a page, it
allows future researchers to accurately measure how the website (including mixed con-
tent) was experienced by past users. This is very different from existing archive for-
mats, which record what the browser fetched instead of how the browser behaved. Only
knowing what resources were fetched for past websites hinders historical accuracy and
reproducibility by making it difficult-to-impossible to know if differing results are due
to endogenous differences in measurement correctness (e.g., detecting an error in the
original measurement’s approach like in Chapter 4.4.5.2) or exogenous differences in
page re-execution (e.g., browser non-determinism as discussed in Chapter 4.2.3).
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In summary, WebREC is designed to be a tool for general, accurate, and compre-
hensive web security and privacy measurements, and produces .web archives designed
to enable accurate, reusable, general data archiving to aid reproducibility of web mea-
surement.

4.3.2 WebREC Design

We implement WebREC as a modified Chromium browser (on top of Brave Browser).
As explained in Chapter 4.2.1.2, this abstraction level is needed to ensure accurate, high-
fidelity insights into website executions. Chromium’s market share of over 70% [228],
makes it a very general and long-term solution. Naturally, this decision comes with
the limitation that WebREC is browser-dependent. However, we do not focus on cross-
browser differences but rather on capturing accurate and comprehensive web behavior.
Alternatively, supporting all major browsers would add significant complexity and main-
tenance challenges.

WebREC consists of three parts: (1) a system for determining which page(s) is
measured, (2) a system for measuring what resources are fetched during page execution,
and (3) a system for measuring how the browser behaved while executing the page. Each
capability is briefly described below.

First, a researcher directs WebREC to measure a webpage in one of two ways: either
first, by using the existing, well-known, and previously discussed Puppeteer library to
pragmatically navigate WebREC to a page to measure, or second, by using WebREC in
an interactive session, where the researcher uses the browser as a user typically would,
but with WebREC recording all relevant page behaviors.

Second, WebREC measures what resources are fetched during page execution us-
ing Chromium’s built-in DevTools protocol, the same protocol used by Chromium’s
debugging tools and Puppeteer to automate Chromium instances.

Third, WebREC records browser behavior during page execution by instrumenting
Blink, the open-source system used for parsing HTML, presenting web pages, and han-
dling the interaction between JS and browser APIs used in Chromium. Our approach
builds on an existing Chromium-based measurement system called PageGraph, which
has been used in prior work [46, 216, 215]. PageGraph comprehensively tracks and
attributes all network requests, DOM changes, and denoted WebAPI and JS-builtin
calls, building an internal graph of annotated actors, actees, and actions. WebREC
extends PageGraph in a number of ways, including handling and recording redirection
in HTTP requests and recording the arguments to (and structured responses from)
WebAPIs, among other changes needed to support the high-fidelity and retrospective
use cases WebREC aims to target.

Finally, we note several attributes of WebREC’s construction that better ensure
accuracy and help to avoid some of the correctness issues that affect some ad-hoc,
or per-project, measurement tools. For example, WebREC is validated against the
cross-browser Web Platform Tests [261] to ensure stability and coverage (i.e., that
WebREC can handle and record the enormous range of browser behaviors used by
modern websites). Additionally, WebREC is kept current with every major Chromium
release, ensuring that it accurately records the Web as executed in a then-current

69



CHAPTER 4. EVALUATING A REPRODUCIBLE WEB SECURITY AND PRIVACY
MEASUREMENT TOOL

browser (see Chapter 4.6.5).

In short, WebREC is built to minimize (or avoid) the limitations of other browser-
modification web measurement tools.

4.3.3 .web Archives

Finally, we discuss the format and contents of the .web files WebREC produces when
measuring a page’s execution.

A .web archive consists of three files. First, it contains a screenshot of the measured
website at the end of the measurement period (i.e., when WebREC stops measuring
page behaviors and begins serializing it into a .web archive). This screenshot is captured
using the Puppeteer library, similar to other web measurement tools.

Second, each .web archive includes a copy of resources fetched during the page’s
execution. This archive is also collected using Puppeteer and is encoded as a HAR
archive, again, in a manner similar to existing measurement tools.

Third, and most novel, each .web archive includes a description of all page behaviors
measured during the page’s execution. Rather than using existing archiving formats
like HAR or WARC, we adopted PageGraph’s graph-based format to represent ele-
ment dependencies and action flows as a directed multi-graph (as GraphML XML).
Compared to list-like formats used in traditional archives, this approach offers a more
intuitive representation of action dependencies and flows. This graph records all actor-
action-actee behavior tuples described in the previous section, capturing all observed
communication, DOM-modification, and script behaviors (i.e., calls to significant Web
APIs and JS builtins) that occurred during the page’s execution, detailed enough to
allow the page’s execution to be accurately replayed, step by step.

In conclusion, each of the three files included in each .web archive fulfills a different
purpose to enable accurate, replicable, historical web measurement: the screenshot file
records the presentation of the archived page, the HAR file records the resources loaded,
and the GraphML file records the iterative behavior, over the page’s entire lifetime.

4.4 Accuracy Improvements

This section demonstrates the improvements WebREC offers by comparing results from
reproduced prior experiments with .web and common HTTP archives.

To do so, we revisit and reproduce three representative web measurement experi-
ments from previous works, creating WARC, HAR, and .web datasets for comparison.
We focus on three commonly measured resources: First, we analyze the accuracy of
recording JavaScript executions by replicating experiments from Snyder etal. [217].
Then, we compare accuracy in recording Document Object Model content, a commonly
measured resource, e.g., to analyze third-party roadblocks through inline event handlers
for Content Security Policies [229]. Lastly, we measure how the HTTP requests differ
and check how this helps the reproducibility of privacy research on third parties and
trackers [67]. Before the experiments begin, we need a robust measurement pipeline.
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Figure 4.1: The pipeline used to create the initial dataset plus datasets for HAR replays
and WARC replays

4.4.1 Dataset Construction

To perform meaningful analysis and comparison between different archiving formats,
we need a dataset construction pipeline that meets several criteria. First, we need a
baseline (BL) of recorded actions to compare all archives against. Otherwise, we can-
not tell which archive is correct if two of them differ. Second, we require consistent
recording of the same events during a single visit to account for non-determinism [198].
Third, the dataset needs to be representative for common web security and privacy mea-
surement studies. To meet these criteria, we built a pipeline that creates a BL: dataset
from requests sent to the sites from the CrUX top 10k bucket, a highly accurate and
literature-recommended website popularity list [201]. We proxy all requests through
commonly used archiving tools to record the same requests (see Figure 4.1).

Our pipeline begins with an origins list (CrUX, December 2023). For each origin, it
initiates a new instance of warcprox [103] (3), and mitmdump [154] (2), and then runs
WebREC (1). We chose warcprox (from the Internet Archive) and mitmdump (part of
mitmproxy) because they are well-maintained and tested tools. WebREC’s requests are
first proxied through mitmdump and from there through warcprox to the web server
(ignoring TLS certificate errors). This setup ensures that all parts receive the same
requests and responses, allowing us to record .web, HAR, and WARC files accurately.

With the .web, HAR, and WARC files, we can now compare requests and different
file contents. However, it would not be possible to compare dynamic JS executions on
a page for HAR and WARC files. To measure executions on archived content, prior
work has made use of sites like the Internet Archive that replay recorded responses [197,
232, 138]. We apply the same method by using the replay functions of mitmdump for
HAR files (5) and pywb [249] (recommended by warcprox) for WARC files (6), and
then measure executions by hooking into monitored JS functions, keeping WebREC
as unmodified as possible. The hooks are set via a prepended script element in front
of every HTML response with the mitm proxy (2 & 5). Due to the error tolerance
of browsers [S4], this script is executed even though it is positioned in front of any
HTML tag. We note that this might lead to a difference in parsing due to the now
entered quirks mode [150], a point that we discuss in Chapter 4.4.3. Additionally, the
script also hooks into programmatically created iframes. To ensure that the script is
always executed and not blocked by CSP, we use the Puppeteer option setBypassCSP
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to deactivate CSP. This approach maintains consistency by using the same tools for the
initial crawl and the replays, differing only in the response source; archive files instead
of the live web.

For our baseline dataset, we use the JS (2) recorded with hooks during the crawl.
Since WebREC is designed to avoid altering browser behavior, the JS hooks remain
unaffected. After completing the pipeline for the CrUX top 10k, we have a solid dataset
and baseline for analysis.

4.4.2 Ethical Considerations

Before we started our experiments, we carefully considered ethical implications it could
have. In our study, we sent GET requests to the 10k most popular origins according
to the CrUX list [201]. This is a research practice employed by numerous web studies
before and is generally considered ethical in the security and privacy community. How-
ever, it is essential to acknowledge that ethical standards can evolve, and each project
should be assessed on a case-by-case basis.

In the experiments in this chapter, we requested each origin of the top 10k only
once per experiment with a standard GET request. Since a GET request is designed to
receive data without making any modifications, we assume no negative impact for the
end user. We also ensure no negative impact for the website operators as our minimal
interaction does not contribute significantly to the common internet traffic or pose any
more risk than typical internet background noise. While we, however, might potentially
violate some websites’ terms of service, as we did not verify whether automated site
visits were explicitly allowed, we believe that the benefits to the research community
in the form of our measurements and the demonstration of WebREC outweigh this
concern. All our additional measurements are performed on our client side, i.e., our
server, not influencing any third-party server. In conclusion, we are confident that
our work did not cause harm to any individual or organization. Our research and
measurements aim to contribute benefit to our research community by providing and
influencing new ways how to conduct future web measurement studies.

4.4.3 Limitations

We also need to discuss the pipeline’s limitations. As previously mentioned, adding
a script tag at the beginning of each document causes the browser to enter quirks
mode [150]. The quirks mode is an approach by browser vendors to ensure backwards
compatibility and render even severely malformed HTML with their web browser. It
causes the browser to follow other parsing algorithms and leads to slight differences in
the parsed results compared to what typical users would see (e.g., CSS parsing). Yet,
we are not aware of any relevant changes that would influence our results.
Furthermore, the pipeline misses executions inside of iframes added by the HTML
parser if they contain a srcdoc property. Using a custom query with the HTTP
Archive [97], we can see that only 10,534 (0.9%) of the 1,226,954 recorded iframes in
their 1M dataset use srcdoc. While our pipeline could detect and rewrite these during
the rewriting phase with mitmproxy, it could cause side effects introduced by HTML
parsing libraries (e.g., by removing malformed elements) [S4]. Hence, we believe the
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Appearances .web HAR WARC

Equal 39,603  93% 22,688 54% 22,645 54%
More 2018 7% 1,934 5% 1,725 4%
Fewer 163 0.3% 17,557 37% 17,809 42%

Table 4.1: Appearances on the archived sites compared to 42,179 appearances on
the baseline (BL)

impact of such mutations could be more significant to our results than being unable to
hook into 0.9% of the iframes and thus decided against this approach.

Finally, given the multi-tier architecture, there is a small chance for a race condition
in the resource recording. This causes a slight mismatch in recorded resources between
archives and the .web format, leading to a very small difference in reported resources
(details in Chapter 4.4.6.2).

4.4.4 JavaScript

Numerous web security and privacy measurements [219, 123, 218] analyze JS execution.
In this section, we want to assess the differences, if any, in measured JS executions
between reproducing experiments using a traditional archival format and our proposed
.web format. To assess this, we replicate experiments from Snyder etal. [217], who
investigated the prevalence of various JS APIs. The authors injected JS into each page
to modify methods and properties to determine which API is used how often.

4.4.4.1 JavaScript Experiment

Our experiment focuses on APIs related to two JS standards: CSS Object Model (CSS-
OM) [212] and HTML Channel Messaging (H-CM) [96]. Snyder et al.report that CSS-
OM is often used and rarely blocked by privacy tools, whereas H-CM is very actively
used but frequently blocked. This small scope allows us to highlight key differences
between archiving techniques.

To count the API invocations after running our pipeline, we first analyze .web’s
execution graphs for js call edges, which indicates API invocations. For the BL dataset
and the replayed WARC and HAR responses, we count calls by analyzing the log files
where the earlier mentioned JS hooks log every JS action on the page.

4.4.4.2 JavaScript Comparison

After running the pipeline on the CrUX 10k bucket, our dataset contained 8,479 .web
files, each indicating that a crawl was successful. Next, we replayed the responses from
HAR and WARC files. For 272 and 75 origins, respectively, replaying failed due to
timeouts in reading the file (although set to a generous 60 seconds) or file interpretation
errors. Due to overlapping issues, this leaves us with 8,150 successfully crawled and
replayed origins for the remainder of this section.

For each origin, we counted the appearances of CSS-OM and H-CM API invocations.
We define an appearance on an origin as the combination of the API name and the
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Listing 5 DevTools log a CSSStyleDeclaration.

<svg id="s" width="100" height="100">

<circle cx="50" cy="50" stroke="green" />
</svg>
<script>console.log(document.getElementById('s') .style)</script>

VM45:22
. Cs555tyleDeclaration {accentColor: , additiveSymbols: . alignContent: "',

]
L ETL L I3 a » LignseLr.s » u.}

Figure 4.2: The Deviool logs show attributes of a CSSStyleDeclaration that are also
logged with WebREC

number of times it was executed. Our BL dataset shows 15,775,881 API calls grouped to
42,179 appearances across origins. Table 4.1 shows that out of these 42,179 appearances
the .web dataset aligns with 39,098 (93%) appearances on the same number of API
calls, i.e., WebREC recorded the same number of invocations as the BL. For 2,918
(7%) of the appearances, .web captured more API calls. This can be attributed to
WebREC’s deeper hooking capabilities which, compared to the hooks implemented in
JS, captures not only surface-level activities. For instance, the code in Listing 5 shows
a snippet in which the SVG’s CSS Style Declaration is logged, leading to the log output
in Figure 4.2. The lookup for attributes that appear in the log, e.g., accentColor and
additiveSymbols, are also recorded in .web while the JS hooks for the BL ignore it.
Again, this difference is expected due to the underlying hooking differences. Moreover,
only 163 (0.3%) appearances had fewer invocations in .web than in the BL, showing that
researchers can achieve a nearly identical representation of API invocations as in the
original visit, even in replication experiments conducted years later. Across all origins,
the average difference in appearances between .web and BL is only 0.7%, highlighting
the approach’s accuracy.

After comparing the baseline to .web, we now focus on the comparison with replayed
responses. Given that the underlying method to record the API calls is the same as for
the BL, one would naturally expect results closer to the BL. The data shows that only
22,688 (54%) appearances in the HAR replays and 22,645 (54%) for WARC align with
the BL, i.e., the overlap is significantly lower than for .web (93%). On the one hand,
both HAR and WARC also have cases in which more API invocations are detected
compared to the BL. We attribute this to the fact that replayed responses have no
network delay when loading the resources, triggering some reoccurring API calls earlier.

On the other hand, the vast majority of appearance differences are because fewer in-
vocations are detected in HAR and WARC; 17,557 (37%) and 17,809 (42%), respectively.
Here, various of the reasons mentioned in Chapter 4.2.3 could be at play. For instance,
our dataset reveals that sites that use Cloudflare (i.e., challenges.cloudflare.com) for
bot protection tend to have fewer API calls for the replayed responses, likely due to the
lack of real-time interactions with their servers, which are crucial for dynamic content
exchange and behavior measurement. Another example is shown in Figure 4.3, a Google
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(a) Ad from live website. (b) Ad from archived welbsite.

Figure 4.3: Google ads load dynamic content leading to a difference of JS executions
between live and archived websites

ad element, first on the live visited website (4.3a) and then on the archived website
(4.3b). While the archived version shows only a static logo, the live version loads an
advertisement after a few seconds from the ad servers leading to various CSS-related
calls. Especially for privacy related research, this difference could be relevant. And this
difference in appearances is significant: While we observed an average difference across
all origins of 0.7% between .web and BL, we measured 13.9% for HAR and 15.3% for
WARC replayed responses. This highlights the drawback of replaying content rather
than recording and inspecting the executions directly.

4.4.5 Document Object Model

Another typically analyzed component in measurement studies is the DOM of a webpage
and its behavior, e.g., in case of DOM Clobbering [116], or with invalid HTML [S4].
To showcase how .web could be used for such experiments, we replicate a measurement
from Steffens et al. [229], in which they analyzed to what extent third-party content
on webpages complicates the security mechanisms Content Security Policy (CSP) and
Subresource Integrity. In this section, we replicate one part of their hypothetical what-if
experiment, in which the authors make the assumption that first-party developers want
to deploy a CSP without using unsafe-inline and unsafe-eval. Their findings
revealed that the vast majority of sites (86%) are unable to deploy CSP due to JS
code, which adds inline event handlers to the DOM requiring unsafe-inline; we,
therefore, focus in this experiment on JavaScript-added inline event handlers.
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script add event listener
source: [...] key: click
script type: inline
HTML element

tag name: DIV
script

source: alert(1); event listener

script type: unknown key: click

Figure 4.4: The representation of an Eventlistener as script node in the execution graph

4.4.5.1 DOM Experiment

To analyze inline event handlers, we run Steffens et al.’s open-sourced SMURF code in
our pipeline to count all origins that use inline event handlers added to DOM through
APIs like document .write and innerHTML. Using this code, we can simply count
the origins in our log files and use it as a baseline for the comparison. We use the same
method for the replayed responses from HAR and WARC files. Within .web, we query
the graph for event listener edges (see Figure 4.4). If these point to the same JavaScript
node that added the event listener (i.e., add event listener edge) or the script node does
not have the type unknown, they are programatically added, i.e., do not involve string-
to-code transformation. If, instead, they were added from the HT'ML parser or another
script, they are actual inline event handlers, which would require unsafe-inline.

4.4.5.2 DOM Comparison

In this crawl, we successfully visited 8,523 origins with 311 HAR and 44 WARC (over-
lapping) issues replaying responses, similar to the previous experiment. Thus, this
sections builds on 8,170 visits to analysis.

The results of the analysis are shown in Table 4.2. At first sight, the results ap-
pear extremely surprising: the original version of Steffens etal.’s code, SMURF [230],
finds four times as many sites with inline event handlers (6,188) compared to We-
bREC (1,515). We, therefore, carefully analyzed SMUREF’s source code and found
a number of impactful bugs. First, their code hooks into APIs which can be used
to add elements to the DOM and subsequently checks if the added element contains
inline event handlers. However, their code iterates over all the properties of an ele-
ment instead of checking for attributes. This difference is critical, though: if an event
handler is programmatically added through a function reference, this is a property of
the element but not an attribute. In contrast, adding an inline event handler through
ele.setAttribute (’onerror’, ’...’) (which requires string-to-code transfor-
mation) sets the attribute. A programmatically added event listener for an HTML node
is a common way for many third parties to react to events while still allowing CSP to
block inline scripts (a real-world example can be found in Appendix B.1). The SMURF
code also does not properly capture event handlers which are nested inside a subtree
of the DOM, leading to false negatives. Finally, SMURF assumes that any attribute
starting with on is an event handler; as a result, our initial experiments showed that
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Method SMURF (bug) SMURF (fix) .web WARC HAR
Origins 6,188 1,644 1515 1,472 1,368

Table 4.2: Origins for which we found inline event handlers

due to typos (e.g., onclik), HTML elements without meaningful event handlers were
flagged as CSP blocking. Upon discovering these three issues, we contacted the original
authors and fixed the code together with them to have a more meaningful baseline.

Given the updated code, we now investigate the feasibility of WARC, HAR, and
.web to a study such as Steffens etal. [231]. We find that the replayed responses
from WARC and HAR show fewer origins with inline event handlers, 1,472 and 1,368
respectively, than the initial baseline of 1,644 origins. This discrepancy is again due
to dynamic elements, such as JS, not reloading accurately. These findings reinforce
our argument that archive-with-metadata approaches are not ideal when the goal is to
accurately reproduce web measurements.

For WebREC, there remains a difference from the baseline (1,644 vs. 1,515). Closer
analysis of the findings showed that one issue relates to PageGraph, which was not
able to handle event handlers inside SVG elements. We reported this limitation to
the authors who addressed it in a newer version. Moreover, SMURF just logs any
event handler regardless of whether it was added to the page’s DOM and triggered
(media elements are an exception) and irrespective of their origin, i.e., also reports
those added in cross-origin iframes, which are not relevant for CSP. Hence, we believe
the fixed implementation of SMURF to be in line with what WebREC can record.

4.4.5.3 Consequences

In order to conclusively refute the findings of Steffens et al., we would have to apply
the fixed version of their code to the dataset from 2020. However, without a published
dataset that is accurately reproducible like WebREC, we cannot make ultimate state-
ments; even if the authors had recorded HAR or WARC files, it would be infeasible to
fully replicate their findings. Nevertheless, we believe that inline event handlers played
a less significant role for CSP blockage than indicated by Steffens et al.(assuming the
Web has not radically changed since 2020). However, the authors also crawled sub-
pages that could contain more event handlers and analyzed other aspects like inline
scripts or eval calls, which we did not investigate. This makes us believe that the
general takeaway of the paper remains valid.

In general, our findings show that the complexity of web measurements and JS
hooking is prone to cause errors. Additionally, mistakenly collecting all on* attributes
or missing newly introduced event listeners cause problems in such traditional web ex-
periments. As WebREC records all activities on a webpage, the list of event listeners is
always accurate. Consequently, we believe researchers utilizing this technology would
significantly improve their experiment pipeline by reducing their chance of implement-
ing bugs.
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HTML element ’\request start
tag name: IMG

Resource
url: https://foo.com/img.png
Resource
request url: https://static.foo.com/img.png request redirect
complete

Figure 4.5: The representation of resource requests and redirects as a resource nodes
in the execution graph

4.4.6 Requested Resources

Requests is another aspect frequently analyzed in web security and privacy studies
for various reasons, for example, to support arguments about security headers [40],
to identify privacy leakages [209], or to measure online advertisement and tracking
behavior [67, 138]. For this section, we take the online tracking paper by Englehardt
and Narayanan [67], a study in which the authors captured requests from one million
websites and utilized the two tracking-protection lists Easylist and EasyPrivacy [66]
to measure the prevalence of third-party requests and online trackers. Following their
method, we can assess how well we can perform such an experiment using WebREC
and show what additional benefits researchers could get from it.

4.4.6.1 Resources Experiment

Unlike the experiments before, researchers would typically not replay responses since
all requests are stored in the HAR or WARC files already. Hence, we follow this
method and only compare .web against HAR in this section without replaying responses.
Additionally, we want to demonstrate how comprehensive WebREC’s recorded page
behavior is and use only this feature from .web to compare against HAR.

In these behavior recordings, we have two types of requests. Requests directed to
load documents are tracked as URLs in the document node, i.e., the HTML pages
themselves or any embedded document. Besides document requests, WebREC records
resource requests and represents them via an edge to a resource node as demonstrated
in Figure 4.5.

4.4.6.2 Correctness

Our results show that the requests in .web’s behavior records have great agreement with
those recorded in HAR. In total, we count 778,500 requests in HAR after filtering out
non-page-related requests like service workers or initial redirects, while we see 776,229
requests captured via WebREC for 8,544 successfully crawled origins. This makes a
negligible difference of less than 0.3%.

Filtering the HAR file is required due to the very different ways these two file formats
work. HAR is developed to record all requests that leave the browser, while WebREC
captures every activity happening on the page. These do not include activities like
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service workers, pre-flight requests, WebSocket upgrades, or CSP reports. Also, initial
redirects are out of scope as they do not belong to the page.

We can attribute most requests made by the browser and filter them out from the
HAR dataset by relying primarily on request headers. We attributed 12,342 pre-flight
requests looking for the Access—-Control-Request-Method header and 1,210 CSP
report requests using Sec-Fetch-Dest headers set to report. WebREC behaviors
do also not record the upgrade request for a WebSocket which we attribute via the
Upgrade: websocket header, leading to 1,455 requests being filtered out. To at-
tribute initial redirects from a document, e.g., mobile.example.com to example.com, we
used the Sec-Fetch-Dest document and the Location response headers which gave
us 2,819 filtered requests. Additionally, Chromium itself causes more than 40 requests
per session, e.g., requests to the updater and similar, leading to 449,511 requests, which
we attribute by looking for these URLs. Lastly, service workers also live in their own
context and are not recorded in .web behaviors. While the initial loading of a service
worker is detectable through the Sec-Fetch-Dest header, scripts included by the service
worker do not carry such distinctive features. Therefore, we instead hooked into the
serviceWorker API to disallow registration of any service workers.

Besides requests outside the page context, we also see requests that are inter-
nally made by the page but that never leave the browser. These never touch the
HAR proxy but are recorded via WebREC. For example, some Non-Authoritative
Information responses, like HSTS upgrades, are internally represented as the WebRe-
questAPI or 307 Internal Redirect, likely Chromium internal behavior. Lastly,
our manual investigation into differing requests shows a small race condition, a limita-
tion in our pipeline: Sometimes, the browser sends a request just before we generate
the .web output and tear down our pipeline. This means, a response might not return
in time, resulting in an unrecorded HAR entry but an existing request in the behavior
recording. Alternatively, the request might return and be recorded in HAR, but only
after the .web is generated, leading to one more request in HAR. Due to these racy
requests and the page-internal ones we could not to filter out, we measure a difference
of less than 0.3% in the total number of requests.

This comparison shows that WebREC is well-suited for measuring activities directly
on the page, while the proxy-generated HAR captures all requests — information often
not needed for many studies, as the next section shows.

4.4.6.3 Replication

This section replicates a common third-party experiment to demonstrate that the page-
context-only approach produces nearly the same outcomes as the more inflated HAR.

In the more than 700,000 requests we made to the top 10K websites, we see that
5,938 third parties are present on at least two first parties in the .web behavior records.
At the same time, in HAR recordings, after filtering out the document redirects to
avoid false positives (i.e., the false origin), we see 6,043 third-party requests. Same
as for previous work, we can see that the majority of third parties are only present
on a few sites as only 719 (.web) and 739 (HAR) third parties are present on more
than 1% of all sites in our dataset. Next, we measured the prevalence of the third
parties and compared the results to tracking-protection lists. The results for the top 20
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Figure 4.6: Top third parties on the top 10K sites via HAR and .web, divided in tracking
and non-fracking confext

third parties are demonstrated in Figure 4.6, showing the same observations as made
by Englehardt and Narayanan [67]. As explained in their paper, the top third parties
belong to only a small group of organizations. Indeed, the top 8 alone are associated
with Google. Additionally, not all third parties are used in a tracking context, such
as content delivery websites like gstatic.com or jsdeliver.net. The data confirms that
whether measuring requests from the HAR recordings or utilizing activities captured
with WebREC, the overall picture and takeaways remain consistent since the original
study.

4.4.6.4 Attribution

In some experiments, simply identifying the request-target might not be enough. For
example, if we want to understand the supply chain of third-party dependencies, we
need to properly attribute the initiator of a request. However, it is non-trivial to accu-
rately attribute requests to the corresponding source from which they were requested
if the measurement is only based on recorded requests. Of course, indicators like the
Referer header offer some insights, yet the Referrer-Policy could skew these signals.
Consequently, a thorough understanding of third-party requests necessitates insights
into on-page activities, activities recorded with WebREC.

We now demonstrate the additional insights that .web can provide compared to
traditional HTTP archives. To that end, we analyze the requests sent towards the
most prevalent third party, i.e., Google Tag Manager (GTM), which received a total of
12,564 requests from 4,642 origins.

Table 4.3 shows different variants through which the GTM is requested. Unsur-
prisingly, most requests come from script elements adding GTM. The most responsible
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Context Responsible Party # Req. # Origins
Script Element  googletagmanager.com 5,130 2,751
first-party 4,342 3,503
google-analytics.com 593 445

adobedtm.com 7 40

zhedn.com 60 60

1,534 1,169

IMG Element googletagmanager.com 563 96
halodoc.com 8 1
googleoptimize.com 1 1

Fetch/XHR, first-party 157 1151
sports.ru 2 2
thesimsresource.com 2 1

geekdo-static.om 1 1

Parser first-party 92 74

Table 4.3: Third party requests to GTM grouped by context and responsible party who
sent the request

party (causing 5,130 requests) is GTM itself, as the initial GTM script often includes
additional scripts via script elements. It is followed by the script elements added by
the first party, the expected way to add GTM in the first place. The long tail of third
parties responsible for script elements (736 different third parties; not shown in the
table), demonstrates the wide variety of entities websites use to load JS modules, in-
cluding alternative tag managers like Adobe Dynamic Tag Management or own content
delivery network such as zhcdn.com.

GTM is also used to load images (e.g., tracking pixels), mostly requested by GTM
itself (563). Requests made through fetch or XMLHttpRequests APIs towards GTM
are mainly caused by the first party (157). In addition, 92 requests were caused by
parallel-loaded script elements (e.g., defer) within the page’s original HTML (Parser).

This shows that WebREC’s behavior recordings can be used for both to accurately
measure requests and to further understand why and how these requests occurred by
providing far more details than a basic request record does, which would have to rely
on heuristics to determine this metadata.

4.5 Generality of WebREC

Previous sections showed that common web measurement methods lack reproducibil-
ity and sometimes correctness. We proposed WebREC as a general-purpose tool to
overcome these issues, yet its generality remains in question.

To evaluate generality, we surveyed previous web measurement studies from top se-
curity and privacy conferences, building on a SoK paper by Stafeev and Pellegrino [225],
who analyzed the use of crawlers in web measurement studies. They include USENIX
Security, IEEE S&P, NDSS, ACM CCS, as well as the specialized venues WWW, PETS,
and ACM IMC in their study, and collected all papers from 2010 to 2022 that contain
the keywords tranco, alexa in a combination with top or site. From the resulting
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1,057 papers, they removed all papers that did not employ automated crawling. The
remaining papers build a list of 403 web crawling studies. Taking this list as a base,
we focused on the time from 2020 to 2022 and thus analyzed all (137) papers to un-
derstand the individual uses of crawlers and whether or not WebREC could have been
used. We only considered papers that measured data that are within the scope of what
WebREC offers, i.e., they either analyze webpage JS executions, the page’s content, or
any HTTP requests made. This excludes studies using crawlers for other goals, such
as network benchmarking purposes [151, 183] or side-channel attacks [238, 266] and
narrowed our focus to 97 papers.

Our survey shows encouraging numbers, suggesting that 68 (70%) of the 97 papers
could use WebREC for most of their data collection. This would not only standardize
the process and reduce the chance for errors during collection but also save researchers
resources and time. For example, Musch and Johns [166] investigated JS anti-debugging
techniques in the wild by identifying code patterns and assessing performance changes,
a tremendous development effort. Since these techniques are registered during page
load, .web contains them, allowing this analysis without a custom crawler.

On the other side, studies unsuitable for WebREC include those measuring some-
thing outside the page context, e.g., service workers [115] and those focusing on very
specific features, such as DNS over QUIC [130]. Additionally, since WebREC is based
on Chromium, studies requiring other engines like Firefox are not catered for [167].

Even though 70% of papers could rely on WebREC instead of a custom crawler,
the researchers would still require crawling, leading to avoidable resource usage and
comparability issues. In fact, our investigation also shows that 47 (48%) papers could
base their analysis solely on a .web archive instead, without the need for them to run a
crawler. For example, Luo et al. [141] conducted an experiment labeling DOM elements
as sensitive, subsequently checking what third-party scripts access them. Calzavara et
al. [41] studied inconsistencies in security mechanisms comparing cookie policies and
security headers across sites. Both DOMs and headers are collected by WebREC and
could be analyzed in a .web archive.

To conclude, we believe that a significant percentage of web measurement studies
(70%) could benefit from using WebREC over custom crawlers and that 48% could even
be based solely on a .web archive. This highlights WebREC’s potential to streamline
measurement processes and to enhance reproducibility and correctness in our field.

4.6 Discussion

With the results of the previous section in mind, we now summarize the primary benefits
of WebREC.

4.6.1 Reproducibility

WebREC addresses the problem of reproducibility by providing a comprehensive bundle
of information about page requests and activities for researchers to use and share.
Recorded at the core of the browser, this information offers a much more accurate
representation of page behavior than existing archiving formats. For instance, for
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JS API calls, WebREC shows an average difference of only 0.7% from the baseline, in
contrast to a 13% difference with common HTTP archives. This discrepancy arises from
dynamic behaviors like live server interactions, which can never be captured accurately
by simply replaying responses. WebREC eliminates this need for replaying responses
by storing all relevant activity information at runtime. Researchers can reproduce
experiments by running the same scripts used in the original study on their dataset,
ensuring reliable replication.

Going one step further than reproducing experiments, .web also allows researchers
to delve deeper into the initially recorded data, offering a better understanding of
various aspects of a historical experiment. We demonstrated for the requested resources
experiment that we can not only replicate the key findings of the original paper but we
also easily attributed third-party calls to different scripts, providing valuable insights
into third-party deployment. This advanced capability can help researchers explain
why replicated findings might differ over time, e.g., due to changes in the mixed content
policy. We encourage researchers to provide their measured data as .web archives for
future research to use.

4.6.2 Correctness

Since WebREC records behavior at the browser’s core, the recorded behavior is correct
eliminating the need for researchers to modify browsers or inject code into web pages.

Custom modifications can introduce issues if researchers are not fully aware of every
browser-specific detail, leading to unintended consequences. For example, we showed,
how a study [229] mistakenly attributed programmatically added event handlers as
inline ones due to a mix-up between properties and atiributes. WebREC avoids such
problems by recording all page activities accurately at its core, allowing researchers to
analyze .web without an in-depth understanding of the HT'ML or other specifications.
In .web’s execution graph, the source of an event handler is clearly visible, reducing the
risk of misattribution during analysis significantly.

Even if a potential bug occurs in the analysis phase, other researchers could easily
reconstruct and correct it based on the provided .web bundles. That this is desirable
shows the Steffens et al. [229] paper, for which we could not rerun their experiment with
our corrected script due to the lack of an available dataset. Thus, we only run their
script on our smaller dataset years later showing that over 50% of the visited sites in
our data would have incorrectly attributed event handlers. How this would change the
takeaway message of the original paper is unclear. We believe providing a format that
allows other researchers to rerun and even correct experiments significantly improves
the correctness of web measurement research.

4.6.3 Efficiency

WebREC improves the efficiency of web measurement research. The experiments in
Chapter 4.4 demonstrate how .web supports various studies, eliminating the need for
resource-intensive development of custom crawlers. Around 70% of papers we reviewed
could use WebREC, highlighting the benefits of a standardized crawler for our commu-
nity. On top of that, 48% of these papers conduct experiments that could rely solely

83



CHAPTER 4. EVALUATING A REPRODUCIBLE WEB SECURITY AND PRIVACY
MEASUREMENT TOOL

on .web archives without the need to live-crawl. We are confident that this will save
resources, reduce web traffic, and prevent potential ethical pitfalls.

Such an archive would allow extensive future work, like longitudinal JS behavior
analysis, currently not feasible with traditional web archives. It also allows easy proto-
typing of experiments without the need for additional crawls (which for example showed
to be an resource issue on the IA in Chapter 3), thereby improving efficiency in web
measurement research.

4.6.4 Storage Implications

Storing more information is expected to result in larger file sizes, requiring researchers
to balance the new insights gained with storage demands. To address this, we added
an optional compression step to our crawler and query tool. To estimate the expected
storage requirements, we conducted another experiment comparing .web with the HAR
files generated by a proxy. We ran our pipeline without any JS injections (which would
otherwise inflate required space) on CrUX 10k, ending with 8,934 origins to compare.

For these origins, the average HAR file size was 13.6 MB, while .web files averaged
10.2 MB, broken down as 8.2 MB for HAR files, 1.5 MB for behavior records, and 0.4
MB for screenshots. The difference in HAR and .web HAR sizes is due to the fact
that proxy-created HAR files include all browser requests, such as upgrade requests or
updating dictionary files, whereas the .web HAR file only captures requests originating
from the page context. This shows that WebREC, while providing more insights, keeps
storage needs low.

4.6.5 Maintenance Overhead

WebREC is developed as a series of modifications to “stock” Chromium, along with
external tools to interact with those modifications. Maintaining modifications in a
rapidly changing code base like Chromium is a challenge, which can lead to quickly-
abandoned prototypes, especially in research. To address this WebREC is designed
as an ongoing solution, with design choices that dramatically reduce the maintenance
overhead in keeping WebREC current.

Most of WebREC’s complexity comes from modifications to Chromium and its sub-
projects (e.g., Blink, V8), which are mostly implemented in C++. The frequent changes
to the code base make correctly maintaining modifications outside the project difficult.
For example, patches that work correctly against one version of Chromium can need
significant reworking for the next version, if Chromium developers have refactored code
or added significant new functionality.

WebREC is implemented using strategies that simplify updates to new Chromium
versions, and minimize amount of patching needed. First, most of WebREC’s logic is
implemented separately and independently of upstream Chromium code, kept in its
own C++ namespace and data structures (instead of modifying the ones relied on by
Chromium). Second, WebREC leverages many of Chromium’s systems to capture in-
formation about a page’s execution without needing to modify Chromium code. For
example, Chromium’s CoreProbe system allows code to receive notifications when cer-
tain page activities occur (e.g., new elements created). Third, Chromium’s build system
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and C++ classes include mechanisms to augment Chromium’s classes in a more robust
way than sub-classing. For example, the classes Supplementable and Supplement
allow developers to add behavior to existing “Supplementable” classes, by implement-
ing that new functionality in a “peer Supplement” class, without needing subclasses or
changing upstream code, further making WebREC’s behavior robust across Chromium
changes. And fourth, when the previously discussed approaches are not possible, We-
bREC uses subclasses when possible, and modifies Chromium code through clever use
of C/C++’s pre-processor (instead of through patches), both of which, while not ideal,
end up being easier to carry across Chromium versions than patches. All this allows us
to maintain WebREC with only 33 patches compared with over 12k lines to implement
WebREC’s browser-side functionality.

This design has been very successful in making WebREC easy to maintain across
Chromium releases. WebREC has been kept current with every Chromium version
since September 2022, (i.e., 40 Chromium versions) with little to no changes required
each update. We estimate less than an hour of time has been needed to keep WebREC
current for each Chromium release, many needing no additional effort at all.

4,7 Summary

This chapter addressed a significant issue in the reproducibility of the current web
measurement landscape: dynamic content that is not correctly captured by existing
archiving formats. That this dynamic content can easily lead to accuracy and repro-
ducibility issues is shown by the presented experiments, which, for example, revealed
a discrepancy of more than 13% in the appearance of JS API calls between responses
replayed from common web archives and our baseline. Additionally, the experiments
identified errors in a published paper, misattributing event handlers.

To tackle these issues and achieve reproducible and accurate web security and pri-
vacy measurements in the future, we then presented and evaluated WebREC. It bun-
dles a web page’s HT'TP communication, an execution graph, and screenshots into
a .web archive, proving more accurate in replicating page behavior than traditional
archives. Our literature analysis shows that many existing measurement studies could
have benefited from using it, offering a solution to current problems and improving
future measurement research.

While, of course, more challenges exist, for example, encouraging researchers to
actually apply our proposed solutions to make research more reproducible, this chapter
concludes the part on reproducibility of web security and privacy measurements. We
invite the community to create and share more datasets like ours to support future re-
search. We believe that future work can greatly benefit from such datasets and archives,
thereby enhancing reproducibility, transparency, and correctness in web security and
privacy measurement research. After all, producing research that others can reproduce
is itself an important aspect of responsible research, a topic we turn to in the next
chapter.
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5.1. MOTIVATION

Contribution of the Author

This chapter is based on “Where Are the Red Lines? Towards Ethical Server-Side
Scans in Security and Privacy Research” [P2]. Florian Hantke, Sebastian Roth,
Rafael Mrowczynski, Christine Utz, and Ben Stock conducted the study. Florian
Hantke and Sebastian Roth developed the initial idea and refined the methodol-
ogy together with Rafael Mrowczynski. Florian Hantke and Rafael Mrowczynski
conducted the interviews, which were analyzed together with Christine Utz. All
three designed and executed the survey, while Christine Utz analyzed the survey
data. Ben Stock supervised the study. All authors contributed comments and text
to individual sections.

5.1 Motivation

Confidence in science has decreased, in part, due to people’s concern about the ethical
acting of scientists. To avoid giving further grounds for these concerns, we need to
better understand what the ethical challenges are in research — specifically, in this
thesis, in web security and privacy measurement studies — and how we can address
them to make our scientific practices more rigorous and responsible.

For web security and privacy measurement research, controversial ethical practices
are particularly pronounced in studies targeting server-side issues. Unlike many client-
side phenomena, server-side issues cannot easily be investigated in researcher-controlled
environments. Studying them at scale requires interacting with unpredictable live sys-
tems operated by third parties, which introduces the risk of unintentionally harming
remote systems. Such risks may lead to operator backlash, legal consequences, or prob-
lems in publishing research results.

Ethical considerations in S&P research have received increasing attention in the
recent years, and several frameworks have been proposed to guide researchers [128,
182, 268, 50]. However, the boundaries of what is considered ethically acceptable or
publishable are still discussed. For example, some researchers have attempted to study
server-side vulnerabilities in real-world deployments, including work on Blind-XSS [120],
SQL injections on orphaned web pages [186], HTTP desync issues [108], or ReDOS
vulnerabilities [226]; some of these studies have anecdotally led to intense discussions
within the research community and the program committee. Legal constraints further
complicate the situation, as applicable regulations are often unclear and subject to
interpretation [15], and even have led researchers to discontinue their research [76].

As a result of these uncertainties, server-side issues are conducted only at a limited
scale, often within controlled environments of self-hosted open-source projects [68, 64,
148, 185]. While these approaches reduce ethical and legal risks, they provide only a
small view of the Web, resulting in findings that provide only limited insights. This
gap highlights the need for a clearer understanding of the legal and ethical boundaries
of server-side measurement research.

In this chapter, we address this largely underexplored issue by investigating the
feasibility of Server-Side Scanning (3S) from both ethical and legal standpoints. Our
goal is to get a holistic understanding of the problem space and devise best practices
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for future research based on 3S to improve the way we conduct server-side research to
strengthen the confidence in our science. To gain broad perspectives on the risks and
feasibility of 3S, we conducted 23 semi-structured interviews with German legal experts,
members of Research Ethics Committees, and website and server operators to identify
the boundaries within which such research might be permissible. To evaluate our
findings at scale, we conducted an online survey with another 119 operators. Drawing
on these insights, we suggest best practices and propose a pre-registration procedure
to make 3S-based research more reliable and transparent.

In short, this chapter investigates the question, How can we enable server-side
scanning research within a framework that prevents harm for all stakeholders? We
investigate this via three sub-questions:

e RQl: How can server-side scanning-based research meet legal standards? Re-
searchers should not fear or risk legal repercussions. Yet, understanding the law,
with all its nuances, can be challenging for non-experts. We therefore aim to
understand the boundaries within which 3S research can be conducted legally.

e RQ2: How can server-side scanning-based research meet ethical standards? Re-
search should follow ethical standards, which can be challenging in the complex
web ecosystem where unintended side effects are not always easy to foresee. Hence,
this work investigates concrete ethical challenges that researchers face.

o« RQ3: What problems do website and server operators see and how can they be
minimized? As operators are directly impacted by web research, their views are
indispensable. We investigate what they consider harmful and permissible, aiming
to address their concerns.

Our contribution comprises the following key points:

1. We present the first qualitative and quantitative study with 23 interviews and
119 survey responses that investigates diverse perspectives about 3S, (see Chap-
ter 5.3.2), focusing on ethics committees of major security conferences and Ger-
man jurists. While we use German law as a reference point in our study, the
implications of our findings can be considered within a broader legal context.

2. We explore five concrete scenarios of how 3S is typically applied in web security
research, along with expert and operator assessments. These can guide future
work and help the community identify the general boundaries of 3S research (see
Chapter 5.3.3).

3. We propose best practices on how to conduct 3S in security and privacy research
(see Chapter 5.5.1) and suggest a pre-registration board for future work in the
area (see Chapter 5.5.2).
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Figure 5.1: Study overview and fimeline

5.2 Methods

Our study aims to provide guidance for server-side scanning (3S), focusing on use
cases in web security and privacy. We investigate the boundaries of 3S from three
perspectives, law (RQ1), ethics, represented by REC members (RQ2), and operators
(RQ3). Our insights are grounded in interviews and an online survey.

To gain an in-depth understanding of these three perspectives, we first conducted
semi-structured problem-centered interviews [256] with people from all three groups
(see Figure 5.1). Our interviews with legal professionals and REC members had the
character of expert interviews [26] aiming at the reconstruction of their specialist knowl-
edge related to our RQs. Since legal regulations differ from one country to another,
we narrowed the law-related scope of this study by focusing on German law. For the
operators, semi-structured interviews provided insights into their mindsets and opin-
ions on server-side research. Additionally, with far more operators existing than ethics
and legal experts, we complement our findings with a quantitative survey study with
operators to broaden the scope of opinions. As a key element to all interviews and the
survey questionnaire, we use example 3S scenarios, presented in form of vignettes [196].

5.2.1 Vignettes of 3S Scenarios

Vignettes are “short stories about hypothetical characters in specified circumstances,
to whose situation the interviewee is invited to respond” [73]. This instrument allowed
us to elicit interviewees’ considerations and judgments on specific 3S scenarios that are
relevant to answer our RQs [6, 11]. For the survey, they let us approximate how well
operators’ opinions can be generalized on a larger scale.

We designed the vignettes to cover a range of typical 3S scenarios in web security
research, which we identified by reviewing widely exploited real-world vulnerability
classes known as Common Weakness Enumeration (CWE). Furthermore, the vignettes
were meant to challenge participants’ assumed mental models and therefore consider
edge cases pointed out in ethics [14] and German legal [15] literature, e.g., the limits
of access control, the importance of researchers’ intent, and privacy law concerns. We
also made sure to cover all dimensions of the CIA Triad. Each of the scenarios is
identified by the name of its fictional protagonist (see Table 5.1). The full texts for
all scenarios are provided in Appendix C.1. For the survey, we slightly modified the
wordings to increase clarity; these versions are included in the full questionnaire in the
supplementary material [92].
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Table 5.1: Scenarios used in the inferviews and survey

Scenario Vulnerability CWE Rank CIA
Alice SQL Injection 3 CWE-89 CA
Bob Invalid HTTP Header 6 CWE-78 A
Charlie Insecure Direct Object Reference 22 CWE-269 CI
Daisy Stored XSS 2 CWE-719 (I
Eve Path Traversal 8 CWE-22 C

5.2.2 Pre-Registration Proposal

Another integral part of both the problem-centered interviews and our survey question-
naire was our proposal for how to improve the status quo for 3S research. We propose
a pre-registration process through a trusted third party (TTP) to provide a concrete
framework within which 3S research can be carried out in a reliable and transparent
way. The idea initially came up with insights from the first interviews and matured
in internal discussion in our project team. In the later interviews and the survey, we
briefly outlined the idea and presented our full proposal (see Chapter 5.5.2).

5.2.3 Problem-Centered Interviews

Our problem-centered interviews called for different recruitment strategies for each
group of interviewees.

For legal experts, we compiled a list of professional roles we wanted to interview,
e.g., legal scholars as well as legal practitioners like lawyers and prosecutors. We also
included the perspective of academics, as (1) they are the most frequent contributors to
legal commentaries, an important source of knowledge for all German legal professionals;
(2) their scholarly opinions are regularly quoted in judicial decisions [117]; and (3) they
also initiate debates that inspire legislative policies. Once the list was completed, we
emailed legal experts who we identified via an online search and also followed further
recommendations by our interviewees.

For operators, we followed a similar approach, creating a list of roles along with
desired attributes (e.g., company in the security sector, small company). We found
suitable operators online and emailed them, recruited via social media (Twitter and
LinkedIn), and also used personal contacts.

Lastly, for the ethics perspective, we invited members from the RECs of USENIX
Security and IEEE S&P, as they are the experts who assess the ethical validity of
security research. To avoid conflicting too many potential REC members for our own
submission, we invited one expert after another instead of sending out multiple invites
at once.

For each of the three groups, we continued recruiting until we had filled all desired
roles and attributes. If two people in one category had very diverse opinions, we
recruited more people of this category until opinions saturated.

The guides we crafted for our interviews begin with general questions about web
security, followed by more detailed questions tailored for each specific group. All five
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3S scenarios and our improvement proposal were embedded in the guides; they are
available as supplementary material [92].

We conducted one pilot interview per group to test the interview process and to
fine-tune our guides. The interviewees were experts from our institutions. As this
pre-study went smoothly, we kept this interviewing strategy.

Interviews took between 37-116 minutes and were conducted either in-person or
via video conference between January and May 2023 (see Figure 5.1). With each
new interview, minor adjustments were made to the guides, e. g., we incorporated new
insights from earlier interviews. Most of the interviews were joined by two members
of the research team. One person led the interview, while the other asked additional
questions and handled the audio recording. We leveraged the Amberscript service
for transcription. One interviewee did not consent to audio recording, so the (only)
interviewer took notes during the interview and expanded them based on their memories
afterwards.

5.2.4 Operator Survey

We conducted an online survey to validate our findings with a larger sample of operators.
Like the interviews, the questionnaire was built around the five 3S scenarios and our
pre-registration proposal for the future of 3S studies. To obtain more detailed insights
into the boundaries of what types of 3S research operators are comfortable with, we
leveraged ideas from the interviews to create two variants for each scenario: a less
invasive one, which was shown to participants with a neutral or negative response to
the base scenario, and a more invasive variant for neutral to positive respondents. The
full questionnaire and all scenario texts are available in the supplementary material [92].

The questionnaire first asked about participants’ background: if (1) and how many
(Q2) servers they operated, their main role with regard to the operation of websites or
servers (Q3), and the size (Q4) and location (Q5) of the largest organization for which
they were currently operating them. We then defined 3S and asked for participants’
general comfort level with researchers performing such scans on participants’ servers,
using five-point Likert scales (Q6). Next, we let participants assess the five 3S scenarios
in the same way, presenting them in random order and asking for an assessment of the
base scenarios (A1-E1); if applicable, one or both variants (A2-E2 / A3-E3); and an
explanation of these assessments (A4-E4). The survey proceeded to present our pro-
posal of pre-registration through a trusted third party. Participants were asked to rate
the competence of different potential TTPs to assess 3S studies (Q7) and again to indi-
cate their comfort level with such pre-approved scans (Q8). The section concluded with
questions about factors that would be important to operators in such a pre-registration
procedure (Q9) and if (Q10) and in what way (Q1lla-b) it would change their opinion
about scenario assessments. The survey ended with questions about previous security
training (Q12-13), age (Q14), gender (Q15), and general feedback about 3S and our
study (Q16). Participants could voluntarily provide an email address to receive the
study results.

We pre-tested the survey in think-aloud sessions and test runs with operators re-
cruited from the authors’ social circles until no more comprehension issues arose. We
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distributed the survey to operators at scale by emailing the generic email address
webmaster@DOMAIN for websites on the Tranco top 1 million list [135] from June
21, 2023 (ID: X5XVN). We divided this list into 10 popularity bins of 100,000 domains
and, once to twice a day, emailed batches of 5,000 domains, with 500 randomly drawn
from each bin. This resulted in a total of 200,000 emails sent between June 23 and July
19, 2023, 159,009 bounced emails, and 291 survey accesses.

5.2.5 Data Analysis

Interviews. We implemented the procedure of qualitative content analysis [147, 206,
207], but in a relatively flexible manner. We derived our initial set of codes from
our interview guides. These codes represented topics and sub-topics addressed by our
questions.

After the codebook became saturated, a key concept of qualitative research [81, 236],
three team members coded all interview transcripts in three consecutive stages. They
had varied expertise with two being computer scientists, one also holding a German
law degree, and the third being a social scientist specialized in sociology of law. Coding
tasks were assigned such that every interview transcript was independently coded by at
least two researchers. After each stage, we compared and discussed our codings until
we reached an inter-subjective agreement. The final version of the codebook is included
in supplementary material [92].

After finishing the coding process, we identified the key categories, i.e., the most
important codes and used them to systematically look across different transcripts. In
this way, we found commonalities as well as differences in what our interviewees had
told us about 3S issues and our scenarios. The process of comparative data interpreta-
tion was facilitated by writing memos [81] on the main topics represented by our key
categories. These memos served as the foundation for writing up our findings.

Survey. Overall, we registered 291 survey accesses. We removed 86 responses
without consent, 85 partial responses that had not been submitted, and one response
that had not answered a single question. This left us with a total of 119 final responses,
which we analyzed using descriptive statistics. We did not conduct a formal qualitative
analysis of the open-ended responses, as an inspection did not yield any new concepts
beyond the interviews.

5.2.6 Research Ethics

Prior to recruiting participants for our interviews and the survey, we took extra care
to minimize any potential harm or privacy concerns. We obtained prior approval from
both our institution’s Ethical Review Board and data protection officer. Both inter-
viewees and survey participants were briefed about the goal of the study before their
participation and asked for their consent. They also had the option to withdraw from
the study at any time. One interviewee was not comfortable with being recorded, so we
respected that wish and resorted to taking notes. The operator survey was distributed
to popular websites by contacting only the generic email address webmaster@DOMAIN.
While this could be considered as unsolicited bulk mail, our use of email generics meant
for general public inquiries was found by a data protection authority to be less invasive
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than more targeted approaches [247]. Each address was only emailed once, without
any reminders or confirmations. Email addresses voluntarily provided by survey partic-
ipants to learn about the study results were only contacted once to send out a preprint
of original study and deleted afterwards.

5.2.7 Limitations

The qualitative part of our study has general limitations that characterize this type
of research: We can identify different arguments with interviews, but we cannot make
generalizing inferences about their distribution within the entire population of legal
experts or REC members. For example, we were able to identify arguments rooted
in different understandings of research ethics, but we cannot indicate which direction
dominates among REC members.

Our inquiry into legal assessments of 3S research is also limited in terms of geo-
graphic scope. We exclusively interviewed experts on German law, due to practical
reasons. Despite all transnationalization trends of recent decades [24], law remains a
fairly national phenomenon and most legal professionals operate within their respective
national legal systems [1, 2]. A comprehensive assessment of relevant laws would re-
quire a vast multi-national research team and massive resources, which we do not have.
Thus, we decided to focus on Germany as an example. We hope that this work inspires
researchers globally to conduct similar studies in their countries, painting a broader
picture piece-by-piece.

As for web operators, we combined semi-structured interviews with a survey. This
mixed-methods approach aimed to overcome the limitation in the qualitative part. How-
ever, our survey also has its own methodological limitations. Despite the random se-
lection of potential respondents, self-selection bias necessarily occurs. In particular, we
suppose that security-aware operators were more likely to respond.

5.3 Results

The insights obtained in 23 semi-structured interviews and 119 survey responses paint
a consistent picture of the legal and ethical challenges of server-side scans and the
potential problems for operators. In this section, we summarize the participants’ views,
emphasizing that these should not be misconstrued as legal counsel. First, we describe
our participant samples and the three interviewed groups’ general stance towards 3S.
Afterwards, we go into more detail, focusing on the five 3S scenarios selected to represent
common server-side issues in web security. We conclude with participants’ suggestions
for improvement and opinions on pre-registration.

5.3.1 Parficipant Samples

Interviews. As shown in Table 5.2, we interviewed a total of 9 legal experts, 10
operators of various websites, and 5 members of conferences’ RECs. Considering the
small number of the REC members in general, we opted to omit the country’s name
to prevent the de-anonymization of any participants. We also spoke to other people
who did not fit our three designated groups, e.g., politicians. While not included
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Table 5.2: Inferviewee demographics and background

1D Role Gender  Country
1-L Law professor (criminal law) M DE
2-L Law professor (privacy law) M DE
3-L Law professor (criminal law) M DE
g 4-L Law professor (privacy law) M DE
— 5-La  Law professor (criminal law) M DE
5-Lb  Legal research assistant F DE
6-L Legal practitioner M DE
7-L Legal practitioner M DE
8-L Legal practitioner M DE
9-O CISO of a large company M DE
10-O  Hobbyist and self-hoster M DE
11-O  Operator for web agency M DE
» 12-O  Pentester and web operator M DE
§ 13-O  Owner of multiple web shops M DE
® 14-O CISO in the public sector M DE
& 150 CTO of a small startup M DE
©  16-0 CEO of a web agency M DE
17-O  CTO of an international company M UK
18-O  Pentester and self-hoster M DE
20-E  Ethics Committee Member M -
# 21-E  Ethics Committee Member M -
':'c:: 22-E Ethics Committee Member M -
M 23-E  Ethics Committee Member M -
24-E  Ethics Committee Member M -

in our analysis, they still contributed to our overall understanding. Interview 5 was
conducted with two participants simultaneously, resulting in 23 interviews but a total
of 24 participants.

Despite our efforts to achieve a diverse participant pool by sending out emails to
a broad spectrum of people and also advertising on Twitter (>40K impressions) and
LinkedIn (~2K), all but one interviewee were male — a reflection of the unfortunate gen-
der disparity in these fields. Interviewees’ ages ranged from mid-twenties to retirement,
and they were based in Germany, the UK, the US, and Switzerland.

Participants were diverse in terms of role, professional background, and seniority.
Among the legal experts, 6 hailed from academia, ranging from research assistants
to senior professors. The practitioners worked as lawyers and prosecutors. The REC
members also ranged from junior to senior professors. The interviewed operators held a
variety of positions and had a diverse understanding of security. The group included self-
hosters, CTOs, CISOs, penetration testers, web developers, and one owner of multiple
online shops. Overall, our groups of interviewees covered all the roles we had planned
to interview.

Survey. After data cleaning as described in Chapter 5.2.5 we were left with 119
valid survey responses. Participants here also predominantly (84.9 %) identified as male
and had a mean age of 43.0 years (std 9.8, min 20, med 43, max 72). All but one par-
ticipant reported to operate a web server or site; within the last three years, they had
operated a mean of 343.0 servers (std 1809.5, min 1, med 15, max 16,000), with most
being responsible for 2-50 servers. Most (92.4 %) reported to have received prior secu-
rity training, most frequently via self-teaching (89.1 %) or “learning by doing” (77.3 %).
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Formal education was less common, led by courses at university or school (48.7%).
Appendix C.2 contains detailed statistics on survey participants’ demographics and
background in server operation.

5.3.2 General Assessment of Server-Side Scans

In the first part of each interview, we introduced the interviewees to the topic of 3S
and asked what they thought in general about researchers conducting such scans. De-
pending on their field, this already provided evidence of diverse perspectives and the
breadth of affected subject areas. The following sections describe interviewees’ gen-
eral assessments of 3S, while Chapter 5.3.3 provides more detailed insights discussing
specific 3S scenarios.

5.3.2.1 Legal Experts

Our interviews with legal experts indicated that topics like 3S-based studies, searching
for server vulnerabilities, and ethically hacking activities constituted a “niche topic” in
German juridical debates (3-L). Currently, this kind of research can only be done in a
“legal gray zone” (7-L) — a fact that implies serious legal risks for those who conduct
3S-based studies (7-L; 8-L).

On the one hand, a systematic search for vulnerabilities on remote computer sys-
tems, especially if performed at scale, can constitute an act of crime under present-day
legislation (5-La). The only legally sound way to perform 3S-based security research
would require explicit consent by every single operator whose server is subjected to a
scan (7-L). However, 7-L underlines this is infeasible for 3S studies.

On the other hand, as of August 2023, there are no public court rulings on 3S-
related cases in Germany (5-La)!. As a prosecutor interviewee emphasized, no “white-
hat hacker” has ever been sentenced by a German criminal court, as all such rare cases
had been already closed before trial, either because of a lack of “public interest” in
prosecution or because of “minor guilt” — both are discretionary prerogatives often
available to prosecutors (6-L). This fact, however, has ambiguous implications for 3S
researchers: A conviction appears unlikely but there is no guarantee (5-La), and a
“mean-spirited” prosecutor could still open an investigation, which by itself is already
stressful for suspects (e.g., confiscation of their hardware), even if the case is later
closed before trial (2-L).

The biggest legal risks and uncertainties for 3S researchers lurk, however, in the civil
law domain. If a scan causes harm on remote systems, affected operators can sue for
compensation (6-L). Harm can include different things: a need to pay for IT specialists
to fix a server, a direct loss of revenue due to the unavailability of an operator’s Internet
presence, as well as a loss of customers due to reputation damage (6-L). The distinction
between intent and negligence, which is vital in criminal cases, or notions of public
interest or benevolent motivations are barely relevant in civil law cases (6-L).

!This changed in 2025: German courts have consistently upheld convictions in a prominent case in
which an IT consultant was found criminally liable for accessing a publicly available database password,
despite subsequently reporting the issue responsibly. [204]
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5.3.2.2 REC Members

Besides the 3S topic, we asked the interviewed REC members about the process of
ethical review. They are selected to serve on the REC based on their research experience.
Although they usually do not have systematic academic training in practical philosophy,
some of them do explicitly refer to main ethical traditions, as indicated by one of our
interviewees and in literature [128]. Other REC members we interviewed perform their
tasks based on implicit understandings of ethical norms without explicitly linking them
to broader philosophical debates.

According to our data, there are two main ethical traditions influencing the REC
members. The first is utilitarianism [23, 153] (a sub-form of consequentialism) [128].
It focuses on relations between benefits and harms as consequences of human actions,
e. g., a 3S-based study. The second philosophical tradition is deontology that emphasizes
the categorical moral obligation to respect the fundamental personal rights [114], e. g.,
privacy. “[D]ifferent ethical frameworks can lead to different conclusions about right
and wrong” when discussing ethical challenges posed by specific research projects [128].

Other ethical frameworks were also mentioned: “discourse ethics” and “ethical colo-
nialism” (22-E). Proponents of the discourse ethics [9, 86] argue that an adequate ethi-
cal assessment can only emerge as a result of a free and open-ended discussion between
all stakeholders affected by that action. The term ethical colonialism is understood
by one of our interviewees as a critique of a situation in which “people who are in a
position of power [are] imposing their worldview on other people” (22-E). This notion
seems to be closely related to what is also denoted as ethical imperialism [214] or moral
imperialism [109)].

Our data shows that utilitarian and deontological arguments are frequently made by
all interviewed REC members, even if they do not explicitly reference any philosophical
sources. Usually, reasoning about ethical problems posed by our scenarios is rooted in
both major ethical traditions.

Discussing the 3S research also highlighted the ethical challenges for researchers.
Uncertainty about a possible impact of research-related 3S activities on remote systems
was mentioned as the key problem (20-E, 22-E). This results in an ethical dilemma: “Is
the morally right decision to not scan because not scanning would then mean that the
researchers are not involved in the actual crashes of any machines, or is the morally
right decision to scan, thereby identifying vulnerable machines and encouraging them to
fix and thereby helping other users?” (22-E).

There are also other general ethical problems identified by one interviewee: (1)
absorbing server resources for processing of numerous requests; (2) binding human
resources by generating many log events which can alarm security personnel; (3) re-
searchers lacking resources for a large number of vulnerability disclosures (24-E). An-
other interviewee (23-E) named three types of 3S activity that constituted absolute red
lines from an ethical point of view: (1) “fuzzing random stuff”; (2) intentionally dam-
aging someone’s business operations; (3) extracting any kind of personal information.

Still, our interviews revealed that “the red lines are not clear” (24-E) and discourse
ethics played an implicit role in all interviews with REC members. Researchers per-
forming 3S should report in their papers any incident caused by their research activities
(e.g., server crashes or privacy breaches), because only under this precondition can the
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REC become aware of harmful side effects of a given study and adequately assess its
ethical implications. Researchers should also justify their selected research design by
demonstrating that it is best suited to keep up high ethical standards (24-E).

5.3.2.3 Operators

Overall, the interviewed operators mostly exhibited a positive attitude towards 3S
conducted by academic researchers. Six interviewees explicitly mentioned that they
saw it as their own responsibility to secure their services once they go public on the
Web. They acknowledge that such scans are part of Internet reality and operators
should be well prepared, because “/aft the end of the day, the bad guys do it.” (18-O).

Most operators understood the purpose and necessity of 3S activity, as it contributes
to securing the Web in the future. Still, operators voiced concerns about potential harm.
For example 16-O said: “I think [3S] is absolutely fine. Our system must also be able
to withstand this to a certain extent. If you basically say, ’[3S] is legal,” I would have a
problem with that.”

Issues related to infrastructure were noted in all interviews: “/Y/ou never know what
kind of business workflow you’re going to trigger behind the scene.” (17-O). This lack of
knowledge could lead to unintended consequences such as server crashes. Scans should
make as few requests as possible to avoid accidental server overloads or denial of service.
A red line would be crossed if researchers risked the system’s availability on purpose.
“Anything that goes in the direction of denial of service, performance degradation and
the like is problematic” (11-0O).

Another core aspect is the effects related to the end-user: “[Sjecurity research should
not interfere with websites’ users” (13-0O). One frequently mentioned red line is the
leakage or manipulation of private user information. Researchers should not actively
search for personal data. If such data is discovered, they should handle it confidentially.

Operators’ third main concern is harm to the organization. This could be reputa-
tion damage, when vulnerabilities are leaked to the public (9-O; 13-O), thus, researchers
should handle vulnerability information confidentially (9-O). 3S could also cause finan-
cial losses for the organization. For example, as cloud services charge by traffic, large
scans can cost organizations money (15-O). Many organizations also hire commercial
pay-as-you-go CERTSs to monitor their infrastructure, which means alarms appearing
from 3S could lead to unnecessary costs (15-O).

Seeing the potential damage, operators also mentioned how they would react to 3S
activity. Some highlighted their right to block IP addresses; others pointed out they
had already implemented mechanisms to automatically block aggressive scans. Survey
respondent 1-OS noted, “I would actively try to stop it from my side. I believe you have
the right to try and I have the right to try to not allow it.”

Besides technical reactions to scans, operators mentioned that they would seek com-
munication with the scanning party if necessary, e.g., when noticing aggressive scans
or harm done (12-O; 13-0). Although the filing of criminal complaints was mentioned,
it appears to be less common and is usually reserved for events of significant harm or
threats to reputation. If operators see that researchers are behind a scan, e.g., indi-
cated by a header, direct communication is the preferable first response, with criminal
complaints seen as the last resort. Nevertheless, two operators mentioned that in case
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of significant harm, they would be obligated to file criminal complaints regardless of
the scanner’s intention as their company’s legal team would ask for it (14-O; 15-O).

Although the interviewed operators see the negative consequences, we already pointed
out that the majority of operators in our study are positive about such scans, if con-
ducted by academic researchers. They would rather accept the potential harm from
researcher-conducted scans, knowing that it would be responsibly disclosed, than risk
damage caused by criminal actors. Not only do the interviews indicate these opinions,
but also the survey data in Q6. As shown in Figure 5.2 and Appendix C.4, more
than half of the participants (36.1 % comfortable, 21.8 % somewhat comfortable) were
positive about researchers conducting server-side scans, while 9.2 % were neutral and
about a third expressed a negative stance (13.4% somewhat uncomfortable, 19.3 %
uncomfortable).

f Y
Key Takeaways

Legal assessments of 3S remain problematic due to a lack of criminal precedents.
Even more critical is the risk of civil lawsuits. REC members stress the discussion
of researchers’ ethical decisions and transparency in publications, wishing for a
well-argued balance between potential harm and benefits. The operators group is
the most positive group in our study when it comes to 3S, as they also benefit
from it in the form of vulnerability disclosure. They view legal actions as a last
resort in cases of significant harm or if required by the company’s legal team.

5.3.3 3S Scenarios

At opportune moments during the interviews, we asked the interviewees about their
opinions on the five ealier mentioned 3S scenarios. This allowed us to follow their
trains of thought in assessing the concrete risks and benefits of 3S. Before reading the
assessments, we would like to encourage readers to first think about each scenario and
form their own opinion.

5.3.3.1 Alice - SQL Injection

In the first case study, we asked participants about the use of the SQL sleep function
to test for the presence of SQL injection vulnerabilities.

The majority of legal experts in our study agreed that these types of scans had a
low criticality from a legal standpoint. This is because Alice did not read any sensitive
information from the server, which neither constituted the offenses of data espionage
or phishing nor violated privacy legislation. Moreover, the potential for harm to the
infrastructure is low, reducing the risk of a civil lawsuit. Still, several interviewees
noted that a strict interpretation of the criminal code could lead to Alice’s action being
considered an unauthorized manipulation of data, as one could “deliberately delay the
response now and activate some particular mode in the database [...]” (3-L).

While the legal experts attested the SQLi approach a low risk level, most concerns
raised by the REC members in our study referred to legal issues: “Alice should also
make sure that she obeys all the laws in the country” (20-E). They were also concerned
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that Alice had no control over server reactions. While most servers would likely just
execute the sleep command, “how can she make sure that the server does mot crash
or maybe misbehave” (20-E). Consequently, they concluded that the REC would urge
authors to consider other methods to address the research question and ask: “/D]o
you really need to do this to get your answer or are there safer things to do?” (21-E).
Despite the raised concerns, two of the REC members considered the sleep function “a
good way of minimizing the risks” (24-E). They would accept such a paper and rather
advise authors to disclose any incidents.

The interviewed operators mentioned arguments similar to those of the REC mem-
bers. Three of them pointed out that researchers could neither predict how the in-
frastructure would respond to a request nor the implications on log files or caching.
For instance, 9-O warned that if the payload was more than a sleep call, “internal
attackers [...] are suddenly able to get stuff [from the log].” Operator 11-O expressed
concerns about an even less invasive variant using SELECT 1+1 instead of sleep. It
potentially disrupted caches and, consequently, “some subpage is no longer the title of
the post [...] but 2”7 (11-0), impacting end users. Regarding the initial sleep payload,
another concern was that Alice did not know how time-critical a service was (17-O).
In some real-time services like stock trading, a one-second delay could already cause
significant financial damage. However, 16-O challenged this argument, stating that the
natural latency on the Internet could often exceed one second. Despite these concerns,
the common consensus was that a short sleep was acceptable, as it did not significantly
impact end users. The 1+1 variant was even better received by the majority of opera-
tors, yet a red line would be crossed as soon as personal information was leaked, with
some already considering knowledge of the database structure as critical.

These views are further supported by our survey data, as shown in Figure 5.2 and
Table C.8 in Appendix C.4: 69.7 % of the surveyed operators reported being (somewhat)
comfortable with the initial sleep scenario (question A1), while 22.7 % were (somewhat)
uncomfortable with it. The less invasive 1+1 case (A3) yielded a (somewhat) comfort-
able assessment by an additional 4.2 %, with 18.5 % still being (somewhat) uncomfort-
able. The more invasive variant in which Alice reads the database structure (A2) still
led to some degree of comfort with 37.8 % of respondents and 29.6 % being (somewhat)
uncomfortable with it.

5.3.3.2 Bob - Invalid HTTP Request

In this scenario, Bob sends invalid HTTP requests, accidentally crashing a server.

The interviewees from law all agreed that it came down to Bob’s intent and potential
negligence. For the judge in a criminal case, it was important to understand whether
Bob knew and expected what would happen or not: “/Ijt depends very much on |[...]
the probability [of a crash]” (3-L). If Bob had known that the server might crash and
still sent an invalid request, or if this even was his intention, it could be argued that
he committed computer sabotage. Regardless of the legal status of the act of sending
such a request, civil law enables operators to demand compensation for caused harm or
file an injunction to stop any 3S activity against their servers if Bob acted with intent
or negligence.
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Figure 5.2: Surveyed operators’ level of comfort with 3S in general (Q6, Q8) and 3S sce-
narios (AT1-E3). The less and more invasive scenarios were only shown to participants
who already were uncomfortable / comfortable with the base scenario, respectively
(see Chapter 5.2.4).

The interviewed REC members expressed similar views and highlighted the impor-
tance of due diligence to demonstrate good intent. “/MJany reviewers would first ask
the question [...] what diligence did Bob do to mitigate harms beforehand?” (22-E).
Interestingly, they all asked this question, concluding that “fi/f [Bob/’s not aware of
this problem at the beginning, then it would be ethical” (24-E), as his intent was not to
crash a server. However, as soon as Bob’s monitoring indicated a crash, he should stop
scanning, disclose the issue to the operators, and mention the incident in the paper
such that others would not make such mistakes.

In the same vein, the interviewed operators agreed that sending invalid HTTP
requests would be fine. In the real world, something similar could also happen due to
bugs in end-user software like browsers (9-O). Thus, operators should be prepared for
such behavior and researchers should be allowed to test for it. “I understand that’s
how research works, you can’t make everything 100 % safe” (15-O). The operators in
our study further mentioned that they could also learn from such crashes and prevent
them in the future. For example, Survey participant 97-OS wrote, “If it is a crash
that is reliably replicated [...], I care more about knowing about it than the service being
temporarily down.” However, most operators would only be fine with a crash if it
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occurred just once. Thereafter, they would expect researchers to stop.

The survey responses paint a similar picture, as 54.6 % of participants would be
(somewhat) comfortable with Bob’s scan in the base scenario (see Figure 5.2 and Ta-
ble C.8). However, 37.8 % expressed (some) discomfort, probably because this scenario
involved a crash. The less invasive variant (B3) only convinced another 10.1 % of partic-
ipants and still was viewed negatively by 25.2 % of participants. On the other hand, the
more invasive scenario (B2) still elicited a (somewhat) comfortable response in 21.8 %
of surveyed operators, with 31.9 % being (somewhat) uncomfortable.

5.3.3.3 Charlie - Insecure Direct Object Reference

In this scenario, Charlie first changes a GET request that contains his user ID to instead
use the ID of another user. This checks if it is possible to receive information from other
users. In the more invasive variant, Charlie changes the ID in a POST request to check
if he can modify other users’ data.

For the GET request, all interviewed legal experts agreed that from a criminal law
perspective, the possibility of charges for data espionage depended on whether an ID
could be considered access protection. “The question is, is it already enough as access
security that a standard Internet user [...] cannot do that?” (3-L). Six concluded that a
predictable ID by itself could not be considered sufficient access protection but pointed
out that other experts might disagree. Thus, Charlie’s first scan would “probably [go]
unpunished, because you cannot circumuvent any access protection” (6-L).

However, the POST request that modified data would unquestionably be illegal,
even without bypassing any access protection. As 1-L exemplified: “If I were to leave
my laptop here unencrypted and you [...] made an A into a B, that would already be a
[illegal] data manipulation, regardless of whether there is password protection or not.”

Beyond criminal law, for both scans, the interviewees referred to privacy laws and
their complexity. Some regulations, such as Article 89 GDPR [70], hold exceptions for
researchers, meaning that with sufficient justification the processing of users’ personal
data for research is legal.

The REC members also considered the GET request to be less harmful than the
POST idea. Two interviewees would accept such a method in a paper without discus-
sion, “/hje just needs to make sure that the handling of [...] the sensitive information
[-..] is also okay and then also describe it in the paper.” (20-E). Yet, they mentioned
that this would likely lead to discussion in the committee. For the modifying request,
all members agreed that it would cross a line. However, they all would consider alter-
native research designs, asking: “Is there a reason Charlie didn’t create two accounts
that he then tries to change between the two?” (22-E). All interviewed REC members
stated they would be fine with such research if Charlie instead used a dummy account
to evaluate his experiments against. This would not harm any individual users and,
thus, would ethically be acceptable. Nevertheless, participant 22-E brought up the
question of potential terms of service violations. Asked about this, legal expert 5-La
expressed a similar view, acknowledging that while the use of a dummy account might
not constitute a criminal offense, it could potentially violate the service’s terms and
conditions.
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Asked about Charlie’s experiments, no operator mentioned terms of service. Three
of them were fine even with the data modification, and five with the GET request, as
every operator should check for such flaws. Three operators mentioned privacy concerns
that would speak against the scans, because “as soon as I notice that users’ data is
being leaked, I have to run to the data protection authority [...]. I don’t feel like doing
that.” (10-O). Operators also supported the dummy account solution, especially if they
saw a connection between two accounts, e. g., similar names.

Survey data (Figure 5.2) confirms the interview sentiments, with 66.4% of par-
ticipants being (somewhat) comfortable with Charlie’s GET request (C1) and 22.7%
expressing (some) level of discomfort. As expected, comfort levels were lower for the
modifying POST request (C2): 42.9% of operators expressed (some) discomfort with
this, but still 27.7% felt (somewhat) comfortable. By contrast, Charlie only accessing
his own dummy profiles (C3) yielded an additional positive response of 12.6 % but still
caused some level of discomfort with 14.3 % of surveyed operators.

5.3.3.4 Daisy — Stored XSS

Daisy enters an XSS payload into an input field on a website, subsequently storing it on
the server. This payload potentially reaches all site users and, upon execution, sends a
ping back to Daisy’s server.

The legal experts in our study viewed this case as problematic. All but two of
them pointed out that Daisy would be infringing on privacy laws by collecting users’
IP addresses. “The IP address, whether static or dynamic, is personal data” (4-L).
While the Article 89 GDPR does make exceptions for researchers, any advancement
of scientific research must be weighed against the individual’s right to privacy. The
experts were not convinced of the benefits of Daisy’s research. From a criminal law
perspective, all but one expert considered uploading data explicitly deemed to be an
attack payload an illegal manipulation of the server-side data: “/T/his code is stored
somehow [...], individual bits and bytes are actually changed without the user’s consent”
(1-L). As Daisy’s actions did not only target a server but potentially all of its users,
she may be subject to prosecution for multiple offenses against the server and each
individual client.

The interviewed REC members assessed the scenario similarly, stating that re-
searchers should not store potentially harmful code on a web server. They expressed
concern that once the code was stored, it left a lasting sign of an attack on the server.
Like the jurists, they found it very concerning to execute code on multiple clients. Only
one interviewee (24-E) said they would be fine with Daisy’s experiment if the method
was the only viable means to answer the research question and potential benefits out-
weighed the potential harm. This participant would require Daisy to provide more
information explaining that her research was ethical and her method represented the
least risky approach, as “ultimately, it’s the responsibility of the authors to demonstrate
that their research is ethical” (24-E). If Daisy could revise her design to ensure she does
not inadvertently attack unknowing users, most REC members we interviewed would
not reject the paper on ethical grounds. One option could be a check added to the
payload that ensured only browser(s) controlled by Daisy send a ping back. Other
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browsers would still execute the confirmation code, but the harm would be acceptable
for most of the interviewed REC members.

Operators in our study were also mostly comfortable with the proposed alternative
research design. “It is okay. The way you are choosing the payload shows your intention,
I think” (17-0O). In the base scenario, operators expressed discomfort with a malicious
payload being stored on their servers, similar to the REC members; yet, they were more
troubled by the privacy implications pointed out by the legal experts. This sentiment
is echoed in the survey data (Figure 5.2 and Table C.8), with 49.6 % of participants
in the base case (D1) expressing some level of discomfort with such a scan and only
39.5% being (somewhat) comfortable with it. As expected, the more invasive variant
(D2) was only viewed favorably by 19.3 % of respondents, while 26.9 % had a negative
stance. If Daisy only sent pings from her own accounts (D3), these rates were 21.0 %
and 33.6 %, respectively.

5.3.3.5 Eve - Path Traversal

Eve measures the prevalence of supposedly inaccessible files inadvertently exposed to
the public, like path traversal vulnerabilities or exposed .git listings. This was the
least controversial scenario among interviewees.

For criminal law, the interviewed legal experts focused on data espionage, as re-
searchers were not manipulating any data in this scenario. The legality of scanning for
confidential files depended on whether the researchers bypassed any access protection.
Legal expert 3-L explained that Eve’s action did not constitute the offense of data es-
pionage, as “the mere intention that something is secret is not enough to secure access;
I need some objective barrier to access”. Six other legal experts leaned in a similar
direction, explaining that if the target file was hidden behind a random file name, like
a UUID, this could be argued as an implementation of access control. However, if re-
searchers were only looking for well-known files like . git, most agreed that this could not
be considered an access control bypass. Regarding privacy laws, the experts repeated
that researchers must have a valid reason for processing any user data: “If it is per-
sonal data, then of course you have a processing of personal data. Consequently, it is
somehow a data protection right and needs the usual justification” (2-L). If no sensitive
information is expected, there should be no privacy concerns.

The REC members in our study also saw the privacy aspect as the most critical
one. However, they all agreed that such a scan would be acceptable if researchers did
their utmost to minimize data processing. As participant 22-E put it in our interview,
“IWhat I would try to do is try to develop a mechanism that minimizes the need for
humans to look at data [...] that is sensitive.”

All but two operators we interviewed shared a similar perspective. Participant 13-O
stated that the critical aspect was “not knowing what happens to the information”. On
the other hand, 15-O said about the data: “It is public! Whether I wanted it or not, it
is just public, and now even the bad guys see that!” All but two interviewed operators
agreed that they would accept such scans.

In the survey, all Eve variants received similarly high approval (see Figure 5.2
and Table C.8): 67.2% exhibited (some) degree of comfort with the scan in the base
case (E1), while 21.8 % were (somewhat) uncomfortable with it. 41.2% still answered
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positively in the more invasive scenario (E2), while 27.7% a provided an assessment
that tended towards negative. The less invasive case (E3) did not lead to notably higher
acceptance with initially skeptical operators; here 3.4 % where (somewhat) comfortable
and 19.3 % still (somewhat) uncomfortable with Eve’s scan.

r a
Key Takeaways

Throughout all scenarios, legal experts often avoided making absolute statements,
only leaning into one possible direction, underlining the complexity of the legal
landscape. REC members occasionally referred to the legal side, yet focused more
on users’ privacy and considering alternative research designs, e. g., using dummy
accounts. Operators mentioned a few red lines during the interviews, e.g., data
leakage and modification, yet many were open towards 3S research, provided it is
accompanied by a proper risk assessment and a responsible disclosure process.

5.3.4 Parficipants’ Suggestions for Improvement

Throughout our interviews, legal experts frequently highlighted that 3S-based research
currently occupied a gray zone, with benevolent researchers carrying the risks (7-L).
Thus, most interviewees from law suggested legislative changes to add exceptions for
security researchers (3-L; 7-L), akin to exceptions in drug research. 1-L also suggested a
system for approving pre-registered projects. A counter-argument raised against both
ideas is that the state cannot simply allow actions that could cause direct harm (6-
L). In response to this, 5-La noted that in fact many potentially harmful activities,
such as the operation of nuclear power plants, are already legally allowed. The more
critical issue lies in defining who qualifies as a researcher to prevent the law from being
abused by actors with malicious intent. However, legal experts also recognized that such
legislative measures at the nation-state level would not extend to other jurisdictions,
underscoring the need for a global solution.

The interviewed REC members proposed that security research institutions should
establish their own ethical review boards or enhance IRBs with IT knowledge to raise
concerns prior to conducting studies. Nonetheless, they advocated for ethical guide-
lines and procedures like “ethics modeling”, mentioned by 22-E with reference to litera-
ture [128]. These guidelines should not be strict, but rather outline a process that con-
siders various ethical perspectives to address each stakeholder’s interests (20-E, 21-E).
In their publications, researchers should then discuss these considerations and justify
how the chosen research designs minimized the potential for harm while still being
able to answer the research questions. Lastly, interviewees admitted that there may
be a lack of communication between RECs and the community, raising transparency
concerns. They suggested that more information about the REC process and educa-
tional material such as practical ethics scenarios, like our vignettes, could address these
concerns (20-E; 23-E).

Transparency is important not only for ethics boards but also for the operators in
our study who desire clarity regarding scans performed on their systems. Measures such
as identifying fixed IP areas from which scans originate (16-O; 20-O), including head-
ers that indicate the scanning actor’s identity (16-O), or fixed scanning time slots were
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Figure 5.3: Changes in surveyed operators’ stance towards 3S between Q6 (first gen-
eral assessment; left) and Q8 (with pre-registration; right)

suggested as a means to differentiate between legitimate security scans and malicious
activities (13-O; 16-O). Nevertheless, due to the challenges of justifying such measures
to operators, almost all operators said they would prefer to be asked for consent or
informed in advance about a scan. Then they would know who is behind a scan and
could prepare their website, e.g., via “declarfing] clearly on the homepage that in the
next two hours, in the next 24 hours, there may be errors” (13-O). In general, the oper-
ators in our study wished to be actively involved in the process, and they consistently
highlighted the importance of disclosing identified vulnerabilities responsibly.

5.3.5 Opinions on Pre-Registration

We also asked interviewees for their opinion on a pre-registration procedure overseen
by a trusted third party (TTP), proposed in more detail in Chapter 5.5.2. Some had
already suggested such a process themselves before we brought it up.

All academic legal experts we interviewed were positive about the idea, yet L-4
noted that pre-registration would not prevent civil lawsuits, e. g., in case of harm. Prac-
titioners were less optimistic, pointing out that significant legislative change would be
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required. Nevertheless, the general feedback was optimistic, with the German Federal
Office for IT Security (BSI) viewed as a potential TTP. The REC members that we
interviewed also welcomed the proposal but raised concerns about a national institu-
tion serving as the TTP due to the global nature of the scans. They would prefer a
globally coordinated and community-driven initiative. The interviewed operators also
disliked the idea of a governmental agency being in charge of a TTP, as they assumed
bureaucracy would unnecessarily delay research. Instead, they favored an entity from
the IT community (9-O; 18-O) or industry (9-O; 16-O). Still, the majority appreciated
the idea of a TTP that would bring transparency to 3S research.

In the survey, we also asked participants about their general assessment of 3S; first
before the scenarios and the proposal (Q6) and later in the context of our proposed pre-
registration with a TTP (Q8). Figure 5.3 compares the respective answers, detailed
numbers are listed in Appendix C.4. Between the two questions, we observe a shift
in opinion towards a more comfortable position. Those whose opinion changed from
“comfortable” to a less positive position often explained this with unnecessarily hinder-
ing research (“it doesn’t make sense to restrict the security researchers” [105-OS]), as
malicious actors would perform scans anyway.

Asked to rate the competence of different entities to serve as a TTP in such a pre-
registration process (Q7) on a Likert scale from competent (score: 5) to incompetent (1),
we find that the surveyed operators assigned higher competence to NGOs / white-hat
hacker organizations (mean 4.15, std +1.1, med 4.0) and academic institutions (mean
3.79, std +1.13, med 4.0), while industry organizations (mean 2.67, std £1.36, med 3.0),
government agencies (mean 2.78, std £1.38, med 3.0), and international organizations
(mean 2.67, std +1.36, med 3.0) were considered less competent.

5.4 Discussion

Our findings reveal numerous challenges when planning and conducting 3S studies. We
now discuss the main insights from our interviewees and propose how to move forward.

5.4.1 Legal Roadblocks

Our project aimed to determine the legal boundaries of 3S research (RQ1). While
we analyzed these boundaries through the lens of German law, conversations with
international experts indicated some similarities in other countries. Among numerous
aspects to consider from our interviews, we found three to be the most frequently raised.

No judicial decisions. Currently, there are hardly any judicial decisions on 3S
or similar hacking-related research topics. Not only does this leave researchers with
uncertainty about the legal situation, but it also makes it difficult for legal experts to
assess how the courts would interpret the law and decide specific cases. On the con-
trary, our expert interviews left us with the impression that German legal practitioners
deliberately try not to pursue such cases or to settle them out of court, apparently
to consider the importance of white-hats and security research but ultimately stalling
jurisprudential progress.

Need for legislative action. Given this lack of court decisions, even experts from
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law struggled to provide clear answers to our legal questions. To provide researchers
with a reliable regulatory environment, the interviewed experts suggested to introduce
exemptions for researchers into German law to avoid prosecution and limit liability.
However, this often raised the question of who such an exemption would apply to —
only academic researchers, white hat hackers, and who else? Exemptions for security
researchers are also of political importance, as underlined by this topic being included
and continuously discussed in the past and current German coalition agreement [102].
The Netherlands [43] have already established similar exceptions.

International dimension. Although some countries already implemented legal
exceptions for researchers, an international agreement is necessary, as the global nature
of the Web and its vulnerabilities confronts 3S researchers with a multitude of jurisdic-
tions. This further complicates the task for legal experts to provide reliable guidance
regarding such scans. With modern web applications heavily relying on cloud hosting
and content delivery networks, a server’s location might be hard to determine and/or
subject to change, making it hard to predict which jurisdiction applies.

5.4.2 Ethical Challenges

We sought to understand how RECs form their decisions and how 3S research can align
with ethical standards (RQ2).

Ethical discourse. Our interviews revealed that REC decisions emerge from in-
depth discussions with authors. Instead of having a preconceived opinion, they try to
understand the authors’ intentions and figure out the benefits of the research. They
weigh them against potential for harm, which can be challenging to predict given the
Web’s complexity. The interviewees often stated that their aim was to help the authors
rather than hinder them. For example, the REC at S&P 2022 gave a “Reject” recom-
mendation only for two out of 67 papers flagged for ethics (from 1,006 in total) [29].

Missing guidelines. Our interviewees highlighted the absence of practical ethical
guidelines. While the Menlo report [14] is a well-known standard, it is largely theo-
retical and lacks practical examples. Moreover, ethical understanding varies globally,
suggesting that a single standard may be insufficient. Instead, we should learn from
previous REC decisions, e. g., if published anonymized. REC members also repeatedly
said that they disliked fixed rules for ethics due to edge cases and preferred to main-
tain their discourse approach to consider each case individually. They welcomed our
3s scenarios as a possible step towards creating ethical teaching material that fosters a
fair discourse.

Post-mortem. REC decisions are made during peer review of a paper after the
research has been conducted. This means that if an experiment went wrong, the harm
had already been done, leaving the REC with no option to prevent it. Some intervie-
wees emphasized they would prefer a mechanism to review research ex-ante. Others
disagreed, arguing that this would entail too much work and that authors should be
trusted. Examples such as the Tor Research Safety Board [242], medical research, or
IRBs show that such a pre-approval of research projects is feasible if well designed [48].
We discuss this in more detail in Chapter 5.5.2.
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5.4.3 Operator Perspectives

For our third question (RQ3), we wanted to get web operators’ views on 3S, as they
are the ones directly affected.

Legal action. Our interviews with operators revealed that most of them would
not consider legal action against researchers for their scans. They see this only as
the last option if direct communication fails to result in a solution or in an event of
significant financial or reputational damage. Still, some operators might be obligated
to file criminal complaints at the request of their company’s legal team, regardless of
the intention behind the scan.

Consent. Most interviewed operators were willing to support researchers, but to
prepare for potential harm and know who to contact, many preferred to be asked for
consent before the scan. However, 3S-based research typically needs to be conducted at
scale for meaningful results. As shown by prior work [234] and the bounce rate of our
survey invitations, reaching the operators of a large number of websites is a persisting
challenge, let alone asking for their permission. Approval requests could also introduce
observer effects and selection bias towards security-aware operators. As much as this
approach would be favored, it is simply not practical.

Harm acceptance. 3S research has the potential to cause harm. Still, many
interviewees stated that their log files already indicated such scans regularly occur in
the wild. They do not expect additional harm caused by researchers. If researchers
run non-invasive and well-pre-tested scans likely to get lost in the Internet’s noise, the
operators in our study might be willing to accept them. They further would find value
in researchers responsibly disclosing vulnerabilities.

5.5 Recommendations

Our work confirms that server-side scanning is challenging and comes with the potential
for harm. However, the majority of our interviewees agreed on the need to enable 3S-
based research, as malicious actors also conduct such scans without prior notice but
with ill intent. Based on our findings, we now introduce best practices for 3S research
and discuss our proposal for a pre-registration board.

5.5.1 Best Practices for Server-Side Scans

Our interviews aimed to find out how 3S research can be conducted safely and without
violations of legal or ethical norms. One core aspect was to first evaluate alternative
research designs that also answer the research question but minimize the potential for
harm, e.g., dummy accounts to test against instead of real users (see Chapter 5.3.3.3
for the suggestions and Chapter 6 for a practical application of this concept). If only
a 3S-based design is viable, researchers should try to follow a few rules that partially
extend prior recommendations [65] to ensure the benefits exceed the potential harm:

Laboratory pre-study. Before running the scans on the Web, there should be
a laboratory pre-study. This way, researchers can catch potential issues early in the
process and minimize the chance of accidentally crashing any servers.
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Data minimization. The experiment should collect and store as little data as
possible. Additionally, the process of validating data should be automated so that
researchers minimize the risk of viewing personal information.

Data manipulation. Even though any request by definition triggers the server-
side manipulation of some bits, researchers should limit data manipulation to the bare
minimum and refrain from altering user-related data.

Resource minimization. The experiment should be designed to require as few
resources on the server side as possible to not overload a server. If many requests are
needed, they should be scheduled over a longer time period.

Monitoring. Researchers should always monitor the status and results of their
scans. This means that not only should the scanner be monitored, but one process
should also check that the scanned websites remain online after a scanning action. If
a server crash is detected, the scan should be paused for closer investigation. For
transparency, any incidents should be mentioned in the resulting publication.

Transparency. For the acceptance of 3S it is important to allow operators to learn
about the purpose and scope of the scans occurring on their servers and the study goals.
For this, we recommend creating a study website and linking to it in a custom header
in all requests to the server. A reverse lookup of the scanner’s IP address should lead
to the same website. Some operators also would welcome a signature-based method
to verify that scans really originated from the purported institution. We leave this to
future work.

Fixed IP address. Not only should the scanner’s IP address point to the study
website, but it is equally important that the IP address(es) used for scanning remain
the same throughout the entire study. This allows operators to add them to their allow
list or opt out by blocking them.

Allow explicit opt-out. Operators should always have the option to explicitly
opt out of the study. Thus, the study website should provide clear instructions on how
to opt out and, ideally, a form to make this process as easy as possible.

5.5.2 Pre-registration Board

Based on our findings, we propose to establish a pre-registration process overseen by a
trusted third party (TTP) for future 3S-based research. Although this approach cannot
provide absolute legal certainty due to the global scope of 3S, it can offer proof of
researchers’ intentions, removing some subjective elements in laws such as Germany’s
§303b StGB on computer sabotage.

The proposed TTP would review submitted research proposals that should outline
the research question, expected outcomes, and the chosen study design, as well as a
discussion on why alternative methods are not feasible. This will allow the TTP’s ethics
reviewers to weigh the potential for harm against the benefits, engaging in dialogue
with the researchers. Ideally, the TTP should be supported by legal advisors, given
that ethics reviewers cannot be expected to know the applicable laws of all jurisdictions.

To avoid excessive simultaneous testing of systems, the approval of research propos-
als should include the assignment of multiple time slots, during which the scans can
be performed. The TTP should also maintain a publicly available list of all ongoing
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scans, the associated IP addresses, and points of contact, enabling operators to get
information about current approved scanning activities.

As our survey suggests, the TTP should be established as an NGO, possibly with
support from academics from all over the globe to represent diverse ethical views. While
we are aware that establishing such an entity is an enormous task, we believe it would
greatly benefit future research.

5.6 Summary

We explored the normative boundaries of security and privacy research based on server-
side scanning through interviews and a survey. While ethical and legal risks for re-
searchers have led to reluctance in conducting server-side scanning research, our findings
reveal that the slight majority of operators in our study might be open to server-side
scanning, yet there is a need for global legislation and ethical guidance early in the
research process to provide researchers with a clear and reliable framework. Our hope
is that the best practices and pre-registration approach proposed as the outcome of our
study will provide guidance toward this goal and stimulate productive discourse within
the security and privacy research community.

As this topic is also a political one, we also hope to raise awareness beyond academia
and to provide more normative clarity to non-academic researchers and ethical hackers
around the globe. We encourage other researchers to build upon our work and conduct
similar studies in their own countries. This would allow our community to gain a more
comprehensive understanding of the normative boundaries of server-side scanning and
security research on an increasingly larger scale. The envisioned result could be a global
set of research best practices and, ultimately, more research-friendly adjustments of
policy decisions worldwide.

Taking the insights from this chapter, we present in the next chapter an example
of their practical application by analyzing and scanning for a widely known server-side
issue, access control issues.
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minor support by Florian Hantke. Florian Hantke also conducted the responsible
disclosure for the study. All authors commented on the text and contributed to

individual sections.

6.1 Ethically Evaluating Broken Access Control in the Wild

In the previous chapter, we learned about legal and ethical challenges associated with
large-scale scans of server-side issues and how to deal with these challenges. In this
chapter, we present a practical example of how to conduct ethically ambitious research
on the Web in a responsible way, following the insights from earlier.

By now, it is clear that the Web is widely used and indispensable for everyday tasks.
However, web applications are becoming increasingly complex, and with the rise of Al-
generated code, projects may become harder to maintain. This complexity can easily
lead to Access Control (AC) issues, a server-side vulnerability listed as the number one
issue in the most recent OWASP Top Ten of application vulnerabilities [177].

In this chapter, we evaluate a method for measuring the prevalence of AC server-side
issues at scale. In particular, we draw on discussions from the Charlie IDOR case study
in Chapter 5, where interviewees suggested using two controlled accounts to execute
attacks between the two. To follow this advice, we implement a framework that uses
a leader /follower approach to browse applications with two researcher-controlled ac-
counts simultaneously, ensuring mirrored user interactions, and filter network requests
to identify HTTP endpoints with potential broken AC. For each such endpoint, we
swap resource identifiers between the two users’ requests. Based on heuristics, we then
manually assess flagged cases. To summarize, we make the following contributions:

1. We conduct a thorough analysis and discussion of research ethics when scanning
for server-side access control vulnerabilities, highlighting how to minimize risks
and maximize benefits for the entire ecosystem.

2. We design and implement the Variable Swapping Framework for conducting eth-
ically sound access control vulnerability detection in the wild.

3. We report on the results of our experiments and highlight that out of the 100
sites we tested, six are susceptible to at least one broken access control bypass,
threatening users’ privacy.

This chapter discusses only the parts of the study most relevant to this dissertation.
For a more detailed description, we refer the reader to the original paper [S1].
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6.2 Ethical Considerations

Building on the earlier insights, we know that for an ethically challenging project,
we first conduct a stakeholder analysis (see the Menlo Report [14] and Kohno, Acar,
and Loh [128]) to systematically evaluate the ethical implications. It helps to develop
guidelines to adhere to throughout the project.

6.2.1 Stakeholder Analysis

When investigating AC issues, three main stakeholders are involved: the end users of
the website under analysis, the website operators, and the research team itself.

End Users End users are those who interact with the web service. Although they
are only passively involved in the experiment, they still face potential risks. A poorly
designed AC experiment could expose sensitive user data to researchers or, in the worst
case, modify it. Activities that interact with the end user, such as unsolicited messages,
can also negatively impact the end user by causing stress, annoyance, or disruption.
If the scans are too aggressive, they may also affect the performance and availability
of the web service, leading to a negative end-user experience. We discuss measures to
minimize, and ideally eliminate, these risks in the next section.

Despite these risks, we believe the benefit to end users is significant. Each vul-
nerability that is discovered by the research team and fixed by the website operators
improves the web service’s security and reduces the risks of end-user data being leaked.
By minimizing the risks outlined above, we argue that the overall benefits to end users
outweigh the potential risks to individuals. Data leaks, if exploited by malicious at-
tackers, could affect all users of a website, whereas measurement experiments can be
carefully designed to minimize interactions with users’ data.

Website Operators Unlike end users, website operators are actively involved in the
experiment. For that reason, it must be discussed whether and how to seek their con-
sent, and if not, to justify why [14]. As explained in the previous chapter, seeking
consent from operators for a large-scale web measurement is not feasible. However,
in AC experiments, operators may be affected by additional traffic, leading to higher
costs. In the worst case, their website’s stability suffers from the additional traffic.
Creating fake accounts to test AC issues can add additional administrative overhead.
Furthermore, exposed user data due to a poorly designed experiment may harm oper-
ators by causing stress and additional work to triage the incident and inform affected
users. Public disclosure or naming the web service in publications could also pose a
risk of reputational damage. At the same time, the benefits for website operators are
substantial. If a vulnerability is identified and disclosed responsibly, it helps operators
understand and address AC weaknesses on their site. Ultimately, this helps to improve
their service’s security, reducing the risk of costly data breaches.

Researchers and Team Members Finally, the research team conducting the exper-
iment is also a stakeholder. While all team members have consented to conduct this
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research, it is still necessary to consider and minimize potential risks they may face. As
with any web-based research, there is a possibility of encountering content that could
be uncomfortable. Additionally, researchers may face legal threats from parties who do
not approve the unsolicited web scans.

The benefit for the research team is eventually a contribution to the academic
community through the publication of their findings, which will raise awareness and
understanding of AC issues. Furthermore, like other end users, the researchers benefit
from any positive security improvements resulting from this work.

6.2.2 Ethical Guidelines

To address the list of potential risks identified in the previous analysis, we discuss
each risk in the following and propose measures to incorporate into our framework for
detecting server-side access control vulnerabilities.

Data Leakage and Manipulation  End users and website operators could both be
negatively affected by leaked or manipulated data. In Chapter 5, we interviewed (among
others) REC members from major security conferences. As a result of the discussion,
the REC members suggested that a good way to avoid exposing end-user data is to
experiment only with accounts owned by the research team. This way, any potentially
leaked or updated data would only affect the respective other researcher-owned accounts.
The framework must thus ensure that it interacts solely with researcher-controlled
accounts. While it is possible that scans may view publicly available user information,
the framework ensures that no sensitive data is accidentally disclosed. In addition to
the technical measures, all researchers who are involved in the vulnerability analysis
agreed on a self-commitment declaration not to use the gained knowledge to act outside
the experiment context.

Fake Accounts As mentioned above, the framework ensures that we only test with
researcher-associated accounts. Due to the administrative overhead that fake accounts
could impose on website operators, a balance must be maintained in the number of
accounts created and required. We decided to create two accounts per site that have
recognizable test account names.

Informed Consent As mentioned earlier, it is essential to discuss whether and how
to seek informed consent of the website operators. lIdeally, researchers would request
consent from every web operator whose website is tested. However, research has shown
that even vulnerability notifications receive a very low response rate [234], and we
expect even lower rates when asking for consent, limiting the study to a very small
and potentially biased scale. According to the Menlo Report [14], research that would
otherwise be infeasible can be performed without an informed consent process but must
be well justified. This is the case for our research, which aims to design a framework
for a scalable study that is indeed infeasible if operator consent is required. Hence, we
have chosen a study design in which we do not acquire operator consent. To ensure this
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design aligns with current research ethics, we consider ethics in every research stage to
minimize risk for all involved parties and have obtained approval from our ERB.

To still give the operators the right to withdraw from our research [14], the frame-
work should include information on how to withdraw (in our case, in an HT'TP header)
and use one fixed IP address that can be blocked.

Website Resources and Stability  An immense usage of resources or threat to the
website’s stability due to web scans would have a negative impact on end users and
website operators. To minimize this risk, the framework should only send a normal
amount of valid web requests, similar to those made by the typical user. Additionally,
we decided that every request that is automatically sent with our framework needs to be
successfully performed manually by one of our researchers in the form of visiting the site.
For unexpected responses, e.g., a 500 Internal Server Error, during a later automated
stage, there must be safeguards in place to react accordingly. In our framework, we
see such responses in the database so that we can investigate the difference further and
verify the page’s availability.

To avoid additional costs or impacts on the website’s stability with too many re-
quests, the experiment framework should enforce request limits per site, ensuring that
the generated traffic remains negligible compared to the already existing noise on the
Web. We decided to limit the requests to 16 per HT'TP endpoint.

Alarms Same as with the resources, potentially triggered alarms could put stress on
web operators. At the same time, any alarm that leads to the earlier detection of an
existing vulnerability — even before we disclose it — is a good alarm, as the vulnerability
should not exist in the first place. Such vulnerabilities, if exploited by adversaries, could
lead to mandatory reporting under privacy regulations (e.g., GDPR), causing even
more work or even financial penalties for the operators. By ensuring that the scanning
framework only uses researcher-controlled accounts and avoids leaking any sensitive
data, the risk and the additional work are minimized for the operators. Furthermore,
a request limit implemented in the framework lowers the number of potential alarms.

Responsible Disclosure The key benefit that all stakeholders get from this work is
the identification and remediation of detected web security issues if disclosed properly.
Therefore, a disclosure strategy must be considered before the experiments begin and be
balanced with the timeline of the experiment. Issues disclosed too early could influence
measurement results (e.g., operators fix the same issue for multiple of their sites in our
dataset), while issues disclosed later could raise the risk of exploitation by malicious
actors. Therefore, we decided to prepare our disclosure communication during the
execution of the experiments and send it for every verified vulnerability immediately
after all scans are finished. The disclosure emails must contain enough resources and
recommendations to minimize the additional work that web operators do.

Uncomfortable Content To protect research team members from viewing content
they feel uncomfortable with (respect for persons [14]), we ensure that team members
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have the option to skip a website at any time. In such a case, the lead researcher would
review and evaluate the skipped site.

Legal Issues Legal risks always exist for a research team conducting this type of
research. We have carefully considered our experiment pipeline and are confident we
do not violate any legal regulations, as our testing is only limited to two researcher-
controlled accounts, thereby avoiding the classical brute forcing of IDs and parameters.
One exception is creating test accounts, which may still violate some websites’ terms
of service. We accept this risk as appropriate, as we will not pursue further action
if operators block or delete our accounts. To further minimize legal risk, we run all
experiments from our institution’s IP address rather than from private IPs.

Summary Broken AC vulnerabilities can not only cause financial loss to the operators
but also jeopardize the privacy of millions of users, as evidenced by the previously
mentioned examples. As noted in Chapter 5, ethics committee members, as well as the
website operators, were generally confident about such kind of research when conducted
responsibly. Additionally, we carefully studied and discussed the recommendations from
relevant ethics research publications [14, 128], and requested feedback from our ERB.
They concluded that “[t]here are no ethical concerns against the implementation of the
proposal”; however, they suggested that the involved researchers sign a self-commitment
declaration promising to not “use the gained knowledge to act outside the experiment
context”. Additionally, they mentioned that all involved researchers should be made
aware of potential legal actions that vendors could take and the measures we have
implemented to mitigate these to enable an informed decision about whether they wish
to participate in the research. We have followed both of these recommendations.

In summary, given the significant risks of data leaks from improper access controls,
it is paramount to identify such flaws and inform operators to have a positive impact on
the security of the entire ecosystem. Thus, we believe the potential risks to stakeholders
outlined in this section are significantly outweighed by the benefits of identifying such
flaws, assuming the research framework is designed to minimize risks.

6.3 Threat Model

In this work, we study attacks that exploit flawed server-side AC policies to gain unin-
tended privilege over some or all user-accessible permissions or resources in a web app.
Specifically, we consider scenarios where the attacker already has their own account and
abuses AC policies to gain access to or manipulate a victim user’s resources by altering
request parameters [53]. The general pattern for such attacks is replacing the identifier
of a resource belonging to the attacker with the identifier of a victim’s resource. If the
application fails to properly verify authorization, the server may return or modify the
victim’s data. In many cases, such identifiers can be changed easily, e.g., by editing the
URL or sending requests from the browser dev-tools [52, 171].

Our threat model therefore focuses on adversaries who obtain valid resource identi-
fiers — either through guessing, observing publicly available information, or interacting
with the victim — and exploit improper authorization checks. Unlike account takeover
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Figure 6.1: The Variable Swapping Framework Simplified Workflow

attacks, the attacker does not require the victim’s authentication credentials and in-
stead relies solely on manipulating identifiers in requests. Consequently, the primary
defense against such attacks is the correct implementation of server-side AC policies
rather than relying on the secrecy or complexity of resource identifiers.

6.4 Methods

Without access to backend source code, evaluating whether web endpoints implement
sound AC in a black-box manner is not straightforward. First, studying AC' issues is
only relevant to websites with logged-in user accounts that can own private resources
(e. g.profile pages, files, etc.). Second, challenging the server’s AC policy requires at-
tempting to request other users’ resources within a user’s session. Throughout this
section, we refer to requests which aim to find improper AC checks as probing requests.
While successful requests indicate a faulty AC policy, they might cause an ethical vio-
lation by revealing other users’ private data. As stated earlier, to avoid compromising
external users in our study, we must only target users we control, meaning we need
at least two users per website. As managing all the above by hand is not scalable,
we design the Variable Swapping Framework (VSF) framework(see Figure 6.1)), which
automates most parts of the experiments, leaving only peripheral human involvement.
To efficiently manage user accounts and instantiate authenticated website sessions — in
a semi-automated fashion — we adapt the Account Framework by Rautenstrauch et al.,
which distributes fresh logged-in sessions to our automated browser agents. To gener-
ate probing requests ethically, we collect pairs of requests from two fake users logged
in to two browsers — a leader browser controlled by the researcher who performs usual
user interactions and a follower browser that mirrors actions from the leader. We then
introduce an automated pipeline to match request pairs and extract AC' parameters
(user credentials, resource identifiers, etc.). The VSF then constructs probing requests
by only swapping the resource identifiers between requests while keeping the same user
credentials. We deploy automated browser agents to send these requests and record
the responses in a central database. Finally, we review and analyze flagged requests to
manually confirm vulnerabilities.
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6.4.1 Semi-Automatic User Accounts Management

We integrate the Account Framework [189] to store and manage the user accounts
for the various websites. As a first step, we perform manual registration through
the provided assisted setup to create two user accounts per website, keeping track
of e-mails, usernames, and passwords. All users share one of three e-mails we control.
Rautenstrauch et al. used the created accounts in a fully automated fashion by crawling
the sites through following links. They did not, however, interact with the page further
(e.g., triggering forms or buttons). In contrast, we must perform certain unskippable
actions (e.g., filling out the profile information on the first login) in both accounts. For
this, we develop a protocol to ensure that our two accounts are in the same state before
we start interaction with the leader browser.

The Account Framework then automates the rest of the process to serve fresh ses-
sions for the VSF (Figure 6.1), by automating any required logins for expired sessions.
We refer the reader to their paper for a detailed explanation of the inner workings of
their setup.

6.4.2 Manual Mirrored Website Visit

For each endpoint to evaluate AC behavior, we need examples of accepted resource
identifier values for both users (e. g.folder ID), so that we can later swap between users
(Chapter 6.4.4) to ensure only researcher-controlled is accessed. Effectively, we must
collect an example request for the site endpoint from both user sessions. Naturally,
we cannot claim to exhaustively evaluate all endpoints for a given site; we rather re-
strict ourselves to covering the same set of endpoints between two sessions to have the
necessary example requests in both cases.

To efficiently explore available endpoints and collect two examples from two distinct
user sessions, we design a mirrored browser setup, as shown in Figure 6.1 (1), maneu-
verable by a single researcher. The researcher controls one browser, labeled leader, and
navigates the website with the first user account (Alice). A second browser, labeled fol-
lower, automatically mirrors each interaction (clicking, filling inputs, navigating URLs)
produced by the leader, but with the second user account logged in (Bob). Intuitively,
synchronizing the browsers’ interactions guarantees a higher likelihood of generating
two examples of each discovered endpoint from the two user accounts. We collect re-
quest /response pairs from each browser in a database for later stages of the experiment.
In case the follower browser falls out of sync, the researcher can directly interact with
it to bring it back to the same state as the leader browser.

6.4.3 Filtering Requests into Probing Candidates

We then filter the requests. This step’s goal is to minimize the number of irrelevant
requests and useless swapping experiments, reducing the analysis workload and the
network impact on the tested server. We disqualify requests and probing candidates in
three stages, visible in Figure 6.1 (2).

We first pre-filter requests to only keep candidates relevant to access control. This
means we drop requests that match the popular Ad-blocker lists, exclude static re-
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sources (e.g., CSS), and remove all requests that do not indicate any form of authen-
tication, such as cookies or authentication headers. Also, we remove request/response
pairs that are identical across both sessions.

Because the two mirrored sessions can produce misaligned request sequences, in the
second step, we match requests using a URL path similarity heuristic.

In the third step, we generate from each matched pair probing candidates by ap-
plying a templating process which takes one user’s requests and identifies the variable
parameters likely to be resource identifiers (see details in [S1]). We then have a tem-
plate request that can swap the parameters from one request to another to generate
probing requests.

Finally, we can generate multiple probing requests if the reference request has many
resource identifiers. From the set V' of available identifiers, the candidate generation
module selects a subset of variables Vg to swap based on heuristics. Then, it can
generate all 2/Vs! combinations. To avoid overwhelming the server and keep the time
spent per site short, we put a hard limit of 16 candidates per endpoint.

6.4.4 Sending Probing Requests

Next comes the swapping module. Its key requirement is to ensure that the difference
in server-side responses to probing requests compared to visitation requests is only due
to the swapped parameters. The main factor that can cause the server to respond
differently, besides the swapped parameters, is expired security parameters: Authenti-
cation credentials (e.g., session cookies, JWT tokens, etc.) can expire if the swapping
experiment is sufficiently delayed, causing the server to respond with an unusable au-
thentication error response. We guarantee this parameter freshness, by running a live
swapping experiment in parallel to the visitation. On a rolling basis, the swapping
worker fetches probing requests generated by the prior module. This approach guaran-
tees that short-lived session parameters — like CSRF tokens — remain valid and do not
influence the response to probe requests.

6.4.5 Manual Candidate Validation

In the last step, we use the GUI viewer to understand whether (1) successful probing
requests (with status code 200) present actionable vulnerabilities and (2) failed probing
requests failed due to AC policy violation or orthogonal reasons.

Ideally, we expect the response to the swapped AC rule to return an HTTP error
code. As such, successful responses to probing requests are markers of likely vulnerabil-
ities. To validate whether such candidates violate the expected AC policy, we perform
a series of manual checks: (1) we contextually determine whether the swapped param-
eter is a private resource identifier. If yes, (2) we compare response bodies: if swapped
requests body is closer to the one of the other user (which shares the same resource
identifier) than for the initial user (which shares the same credential), we consider it
a violation of the AC policy, as user the initial user was able to access the other
users’s resource. In case no response body is available (for POST requests for exam-
ple), we consider successful requests over private resource identifiers a violation of

124



6.5. RESULTS

the AC policy. While this can be automated [191], we manually confirm that the im-
proper authorization is an exploitable vulnerability, so that we do not notify operators
incorrectly.

6.5 [Results

We use the framework described before to scan web application endpoints for AC vul-
nerabilities and observe how servers respond. As the focus of this chapter is on the
ethical methodology of the study rather than its empirical findings, we briefly summa-
rize the key results in the next sections and refer readers to the published paper [S1]
for more detailed findings.

6.5.1 Website Selection

Most stages of the framework scale to any number of websites. However, we had to
limit the number of visited sites due to the manual effort required to register accounts
and visit websites. To still cover sites relevant to users, we sample targets from the
CrUX dataset [200]. The Account Framework [189] detected 531 websites across the
0-5K range as having login and registration pages, of which we could create account
pairs for 110 websites between August 2024 and October 2024.

6.5.2 Testing Web Endpoints in the Wild

This section showcases the results obtained from visiting live websites with the VSF.
In Table 6.1, we provide an overview of the relevant counts of websites and requests
throughout the various stages of website selection and the VSF pipeline that we describe
below.

Visiting Welbsites and Inferactions We intentionally do not attempt to automate
website visitation and interaction. This manual step ensures unintended unethical
interactions cannot occur (e.g., interacting with a real user). It would be challenging
to give ethical guarantees without tightly controlling the interaction footprint of our
users by hand or sacrificing interactions altogether, like prior attempts [191].

Visitation Guidelines For each website, we enforce a clear visitation protocol. In
essence, we instruct the researchers visiting the website to perform interactions that
would (A) expose AC-related endpoints (e.g., navigating/editing the user profile, ma-
nipulating user-owned objects, liking/bookmarking public resources, etc.) without (B)
compromising the ethical bounds (e.g., not reporting other users). All subsequent stages
are automated and ensure that parameters making it to the probing requests are only
pertinent to one of our two users, not harming any third-party user.

Failed Visits Out of the 110 websites we visited, we marked 100 as successful. Out
of the 10 failed visits, three websites, marked as logged in by the Account Framework
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Table 6.1: General experiment statistics from visitation to probing requests

Website Statistics

Websites with registration and login forms 531
Websites with two accounts 110
Successfully visited websites 100
Websites with probing candidates 90

Visitation Request Statistics

Total requests collected 536,973
Unique endpoints collected 60,153 (11.2%)

First-party requests 24,352 (40.4%)

Third-party requests 35,801 (59.6%)
Unique requests dropped by ad blocker 27,609 (45.9%)
Pre-filtered and matched endpoints 7,311 (12.2%)

Probing Request Statistics

Request to swap 1,566 (2.6%)
Total probing candidates 6,830
Successful probing candidates 6,096
Unique probing URL templates 584
Endpoints improperly handling disallowed AC 30
Vulnerabilities 19

(Chapter 6.4.1), would not provide logged-in sessions during visitation. Further in-
vestigation shows our accounts were either blocked and required an account recovery
process, or bot detection invalidated our sessions. Three other websites failed because
we could not have any meaningful interaction. We further outline interaction limita-
tions in the paper [S1]. The remaining websites failed because the web pages were too
dissimilar for users or were very unstable. The three main reasons for session diver-
gence between users are (1) AB-testing where a different user interface is selectively
shown to one portion of the users e.g.how the share page responds on notion.com,
(2) randomized content in the landing page e.g.images shown on pinterest.com,
and (3) difference in user account states e. g.one user getting a random achievement on
boardgamearena.com. While the VSF falls back to clicking at the same position
on the page if the interaction target is missing in the follower browser, differences in
UI layouts will quickly lead both browser sessions to become out of sync. Finally, we
note that some websites, primarily adult content sites, use aggressive ad techniques
that open many new tabs on every click, rendering a coherent visit infeasible.

6.5.3 Authorization Vulnerabilities

With the VSF, we collected more than 500,000 requests for which our heuristics (see
the details in the paper [S1]) identified 1,566 to be requests for which identifiers can
be swapped (see Table 6.1. After deduplication of request URLs, we ended up with
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584 candidate URL templates, for example, /users/alicel111/1234.json and
/users/bob2222/5678. json which are reduced to the candidate URL template
/users/<userID>/<file ID>. json.

After an in-depth manual analysis of the flagged endpoints (described in Chap-
ter 6.4.5), we found 30 out of the 584 (5%) endpoints to improperly respond to requests
with bad AC pairs. They span across 15 sites out of the 100 tested. While improper
responses are not necessarily immediate vulnerabilities, they can be a strong indicator
that AC checks were not properly implemented, which developers could unknowingly
transfer to other (more sensitive) parts of the application. Our exploit analysis con-
cludes that 19 out of 30 improper responses are exploitable vulnerabilities with tangible
harms: leaking private user information, partial credential hijacking, and user resource
manipulations. The remainder of broken AC responses either (a) return successful
responses, but the responses themselves are not valuable (e.g., returning post recom-
mendations) or (b) have resource identifiers that are ephemeral or impossible to leak
(e.g., image hash for Amazon storage services). We enumerate here the main (non-
exclusive) causes certain AC responses qualify as vulnerabilities: using identifiers with
low entropy (e.g.incrementable, timestamp and incrementable, etc.) — such identifiers
can be easily manipulated by brute forcing identifieres (5 vulnerabilities); supplying
identifiers that can be inferred from the user credentials in a separate field, e. g., email
in the request body (1 vulnerability); using the same resource identifier for private end-
points and in endpoints accessible to other users or the public (e.g., URL leaks [173])
(13 vulnerabilities); and high entropy resource identifiers without any AC' checks (6
vulnerabilities).

In the following, we describe three serious vulnerabilities we found as examples of
instances of flaws. We have disclosed the issues to the vendors but have not received
confirmation of fixes nor explicit consent to name to some of them, hence we redacted
some details.

Vulnerability 1: RedactedNews.com The first service we examine is a news web-
site that allows users to make donations on one of its pages. This page initiates a
request to /api/payment-provider/user, containing the user’s mail in the body JSON.
In response, the server returns an access token for a payment provider, which can be
used to receive the user’s payment information and purchase history. However, anyone
can input any user’s email address to obtain the other user’s access token, thereby
gaining unauthorized access to that user’s payment information.

This unauthorized access could be exploited by a targeted attacker who first needs
to know a valid user email address. However, since it is also possible to brute-force
common email addresses or use leaked email lists, a weaker attacker model could also
apply here.

To address this issue, we recommended that the vendor validate the authorization
via the session user’s email instead of relying on the JSON body input. Any input that
could be manipulated by an attacker must be handled with caution.

Vulnerability 2: RedactedSocial.com The next service is an adult dating website.
Every profile can be previewed as a profile summary with the information received via
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the API endpoint /coreapi/profile__summary?handle=<user handle> €id=<profile id>.
This can be done using either a user handle or their user ID. While the handle is visible
on the website, the IDs are unique numeric identifiers used only by the API. The ID
consists of two parts, totaling 12 digits, and appears only partially random. Retrieving
someone’s profile summary remains possible even if the corresponding user profile was
set to invisible for other users.

An opportunistic attacker could easily enumerate the IDs to gather user information
about several users who intended to be hidden. An attacker could also target a user by
directly using a specific user handle.

This issue stems from the API’s failure to verify whether a profile is set to be
invisible. We, therefore, recommended that the vendor implement this check within
the API to resolve the issue.

Vulnerability 3: RedactedEditor.com The third vulnerability we describe was found
in a PDF signature service. A user can upload a PDF and distribute the document
to other signers via mail. For a new signature task, a task token is created. Visiting
/signature/request/<token>, the user can see and configure the signature re-
quest. Using the same token with the API /v1/signature/user/<token> further
reveals information about the signers and files. Although the signature task is bound
to accounts via email addresses, every user possessing the token can open the request,
download the linked files, and view all signers’ info.

The token itself is 70 random characters long, so presumably very secure. Since
the signature requests are sent via e-mail (which could potentially leak the token as we
showed in related work [S2]), this is a prime example of a vulnerability that falls in an
attacker model putting efforts in opportunistic reconnaissance.

To resolve this vulnerability, we would recommend verifying the request’s autho-
rization by checking both the session user’s email and the signers’ emails. Relying only
on a randomly generated token in the URL is not enough.

These three vulnerabilities were discovered due to unique design features of the
VSF: First, vulnerabilities (1) and (3) require sending POST requests, which prior work
avoids due to ethical concerns; the VSF can send POST requests because we are sure
to manipulate our own users’ data only. Second, vulnerability (3) requires a complex
setup of specific resources and user states (e.g.creating a signature request), which is
only possible ethically with controlled manual visitation in the VSF.

Responsible Disclosure We reported all 19 vulnerabilities to the relevant parties
via the most appropriate security channel available, including bug bounty programs,
privacy email addresses, and generic email addresses such as contact@ or help@. We
reported the issues in early November 2024. By April 2025, we had received responses
from three operators, each acknowledging our findings, with one providing a bounty
payout. Upon revisiting the issues in April, we found that two of the operators had
successfully resolved them, while work remains to be done by the others.
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6.6 Summary

This chapter demonstrates that, on the one hand, access control vulnerabilities are in-
deed a relevant issue in the wild. In the study, we find that 15% of the sites incorrectly
handled bad AC requests, with 6% actually being vulnerable a number that is not neg-
ligible. This confirms the high rank of the access-control vulnerabilities in OWASP’s
Top 10 [177]. Most issues occur because of redefining the identity through variables
other than the credentials, e. g. having a separate username field, or because of relax-
ing the need to maintain AC on resources referenced by long and complex identifiers.
Even when AC responds correctly, the variance in how it reports forbidden access varies
widely between sites, making it harder to automate the analysis, e. g., returning HT'TP
200 responses but containing an error JSON object in the body.

At the same time, this chapter illustrates that ethically ambitious server-side web
security measurement research in a real-world environment is ethically possible if ethical
considerations are integrated into every stage of the research process. As mentioned
earlier, frameworks such as stakeholder analysis help researchers to deeply assess the
potential risks and benefits their work may present to individuals and encourage them
to really think about their place in the context of society, fostering more responsible,
refined, and thus rigorous and trustworthy research. While these principles may appear
abstract, the study presented in this chapter is a good example of how they can be
applied in practice.

However, these considerations and principles are all for nothing if researchers are
not (made) aware of them. That said, in the next chapter, we take a closer look at
top-tier conferences and how they foster ethical research practices.
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/.1 Motivation

As we have seen thus far, web security and privacy measurement research can raise
serious challenges that require ethical considerations. However, if ethical considerations
are not properly motivated or enforced by the conferences to which researchers submit,
such considerations may not always receive sufficient attention.

Past cases illustrate the potential consequences. Controversial cases such as the
Encore paper [36] or the University of Minnesota study [95] have raised discussion
within and outside of the S&P community. These cases highlight ethical concerns
with security and privacy research that go beyond traditional human subject studies,
extending into areas such as vulnerability research, implying coordinated disclosure,
and others with potential harms caused by research activities or outcomes.

Conferences have, in fact, responded to these incidents and introduced ethics stan-
dards, Research Ethics Committees (RECs), and increasingly often demand sections
describing ethics considerations. Despite these advancements, the top-tier conferences
— USENIX Security, IEEE S&P, ACM CSS, and NDSS — are still refining balanced and
consistent ethics standards. Currently, their approaches remain unaligned, and differ-
ences in requirements can create inconsistent expectations across venues. For example,
USENIX Security introduced mandatory ethics sections in 2025 [16], which caught
many authors off guard and led to an over 20% administrative rejection rate in its first
cycle, primarily due to missing ethics sections [17]. Such cases illustrate the need for
more consistent and clearly communicated ethics standards.

One key challenge in achieving such consistency is the absence of well-defined and
explicitly communicated goals and shared understandings of what ethical standards
should achieve. Defining a set of goals is essential to evaluate existing procedures, iden-
tify areas for improvement, and move the ethical debate forward. Such alignment also
supports more consistent and transparent decision-making across conferences, reducing
the uncertainty for researchers of unknowingly violating policies and being rejected.

We fill this gap in research by defining goals and evaluating implemented ethics
interventions. We first conduct a qualitative content analysis of both call for papers
and review forms, and combine the findings with 20 semi-structured interviews with
senior and junior members of our community. This collection of data allows us to
explore how ethics practices evolved over time, what motivated their implementation,
and how they help to achieve the identified goals.
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Specifically, we answer the following research questions:

o RQ1: What do junior and senior members of the SEP community perceive as the
primary goals of ethics-fostering practices at major (top-tier) SEIP conferences?

o RQ2: What ethics-fostering interventions (a) are currently in place, and (b) which
additional interventions are desired by members of the SEIP community to meet
identified goals?

o« RQ3: How can conferences improve their ethics-fostering interventions in accor-
dance with the goals and needs as perceived by community members?

Resulting from this, we present four sets of goals and find that while interventions
address external impact and perception, community awareness still remains an area for
improvement. While we view mandatory ethics sections (with minor adjustments) as a
step in the right direction, we advocate for shared, community-wide ethics policies and
educational material coordinated through an ethics steering body.

In summary, we make the following key contributions:

1. We present a qualitative analysis of ethical-reviewing practices and their devel-
opment over time based on a content analysis of 99 CfPs and 20 semi-structured
interviews with members of the S&P community.

2. We provide a collection of ethics-fostering interventions together with their strengths
and limitations based on the qualitative data and interviewees’ justifications.

3. We propose best-practice recommendations for improving ethics-fostering inter-
ventions and outline a path forward for community-driven development of ethical
practices through an open wiki [89].

7.2 Methods

Answering our research questions requires a combined analysis of two qualitative data
sets: (1) all publicly available calls for papers from top-tier S&P conferences necessary
for addressing RQ2(a); and (2) semi-structured interviews with senior and junior mem-
bers of the S&P research community necessary for addressing RQ1, RQ2(b), and RQ3.
The following sub-sections outline our procedures for collecting and analyzing these two
data sets.

7.2.1 Process-Data Analysis

7.2.1.1 Data Set and Analytical Procedure

A Call for Papers (CfP) states the topical goals of a conference and defines content-
related and format expectations of conference organizers. CfPs can thus be considered
historic documents which define key parameters for conference publications. Hence, it
is a pivotal document setting key parameters for conference-based publications — the
most precious currency within our community. Against this background, our general
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Conference Number of CfPs Period

USENIX 28 1998 - 2025
Chairs’ Message 12 2013 - 2025
NDSS 24 2001 - 2025
S&P 24 2002 - 2025
CCS 22 2004 - 2025

Table 7.1: Document corpus overview

RQ2(a) can be specified in the following way: How had the expectation of adherence to
ethical norms been communicated in CfPs of the top-tier conferences, and what specific
ethics interventions have been stipulated in these documents?

Against this backdrop, we analyzed all publicly accessible CfPs and submission
guidelines of the four top-tier S&P conferences: CCS, IEEE S&P, NDSS, and USENIX
Security (see Table 7.1). For USENIX, we also included the annual messages from the
PC Co-Chairs. Two researchers analyzed all documents (CfPs n = 99; Chair messages
n = 12) employing qualitative content analysis [207, 147] by coding each occurrence of
ethics-related content (Holsti Index [144] of 96.9%) and clarifying disagreements. Thus,
they identified various forms of ethics interventions.

In addition to publicly available materials, we analyzed review forms (n = 35)
dating back to 2019. We collected them by asking senior community members to share
documents from conferences for which they served on the PC. The lead researcher used
qualitative content analysis to compile a list of ethics interventions and instruments.

7.2.1.2 Process Analysis Limitations

Our analysis primarily focuses on the S&P community. Although we surveyed a range
of related fields, other scientific communities may have developed effective or innovative
interventions that we were not able to identify. Thus, our proposed interventions may
be only a subset of possible options. Nevertheless, we consider this selection a valuable
starting point for a broader discussion about additional ethics interventions we want
to deploy.

7.2.2 Interviews

Process data is an excellent source of information about official stipulations and pro-
cedures (e.g., the introduction of a REC). But they provide no insights into informal,
often orally performed, activities or about the motivations behind certain publicly visi-
ble decisions. Since we are also interested in goals of ethics interventions, as perceived
by our community’s members, and in these members’ assessments of existing and possi-
ble new interventions, we also conducted semi-structured interviews [75, 199], drawing
on preliminary findings from our process-data analysis. These interviews can be charac-
terized as expert interviews [26], because our aim was to tap into first-hand experiences
of our participants with various aspects of ethics-fostering practices and their changes
over time.
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7.2.2.1 Interview Guide

We developed an interview guide drawing on the list of ethics interventions identified in
the process-data analysis. It consisted of seven thematic blocks, each containing general
and, where appropriate, follow-up questions addressing the following topics: (1) ethics
practices and reviewing procedures, (2) existing ethics interventions, (3) proposed ethics
interventions, (4) ethics instruments, the (5) reasoning and the (6) goal behind ethics
practices, and the (7) importance of ethics. For the proposed ethics interventions and
instruments, we made use of a survey instrument (Chapter 7.2.2.2) embedded into our
overall interview guide. We also invited participants to share any additional thoughts.
The complete base interview guide is provided in Appendix D.3. We adapted it slightly
for different categories of research participants.

We conducted five pilot interviews to test our interview guide: three with former
PC chairs and two with doctoral researchers. As the pilot interviews went without
any problems, we kept the guide. We, however, added an explicit questions block
about existing ethics interventions after the first two regular interviews; earlier, this
was covered only implicitly via questions about ethics procedures.

7.2.2.2 Survey Instrument

Research ethics and corresponding interventions are very abstract topics. Thus, we
expected less topic-aware participants to struggle articulating their views and reasoning.
Hence, we incorporated a practical survey instrument into the interview to encourage
more concrete statements.

Based on the process-data analysis, we identified potential improvements of ethics
interventions beyond those already in place: (1) for research ethics committees to con-
solidate RECs of different conferences into one inter-conference body, include external
experts, and implement a REC-member mentoring system; (2) feedback to the authors
through ethics meta reviews and a “profound ethical considerations” badge; and (3) edu-
cation with educational material in form of categories and ethical training for reviewers.
This list of new interventions is not meant to be complete, but instead to gather first
insights into interviewees’ reactions to such innovations.

The survey instrument consisted of two pages (example in Figure 7.1 and all items
in Appendix D.3). The first page presented the proposed interventions sequentially and
in random order, and asked to rate each item using a five-point Likert scale (strongly
agree to strongly disagree). The second page listed items for review forms: ethics scores,
feedback to authors fields, and internal discussion options. Those were also rated on a
five-point Likert scale.

7.2.2.3 Sampling

We specifically target members of the S&P community. We deliberately selected partici-
pants differing in their professional seniority: (1) very experienced community members
who have served as PC or REC chairs and thus played central roles in shaping confer-
ence policies; (2) junior researchers, defined as paper authors without prior chairing
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Would you agree that the following ideas for ethics at conferences should be implemented
(ignore feasibility)? Please place the items shown below by drag & drop into response boxes
depending on your assessment of the given item. New ideas appear after one is placed.

Items

Mentoring
system for

Strongly agree

©

Somewhat
agree

Neither agree
nor
disagree

Somewhat
disagree

Strongly
disagree @

research ethics
committee

Figure 7.1: Survey instrument used as part of the interviews

experience. To ensure a diversity of perspectives, we further considered research back-
ground, gender, and nationality in our sampling procedure.

7.2.2.4 Recruitment

We used two different recruitment strategies. As for the senior members, we invited,
on the one hand, individuals identified in our process-data analysis as directly involved
in implementing significant procedural or structural changes across the top-tier S&P
conferences, on the other hand, to cover a broad spectrum of opinions, we also included
individuals who kept ethics procedures unchanged when they were chairing a conference.

For the junior members, we first determined a list of research fields to assign to them.
To do so, we went through all available Hot CRP instances of the major conferences from
2020 to 2024 and queried the unauthenticated /api/searchcompletion endpoint
to retrieve the complete list of topics available at each conference. Based on this list, we
manually merged semantically similar topics and removed redundancies to compile a
holistic list of research fields. While this list (Table 7.3) is certainly not perfect, we found
it to provide a sufficiently comprehensive and appropriately abstracted representation
of the research landscape for the purposes of our analysis.

We then examined all papers published at the top-tier conferences in 2025 and as-
signed them to the research fields. We then randomly selected one paper from each
field and invited the first author as a representative junior researcher. In cases where
the first author was not a doctoral candidate, we invited the first doctoral candidate
listed among the authors. This approach allowed us to recruit a heterogeneous group of
early-career researchers across various research areas. To minimize unsolicited commu-
nication, we invited these authors by e-mail in batches of ten. Per author, we sent only
one reminder after roughly a week if they did not respond. We subsequently proceeded
with the next batch until we reached the coverage of nearly all research fields.

As a result (see Table 7.2), we interviewed 10 very senior members of the S&P com-
munity, among them multiple PC chairs and REC chairs, and 10 junior members who
are mostly PhD candidates (with one having served on a PC). As the pool of potential
interviewees is very small, we decided not to disclose further details on individual par-
ticipants (and no institute location for senior people) to preserve their anonymity. Yet,
we recruited interviewees from various regions, including North and South America,
Europe, and Asia. We also included a wide range of research areas, covering all of our
sampling matrix with the exception of Wireless Security (see Table 7.2).
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ID Seniority  Service Roles Institute Loca- Length Ethics Train- Research Ar-
tion ing eas x

1-01  Senior PC-Chair - 01:12 o)

1-02  Senior PC-Chair, - 00:56 b, f, g 1, q

REC-Chair

1-03  Senior REC-Chair - 01:28 Yes a

1-04  Junior PC-Member Us 01:05 c,hfjk1n

1-05  Junior NL 01:26 Yes a

1-06  Junior PT 01:29 Yes I,o,t

1-07  Junior CN 00:55 o

1-08  Senior PC-Chair - 01:36 (&) Yes I,n, p,s

1-09  Senior PC-Chair - 01:06 a, g

I-10  Junior UsS 00:42 Ln, t

I-11  Junior DE 01:00 h, m

I-12  Senior PC-Chair - 01:09 e, h, f j k1 n,

u

I-13  Senior Track-Chair - 01:50 (&) Yes a, j, t

I-14  Junior DE 01:08 j

I-15  Junior UsS 01:09 h, n

1-16  Senior PC-Chair, - 01:10 Yes e, j, k, 1, m, n,

REC-Chair q, 8, t,u

I-17  Junior UsS 01:01 n

I-18  Senior PC-Chair - 01:03 Yes i,p, t

1-19  Senior PC-Chair - 01:27 (&) a,h, i, 1, p, t

1-20  Junior AT 00:52 d, I,n

Average - - 01:11

Table 7.2: Inferviewee backgrounds. x The lefters correspond to research areas below.

& These interviews were split in two session.

—.

138

Applied Cryptography and Cryptographic
Analysis

Authentication, Access Control, and Autho-
rization

Blockchain and Distributed Systems

Cloud Computing Security

Cyber Attack (e.g., APTs, Botnets, DDoS)
Research

Cyber-Crime Defense, Forensics and Diag-
nostics for Security

Formal Methods and Language-Based Secu-
rity

Hardware, Cyber Physical, Embedded and
IoT Systems Security

Law, Policy, and Ethics of Security
Machine Learning and Security

Malware Research

1

S

Mobile Systems Security
Network and Protocol Security

Operating Systems and Software Security
Privacy and Anonymity

Research on Surveillance, Censorship and
Other Social Issues

Secure Computer Architectures

System Security
Trustworthy Computing
Usable Security and Privacy

Web Security and Privacy
Wireless Security

Table 7.3: Research topics
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7.2.2.5 Interviewing Process

Before the interview, every participant filled out a questionnaire with the informed-
consent form about their research background and conference services.

Interviews lasted between 42 and 110 minutes. They were conducted between late
April 2025 and early January 2026. We conducted and recorded all interviews via Zoom.
After transcribing, we deleted the video file and only kept the audio for better coding
flows. For transcribing, we used a local tool based on OpenAl’s Whisper. A student
assistant proofread and anonymized all transcripts.

7.2.2.6 Data Analysis

We conducted a qualitative content analysis [207, 147] of our interview data in a flexible
manner: on the one hand, we used a pre-defined set of deductive codes derived from
the literature on ethics in S&P research and our interview guide, but on the other
hand, we were open to new data-driven insights captured as inductive codes created in
a bottom-up manner (codebook in the supplementary material [88]).

Our research team consists of two cybersecurity researchers and two social scientists.
At the initial stage, the lead author (cybersecurity researcher) and one of the social
scientists coded five interviews (using ATLAS.ti CAQDAS package [10]) and discussed
the resulting codings within the team. In this process, we realized that both coders
had coded very similarly with pre-existing deductive codes. They reached a high inter-
coder agreement: Holsti Index [144] of 93.3%. As for newly proposed inductive codes,
both researchers discussed them until they resolved all divergences and reached an
inter-subjective agreement on their use [149, 252].

After compiling an integrated codebook, the lead author continued with coding of
the entire interview dataset. At the interpretation stage, the same two team members
both extracted relevant information from transcripts using the shared code system and
entered this information into tables which then allowed them to compare individual
interviews along key categories (e.g., understanding of goals, assessment of specific
interventions etc.). Next, they identified and systematized commonalities as well as dif-
ferences in statements made by different participants. The final result was a systematic
description of the spectrum of opinions articulated by interviewees.

7.2.2.7 Interview Limitations

Since it is a qualitative interview study, the frequency of opinions or judgments ex-
pressed by our participants must not be interpreted as indicative of frequency distri-
bution within the entire population of S&P researchers. Our interview dataset can
also be affected by the self-selection bias, skewing the interviewee sample towards those
who are more ethics-sensitive and hence more willing to participate in such a study.
Another limitation results from the sampling bias since we targeted popular S&P con-
ferences and authors of published papers. As a consequence, we missed researchers who
never published there - some of them possibly due to ethical reasons. We also assume
that a study about a sensitive topic like research ethics could be influenced by the
social desirability bias, i.e., participants may provide responses they perceive as more
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socially acceptable rather than reflecting their true beliefs. Furthermore, we told our
interviewees to ignore feasibility which probably made them more open for additional
interventions, because resource considerations were faded out.

7.2.3 Ethical Considerations

We followed the ethical practices established in the S&P research community. The
present study was approved by our university’s Ethical Review Board. Before inter-
views, all participants were sent the consent form informing them about the content of
the interview and their rights as participants. They all attended the interview voluntar-
ily and were explicitly asked before the interview if they had consent-related questions
or concerns. They had the option to discontinue their participation in our study at any
time and to ask for deletion of their data. Besides these common interview-related eth-
ical practices, we had two main challenges in mind that we considered when planning
the present study:

How can participant anonymity be ensured when the number of potential
participants is small? Since the participant pool of PC chairs is very small, it would
be quite easy to de-anonymize individuals if not taken extra care about this aspect.
We therefore decided not to publish demographic data about individual interviewees
and also abstained from indicating the interviewee number for verbatim quotations and
paraphrased transcript references. Furthermore, we have slightly modified some direct
quotations to preserve their meaning while preventing the identification of interviewees.

How can participant recruitment within the community be conducted at
a sufficient scale while minimizing unsolicited bulk mails, but also not con-
flicting with too many program-committee members? Another challenge was
the recruitment of participants within the S&P community. A broad recruitment strat-
egy via mass emails was not feasible, as it could have interfered with the double-blind
review process. At the same time, repeatedly contacting and reminding a small group
of individuals until they agree to participate would have been ethically unacceptable.

To get more perspectives on this problem, we first talked to former PC chairs about
how they would handle papers that would conflict with too many PC members. Based
on this input, we then decided to adopt a targeted and staged recruitment strategy (as
described in Chapter 7.2). Senior members of the community were hand-picked based
on their service track-record and contacted via targeted personalized e-mails. Junior
members were randomly sampled based on their research backgrounds and contacted
then in small batches. In both cases, we sent at most one reminder after approximately
one week whenever no earlier response arrived. If no response at all was received, we
moved on to a new set of candidates until our sample plan was met. During submission,
we asked all participants who were part of the PC whether they would be fine with
being marked as other conflict in HotCRP, explaining to them that it would potentially
leak the fact of their participation to the PC chairs. As an alternative, we proposed
that they can self-conflict with our paper. All affected participants were fine with the
first option. We believe, in conclusion, this process holds a reasonable balance between
minimizing unsolicited contact, avoiding conflicts of interest, and ensuring sufficient
sample diversity.
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7.3 Ethics at the top-tier Conferences

One of our interviewees pointed out that in S&P research, “ethics has always been
important, but not everyone understood, not everyone believed it was important or knew
that it was important.” As of today, ethical considerations have found their way into
our community and its major conferences. So how has this happened?

In the following, we present a brief history of ethics debates within the S&P re-
search community and the more recent introduction of various ethics interventions. We
combine findings from three different sources: (a) the qualitative content analysis of
process data; (b) our semi-structured interviews, especially those with senior members;
(c) a quantitative keyword analysis of all papers published at the top-tier conferences
(described in  Appendix D.2). The CfP and the keyword analysis provide the factual
skeleton of our presentation, while interviews capture informal processes and likely
motivational structures behind the factual changes.

The keyword analysis demonstrates a significant increase of ethics-related vocabu-
lary since the early 2010s (see Appendix D.2). While largely absent well into the late
2000s, by 2024! ethics-related keywords appeared in 22.3% of all papers accepted at
top-tier conferences (CCS 16.5%, IEEE S&P 23.0%, NDSS 20.7%, and USENIX 28.3%).
We thus ask what processes within the S&P research community led to this significant
change.

Our interviewees were unanimous in describing the trend in the ethics debates: it
was a movement from informal discussions, initially held at low-profile venues like co-
located workshops (e.g., [152, 62]), towards an institutionalization of ethical reviewing
and formal procedures (stated by 7 interviewees). The outcomes were: (a) ethical re-
quirements and guidelines in CfPs, (b) formalized ethical-reviewing procedures, either
conducted by a conference-wide REC, as it is currently the case at NDSS, IEEE S&P,
and USENIX Security, or by track chairs within the domain of their scientific exper-
tise, as at CCS, and (c) mandatory ethics sections introduced so far only by USENIX
Security since 2025.

Interviewees recalled that the first very informal debates about ethical aspects
started already in the 2000s. They were sparked by problems arising from research on
botnets and honeypots and studies using leaked personal data from “big data dumps”.
At this time, major conferences were small enough for program committees to meet
in-person in “a conference room” and discuss every submission, during which ethical
concerns were raised before accept-or-reject decisions were made. Two eye-witness in-
terviewees reported that ethics was back then “an implicit question for the reviewers”
and PC chairs were able to “keep an eye on this thing”.

Dedicated workshops on research ethics organized by the USENIX Association
around 2010 (e.g., [152]) were described by one interviewee as “the kick-off for the
Menlo Report” — the first milestone in institutionalizing ethics on ICT-related topics.
Published in 2012, the Menlo Report was the first attempt to systematize, explicate,
and promulgate an ethical framework for the entire ICT and S&P research. It outlines

We omit 2025 since USENIX Security started requiring ethics discussions in all papers in that year,
whereas writing about ethics depended solely on the motivation of the authors to do so, and probably
also on requests made by reviewers.
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some general ethical principles, but interviewees perceived it as not very “actionable”
and too focused on specific problems of the time in which it was compiled. Our CfP
content analysis indicates something remarkable in this context: program committees
started to mention the Menlo Report only in 2022 (IEEE S&P), although the general
topic of research ethics occurred in CfPs for the first time already in 2013. By 2025,
NDSS, IEEE S&P, and USENIX referred to the Menlo Report in their CfPs. This fact
suggests that the debates leading to the publication of Menlo Report were still confined
to a smaller circle of ICT and S&P researchers with a particular interest in ethics, and
had not yet reached the broader S&P community.

The first institutionalization step at the conference level was made by USENIX
Security in 2013: a one-sentence reference to research ethics was included for the first
time in the call for papers (process-data analysis) . NDSS followed in 2015. IEEE S&P
and CCS mentioned ethics in their 2017 CfPs for the first time.

In the early 2020s, the top-tier conferences started to set up RECs, initiated by
IEEE S&P and USENIX Security in 2022. Interviewees linked this trend partly to
the public controversy after the acceptance of the “Hypocrite Commits” paper [95] at
IEEE S&P 2021. The first REC at USENIX Security 2022 was still semi-formal: 15
experienced PC members commanding scientific expertise from different research fields
were asked by PC chairs to deal with potential ethical issues indicated by reviewers [37].
In the following years, the USENIX REC became more formalized. As of early 2026,
IEEE S&P, USENIX and NDSS have a REC, while there are, as of today, no signs that
the CCS organizers plan to introduce a centralized REC for the 2026 edition and rather
stick with its more decentralized ethical-reviewing procedure involving track chairs in
pivotal roles.

According to REC chairs we talked to, the REC typically operates as follows: first,
reviewers flag some papers as requiring additional ethical considerations in their review
form. Then one or two REC members inspect the paper and assess handling of ethical
issues, ask questions to the authors via HotCRP, and try to clarify open ethical prob-
lems. RECs have no formal power to reject a paper, but provide recommendations,
with final decisions made by the PC chairs. In some cases, those can decide to publish
a paper with a statement on ethics attached [36, 220].

Our interview dataset helps explain both key aspects of the trend described above:
(1) Institutionalization: why research ethics have become so important for the S&P
community that ethics-fostering interventions were integrated into the reviewing pro-
cess. (2) Formalization: why reviewing procedures, including their ethics-fostering
components, have become more formalized over time.

Regarding institutionalization of research ethics, our interviewees pointed to the
growing ethical awareness within the community, the absence of IRBs/ERBs in many
countries and an expanding presence of researchers from areas in which ethics tra-
ditionally play a significant role. The reasons for the increased sensitivity for ethical
issues were mostly seen in some controversial publications, in particular, the “ Hypocrite
Commits” paper was mentioned most frequently (9 interviewees). However, one senior
participant argued that this highly controversial paper had merely been “a catalyst” of
further institutionalization steps rather than the main reason. Instead, they pointed
to the general rise of ethical sensitivity within the entire society, impacting the ethical
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awareness of the S&P community in the years following the COVID pandemic and the
BLM movement in the US.

As for the formalization of reviewing procedures such as RECs, our interviewees
pointed in particular to the numeric growth of the conferences in terms of submissions
(more than doubling since 2020 [184]) and reviewers (5 interviewees). This scale made
the formalization of reviewing procedures, including their ethics-related aspects, seem
necessary to handle the exponentially growth of papers. The broadening of the topical
scope of conferences and their increasing socio-cultural diversity were also sometimes
mentioned as a reason for formalization which allows for a higher transparency of pro-
cedures necessary when community members differ in their understandings of research
ethics.

7.4 Goals of Ethics Interventions

The assessment of ethics interventions, present as well as potential/future, requires an
estimation of goals supposed to be achieved by these interventions as part of the overall
reviewing practice. Hence, we examined our interviewees’ explicit statements on goals
of ethics interventions and the progress towards them.

7.4.1 Perceived Goals

We asked all our interviewees what they perceive as the main goals of ethics interven-
tions introduced at the major S&P conferences in recent years. Their answers focused
on four major issues: (1) normative regulation of various implications that S&P research
activities (can) have for the outside world (on individual society members, certain social
groups or organizations, society at large, etc.); (2) impact on the S&P research com-
munity itself; (3) influence on its individual members; (4) perception and evaluation of
that community by various external actors. The second and the third issue are closely
interrelated; hence, we discuss them in combination. Nearly all of our participants
named more than one specific goal scattered across several of the above-mentioned
categories.

The normative regulation of research activities w.r.t. their impact on the outside
world was predominantly addressed by our interviewees as avoiding harm. In a sim-
ilar vein, one participant stated that the goal was to prevent malicious behavior of
researchers. Yet another interviewee defined the goal of ethics interventions as protect-
ing people and communities. The same participant also mentioned environmental and
computational resources, as well as infrastructures as aspects that should also be taken
into consideration when assessing potential damage inflicted by S&P research.

Our research participants understand harm in a two-fold way: (a) a negative con-
sequence directly connected to research activities (e.g., exposing human subjects to
excessive stress during an experiment); (b) a negative consequence resulting from the
publication of research results (e.g., a study disclosing an unknown vulnerability).

The impact of ethics interventions on the S&P community itself was most commonly
framed as rising ethical awareness within it making authors think about ethical aspects
of their scientific work and “educating” them. One interviewee even spoke of some
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ethics interventions as “a pedagogical exercise in terms of helping people learn how to
do research in more ethical ways”. These interconnected aspects were most frequently
referred to in the context of mandatory ethics sections introduced at USENIX ’25.

Complementary framings focused on the impact of ethics interventions on the S&P
community, emphasizing that it helped developing common community norms, mak-
ing them more explicit and increasing the coherence of ethics-related decisions. One
interviewee mentioned that institutionalized ethical reviewing can help to integrate a
growing and diversifying S&P research community around core values. Another one
added that it produces documentations which will allow to trace how ethical under-
standing and awareness of the S&P community evolves over time.

Furthermore, enforcement of ethical norms within the S&P community by denying
publication of papers presenting research deemed as unethical was mentioned as an
important goal specifically linked to the right to reject.

As already mentioned, some interviewees pointed out goals primarily focused on
individual community members rather than the entire community. They emphasized
that formalized ethical reviewing provides guidance for authors and reviewers and can
also contribute to overall paper quality. We see these individual-level goals very closely
intertwined with community-centered goals, because behavioral patterns of authors
and reviewers shape major community-wide practices. At the same time, established
community norms influence the behavior of individual members: those who are not able
or willing to adhere to present ethical norms are sanctioned because they are denied
publication opportunities.

The fourth type of goal proposed by our interviewees focused on how the S&P re-
search community is perceived and evaluated by external actors such as private business
companies, state agencies, legal systems, and the broad public. Ethics interventions
were seen as ways to aim at improving the reputation of S&P conferences, research
institutions and the entire academic science. In some extreme cases, these measures
could also serve the purpose of protecting conference organizers from legal liability.

7.4.2 Progress Towards Perceived Goals

We also asked our interviewees to assess how far the S&P research community has
progressed in achieving the above-mentioned goals. A clear majority of our participants
stated that the implementation of ethics interventions is an “ongoing process”. Some
added that this process can never end, because its “an iterative improvement”. There
will always be something ethically incorrect happening and a need for the community
to learn will persist. Nevertheless, the same research participants also admitted that
recent ethics-fostering activities were moving in the right direction.

One interviewee presented a more ambivalent progress assessment: on the one hand,
ethics interventions have already been fairly institutionalized, since “mechanisms to
check the ethics problems” are in place. But on the other hand, there were still papers
that got published although they “have some ethics problems”. Two other participants
went even further and stated that the goals of establishing ethics procedures at major
S&P conferences have already been reached. A senior researcher argued: there are
IRBs, ethical guidelines, and RECs at conferences; hence, no additional institutions
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are needed. Many community members already do consider ethical aspects of their
scientific work. As for ethically questionable studies that were possible “15 years ago,
we can’t do them today”. In conclusion, this interviewee stated about research ethics:
“it’s mot as big as a concern”. A junior researcher pointed to the mandatory ethics
section required by USENIX Security 2025 as the only substantiation of his claim that
ethics goals have been already achieved.

Our study uses qualitative methods, and these do not allow to draw conclusions
about the frequency distribution of particular opinions within the entire population of
S&P researchers. Hence, we cannot conclude that a clear majority of the community
perceives ethics institutionalization as an ongoing process, while only a few consider it
as already accomplished. The views presented by two interviewees before offer valuable
insights into perspectives skeptical of further institutionalization beyond the status quo.
Notably, the goal perceptions of both participants were focused on external impact,
specifically harm avoidance, and on protection from legal liability. They were the
only two who did not mention community-centered goals, the otherwise most widely
discussed set of goals among our other 18 research participants.

( Key Takeaways 1

We identified 4 goal sets: (1) Impact on the outside world society; (2) impact on
the S&P community; (3) influence on individual members; (4) external perception.

7.5 Efhics-Fostering Interventions

In the previous sections, we described the evolution of ethics interventions at S&P con-
ferences and their goals as perceived by our interviewees. With these findings in mind,
we now turn to interviewees’ attitudes towards existing interventions, new proposals,
and suggested improvements that came up during the interviews.

7.5.1 Existing Interventions

Over the past years, conferences have experimented with a range of ethics interventions.
To get a more empirically grounded understanding of their effect on the community, we
discuss the most widely adopted interventions below.

7.5.1.1 Right to Reject

Conferences reserve the “right to reject a submission if insufficient evidence was pre-
sented that ethical and legal concerns were appropriately addressed”. Tt is the ultima
ratio when no other intervention was successful.

Interviewees commonly agreed that conferences’ right to reject is essential for sanc-
tioning unethical behavior and enforcing community standards, echoing prior find-
ings [188]. Without rejecting papers, some authors might not care about the commu-
nity’s moral standards, because “if no one is ever rejected for unethical behavior, then
there is no incentive for people who might want to act unethically”. One Interviewee
also emphasized that rejection can serve as a learning experience, helping researchers to
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reflect on ethical shortcomings of their research design: * You know people got rejected
[...] it’s a learning experience. It doesn’t mean you’re a bad person. It just means you
didn’t think about certain things. And then the community is telling you, you shouldn’t
have done this.”

However, participants also emphasized that rejection should generally be a last
resort “after a discussion with the authors and giving them an opportunity to comment.”
Ethical concerns were described as very case-specific, depending on the severity and
irreversibility of harm: while issues like missing coordinated vulnerability disclosure
can often be resolved in rebuttal, harms such as bad participant treatment cannot
be fixed post hoc. One interviewee also supported rejection for formality issues like
disclosure “if it’s explicitly stated in the call for papers, [as] it was the responsibility of
the authors”.

As rejection is often case-specific, we also discussed how to handle papers with
highly promising findings achieved with unethical methods. One participant argued
against rejecting such work, suggesting that it would enable the research community
to develop a follow-up solution, because “a lot of brains working together and (...) if
that paper got rejected then it’s his (authors) own brain to trying to come up with a
mitigation strategy”. Nonetheless, the general view throughout the interviews was that
even highly impactful results should be rejected if obtained through unethical practices.

In the past, some conferences have accepted ethically controversial work but at-
tached a public statement on the first page (e.g., [220, 36]). Interviewees expressed
mixed views on this practice. On the one side, one participant said, the intent was
“to make transparent indeed what was this process and how the decision came to be”.
Another added, it also deals as “a warning that you don’t do work like this”. On the
other hand, such a “paper has a bit of a stigma attached to it anyway, as it says right
on the first page, which also has a slightly discouraging effect.” It “doesn’t set a good
example”, it would set a precedent, especially since preprints are often shared on “open
public servers, either ePrint or arXiv”, without the statement and such warnings are
thus overlooked.

The fact that papers may often be published somewhere else is also a counterargu-
ment often raised when discussing ethically motivated rejections. Interviewees mainly
dismissed this concern, noting that such publications have “basically no impact” and
do not count in the academic “bean counting”. One participant hoped, “if the top con-
ferences do that, will Tier 2 conferences eventually do the same, and will it be a kind
of trickle-down effect”.

( )

Key Takeaways

The right to reject papers on ethical grounds is widely seen as essential: it prevents
the publication of unethical research (goal 1), maintains the conference’s reputation
(goal 4), and enforces community standards. It is viewed as the last resort when
dialogue fails or harm is irreversible, even for highly innovative results. However,
rejection alone raises ethics awareness only for the individual (goal 3) but does little
to raise it across the broader community, highlighting the need for additional, more
transparent interventions.
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7.5.1.2 Research Ethics Committees

RECs are the operative bodies executing the in-depth ethical reviewing of papers
flagged by reviewers. Consistent with prior work [188], our participants perceived
RECs as helpful to “wvalidate, they review the concerns that people have. And they help
trying to clarify these concerns” with “questions back to the authors”. Multiple partici-
pants emphasized that an explicit REC brings more structure to the reviewing process
and helps keeping an overview of ethical aspects in our community.

Interviewees noted that RECs are a relatively new and still evolving body. Junior
members in particular reported limited insight into how they operate and called for
better transparency. Another complaint was that REC service takes time away from
regular PC duties, an issue critical with the community expanding. Interviewees also
mentioned that RECs are relatively small compared to full-PC discussions in earlier
days, a scalability trade-off. While discussing ethical issues in the entire PC seems
infeasible, one interviewee wished for “more diversity in terms of backgrounds and
geography”.

Some junior participants expressed the wish to consult RECs earlier about research
ideas, though others views it as infeasible given limited resource capacity. However,
according to some senior members, there was “a service where you could potentially [go]
if you had questions about ethics with your paper”, but it was discontinued due to little
interest from the community and because “cases that require an ethics committees inputs
might not be ones where the authors [make in-depth] ethical consideration beforehand”.

Lastly, participants worried that not all papers are reviewed by the REC, because
technically focused reviewers may overlook ethics. Hence, one participant suggested
random REC sampling.

f 2
Key Takeaways

RECs are widely valued as a “second set of eyes” that helps to prevent publications
of unethical work (goal 1), structure ethical procedures and raise awareness within
the community through policies (goal 2), and provide ethics feedback to authors
(goal 3). However, they should improve their transparency and diversity, and
expand their scrutiny beyond flagged papers.

7.5.1.3 (Mandatory) Ethics Sections

A section to reflect on ethical considerations of a study has been standard in some
fields like Usable Security, but USENIX 25 was the first top-tier conference to mandate
them for all paper. Interviewees viewed these sections as necessary for some papers,
but expressed mixed feelings on the mandatory requirement: “It helps and doesn’t help
at the same time”.

More than half of the interviewees explicitly mentioned that ethics sections help
them to reflect on normative aspects of their research. A key motivation for making
them mandatory is seen in the fact that “the papers where [...] we have the most
ethical problems are the ones that don’t realize that ethics is applicable.” To support
this change, ethics sections now get an extra page outside the page limit. It was seen as
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necessary by interviewees because some projects require extensive ethical explanations.

Interviewees viewed the standardization as helpful for both PCs and authors. For
the PCs, making researcher’s previously implicit considerations explicit to readers helps
resolve misunderstandings beforehand, and supports tracking ethical norm develop over
the years. For authors, especially junior researchers, many participants noted ethics
sections serve as guidance and also as inspiration for considering ethics in future studies.
It was also emphasized that only little writing effort is required, and for papers with
no ethical exposure a short statement explaining why no ethics is involved is sufficient.

Despite the low effort required, one interviewee noted about the new stipulation:
“almost anyone I've talked to hates it”, mainly due to the overly descriptive enforce-
ment of the policy via desk rejections. Another participant warned that too strict rule
enforcement could be counter-productive and may eventually lead to minimal-effort
compliance (e.g., via LLMs), similar to how complex password policies led to pass-
word reuse and weaker passwords [101, 129]. Others countered that it is lastly the
responsibility of authors to read CfPs.

Six interviewees noted that not all work required in-depth discussions of ethics, cit-
ing cryptographic studies, local code analysis, or SoKs as examples. Some researchers
in these areas reported uncertainty about what to write and called for clearer guidance.
However, USENIX counter-argued that as an application-focused conference, they ex-
pect ethics to play a role for every submission [246].

Hesitance around ethics and the lack of guidance for areas new to these consid-
erations may have led to many vague ethics sections. Two interviewees mentioned
they copy&paste from other papers, “basically just repeat(ing) the same words again
again again” , or used LLMs to write this section, reflecting minimal-effort compliance.
One senior interviewee viewed this as a transitional issue rather than a major concern,
addressing it through review comments.

Lastly, two participants questioned the cost-benefit balance, arguing that histori-
cally, few submissions had raised serious ethical concerns. They warned not to punish
everybody for the wrongdoing of few, especially in light of other challenges such as
collusion rings [140], which would require more countermeasures.

To make ethics sections more structured and to reduce the risk of formal rejections,
several participants suggested adopting checklist templates similar to those used by
NeurIPS [169] or ICWSM [99]. Such lists should contain standardized questionnaire
items as well as open-ended fields to keep flexibility.

Key Takeaways

Mandatory ethics sections encourage authors to reflect on the ethics of their re-
search (goal 3) and, given the extra page, have little cost. Making them mandatory
enforces this awareness across the entire community (goal 2). At the same time,
limited guidance and overly strict enforcement risk vague compliance, resistance,
and policy bypasses; a low-barrier checklist template was suggested.
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7.5.1.4 Ethics Framework and Policies

Lastly, we covered several policy-related interventions: (1) the request to disclose IRB
decisions in papers, (2) suggesting coordinated vulnerability disclosure guidelines, (3)
using field- or method-specific ethics categories to prompt relevant considerations, and
(4) recommending general ethics frameworks.

As for (1) IRBs, interviewees pointed out they “are necessary, but not sufficient.”
There are many reasons for this assessement, as noticed in literature [77, 188]. Our
interviews pointed out that IRBs are country- and institution-specific and often lack
technical expertise. Still, two interviewees argued: if authors would submit IRB mate-
rial alongside their submissions (similar to artifacts), it may reduce later REC requests.
Our CfP analysis shows that mentioning IRBs in the paper was often demanded in the
past, but shifted, e.g., CCS 26 states that IRB approval is not strictly required and
ask authors rather to reason about ethics beyond IRB requirements. This conference
seems to follow the recommendation by Ramulu et al. [188].

Interviewees agreed that (2) coordinated vulnerability disclosure is crucial and
“probably the one area where we [...] have the most experience, and therefore we have
kind of the most potential rules”. Guidelines were seen as especially helpful for new peo-
ple in the community, also since disclosure is often handled with support from senior
group members. Nevertheless, some participants emphasized the need for flexibility
citing various reasons for diverting from standards, e.g., previous bad experiences with
specific vendors who broke embargos or hardware vendors with long product cycles.

Method-specific ethics categories (3) were viewed by interviewees as useful to prompt
authors to very field-specific concerns, noting that the community is too broad for one
set of rules. However, categories cannot cover all edge-cases and must be adopted with
new developments, like Al research. For example, one theorist had difficulties mapping
their work to a category and then turned to related work and LLMs for advice. Also,
several participants called for example papers alongside categories, noting that “it’s
good to have at least examples [...] as to what you need to discuss.”

Regarding (4) general ethics frameworks (e.g., stakeholder analysis), participants
have a similar opinion as before. They provide helpful guidance, particularly for authors
writing an ethics section for the first time. One interviewee recalled their USENIX ’25
experience: “I thought more about ethics than I did for any other conference” and
now uses this reflection as a baseline for future papers. Stakeholder analysis was also
positively assessed, for helping researchers to better “understand their own research and
where their research fits in [the] world better”, eventually improving the paper overall.

However, as before, participants emphasized the need for flexibility to divert from
proposed frameworks. RECs could instead request more structured analysis during
rebuttal if needed. They argued that ethical issues vary across research areas for which
some frameworks might fit better than others. Also, the frameworks we use might not
reflect the socio-cultural diversity in our community, as “what happens when we impose
an ethical framework that is based on a particular value system on researchers who may
have a different one. Do we say, well, our way is best?”

Lastly, our interviewees also criticized “that, like every year for the same conference,
they change the guideline.”, which makes it difficult for authors to follow. Another in-
terviewee noted that it could increase desk rejects due to minor mismatches and add
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burden of rewriting ethics sections for different conference frameworks. Many partic-
ipants therefore emphasized: there should be community-wide consensus establishing
stable and shared ethics standards.

e 2
Key Takeaways

Ethics frameworks and policies help to reach goals by outlining ethical expectations
for harm-avoiding research (goal 1), shaping community norms (goal 2), guiding
authors and reviewers by giving structure to ethical considerations (goal 3), and
presenting the community’s ethical norms to external people (goal 4). However,

they should remain flexible in content, yet consistent in process across conferences.
. J/

7.5.2 Problems and Challenges

The analysis of historical developments, existing interventions and other interviewee
statements allowed us to identify a number of challenges affecting ethical-review proce-
dures.

(P1) Growing community: The growth of the S&P community increases work-
load for conference boards, amplifies reviewer fatigue, and consequently slows down
PC discussions. This constraint hinders the community’s ability to approach issues
effectively.

(P2) Diversity: As our community gets more diverse, there is a need for the RECs
to become more diverse and inclusive.

(P3) Education: The topic of ethics is often taken for granted, but some members
of our community, especially those who joined recently, miss education and guidance
on the shared norms.

(P4) Transparency: Transparency at both levels, conference-wide decisions (e.g.,
rule changes, REC procedures) and review level (e.g., feedback on ethics sections), could
be improved especially for researchers not yet embedded in senior community circles.

(P5) Regulatory Balance: Conferences need to properly calibrate the scope of
formal policies and their enforcement to avoid overregulation and unintended backlash.

(P6) Consistency: There was complaint about inconsistencies in conference pro-
cedures: “[Efvery PC chair wants to conduct a few experiments. [...] experiments are
good, they help us learn more, but we conduct a little too many experiments without
evaluating them.”

(P7) REC after research execution: Interviewees also highlighted the well-
known problem [58, 188] that RECs assess studies only post hoc, unable to prevent
unethical studies in advance, a problem that we also discuss in Chapter 5.

7.5.3 Proposed New Interventions

After identifying four perceived goal sets and key implementation challenges, we now
discuss interviewees’ assessments (see also Figure 7.2) of additional ethics interventions
which we propose with the aim of addressing the list of problems (Ps) summarized
in Chapter 7.5.2.
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7.5.3.1 Improvements to Research Ethics Committees

As a first group of items, we proposed improvements to the REC.

Consolidate all RECs into one unified board for all top-tier conferences.
Besides unifying ethics reviews, the idea was to have one board that considers and
discusses all mentioned Ps. Overall, our participants liked the idea (average Likert
score (LS): 4.00), but saw difficulties in the practical implementation.

Participants emphasized that “we submit the same papers to the same place [...]
We have the same reviewers”, and “research ethics is a common problem [...] to solve
this problem, we need to be more efficient”. One participant even noted that they saw
a paper rejected on ethical grounds at one top-tier conference but accepted at another.
Therefore, they would appreciate a unified group that would introduce more consistency
and efficiency to ethics reviews.

However, even supportive interviewees raised concerns regarding its feasibility. First,
conferences have tight timelines and “getting enough people to work across multiple
conferences is a challenge”. But the larger concern is the institutional fit as “PCs are
maybe the same, but the management is quite different”, raising questions of funding
and accountability. As a middle ground, interviewees suggested a inter-conference
body in charge of general principles and policies, while leaving implementation and
case handling to individual conferences.

Include external ethics experts into RECs to add perspectives beyond
the S&P community. This interventions addresses P2 and was strongly supported
(LS: 4.60) with interviewees stressing that “more voices, the better” and viewing it as
“something [...] that brings less load to the people with a very big gain”. It would “help
existing members of the community understand practices from beyond and incorporate
those into our own conception of ethics”.

Interviewees suggested various experts, including philosophers and sociologists, ba-
sically “people who are actually concerned with ethics, who studied ethics”. Some also
advocated to include legal experts to advise on data protection, regulatory compliance,
and potential legal implications of studies.

Nevertheless, participants also raised some concerns, including potential community
barriers (e.g., terminological differences), a lack of domain knowledge, and an increased
coordination overhead that could result from communication with external experts.

Notably, interviewees highlighted that USENIX Security already integrated philoso-
phers into its REC in 2025, pairing them with technical members for joint reviews, an
approach reported as effective in bridging domain and communication gaps.

Mentoring system for RECs. Our idea was to pair a junior REC member with
a senior one for a joint review during the first year, followed by independent reviews
by the junior the following year, and the option to mentor a new member afterwards
to address PI1 and P2 in the third year.

This idea was positively received (LS: 4.25). Participants viewed it as a way to di-
versify the REC as “more people, including junior staff, may have different perspectives
on such matters”, and to standardize REC member recruitment, which is currently ad
hoc: “we chose people [...] because we know that they [...] have worked previously on
some ethics on papers”. It is also seen as low-effort way to spread knowledge of ethical
norms within our community.
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Figure 7.2: Likert scale of interviewee’s opinions about proposed interventions

While some saw mentoring as low overhead, one raised a concern about the time
costs required for good mentoring and about long-term sustainability with keeping the
same members involved for multiple cycles. Other concerns included remarks that
mentors would bias ethical judgments, and skepticism about the added value, as ethics
is mainly shaped through life experience. One senior participant also felt uncomfortable
mentoring without formal ethics expertise, but would support it if voluntary.

7.5.3.2 Feedback to the authors

Some participants, especially junior researchers, noted missing feedback (P4) on their
ethical considerations, motivating our proposals for ethics-focused author feedback.

Ethics meta reviews. We proposed to use meta review as approach to summarize
PC ethics discussion per paper. Interviewees viewed it positively, but less strongly than
other ideas (LS: 3.90), with senior members (LS: 3.70) slightly less supportive than
junior members (LS: 4.10).

Supporters of ethics meta reviews noted that more feedback and transparency is
good. “[Definitely people need some visibility of what was discussed or otherwise they
don’t learn”. This could help others see “what was good about this paper, what was
wrong with this paper”. For example, one author wondered about another paper, why
it was accepted and would have liked to see its meta review by the PC or REC. One
interviewee also noted there is no reason not “to publish these reviews because actually
it has already costed the reviewers some time to discuss this part”.

More skeptical interviewees, mostly senior, questioned whether the benefits justify
the added workload given reviewer fatigue, and whether anyone would read meta re-
views. Other senior members expressed skepticism regarding the content of such meta
reviews: since ethics discussion are often only about asking authors whether they “did
or did not address their issue”, there is not much interesting to learn from. Also, these
discussions may include sensitive details that should not be public, e.g., if “researchers
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choose to knowingly violate the law in a minor way [...]. This is a challenging conver-
sation to have, but I don’t know if we want a written [statement]”.

“Profound ethical considerations” badges. The idea of a badge was in analogy
to artifacts evaluation badges dealing as feedback (P/4) for authors and good examples
for young researchers (P3). However, participants in our interviews were largely skep-
tical about this idea (LS: 2.45).

A few interviewees saw an ethics badge as a useful way to highlight exemplary
ethical considerations for others to learn from and as good feedback “to reward the
one/s] that go beyond” the baseline.

However, the effort put into the considerations are not necessarily reflected in the
section itself and ethical complexity varies widely across areas, as multiple participants
noted by raising fairness concerns. The main criticism was that, unlike artifacts evalu-
ation, ethics is too subjective to be measured with clear criteria, leading to uncertainty
about what the badge would actually stand for. Many also argued that ethical consid-
erations constitute a baseline requirement for a paper, implying that every paper would
get the badge.

Instead, some interviewees suggested alternative forms of recognition, such as com-
munity awards to honor distinguished ethics sections to inspire future researchers with
good examples.

7.5.3.3 Education

Little ethical education (P3) beyond general university courses was a recurring concern
and may hinder ethical awareness (goal 2 & 3) within our growing (PI) community.
We therefore proposed several education-focused interventions.

Method-specific educational material. Building on USENIX Security’s method-
specific tips [16] (e.g., experiments with live systems; deception studies), we discussed
method-specific guidance for researchers. Interviewees strongly supported it (LS: 4.60).

Interviewees described such material as necessary, especially for researchers unfa-
miliar with ethics: “I think it is necessary to provide some materials to help them
understand.” One valued method-specific categories as concrete prompts as “good. If
you can give me categories, which can make it easier to think about ethical concerns”,
and may also help to find some issues that one might not have thought about. Over-
all, participants stressed that S&P researchers are not ethics experts and need more
education on this topic.

One junior participant noted that many authors would only consult such material
superficially, admitting “I would not go through the education material before the ethic
section.” This raises the question if the effort creating such material is worth the benefit,
given limited resources in the community. Interviewees also raised concerns that ethics
is subjective and method-specific categories might be hard to define optimally. Thus
one participant would rather like to see good example case studies over fixed categories.

Multiple interviewees expressed the need for concrete example studies — rather than
abstract scenarios — as those would ease considering ethics. One of them suggested a
database of real studies linked to specific ethical policies, and noted mandatory ethics
sections now already create the raw material for this as we get “more data on what

153



CHAPTER 7. ETHICAL PRACTICES AT SECURITY AND PRIVACY CONFERENCES

people have thought about, which you can possibly draw on if you find yourself in a
similar situation”.

Ethical training for reviewers. The idea of this intervention is to address the
mentioned problems (PI & P3), and the consistency of decisions (P6). This suggestion
was received positively but raised concerns about time constraints (LS: 4.10).

Training was seen as a good option to familiarize reviewers with conference-specific
ethics policies as some PC members seem to be unfamiliar with them, and to establish
a shared baseline, given that most S&P researchers lack formal ethics expertise.

One interviewee, however, noted that reviewers nowadays need ethical expertise
mainly in their own subfield with which they should already be familiar. Another par-
ticipant was afraid that training could become overly rigid and “brainwash” trainees
to adhere to one specific ethical approach, constraining reviewers’ independent judg-
ment; teaching general ethical ideas was seen as acceptable. Others asked who would
provide the training, particularly against the background of different ethical traditions
and socio-cultural backgrounds. And even with sufficient training, some interviewees
wondered whether it would pay off, since “reviewers who don’t care about this will [...]
just skip over this as fast as possible.”, while those who care are already knowledgeable
about it. Hence, “there’s a difference between providing the training and ensuring that
people take it”. Above all, the main concern was the severe time constraints and re-
viewer fatigue: “we already scramble, we already struggle a lot to get enough reviewers
[...] it’s a mess.”

Some interviewees pointed out that many researchers already receive ethics training
from IRBs and suggested: “if the reviewer has participated in the training [...] they
should not need to participate in the same training for conference B in the same year”.
Lightweight briefings on updated ethics policies were widely appreciated.

7.5.4 Review Form

As outlined before, reviewers serve as the primary agents of ethical scrutiny in the
publication process. RECs become involved only when reviewers identify potential
ethical concerns and flag them in the review forms. Consequently, the inclusion of
well-designed ethics instruments within these templates represents a significant ethics
intervention in its own. However, one senior interviewee stated, “the USENIX Security
26 review form is too complicated. [...] that’s feedback I've heard from various people.”
Against this backdrop, we discussed with our interviewees several approaches to com-
municating ethics-related considerations via review forms. We present the identified
findings below and in Figure 7.3.

7.5.4.1 Ethics Rating

We discussed three ways to rate or flag ethical concerns in reviews: a binary flag, a
numeric scale, or a severity score (e.g., no issue, minor, severe). Interviewees were
divided on the use of scores, but agreed on two points: (1) numeric scores are the least
useful (LS: 2.55) since they offer little added information beyond severity. (2) free-text
justifications along scores is essential.
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Figure 7.3: Likert scale of inferviewees’ opinions about ethics instruments in confer-
ences’ review forms

Severity score (LS: 3.45) was valued by some as a way “to give [...] the chairs some
guidance” and help them to prioritize cases. Also, some noted, ethics is too nuanced for
a mere yes or no. On the other hand, other preferred a binary flag (LS: 3.65), arguing a
paper either raises ethics concerns or not. Three interviewees rejected scores altogether
as they make reviewers think less about ethics, stressing that “what is important is, that
people tell that there is a potential issue and explain why and that then other people
have a look at it”.

7.5.4.2 Ethics Concerns

Regarding communicating concerns, we discussed PC-internal feedback and feed-
back to the authors in form of either free text or as pre-formulated categories.

Across both channels, interviewees strongly preferred free text (LS: authors 4.35;
internal 4.55). Categories (LS: authors 3.15; internal 3.35) were seen as a supportive
instrument, but not sufficient on their own. Because some ethics problems occur fre-
quently (e.g., missing information about a CVD process) a lot of ethical feedback is
paper-specific and pre-formulated categories cannot cover all cases. Also, regarding
feedback to authors, one interviewee emphasized that every rejected submission de-
serves that we “make the effort to write a few sentences |[...] explaining why we don’t
want this.” For internal feedback, some senior members pointed out that it helps the
REC to internally assign papers to REC members with corresponding expertise. Also,
one noted that internal feedback is important, because sometimes, “you’d want to raise
to the committee that you wouldn’t necessarily want to raise to the authors, because
you’re unclear whether something constitutes violations”
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7.5.4.3 Additional Proposals

Lastly, we proposed a self-assessment score for reviewers’ ethics confidence and the
requirement to make ethics fields in reviews mandatory.

The self-assessment was viewed as moderately useful (LS: 3.95), mostly for helping
RECs to prioritize and double-check papers with low reviewer confidence. However,
criticism was that it could lead to situations where reviewers or authors ignore valid
concerns expressed by less confident members. One participant also noted that RECs
should review every flagged paper regardless of a reviewer’s self-assessment. Most
interviewees supported mandatory ethics fields in reviews (LS: 4.30). Critics mainly
argued that not all papers have ethical aspects, but were comfortable with mandatory
binary flags or scores as long as they can indicate no concern.

/.6 Discussion

One can only reason about good or bad practices if knowing intended goals. We there-
fore identified the perceived goals of research ethics in the S&P community and use
them as a baseline to discuss interventions, encouraging decision-makers to do the same.

7.6.1 Goals of Ethics Interventions

According to our interview analysis, members of the S&P research community perceive
four sets of goals behind ethics interventions at top-tier conferences (Chapter 7.4).
The examination of the existing interventions (Chapter 7.5.1) suggests that normative
regulation of external impacts of S&P research (goal 1) as well as external perception
and evaluation of the S&P research community (goal 4) have been already addressed by
such institutional measures like ethical requirements written into CfPs, ethical review
integrated into the routine reviewing process and supplemented by reviewing activities
of specialized bodies like RECs, and ultimately by the right to reject publication of
unethical work. This fact can prompt some community members to think that there is
little left to be done with regard to the institutionalization of research ethics. However,
many interviewees indicated that a further increase of ethical awareness within the S&P
research community and support of ethically sound practices of its individual members
constitute another major set of goals (2 and 3) supposed to be addressed by ethics
interventions.

We see these four sets of goals as interconnected. Reputation and assessment of
the S&P research community by external actors (goal 4) depends to a large extent
on the ability to effectively regulate in normative (ethical) terms various impacts of
research activities and results on the outside world (goal 1). And the approximation of
the latter goal is significantly influenced by the community’s ethical awareness and the
ability of its individual members to put the principles of ethically sound science into
practice. Against this background, we propose in the following subsections an expansion
of ethics interventions specifically aiming at a further rise of ethical awareness within
the S&P research community and making it easier for individual community members
to integrate ethical reflection into all stages of their scientific work.
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7.6.2 Ethics Interventions Recommendations

As we mentioned before, the community made strong progress on ethics interventions.
Still, we identified a few improvements that we as a community should discuss, consider,
and think about how to put considerations into actions.

Rejection is the ultima ratio and needs careful consideration. Rejection
stands above all other interventions, which either inform or operationalize this decision.
It is largely accepted and uncontroversial within the community. Disagreement arises
only from ethically ambiguous research with great results, for which some have decided
to publish with an ethical disclaimer. The impact of this approach remains unclear [188].
Irrespective of whether the work is accepted, the harm to the outside world (goal 1)
has already occurred in such cases. Given the lack of a community-wide standard for
ethics, rejection may lead to unethical work being published at another conference,
causing a negative impact on the community (goal 2). Similarly, not publishing the
work may lead to other researchers conducting the same or similar experiments, causing
additional harm to the outside world. However, publishing with a note may suggest that
transgressions of ethics are acceptable as long as the results are sufficiently interesting,
leading to negative incentives (goal 3) for researchers and potential reputational damage
to the conference (goal 4). More positively seen, publication with disclaimers sets a
precedent for what should not have been allowed to be published, making it an explicit
signal for future authors. We believe this requires community-wide discussions.

Research Ethics Committees can improve with greater diversity, more
transparency, and better coverage. RECs already add great value to the peer-
reviewing process by structuring ethical review procedures (goal 2) and providing feed-
back to authors (goal 3). However, we found concerns about limited transparency and
diversity, and that unethical work may go unnoticed when reviewers focusing on techni-
cal aspects fail to flag it. More perspectives and greater coverage would help to reduce
blind spots in identifying harmful work (goal 1), while increased transparency would
strengthen the acceptance of norm enforcement within the community (goal 2). To
improve, we suggest REC mentoring, including external experts, and, if full coverage
is not feasible, at least checking random samples.

Ethical policies should guide practice without becoming over-restrictive.
The community likes policies as guidance, and we found indicators that example policies
(e.g., USENIX Security) are reused as a baseline for future work (goal 2). At the same
time, we should be careful with overly restrictive rules, as people have called for flexi-
bility. We otherwise risk negative effects and pushbacks (goal 2), such as minimal-effort
compliance or policy circumventions (see complex password policies). We encourage
decision-makers to open their policies to community input, as it was recently done by
ACM CCS 26 [49].

Ethics section should be mandatory, with clearly defined exceptions.
While mandatory ethics sections remain controversial as a restrictive intervention, they
seem logical towards the awareness goals (2 & 3) and typically require little effort.
While the community still discusses whether every paper needs one, we argue that a
structured, uniform approach has benefits and thus recommend it for every paper. For
example, the USENIX 26 Ethics Guidelines provide four key questions (stakeholders,
impacts, mitigations, decision to proceed) that could serve as a lightweight checklist for
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authors to self-certify whether they should be exempted from discussing ethical implica-
tions. This way, all researchers have to reflect and self-assess their ethical implications
before submission.

The community needs shared, community-wide ethics policies and edu-
cational material. While CfPs provide valuable guidance [188], frequently changing,
conference-specific rules lead to frustration in the community and potential increased
reviewer fatigue. We thus recommend developing community-wide standards (goal 2 &
3) that can be adopted across the top-tier and other conferences (trickle-down effect).
Beyond policies, shared resources should include research-area-specific educational ma-
terial, concrete example papers, as researchers often learn community-specific ethical
understandings from studying related work. Also we should discuss options to publish
anonymized REC rejection decisions as a way to communicate community boundaries.

The community would benefit from a coordinated ethics steering body.
Conferences established RECs to guide ethical decisions. While conferences need these
to take on conference-specific decisions, we advocate for a community-wide ethics steer-
ing body to support the above-mentioned shared policies and coordination. Such a
body could better scale with the growing community, address transparency concerns,
advise on ethically complex research at the design stage, and help follow the identified
goals.

/.7 Summary

This chapter presents the first study on existing ethics policies and goals, challenges,
and perceptions surrounding ethics procedures in top-tier conferences. Our findings
suggest that while the community broadly agrees on key objectives such as raising
ethical awareness and preventing the publication of unethical work, progress is hindered
by limited ethics education, inconsistent policies across conferences, and concerns about
over-regulation.

To address these challenges, we highlight the need for greater reflection and dis-
cussion about ethical practices in the community by publishing domain-specific ethics
considerations and coordinating ethics efforts across conferences. A common under-
standing and agreement on ethics policies can help strengthen responsible research
practices while avoiding unnecessary procedural burdens. We hope that our findings
contribute to a more informed discussion on ethics policies and support future efforts
toward transparent, effective, and community-driven ethics practices in security and pri-
vacy research. In turn, these interventions can help improve how security and privacy
web measurements are designed and conducted.
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In this dissertation, we addressed the broader question, “How can we perform re-
producible and responsible web security and privacy measurements?” We now conclude
with a reflection on the key takeaways that have emerged from the presented stud-
ies, and discuss the remaining challenges, future research directions, and the broader
picture to further improve web security and privacy measurement.

8.1 Reproducibility Through Advancement of Techniques

The Web is a constantly evolving system. Websites frequently change their content,
structure, and behavior, sometimes within hours; and with AI, the pace of change is
likely to increase further. As a result of these changes, reproducing web measurements
on the live Web is challenging, if not impossible. However, reproducibility is a funda-
mental principle of scientific research, as it allows independent teams to verify results
and enables researchers to build on prior work. Ensuring reproducibility is therefore
particularly important for empirical web security and privacy measurement research.

Summary of Conftributions. We investigated approaches to address this reproducibil-
ity challenge. In Chapter 3, we demonstrated and evaluated the potential of existing
web archives as a reproducible database for S&P measurements. Our results show that
the IA can already support certain measurements, especially those of static client-side
data such as HTTP security headers. Because archived snapshots originate from dif-
ferent contributors and vantage points, they provide a diverse perspective on the Web.
However, this diversity also introduces variability between individual snapshots. To
obtain more representative results, we therefore propose analyzing not only individual
snapshots but groups of temporally close snapshots, which we refer to as neighborhoods.

While existing web archives can support measurements on static content and even
some dynamic content, they do not work for sites that rely on dynamically live ex-
changed content or live data from web APIs. In Chapter 4, we therefore explored how
an archiving tool and format for web security and privacy measurements should be de-
signed. We argued that reproducible web archives must capture not only page content
but also page behavior during execution. To address this requirement, we proposed
and evaluated WebREC, which is based on a technology that records browser activities
in addition to network resources. This approach enables the creation of reproducible
measurement artifacts that preserve the behavior of websites at the measurement time.

Challenges & Future Work. Despite these advances, several challenges remain. Cur-
rently, WebREC is implemented on top of Brave. Extending support of the .web archiv-
ing format to additional browsers would improve coverage and allow researchers to
study browser-specific behavior. Furthermore, WebREC focuses on the page context
and thus does not support experiments involving browser extensions or service workers.
Extending and evaluating WebREC in this direction to capture emerging threats from
extension malware could further broaden its applicability for reproducible web research.

Another challenge concerns the representativeness of archived measurements. Re-
searchers must carefully consider what exactly their measurements aim to represent:
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(1) Should a study capture trends from an individual perspective or observations from
different vantage points across the world? (2) Similarly, should the focus be on the most
popular (and probably most relevant) sites, or a broad view of the Web (including small,
very outdated hobbyist sites)? These choices all make a difference and can lead to dif-
ferent conclusions. We argue that ideally, an experiment, as well as the archives, should
include crawls with multiple configurations and vantage points to avoid presenting a
one-sided view of the Web and represent sites most relevant to the population under
study. Developing improved sampling algorithms and analysis techniques that account
for such (1) variability and (2) coverage, similar to our concept of neighborhoods, would
therefore be a promising direction for future work.

The Broader Perspective. From a broader perspective, the ideal scenario would be
one in which researchers do not need to execute their own measurements at all, but
instead can reuse comprehensive archives that contain the necessary data for a study.
Consolidating the data collection process could reduce errors during experiments and,
from an ethical viewpoint, minimize the need for repeated scans of the same systems by
different research groups. Projects such as the HT'TP Archive already offer this by pro-
viding large-scale web measurement datasets. Extending such datasets with behavioral
information, such as the PG traces captured by WebREC, could immensely improve
their value for security and privacy research. However, that is not enough, as modern
websites often execute different dynamic code paths depending on user interaction such
as clicks and scrolls, making it difficult to capture all relevant behavior automatically.
Future research could therefore explore archiving systems that improve action coverage
by analyzing code and triggering relevant interactions during measurement.

At the same time, this vision of a universal archive may be difficult to realize in
practice as it would require an immense amount of resources. Moreover, while we
showed .web already captures types of commonly used data for research, archives will
likely never contain every specific piece of information researchers sometimes need.
Consequently, the community should invest in technology for hosting and sharing these
datasets, and even more so, in standardizing and advancing reproducible measurement
tools and artifacts — such as the .web format — so that individual artifacts from research
teams can together form a reusable and growing database of web measurement data.

In conclusion, enabling reproducible web security and privacy measurement research
requires both improved datasets and improved methodologies — improved techniques.
Archival approaches can already support reproducibility for certain types of measure-
ments, while new tools and formats enable the capture of complex web behavior. Mov-
ing forward, the research community should strive to design measurement infrastruc-
tures and datasets with reproducibility as a default goal, thereby fostering more trans-
parent and verifiable web security and privacy research.

8.2 Responsibility Through a Good Discourse

The Web has become a ubiquitous system. Websites are widely used by individuals and
organizations to handle sensitive tasks and confidential data. As a result, poorly de-
signed or incautious experiments can cause harm not only to technical systems but also
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to the people and organizations relying on them. At the same time, public confidence
in science and academic institutions has increasingly been questioned in recent years.
In this context, responsible research practices are particularly important, especially for
empirical web security and privacy measurement research.

Summary of Contributions.  Across the second half of this dissertation, we have dis-
cussed ethical challenges in web security and privacy measurement research and prac-
tices at the academic conferences. In Chapter 5, we presented insights from interviews
with legal experts, ethics committee members, and web operators, discussing ques-
tions, scenarios and legal and ethical boundaries around server-side scanning practices.
Our findings highlight that many challenges arise from still existing legal uncertainty,
particularly in an international web ecosystem where regulations differ across jurisdic-
tions. At the same time, the study shows that we need more ethical awareness among
researchers and discussions in all security domains about what is right and what is
wrong. Importantly, the operators we interviewed were generally open to academic
measurement research, provided that researchers act transparently and responsibly.
Because awareness and more ethical discussion were named as one key challenge
for researchers, we looked in Chapter 7 at ethics practices and interventions at top-tier
conferences. Our findings reveal four goal sets, challenges, and attitudes toward ethics
interventions. While measures such as ethics requirements in CfPs and RECs address
harm prevention, ethical awareness and education still need improvement. Interviewees
called for clearer guidance, educational resources, and more transparent procedures, and
expressed frustration with inconsistent policies across conferences and years.

Open Questions & Future Work. Despite the progress made in recent years, several
open questions remain. The frustration with the inconsistency of conference policies
raises the question, how should these policies eventually look like? In Chapter 7, we
made suggestions based on a qualitative sample of people; however, it is necessary
to understand, with a quantitative survey within the research community (not only
Western views, but also international ones), how the community stands on this topic.
It would help to further guide decisions of the conference heads and community-wide
efforts to shape commonly accepted rules.

Moreover, our impression from the interviews is that researchers who actively engage
with ethical questions are often those already interested in the topic. A key challenge,
therefore, lies in reaching researchers who may not yet be aware that their work could
have negative consequences. Collaboration with experts in education sciences could
help develop better ways to integrate ethical reflection into research training.

One important realization from this dissertation is also that certain types of server-
side measurement research may also simply not be feasible on the broader Web, either
for legal or ethical reasons (e.g., deliberate destruction of websites). As a community,
we therefore need to explore alternative research methodologies that allow us such
otherwise impossible research. One promising direction might be the use of alternative
testbeds, such as bug bounty sites as a legal proxy to the broader Web [S3]. Another
direction could be the development of opt-in mechanisms, similar to a security.txt,
that allow website operators to explicitly participate in measurement studies.
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The Broader Perspective. Stepping back, many of the challenges identified in this
thesis cannot be solved solely through technical solutions or written papers. Instead,
and we hope this dissertation made it clear, we need to have ongoing discourses and
reflections within the research community and exchange with people from the outside.

First, discourse within the community is essential as establishing shared norms and
expectations requires open discussions among the affected researchers. Recent efforts
focusing on meta-research, such as workshops [8] and broad discussions on open science,
reproducibility, and research ethics, are important steps in this direction.

Second, discussions should also take place within individual research domains (like
web measurements). Workshops and research visits provide valuable opportunities to
reflect on methodological and ethical challenges in one’s field. Such exchanges can help
researchers and newcomers understand the ethical expectations of their sub-community.

Third, discourse should also take place at the level of research groups. Informal dis-
cussions within the labs can play a crucial role in shaping responsible research practices.
Such discussions often lead to new ideas and research directions (like [S2]), including
methodological innovations and reflecting on research practices (see Chapter 6).

Finally, ethical discourse must also include those who are affected by research. This
includes in the Web domain the website operators whose systems may be targeted by
measurement studies, but also policymakers and regulators who shape the legal frame-
works in which research takes place. Engaging with stakeholders outside the academic
community, as well as interdisciplinary collaboration with experts from domains such
as law and social sciences, can help ensure that security and privacy research remains
both scientifically valuable and socially responsible.

8.3 Concluding Thoughts

As the Web continues to evolve, the responsibility and need for reproducibility of re-
searchers’ experiments will only grow. Building a culture of ethical reflection, and trans-
parency will therefore be essential for the future of web security and privacy research.
Returning to the motivation of this thesis, confidence in science, we deeply believe that
responsible and reproducible research will help keep and increase this confidence in sci-
ence. At the same time we know, there are more potential challenges to this confidence,
not only by issues in cybersecurity research but also by broader developments such as
collusion rings, excessive or uncritical use of Al in research, and plagiarism. Addressing
these challenges requires collective effort across scientific disciplines.

“Whoever is careless with the truth in small matters cannot be trusted with
important matters.” — ALBERT EINSTEIN

As researchers, we constantly make small decisions: we choose our methods, design
experiments, and decide which aspects of our work we put in the limited pages we have
for publications. Each of these choices shapes how knowledge is produced and commu-
nicated. Individually, these decisions seem minor, but collectively they influence the
integrity and credibility of research. Reflecting on these choices and keeping truthful-
ness at the center of our work is therefore essential. Only by doing so can we ensure
that our research contributes to scientific progress and strengthens trust in science.
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Al Usage Declaration

This dissertation was produced with the assistance of Al-based tools. The following
statement provides transparency regarding the extent to which these tools were used.

Generative Al tools were used for proofreading, and to enhance style and gram-
mar of existing text. It was not used to generate raw text. Only after section drafts
were completed, ChatGPT and Grammarly were used to assist with proofreading and
suggesting alternative formulations. No suggested Al-generated formulations were di-
rectly adopted. Instead, suggestions were used solely as inspiration for restructuring
sentences, with all final wording written by the author himself.

ChatGPT and ScholarLabs were also used as additional engine to source related
work supporting traditional methods like keyword search and skimming cited work. No
source was included in this dissertation without manual verification of its existence,
content, and relevance.

Lastly, ChatGPT was used to generate the images in the beginning of each chapter.
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A New Web Measurement Tool

B.1 De-Obfuscated Google Analytics Code

In Chapter 4, we talk about Google Analytics. Google Analytics uses programmatically
added event listeners for an HTML node to react to events while still allowing CSP to
block inline scripts (see Listing 6).

Listing 6 A deobfuscated example of Google Analytics code programmatically setting
event listeners.

ele = document.createElement ("script")

ele.type = "text/javascript"

ele.src = ff.createScriptURL (url)

ele.onload = loadHandler

ele.onerror = errorHandler

ele.setAttribute ("nonce", nonce)

scr = document.getElementsByTagName ("script") [0]
scr.parentNode.insertBefore (ele, scr)
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Legal and Ethical Challenges

C.1 3S Scenarios

Here, we list the scenarios presented to the interviewees in Chapter 5. Each participant
had the option to ask follow-up questions clarifying technical misunderstandings. For
the survey, we slightly modified the wordings to increase clarity, based on insights from
the interviews. These versions are included in the full questionnaire [92].

Alice — SQL Injection: Alice checks web
servers for vulnerable database queries
(e.g., via SQL injection). She uses a func-
tion to delay the database response (e.g.,
the MySQL function “SLEEP”). This al-
lows her to verify whether the server is vul-
nerable or not.

Bob - Invalid HTTP Request:  Bob sends
a non-standard HTTP request to a web
server. This causes the server to crash un-
intentionally. The result is that the server
must now be restarted by the website op-
erator’s I'T department.

Charlie - Insecure Direct Object Refer-
ence: Charlie changes his own user 1D

in a (1) GET or (2) POST request and to
(1) receive and (2) change data from an-
other user.

Daisy — Stored XSS: Daisy exploits a
stored XSS (cross-site scripting) vulnera-
bility to deliver its crafted code to poten-
tially all users of a website. This code
is executed on those users’ end devices.
It sends a confirmation message back to
Daisy’s server.

Eve - Path Traversal: Eve modifies a
link to a web page to read information that
is supposed to be confidential but can be
publicly viewed due to server-side configu-
ration issues (e.g., a path traversal).
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C.2 Survey Participants

Table C.1 provides statistics on the surveyed operators’ demographics and background
for Chapter 5. M indicates multiple-choice questions for which response counts can
sum up to more than 100%. Percentage values are relative to the total number of
survey responses (n = 119). For the type of security training received and the number
of servers operated (indented lists), percentage values are relative to the number of
participants who indicated to have received security training / to operate servers.

Table C.1: Survey participants” demographics and background

Demographics n % Background n %

<20 1 0.8 » Yes 118 99.2
21-30 1 9.2 ¢

31-40 33 27.7 Z ! 3. 25

& 4150 38 319 : 25 B 235

< 5160 21 176 & 610 25 210

> 61 5 4.9 > 11-50 40  33.6

FI/A 10 8.5 E 51-100 6 5.0

= 101-1,000 9 7.6

Woman 3 25 5 > 1,001 5 4.2

5 Man 101 84.9 g N/A 3 25
¢ Non-binary 0 0.0 ot

T Self-described 3 25 A o g'g

O  Prefer not to disclose 10 8.4 :

N/A 5 4.2 g Security Engineer 9 7.6

B System Engineer 23 193

Yes 10 924 g Database Engineer 0 0.0

University / school 58  48.7 5 Frontend Developer 1 0.8

s Employer training 42 35.3 5 Backend Developer 6 5.0

=4 Certifications 35 294 . Full-stack Developer 25 21.0

g Other courses 35 294 & DevOps 19 16.0

E “Learning by doing” 92 773 i Management 14 118

> Professional network 49 412 % IT Consultant 6 5.0

z Personal network 50 42.0 : Penetration Tester 1 0.8

§ Self-taught 106 89.1 = Content Creator 2 1.7

% Other 9 7.6 = Other 13 10.9

N/A 10 84 . 0 sa

No 8 6.7 - 2-5 6 5.0

Don’t know 1 0.8 3 o 6-10 6 5.0

¥E 1150 22 185

- 2 51-100 5 4.2

s § 101-1,000 24 20.2

&E 1,000-10,000 14 118

> 10,000 11 9.2

Don’t know 21 176

Germany 36  30.3

2 USA 21 176

o0 Austria 5 4.2

£ £ United Kingdom 5 4.2

© &  Belgium 4 3.4

j? % Canada 4 3.4

5 ®  Switzerland 4 3.4

8 Other 36  30.3

N/A 4 34
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C.3 Interview Guides

Members of Research Ethics Committees

Table C.2: Interview guide for ethics committee members (part 1)

Part Questions and Explanations

Do you consent to participating in this interview, its recording of it, and it being transcribed
via Amberscript?

What are currently the main ethical challenges for cyber-security research?
What were most difficult cases you had to decide while acting in your capacity as REC
member?
How many members are there in the ethics committees of the main conferences?
How do you recruit members for ethics committees?

Do committees remain quite stable in terms of personnel over longer periods of time
or is there a lot of fluctuation?

REC

Have you ever assessed security studies (planned projects or submitted papers) that used
3S techniques?
What were key ethical issues in these studies?
From the ethical point of view, how do you assess 3S as a method of data-gathering
in security studies?
Are there any controversial 3S topics among the members of the committee?
How far can security researchers go when testing the behavior of internet infrastruc-
ture and websites?
Can there be gray areas when it comes to studies using 3S techniques and testing of
Internet infrastructure?
If so, what are these gray areas?
How should researchers who operate in such grey areas be assessed from an
ethical perspective?
Can you identify absolute red lines when it comes to the use of 3S techniques for
security research purposes?
If so, what are these red lines?
How would you justify each of these red lines?
How do you see the relationship between ethical norms regulating scientific research
and legal norms?
Should security researchers be allowed to do everything that is legal?
If not, how would you justify ethical restrictions that go beyond legal

Ethics in Research

restrictions?

Should security researchers be allowed to act illegally if it benefits science
and/or the broader society?

If yes, what would justify such transgressions of legal norms?
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Table C.3: Interview guide for ethics committee members (part 2)

",
V)
=
<8

Questions and Explanations

Ethics in Research

What should be the absolute normative boundary for such law-transgressive
security research?

Who should be authorized to decide if a legal transgression by a scientific
research team is still acceptable?

What kind of institutional safeguards are already in place or should be addi-
tionally created?
Do you consent to participating in this interview, its recording of it, and it being transcribed
via Amberscript?

Improvements

Do you have specific ideas how the use of 3S techniques by security researchers should be
regulated to maximize the benefit for all stakeholders (potentially) involved?

What would you propose as key stipulations, if asked to design an ethical framework
for 3S research?

What would you add to the existing ethical framework regulating security research
to make 3S studies beneficial?

Ezplaining our pre-registration proposal... What do you think about it?
How would you re-organize existing institutions tasked with control over security researchers’
adherence to norms of scientific ethics?

Are there serious flaws in currently existing institutions tasked with control over
security researchers’ ethics?

Outro

Is there something else you would like to share with us on the topic of ethical regulation of
security research - in general or with regard to the use of 3S techniques?
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Legal Experts

Table C.4: Interview guide for legal experts. Some questions were only for academics
(A), prosecutors (P), or lawyers (L) (part 1)

Part Questions and Explanations

Do you consent to participating in this interview, its recording, and it being transcribed via
Amberscript?

Where do you currently see as the most important or biggest challenges in the legal regulation
of web security ?

(A) What is currently being discussed in this field of legal research?

(P) Which security phenomena relevant to criminal law are currently most present
in your work as a prosecutor?

Are attempts to exploit vulnerabilities of websites currently an important issue in
legal debates in your domain?

If yes, what exactly is being discussed?

Where do you obtain the technical expertise when dealing with questions of legal regulation
of digital topics?
Are you familiar with the term server-side scanning?

If yes, how would you define this term?

Intro

What legal risks do you see in server-side scans that are carried out by researchers?

What criminal consequences could arise for someone conducting such scans?
Have there been cases where criminal prosecution has occurred due to such
scientifically motivated tests?
(P) (L) Were you involved in any of such cases?
What were the results of these proceedings?
What forensic means are used in such cases?
What defense strategies are chosen by lawyers for those affected by
the prosecution?
How successful do you estimate these strategies to be?
How does prosecution in such cases practically come about?
(P) How can a prosecutor get information about an attack on a server?
(P) Do authorities focus on filed reports or are there also active investigative
against web attacks?
(P) What other agencies besides your prosecutor’s office are involved in pros-
ecuting such cases?

Criminal Law
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Table C.5: Interview guide for legal experts. Some questions were only for academics
(A). prosecutors (P), or lawyers (L) (part 2)

)
o
=
-+

Questions and Explanations

Which authorities are responsible for prosecution in such cases?
Is there a corresponding specialization in the public prosecutor’s of-
fices?
Is there a corresponding specialization in police stations or within
state or federal police authorities?
Who investigates in cross-border cases?
Are there lawyers who specialize in such cases or became known for defenses
in such cases?

Criminal Law

What civil law consequences could arise for someone conducting such tests?
Is this relevant for your work as a lawyer (L) / prosecutor (P)?
(A) Have there been specific cases where civil lawsuits have been filed against
someone conducting such tests?
(A) How did these lawsuits come about?
(A) What were the results of these proceedings?
(A) What forensic means are used in such cases?
(A) What strategies were chosen by the lawyers of the defendants?
(A) Are there law firms that specialize in such lawsuits?

Civil Law

Is privacy law relevant for someone conducting such tests?
Are there other areas of law relevant for someone conducting such tests?
Are there gray areas when conducting such tests?
In relation to IT security, are there cases where the benefits for the general public
outweigh a potential crime?
Looking at the USA, we see they adjusted their Computer Fraud and Abuse Act.
The attacker’s intention is now also
considered. The German coalition agreement mentions something similar. Do we
currently see a shift in legislation?
What is the current status here?
How can such legal changes affect legal practice?

Legal Misc

How does the law deal with cases of cross-border attacks on websites?
How important is international law in cases of cross-border attacks on websites?
What differences in legal protection of websites are there between different countries?
What importance does European law have in this area?
What importance does US law have in this area?
The USA is not only the cradle of Internet technology, but to this day
also the most important place
for technological innovation. How does this fact affect the legal regu-
lation of activities on the Internet?
How does the fact that many components of the entire Internet infrastructure are
not located in Germany or the EU
affect the possibilities for legal regulation of activities (especially research activities)
on the Internet?
Are there different legal approaches in different countries when it comes to cases of
web attacks?

International

Do you see a way for researchers to legally conduct 3S7
If someone asked you, how would you create a possibility to enable 3S for researchers?
Ezxplain our pre-registration proposal... What do you think about it?

ments

In the case of publishing vulnerability analyses, what should researchers pay attention to?
Is there something else you would like to share with us on the topic of 3S?

Outro [mprove_
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Operators

Table C.6: Interview guide for web operators (part 1)

Part

Questions and Explanations

Do you consent to participating in this interview, its recording, and it being transcribed via
Amberscript?

Background

Please describe in what way you are responsible for a website.
What is your daily (primary) job?
How is the website maintenance related to your primary job (if related at
all)?
How did you build the website(s)?
How do you maintain the website on a daily (ongoing) basis?
How come that you know how to operate a website? Can you tell us a bit about your
background?
Did you learn programming at school / university?
What kind of courses did you attend?
Did you learn programming in specialized trainings / courses?
What kind of specialized trainings did you attend?
Did you teach programming yourself?
How did you do that more specifically?
What kind of knowledge sources were you using in this process?

IT Security

What are currently the main challenges for operators like you when it comes to hacking?
Is the topic of hacking discussed among operators like you and your colleagues?
How would you assess your security awareness as an operator?
Where do you get the IT security knowledge from?
Where do other operators get their IT security knowledge from?
‘What role do interpersonal contacts with other operators play in your acqui-
sition of new knowledge and skills?
What is the role of online forums in acquiring IT-related knowledge?
Were you ever involved in a vulnerability disclosing process?
Can you go into more detail what happened there?

Server-Side Scanning

Are you familiar with the term server-side scanning (3S)?
If so, how would you define it?
Did you ever recognize someone conducting 3S on your server?
If yes: Please tell me about your reaction / what you did after you noticed.
What is your general opinion about 3S?
Should it be allowed for research purposes?
Can you describe how you think 3S research is conducted?
Should it be allowed for some other purpose?
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Table C.7: Interview guide for web operators (part 2)
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o
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Questions and Explanations

Server-Side Scanning

Are you familiar with the term server-side scanning (3S)?
Do you see any problems for researchers doing 3S7
Would you sue a researcher who conducted 3S on your IT infrastructure?
Would the location of the IP address of the 3S actor make a difference?
How far can security research go (in your opinion)?
What are gray areas?
Can you define absolute red lines?
How would you justify these red lines?
Do you see problems for you / your company resulting from 3S?
What would happen if something breaks (after 3S)?
What would happen if data is leaked (after 3S)?
Would you analyze or look closer at traces of a 3S attempt?
Would you improve your security after noticing 3S7

Improv.

Do you have any specific ideas how we could improve the current situation in a way that 3S
is possible for researchers?

If you were asked to design a guideline for security researchers, what would you
propose?

Ezxplain our pre-registration proposal... What do you think about it?

Outro

Is there something else you would like to share with us on the topic of 3S?
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C.4 3S Assessments in the Survey
Table C.8 provides the results from the survey in Chapter 5 regarding the proposed 3S
scenarios.

Table C.8: Surveyed operators’ (n = 119) general assessment of 3S, all scenarios and
more or less invasive variants, and our pre-registration proposal

E o
< 3 3
< g +
< =} o
B = =
k) 3 £
= 3
£ : g 9
o 3 = 2 3
R 8 E 3
£ < hy < 2
S & 2 % i
g g = g 9
Q &) ) o =
© e Z e P Likert scores
Q#  Scenario (5) (4) 3) (2) (1) Not N/A mean std median
shown
% % % % % % % n
Q6 3S General 36.1 218 9.2 134 193 - 0 3.42  1.55 4.0
Q8 Pre-registration 37.8 353 143 3.4 9.2 - 0 3.89 1.22 4.0
Al Alice (base) 51.3 18.5 7.6 8.4 14.3 - 0 3.84 148 5.0
A2 Alice (more inv.) 244 134 126 134 134 22.7 0 254 191 3.0
A3 Alice (less inv.) 1.7 2.5 7.6 6.7 11.8 69.7 0 0.66 1.21 0
B1 Bob (base) 34.5 20.2 7.6 11.8 26.1 - 0 3.25 1.64 4.0
B2 Bob (more inv.) 7.6 143 84 16.0 16.0 37.8 0 1.68 1.71 1.0
B3 Bob (less inv.) 1.7 8.4 10.1 76 17.6 54.6 0 1.05 1.44 0
C1 Charlie (base) 50.4 16.0 10.9 59 16.8 - 0 3.77 153 5.0
C2 Charlie (more inv.) 12.6 15.1 6.7 11.8 31.1 22.7 0 1.98 1.75 1.0
C3 Charlie (less inv.) 9.2 3.4 6.7 1.7 126 66.4 0 0.96 1.66 0
D1 Daisy (base) 235 160 109 16.0 33.6 - 0 280 1.61 3.0
D2  Daisy (more inv.) 10.1 9.2 4.2 9.2 176 49.6 0 1.36  1.76 1.0
D3 Daisy (less inv.) 109 10.1 59 151 185 39.5 0 1.61 1.76 1.0
El Eve (base) 471 202 10.1 7.6 14.3 - 0.8 3.76  1.50 4.0
E2 Eve (more inv.) 26.1 15.1 84 126 15.1 22.7 0 2.56 1.95 2.0
E3 Eve (less inv.) 2.5 0.8 9.2 6.7 12.6 68.1 0 0.70 1.23 0
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Ethical Practices at Conference

D.1 Survey Tool

As one part of the interview in Chapter 7, we let the interviewees share their screen
and go through a survey tool. The tool shows several suggested interventions in form
of items that the participant drags and drops in buckets labeled with a Likert scale:
Strongly agree — Somewhat agree — Neither agree nor disagree — Somewhat disagree —
Strongly disagree. The introduction text and items of the tool are listed below.

Would you agree that the following ideas for ethics at conferences should be imple-
mented (ignore feasibility)? Please place the items shown below by drag & drop
into response boxes depending on your assessment of the given item. New ideas
appear after one is placed.

e Publishing meta-reviews summarizing e Including external ethics experts in
reviewers’ discussions on ethical consid- ethics boards at the conferences to en-
erations. sure perspectives beyond our research

community.

o Consolidating research ethics commit-
tees from multiple conferences into a sin-

gle board. e Providing educational material on ethics
e Providing ethical training for reviewers. in form of categorized topics (e.g., hu-
e Introducing a Profound Ethical Consid- man  subjects, responsible disclosure,
erations badge, similar to artifact evalu- etc.).
ations.
o Making an ethics section mandatory for e Mentoring system for research ethics
all research papers. committee
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s B

Would you agree that the following instruments should be incorporated into the
review forms for our conference? Please place the items shown below by drag &
drop into response boxes depending on your assessment of the given item.

Ethics Score: The “score” that the author receives in the review

Internal Ethics Concerns: Internal documentation about the concerns for the REC
and PC

Feedback for Author: The feedback that the authors get with the review

o Ethics Score: Binary (Ethical / Con- o Feedback for Author: Pre-formulated
cerns) Categories for Required Author’s Action

e KEthics Score: Numeric
. . . o Feedback for Author: Free Text
o Ethics Score: Severity (e.g., none, minor,

moderate, severe .
' ) o Reviewer Self-Assessment (Are you con-

« Internal Ethics Concerns / Considera- fident in evaluating the ethics of this pa-
tions: Selectable Pre-formulated Cate- per)
gories

o Internal Ethics Concerns / Considera- o Ethics fields in review must be manda-
tions: Free Text tory

D.2 Keyword Analysis

To understand how the topic of research ethics has evolved over time within the S&P
research community, we conducted a keyword analysis of security and privacy papers
published at top-tier conferences during the period 2000-2024. In contrast to previous
work by Zhang et al. [268], statistical features such as TF-IDF weighting and word
co-occurrences were used to ensure the robustness of the extracted keyword list. Our
results indicate an overall increase in awareness of ethical issues, particularly within
the botnet sub-community.

Method
Data collection

We leveraged DBLP and collected papers from the top-tier security and privacy confer-
ences, namely CCS, IEEE S&P, NDSS and USENIX Security, from the period 2000 to
2024. The crawler that we used for data collection worked very reliably for all venues
except the older S&P conferences, where detection rates often fell below 30%. To en-
sure the validity of our measurement, we began the analysis in the year 2000. With
this restriction, fewer than 100 papers are missing from a total data set of 8489 papers.
The collected papers were parsed into raw text using docling [13].

Data analysis

We created several keyword lists on different topics, General Ethics, Human Subjects,
and Botnet, with each list covering the relevant topic as comprehensively as possible.
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General Ethics includes general references to ethical aspects, whereas Human Subjects
covers references to working with human participants (e.g., users or developers).

First, the papers were pre-filtered based on their chapter headings. For the General
Ethics dimension, for example, all chapters containing the word ethic in their heading
were extracted. These texts were then used to create the keyword list for the corre-
sponding topic. Statistical features such as TF-IDF weighting and word co-occurrences
were applied to extract the final keyword list. Both methods ensure the representativity,
the specificity, as well as the exhaustivity of the lists and are widely used in the field
of keyword extraction [74]. This co-occurrences-based approach allows a more robust
keyword analysis and reduces false positives compared to prior work (e.g., [268]), as it
relies on groups of related terms rather than individual keywords. The topics exam-
ined and their associated keyword lists are shown in Table D.1. In order to indicate
the presence of each topic over time, all papers containing at least one word from the
corresponding keyword list were counted for each topic and each year.

Results

The results are displayed in the figures below (Figure D.1 - D.3). In addition to the
data itself, the graphs also show historically interesting points that may have influenced
the treatment of ethical issues in S&P papers. These include the introduction of the
Menlo Report, the first mention of ethics-related content in the CfP, and what we have
termed the botnet controversy described above.

Figure D.1 visualizes the data of the General Ethics dimension. Across all four con-
ferences, a noticeable, albeit non-monotonous, increase can be seen within the studied
period. Since 2012, at least one paper with ethical content has been published at each
of the conferences examined. However, there is no clear correlation between the trend
and the historical points marked. There are both upward and downward trends during
the botnet controversy. With regard to the Menlo Report and the first mention of
ethical content in the CfP, no clear trends can be identified in the following years.

The data of the Human Subjects topic is displayed in Figure D.2. Similar to the
General Fthics dimension, a higher presence of the topic can also be seen here in recent
years. However, General Fthics and Human Subjects did not develop in the same way.
There were noticeable sharp declines at USENIX 2014 and S&P 2013. No overarching
patterns can be identified with regard to the historical markers either.

In addition to these general ethical categories, we also took a closer look at papers
dealing with the topic of botnets (Figure D.3). With the exception of a slump in 2011
at the NDSS, the number of botnet papers across all conferences rose steadily during
the botnet controversy. Around 2012, interest in the topic began to decline sharply,
with the proportion of papers containing botnet-related content fluctuating around
ten percent in recent years. The NDSS is once again an exception here. Here, the
presence of the topic is at a slightly higher level, between ten and 20 percent. However,
while the overall presence of the topic has declined since the years following the botnet
controversy, an almost opposite dynamic can be observed in botnet papers that deal
with ethics-related content. With the exception of the CCS, ethics played hardly any
role in the botnet field at the end of the 2000s, but in the years that followed, there
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were several years in which ethics were widely discussed within this sub-community,
such as at CCS 2024, USENIX 2023, and NDSS 2019. This points to an increased
ethical awareness in this sub-community.

Limitations

One of the biggest problems with keyword analysis, as carried out here, is that the
results depend on the keyword lists used. Although TF-IDF and word co-occurrences
can ensure a certain quality in terms of representativeness and specificity of the key-
words, the use of these methods does not provide a clear result. For example, one
particularly representative word pair for texts whose headline contains botnet is IP ad-
dresses. However, this word pair can be found in all kinds of areas of computer science.
The approach used here cannot compare different thematic areas of computer science
in order to further increase the specificity of the keywords and identify clearly distinct
terms.

It should also be emphasized that no causal relationships can be inferred from the
keyword analysis. On the one hand, this is due to the method itself and, on the other
hand, to the way in which the community might react to the emerging treatment of
ethical issues. It is conceivable, for example, that there will be a delay in responding to
novel interventions such as the Menlo Report and that conferences will influence each
other in their approach to the topic of ethics. This makes it extremely difficult to trace
the results back to specific historical events.

Furthermore, it should be noted that the method used here is not suitable for
measuring arbitrary topics. Attempts were also made to create keyword lists for the
areas of attack and measurement research. However, the chapters titled with the re-
spective terms are far too numerous and cover too many subtopics to extract a specific
keyword list. In order to use this method, a more precise understanding of possible sub-
communities and sub-topics must therefore be available in advance. Such sub-topics,
whose development could explain the increase in papers with an ethical reference, can-
not be found using this method.

Heading Keyword Keyword List

General Ethics  ethic review board, institutional review, board irb,
irb approval, board erb, ethical considera-
tions, ethics committee, ethical concerns, eth-
ical issues, institution irb, ethical implica-
tions, ethical principles, ethical frameworks,
menlo report, belmont report, public interest

Human Subject ethic consent form, explicit consent, human sub-
jects, real users, involve human
Botnet botnet botnet, infected machines, infected hosts

Table D.1: Keyword lists for the topics examined
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D.3. INTERVIEW GUIDE

D.3 Interview Guide

- we dive i W W - N <peri wi -
Introduction = Before we dive in, ho ould you describe your overall experience with ethics
procedures at academic conferences as a PC chair or member and as an author?

Ethics

Procedures Let’s start right into the interview: You are/were the chair of CONFERENCE.
CONFERENCE has/had a research ethics committee supporting the review phase.
Could you describe this procedure for a submitted paper?

Ethics

Interventions = We explain our definition of research ethics intervention: Everything at a conference
that influences how we consider ethics in our research, e.g., ethics reviews, guidelines,
other information provided.
We will go through some ethics interventions that conferences had implemented in
the past. Please tell me your opinion about each, is it helpful or not?

e Research Ethics Committees: S&P and USENIX have a REC since 2022,
NDSS followed 2025, what do you think about them?

e Mandatory Ethics Section: USENIX made ethics sections mandatory for all
paper in 2025. What do you think about this?

e IRB Decision Disclosure: All conferences ask for information about IRB de-
cision for papers. What do you think about this?

¢ Responsible Disclosure Requirements: S&P and USENIX explicitly recom-
mend how to conduct responsible disclosure. What do you think about this?

o Ethics Categories: Some conferences list what kind of research and methods
require ethical considerations. For example, human subject research, research
on live practices, or well-being of the research team. What do you think about
this (ethical categorization in general)?

¢ Right to reject: Some conferences mention explicitly that they might reject
unethical paper. What do you think about this?

e Ethics Frameworks: Conferences suggested various frameworks to evaluate
ethics in the past. For example, evaluating harm vs. benefit or a stakeholder
analysis. Are such frameworks helpful or should authors be free in deciding
how they discuss ethics in their papers?

Do you know of any other interventions implemented to ensure ethical considerations
during paper writing and reviewing at the conference? Please explain the details of
the intervention to me.

Survey Tool  In this part of the interview, we let the interviewees share their screen and go through
a survey tool (see Appendix D.1).

Table D.2: Interview guideline (part 1)
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Reasoning

What was the reasoning behind the decision to implement ethics practices and inter-
ventions?

Were there discussions or debates in the PC about this implementation and alterna-
tives? If so, what were the main arguments?

Have you or your predecessors tried out other instruments or frameworks? If so, which
ones, and how did they perform?

Did the PC consider insights from other fields (e.g., sociology, philosophy, medical
research, psychology) to design these interventions?

Goal

In your view, what are the primary goals of implementing research ethics practices at
conferences?

Are these goals already reached or is it an ongoing process towards these goals?
(Optional) How well do you think the current approach achieves these goals?

What could be improved with the current practice?

Are there any aspects of the current ethics practices at conferences that you don’t
like?

What are your thoughts on the development of ethics considerations in our commu-
nity?

(Optional) Do we need IRB approvals and committees at conferences at the same
time?

Importance
of Ethics

What are your thoughts on how to handle unethical papers that have a great contri-
bution?

Stepping away from your role as PC chair, how do you personally see the importance of
ethics in research compared to other aspects, such as novelty or technical correctness?

Ending

Is there anything else you’d like to add about the ethics review procedure?
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